
Safety analysis to derive safety requirement in the railway system 
 

Abstract 
 
 The safety of the railway system is important because the system is a mass transit system and the results of the 
accident are inconceivable. The railway system is operated by train operation system such as train control system. So 
the train control system requires safety critical characteristics. In the European railway, ETCS (European Train 
Control System) project has been finished to accomplish the interoperability of each national railway signaling 
system. According to the interoperability degree, ETCS levels are suggested. As the highest level, ETCS level 3 
suggests a radio communication. Also recently urban railway system is operated by driverless and automatic train 
control system. In this circumstance, more safety is required than before in the railway system. In order to accomplish 
the safety of a system, the requirements considering safety have to be suggested. The requirement is a set of several 
functions such as general function, environment, safety etc. For the safety critical system, safety function is more 
important than any other functions. The safety functions are deduced by safety analysis. In order to perform the safety 
analysis, the system hazards have to be identified and then risk analysis for each hazard should be performed. The 
risk is related to the frequency and the severity of each hazard. And then countermeasures for each risk have to be 
prepared. The summary of the countermeasures is about a kind of safety functions in a system. In this paper, the 
safety functions for a train control system are presented according to the above procedure. 
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1. Introduction 
 

The railway system is operated by train control system. Due to 
the differences of railway operation circumstances among 
countries, the method to accomplish the functions of train control 
system is very varied. So a new project to make the train control 
system interoperable has been launched in the European railway. 
The concept of this project intends to suggest a unified train 
control method. According to this project result, ETCS 
(European Train Control System) levels are suggested. The 
highest level of ETCS is adopting a radio communication 
method. Also recently urban railway system is operated by 
driverless and automatic train control system. In this situation, 
the safety is more important and has to be accomplished. The 
first task to accomplish the railway safety is to derive safety 
functions of a specified system. The safety functions are deduced 
by safety analysis. In order to perform the safety analysis, the 
system hazards have to be identified using HAZOP(Hazard and 
Operability Studies) or FMEA(Failure Mode and Effect 
Analysis), etc., and risk analysis for each hazard should be 
performed. The risk is related to the frequency and the severity 
factor of each hazard. And then countermeasures for each risk 
have to be prepared using PHA(Preliminary Hazard Analysis), 
etc. The summary of the countermeasures is a kind of safety 
functions in a system. In this paper, safety functions of railway 
system are derived following the upper procedure. 

 
 

2. Functions of Train Control System 
 
2.1 Diagram of train control system 

 
Figure 1 describes speed curves of train control system. In 

order not to collide with the preceding train, train make several 
speed curve profile and check if the actual train speed is over the 

speed curve or not. The train control system has the 
responsibility for safe operation of train. 
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Figure 1. Speed curves of train control system 
 

 
 

Figure 2. Concept of ETCS level 3 
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Figure 3. Overall diagram of train control system 
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Many systems in the wayside and onboard equipment are 
related to the train control system. In order for the railway 
system to operate safely, all the system related to the train control 
system work properly. The train control system consists of 
OCC(Operational Control Center), Interlocking system, Wayside 
Signal, Automatic Block System, Train Onboard System. etc. 

 
2.2 Functions of train control system 

 
The functions of the train control system are defined through 

brainstorming of several experts. Subcategories are also 
presented below as an example. 

 
(1) Determine Actual Position, Direction and Speed  

- Synchronize Position with Trackside Equipment 
- Initialize Train's Location When Stationary 
- Determine Train Relative Position 
- Determine Train Geographical Position 
- Determine Actual Train Travel Direction 
- Determine Head and Tail 
- Remember last Determined Position 
- Calculate Actual Train Speed 
- Determine Relative Speed of Trains 

(2) Perform Status and Diagnostic Functions  
(3) Ensure Safe Route Elements  
(4) Separation between trains  
(5) Supervise Station Stop  
(6) Determine and Respond on Safety Hazards  
(7) Detect and Respond on Emergency Stop Requests  
(8) Provide (Safe) Interfaces with External Functions  
(9) Manage Infrastructure Data 
 
 
3. Proposed Safety Analysis Procedure 
 

Scope and Purpose Functional Analysis (FA)

Hazard Identification and Analysis (HIA)HIA Approval

Risk Analysis (RA)RA Approval

System Requirement (SR)SR Approval

Safety Plan (SP)SP Approval

Safety ActivityConfide ISA

ISA  ActivityISA Approval

Safety CaseSafety Case Approval

Safety Review 
Board

Project manager Safety 
Assessment

 
Figure 4. Safety Management Procedure 

 
Figure 4 describes safety management procedure. It has to be 

carried out in a safety critical system such as train control system. 
The first step of it is to derive system requirement containing 

system safety functions. In order to derive safety functions, 
functional analysis, hazard identification, hazard analysis, and 
risk analysis have to be carried out. Such analyses are a part of 
safety analysis. After carrying out safety analysis, system 
functions are updated to safety functions. 

Figure 5 presents a general safety analysis procedure. [5] 
 

 
 

Figure 5. General Safety Analysis Process 
 
Since European Union is set up in Europe, many different 

safety analysis procedures have been adjusted and finally unified 
to EN50126, CENELEC standard. Application of the standard to 
the safety analysis is mandatory to the railway industry in Europe. 
Also the EN50126 is recently converted to the international 
standard IEC62278. All nations are recommended to follow the 
international standard for the safety analysis, which means the 
standard for reference is oriented to the Europe concepts. 
Anyway the IEC62278 does not suggest any specific procedure. 
The Yellow Book published by Network Rail in U.K. is just only 
one source presenting the procedure. 

The safety analysis has to be performed at the beginning of the 
system life cycle and the safety analysis procedure described in 
the Yellow Book has the 7 steps, such as  Hazard identification, ①

 Causal analysis,  Consequence analysis,  Loss analysis, ② ③ ④
 Countermeasure analysis,  Impact analysis, and  ⑤ ⑥ ⑦

Demonstrations of ALARP (As Low as Reasonable Practicable) 
compliance.  

Several analysis methods may be applicable in each step. 
Usually FMEA is widely used in the overall analysis. HAZOP is 
specifically used for the Hazard Identification, FTA(Fault Tree 
Analysis) for Causal Analysis, and ETA(Event Tree Analysis) for 
Consequence Analysis respectively. 

The purpose of this paper is to derive safety functions related 
to the train control system as a brief document in the early stage 
of the lifecycle. So the 7 steps can be summarized to the 
following 4 steps. 

 
 ① Identify Hazards 
 ② Define risk matrix by combining probability and severity of 

hazard 
 ③ Practice Preliminary Hazard Analysis (PHA) 
 ④ Derive Safety function 

 
All the results following the upper 4 steps are represented in 

the Chapter 4. 
 
 
4. Safety Analysis of Train Control System 
 
4.1 Hazard identification of Train Control System 
 
To identify system hazard, Checklist, FMEA, and HAZOP are 

generally used. The HAZOP is used to derive the hazard in this 
paper. The HAZOP is a method of team review of the 
significance of all the ways that a process element can 
malfunction or be incorrectly operated. The technique is 
essentially a structured brainstorming using specific guide words. 
The hazards related to the functions are as follows. The 
underlines are related to the basic hazards. In order to find the 



basic hazards, FTA is used. 
FTA is a Top-Down approach to identify the causes of an 

unwanted top event. As an example, the train movement hazard 
is spread out from the top hazard to the basic hazard. 

 

 

 
Figure 6. Derivation of hazards 

 
 
4.2 Definition of Risk Matrix [1]-[4] 
 
1) Probability of hazard 
Table 1 represents hazard probability categorized 6 steps 

according to hazard occurrence frequency. The steps and the 
values are defined in the related standards (IEC61508, 62278. 
etc.) and examples of other experienced countries. 

 
Table 1. Hazard probability 

Occurrence Definition 
Frequent 
(A) 

Likely to Occur Frequently. The Hazard will be 
continually experienced 

Probable 
(B) 

Will Occur Several Times. The hazard can be expected to 
occur often 

Occasional 
(C) 

Likely to Occur Several Times. The Hazard can be 
expected to occur several times 

Remote 
(D) 

Likely to Occur Sometime in the System Life. The 
Hazard can reasonably be expected to occur 

Improbable 
(E) 

Unlikely to Occur but Possible. It can be assumed that 
the Hazard may exceptionally occur 

Incredible 
(F) 

Extremely Unlikely to Occur. It can be assumed that the 
Hazard may not occur 

 
2) Severity of hazard 
Table 2 represents hazard severity categorized 4 steps by 

related standards (IEC61508, 62278, etc.) and insurance payment 
criteria. 

 
Table 2. Hazard severity 

Hazard Severity Definition Severity 
Personal/Environment Equipment 

Catastrophic 
Fatalities 
multiple severe injuries 
major damage to the environment 

 

Critical 
Single Fatality 
severe injury 
significant damage to the environment 

Loss of Major 
system 

Marginal Minor injury 
significant threat to the environment 

Severe system 
damage 

Negligible Possible minor injury Minor system 
damage 

 
3) Risk matrix 
The risk matrix is derived by combination of probability and 

severity of each hazard. Table 3 represents risk matrix. If the risk 
presented in left upper point means high risk (undesirable), so 
the risk have to be lower down to a tolerable level at least. The 
matrix is defined based on the experience and consensus of 
related engineers 

 
Table 3. Risk matrix 

Severity 
Catastrophic Critical Marginal Negligible Prob. 

1 2 3 4 
(A) 1A (1) 2A (3) 3A (7) 4A (13) 
(B) 1B (2) 2B (5) 3B (9) 4B (16) 
(C) 1C (4) 2C (6) 3C (11) 4C (18) 
(D) 1D (8) 2D (10) 3D (14) 4D (19) 
(E) 1E (12) 2E (15) 3E (17) 4E (20) 
(F) 1F (21) 2F (22) 3F (23) 4F (24) 
 

Undesirable (1~11, 13) 
 
Tolerable (12, 14~16, 18) 
 
Acceptable (17, 19~24) 
 

4.3 Preliminary Hazard Analysis [1]-[4] 
 
The basic hazards deduced in Figure 5 directly effect to the 

train control system. So the countermeasures to reduce the 
effects from the basic hazards are important. The table below is 
representing PHA. The first column is the basic hazard, the 
second one is the consequence coming from the basic hazard, the 
third one is the countermeasure to reduce and remove the effects 
of the basic hazard, and the final fourth one is the 
implementation characteristics. In this table the Safety measures 
are as a kind of safety function. 

 
Table 4. PHA for train movement hazard 

Basic hazard 
Possible  
Worst Case 
Consequence

Basic Safety 
Measure 

Implementation 
Characteristics 

Wrong 
absolute 
position 
measurement

Catastrophic 
at high 
speeds 

Relative and 
Absolute 
Position 
Measurement 

Design with 
considering 
margin and error 
rates 

Wrong 
relative 
position 
measurement

Catastrophic 
at high 
speeds 

Relative and 
Absolute 
Position 
Measurement 

Design with 
considering 
margin and error 
rates 

Wrong 
position 
processing 

Catastrophic 
at high 
speeds 

Safe Speed 
Measure 
Supervise 

Safe Measure 
Supervise 

 
4.4 Derivation of Safety Functions 
 
The basic safety measure and implementation characteristics 

described in the Table 4 are countermeasures worked as safety 
functions. After gathering and regrouping the safety measure, 
Following 20 H/W safety functions and 13 S/W safety functions 
are obtained. 

1. Train movement hazard 
2. Train interior hazard 
3. Train/Station interface hazard 
4. Station interior hazard 
5. Guideway hazard 
6. Depot hazard 
7. Maintenance facility hazard 
8. OCC(Operational Control Center) hazard 
9 Evacuation hazard

1. Train movement hazard 
 1.1 Train too close to clearance envelope 
  1.1.1 Train leaves guideway 
    1.1.1.1 Inappropriate speed 
      1.1.1.1.1 Target speed is bigger than limited speed 
        1.1.1.1.1.1 Wrong position registered 
          1.1.1.1.1.1.1 Wrong absolute position measurement 
          1.1.1.1.1.1.2 Wrong relative position measurement 
          1.1.1.1.1.1.3 Wrong position processing 
        1.1.1.1.1.2 Wrong speed processing 
           …… 
      1.1.1.1.2 Wrong speed limit 
    1.1.1.2 Switch hazard 
           …… 
  1.1.2 Element from train too close to clearance envelope 
 1.2 Object or person infringes clearance envelope of train from 

outside 
   1.3 Train moving too close to other system elements 



Table 5. Safety functions of H/W 
1 Relative and Absolute  

Train Position Detection 
11 Brake Performance and 

Parameters 
2 Onboard Position 

Processing 
12 Movement Authority 

Calculation, Transmission, 
Supervision 

3 Train Position Detection 
(Pass, Work, 
Maintenance, Failed 
Train) 

13 Route Selection, Setting, 
Release 

4 Wayside to Train Data 
Transmission 

14 Switch Command, Position 
Status, Locked Status 

5 Mixed Train Operations 
(Equipped and 
Unequipped Train) 

15 Train Departure 
Authorization and Command

6 Continuous Over speed 
Protection, Speed 
Measurement and 
Processing 

16 Train Emergency Evacuation

7 Travel Direction and 
Train Protection 

17 Door status (Open, Close, 
Interlock) 

8 Brake Supervision at 
Grade 

18 Platform Protection 

9 Train Integrity Check 19 Train Alignment at the 
Platform Doors 

10 Timely and Safe Braking 
Command 

20 Train and Platform Gap 
Protection 

 
Table 6. Safety functions of S/W 

1 Worst Case Stopping 
Distance Analysis. 
Algorithm Computing 

7 Procedure and Configuration 
Management 
(Temporary Speed and Zone 
Restrictions) 

2 Data Base Configuration 
Management (including 
performance. Restriction) 

8 Emergency and Evacuation 
Management 

3 Design Inspection 
(Frames, Bogies, Wheels, 
Train Mass, Load, 
Balance, Emergency, 
Wheels) 

9 Staff Protection using Alarm 
or Track Circuit Shunt 

4 Design Inspection (Civil 
Structure, Clearance 
Profile, Emergency 
Walkway, Flooding 
Gates) 

10 Adhesion Assurance 

5 Design Inspection 
(Switch Structure, Track 
and Rails Gauge, 
Bonding) 

11 Right of Way Protection 

6 Inspection Procedure 
(Obstacles, Maintenance 
Tools, Physical 
Infrastructure) 

12 Assault, Attack, Terrorism, 
Vandalism Prevention 

  13 Intrusion Detection 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

5. Conclusion 
 
Train control system is a safety critical system. Such a system, 

safety management is important. The import procedure in the 
safety management is safety analysis to derive safety functions. 
After carrying out safety analysis, system functions are updated 
to the safety functions. 

In this paper, safety functions are derived through the safety 
analysis procedure. The general procedure for the safety analysis 
is usually 7 steps, but in this paper, The 7 steps are summarized 
to the 4 steps.  ① Identify Hazards  ② Define risk matrix by 
combining probability and severity of hazard  ③ Practice 
Preliminary Hazard Analysis (PHA)  ④ Derive Safety function. 
Chapter 4 describes the results following the 4 steps. At the end 
of the safety analysis, 20 H/W safety functions and 13 S/W 
safety functions are obtained. 
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