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Abstract 

In this paper we introduce a new paradigm of physical layer security for wireless network. Existing security 

protocols like internet’s transport layer security protocol has some security flaws that skilled hackers could 

exploit. Motivated from this point we introduce a new security protocol that works in physical layer which is 

much less vulnerable to hackers than any other higher layers. In our proposal, we incorporate the proposed 

security protocol within channel coding as channel coding is an essential part of wireless communication. We 

utilize the flexibility to choose a generator matrix (or generator polynomial) of a particular code that selects the 

code words as a core of our protocol. Each pair of wireless node will select a unique generator using their 

security key before they started to communicate with each other. 

 

 
1. Introduction 

Wireless communications technologies have undergone 

rapid development. Wireless technologies cover a wide 

range of differing capabilities oriented toward different 

uses and needs. Wireless local area network (WLAN) 

devices, for instance, allow users to move their laptops 

from place to place within their offices without the need 

for wires and without losing network connectivity. Ad-hoc 

networks enabled by Bluetooth, allow data synchro-

nization with network systems and application sharing 

between devices. Bluetooth functionality also eliminates 

cables for printer and other peripheral device connections. 

Handheld devices such as personal digital assistants (PDA) 

and cell phones allow remote users to synchronize personal 

databases and provide access to network services such as 

wireless e-mail, Web browsing, and Internet access. 

Moreover, these technologies can offer dramatic cost 

savings and new capabilities to diverse applications 

ranging from retail settings to manufacturing shop floors 

to first responders. In order to meet the demands of 

multimedia communications, next-generation wireless 

systems must employ advanced algorithms and techniques 

that not only increase the data rate, but also enable a 

secured and error free data communication. 

However, risks are inherent in any wireless technology. 

Some of these risks are similar to those of wired networks; 

some are exacerbated by wireless connectivity; some are 

new. Perhaps the most significant source of risks in 

wireless networks is that the technology’s underlying 

communications medium, the airwave, is open to intruders, 

making it the logical equivalent of an Ethernet port in the 

parking lot. The loss of confidentiality and integrity and 
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the threat of denial of service (DoS) attacks are risks 

typically associated with wireless communications [3]. 

Unauthorized users may gain access to agency systems and 

information, corrupt the agency’s data, consume network 

bandwidth, degrade network performance and launch 

attacks that prevent authorized users from accessing the 

network, or use agency resources to launch attacks on other 

networks. 

The conventional security mechanism is same with the 

wired equivalent privacy (WEP) protocol [1]. Encrypting 

data with WEP protects the wireless link between two 

wireless nodes. Wireless network administrators provide a 

WEP-algorithm-based key for each authorized user, 

thereby denying access to anyone without an assigned key. 

In wireless LAN wireless application protocol (WAP) 

specifies the WTLS (wireless transport layer security) 

protocol, which is similar to the Internet’s transport layer 

security protocol [2]. WTLS provides authentication, data 

integrity, and privacy services within wireless 

technologies’ limited processing power, memory capacity, 

and bandwidth. WTLS generally uses RSA-based 

cryptography. With this service, authorized devices and 

servers share a secret encryption key. Participating devices 

and servers authenticate one another by using their keys to 

decode a decrypted challenge message and determine 

whether they got the same, correct result. 

Secured communications in wireless environment 

involves the important issue of information security, 

privacy, and authentication in an open space. Privacy 

involves ensuring that an eavesdropper cannot intercept the 

communication information of mobile users. 

Authentication involves ensuring that the services are not 

obtained fraudulently. In recent years, much in the 

literature had been written on privacy and authentication 

for wireless communications [1]-[4]. Good security 

protocol for wireless communications not only provides 

high security but must also have a low computational 

complexity. The well known CDMA technique can also 

provide a physical layer security. The application of 

CDMA is limited because of Bandwidth and other 

limitation like multiple access techniques. Moreover, 

CDMA is a very complex technique to apply only for 

security of wireless network.  

In this paper we introduce a new dimension in physical 

layer wireless security protocol. In this proposed protocol 

we incorporate the security algorithm within conventional 

channel coding. Error control coding is an essential part of 

all type of wireless system due to the random behavior of 

wireless channel. We apply traditional channel coding for 

wireless security as well as for error correction. We don’t 

need to increase the complexity to achieve a high level 

security in wireless network. For simplicity we analyzed 

our protocol through a linear block code. Other channel 

codes like convolutional code, turbo code, cyclic code, etc. 

also can be used for security in similar manner. The rest of 

the paper is organized as follows. Section 2 describes some 

overview of block code. Our proposed algorithm is 

explained in section 3. In section 4 we support our idea 

with some numerical simulation and finally we conclude 

this paper in section 5. 

2. Over view of Linear Block Code 

A. Basic Idea: 

Linear block codes are parity check code that can be 

characterized by the (n, k) notation where a block of k 

massage bits is encoded into a longer block of n codeword 

bits [5]. The encoding procedure assigns to each of the 2k 

massage to one of the 2n code word. Since a set of code 

word that forms a linear block code is k dimensional 

subspace of n dimensional binary vector space (k<n). This 

freedom in selecting the 2k codeword from total 2n 

possibility enables us to incorporate a security during 

coding. Moreover, for a particular k-bit information 

sequence we can choose any one of the 2k n-bit codeword. 

So the possibility to select a codeword from for (n, k) code 

is 
p

n
C . So it is possible to offer different code word set for 

different users in a multi-user scenario that will offer a 

high level security. 

Physical layer security in wireless communication is 

possible to protect eavesdropping and unauthorized access 

through channel coding. This is possible because of the 

availability of choosing a codeword from a number of 

available options. The code words of a particular coding 

technique are selected by the generator matrix (or 

generator polynomial in case of convolution code). For 

decoding a received code word generator matrix is 

required at the destination; otherwise, it is impossible to 

decode a code word. Our idea is to assign different 

generators for the different pair of communicating nodes 

so that, other unauthorized nodes or any other 

eavesdroppers are unable to decode the coded information. 

But the main challenge is the performance of any error 

correcting code depends on generator i.e., we r not free to 

change them arbitrarily. 

 

B. Generator Matrix: 

When a number of users are communicating with each 

other we can allocate separate codeword for each pair of 

user. To do this we need to apply some codeword 

allocation technique. In general generator matrix is 

responsible to choose a set of codeword in linear block 

code. For a (n, k) linear block code a generator matrix ix a 

n X k size binary matrix that relates the k-bit input data 

block with n-bit output data block. Therefore, we can 

select different codeword for different input data block by 

using different generator matrix for each pair of users.  A 

generator matrix for systematic linear block codes of (n X 

k) dimension is given as- 
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Where P is the parity check matrix [5] and Ik is the 

(kXk) size identity matrix. Let [m1, m2, m3,……..., mk] be 

the massage words and [u1, u2, u3,………….un] be the code 

word then the relationship between them is given by- 
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From equation (2), we can see a particular codeword (u) 

is selected in accordance with a column of the generator 

matrix.  So by changing the elements of generator matrix 

we can select different codeword for different 

communication channel. The generator matrix contains two 

part, parity check matrix and identity matrix. Changing the 

generator matrix means the changing the parity matrix.  

 

3. Physical Layer Security Protocol  

A. System model: 

For the purposes of exposition, we consider a cellular 

based multiuser transmission where a group of users are 

transmitting towards a single destination shown in figure 1. 

We also consider there are some unauthorized wireless 

nodes (hackers or eavesdroppers) with in the cell under the 

base station. Our main purpose is to inhabit these 

unauthorized nodes to access to the BS or receive any 

information from BS. 

 

 
 

Figure1. Communication scenario. 

 

The users transmit on orthogonal channels (e.g., TDMA, 

CDMA, or FDMA), which allows the destination to 

separately detect each user’s data without any interference. 

All the mobile users are equipped with a linear block code 

encoder and decoder in addition with a random interleaver. 

Block diagram of a wireless node is shown in figure 2.  

 

 
Figure 2. System Block Diagram. 

 

However, the basic idea and operation of our proposed 

technique does not depend on the specifics of the channel 

access protocol. More over our considered scenario is very 

common for wireless LAN, Cellular phone, cluster based 

wireless sensor network etc. 

  

B. Proposed Algorithm:  

Our main objective is to find a suitable algorithm to 

allocate different parity check matrix i.e. generator matrix 

for different pair of terminals. We are not free to Change 

the generator matrix arbitrarily because all the generator 

matrixes for a specific code (n, k) does not offers 

maximum performance. The performance of a linear block 

code is a function of so called minimum free distance 

(dfree) [5]. The main problem to employ our idea is to find 

a group of generator matrix with good minimum free 

distance i.e., best error correcting capability.  

Consider all the mobile users and destination has their 

own security code. These codes may be a function of time, 

location, address or simply a random number. We will use 

these security codes as a key to change the generator 

matrix of each user as shown in figure 2. To maintain a 

good free distance we choose the best generator matrix of 

a series of linear block code. We found some interesting 

result in our experiment that, a generator matrix found by 

perturbation of a good generator is also a good generator 

matrix. We can easily found a group of good generator 

matrix from the best generator of a particular linear block 

code group by interleaving the rows and columns of the 

default matrix. We assign the best generator as a default 

generator matrix to all the users and then each user will 

produce a secret generator matrix to communicate with 

other node (base station or any other node) on the basis of 

the security key. For a particular pair of communication 

terminal the basic generator matrix is randomly 

interleaved cording to their source and destination security 

key. First we consider all the rows of the matrix are 

randomly interleaved in according to source security key 

then the columns of the new interleaved matrix is again 

randomly interleaved according to destination security key 

therefore, only this particular pair of node can decode the 

data if they know the security key of each other. We 

assume that this security key is allocated by the base 

station and it is updated at a regular time interval to 

improve the security level of the system. The generator 

selection algorithm using the security key is very simple 

and given below:  

Step 1: Select a particular block code that can satisfy 

the system requirement on error correcting 

capability. 

Step 2: Choose the best generator of that particular 

group of block code. 

Step 3: Randomly interleaved the rows of selected 

generator matrix according to the source 

security code. 

Step 4: Randomly interleaved the columns of selected 

generator matrix according to the destination 

security code. 

The above algorithm ensures that only the authorized 

user can generate the exact generator matrix to decode the 
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information. More over it also ensure that the generator 

matrix of proposed algorithm always maintain a good free 

distance property hence, we can provide a high level 

security in physical layer without any performance 

degradation. 

 

4. Simulation Result: 

For simulation we choose a simple (7, 4) linear block 

code with parity check matrix [1 0 1; 1 1 0; 1 1 1; 0 1 1] as 

a default generator. In presence of AWGN we simulate the 

BER performance of our proposed algorithm. AWGN 

noise is modeled as zero mean complex random variable 

with variance 1/2 per dimension. We also assume 

maximum likelihood (ML) detection before decoding. In 

our simulation we assume random numbers as a security 

key and the security keys of two communicating node is 

known to each other. For an unauthorized node we also 

consider a random number as security code and they try to 

decode the information using a new random number every 

block of channel information. Figure shows the BER 

performance of our proposed algorithm.  

0 1 2 3 4 5 6
10

-5

10
-4

10
-3

10
-2

10
-1

10
0

(7,4) block code

SNR (dB)

B
E
R

 

 

proposed (authorize node)

fixed generator matrix

proposed (Unauthorize node) 

 
Figure 3. BER performance 

 

First we compare our proposal with the fixed generator 

matrix (i.e. all the node have same generator). In this case 

we chose the best generator matrix of (7, 4) linear block 

code.    In our proposed algorithm we chose best generator 

matrix as a reference and produces a new generator by 

random interleaving the best generator using the security 

key. Figure-2 shows that our proposed algorithm offers 

same performance with the best generator polynomial. 

Therefore we do not need to sacrifice any performance for 

security. We consider an unauthorized user who does not 

know the source security code and tries to decode the 

received signal using a random security code. We found 

that BER performance is almost constant with received 

SNR. So, our proposal is offering a high level security with 

out sacrificing any performance. Moreover, our proposed 

algorithm increases a negligible amount of system 

complexity as we use interleaving operations to generate 

the generator matrix for each user.   

To find the security level of our proposal we make some 

simulation for two different code (7, 4) and (23, 11). We try 

to detect the information in an unauthorized node using 

arbitrary random number as a security code. Our 

simulation results show that probability of detecting a 

transmitted block at an unauthorized node is dependent on 

the size of the parity matrix. As the size of parity matrix 

increases security level of our proposed algorithm also 

increases. For example (23, 11) block code perform better 

then (7, 4) code because the first code has a larger parity 

check matrix. The main reason behind this is the size of 

parity check matrix i.e. size of generator matrix. For small 

size of parity check matrix the total possible cases of 

interleaved parity check matrix is also small. As the size 

of the parity check matrix this probability is also decrease 

which offers a high security level. 

 

5. Conclusion: 

Physical layer security is in wireless network is 

supposed to be the strongest security then other upper 

protocol layer because physical layer is much less 

vulnerable against hackers.  Although the proposed system 

does not sacrifices any performance but it increases the 

system complexity. Instead of using a fixed generator 

polynomial it requires to perform two random interleaving 

operations to generate the generator polynomial. This 

added complexity is very less in comparison with other 

higher layer security system like network encryption. In 

this work we analyze the physical layer security using 

linear block code but other channel coding like 

convolutional code, turbo code, cyclic code etc. also can 

be used for physical layer security by changing their 

generator using a proper algorithm. The most important 

feature of our proposed security protocol is we apply this 

in any kind of wireless network regardless of the network 

protocol and topology as coding is an essential part of 

wireless communication. 
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