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The purpose of quantum key distribution (QKD) is to share secure keys between two 

communicating parties, Alice (transmitter) and Bob (receiver). The unconditional security of 

QKD relies the law of quantum physics that is the non-cloning theorem and the uncertainty 

principle. 

Since the first QKD protocol, BB84 protocol
(1)

, was proposed in 1984, QKD has been 

developing rapidly both theoretically and experimentally. The QKD protocols almost assume 

ideal single photon source. Currently, the high efficiency ideal single photon source doesn't 

exist for QKD application. As a substitute for single photon source, the weak laser pulses with 

average photon number per pulse μ < 1 could be used as photon source of QKD system. 

However, since the weak laser pulse are not ideal single photon states, there can be a danger 

of photon number splitting attack (PNS attack) by Eve
(2)

.

To avoid PNS attack, Scarani, Acin, Ribordy, and Gisin proposed a quantum key 

distribution protocol (SARG04(2)) which is known to be robust against the PNS attack. We 

have implemented BB84 and SARG04 QKD protocols for several average photon number and 

quantum channel distance.

The experimental setup to implement BB84 and SARG04 QKD protocol is schematically

Fig. 1. Our QKD experimental setup. Alice: The laser pulses are polarization-encoded with two Pockels cell. A 

fiber beam splitter (FBS) is used to check the average photon number per pulse μ. Bob: Bob's beam splitter is used to 

randomly direct the incoming photon to either X or Z measurement basis. The detection event are recorded using a 

PC-based counter/timer (C/T).
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Fig. 2. Experimental results for the BB84 and the          Fig. 3 : Experimental results for the BB84 (red dots)

SARG04 QKD experiment with several different values     and the SARG04 (blue dots) QKD experiment with

of μ at the 800 m single mode fiber. The key rate 8.2     different distance of quantum channel. These result

(2.7) refers to the lower bound secure key rate of 2.7     are corresponding to theoretical result of BB84 (red

kbit per second is generated from the sifted key rate      line) and SARG04 (blue line) when the channel

of 8.2 kbit per second.                                     visibility is 0.96. 

shown in Fig. 1. The laser emits a train of 3 ns laser pulse, which is 780 nm wavelength, and 

operates at 1 MHz. It is derived from Alice's computer equipped with an field programmable 

gate array (FPGA) module. The laser pulse is randomly encoded in one of the four polarization 

states by using two Pockels cells. Bob randomly chosen the one of the Z and X measurement 

bases by beam splitter. The detection events are recorded at Bob's computer using 

counter/timer board which is synchronized to Alice's 1 MHz clock signal.

The experimental data of 800 m single mode fiber are summarized in Fig. 2. The data show 

that the sifted key generation rate of BB84 and SARG04 increase as the average photon 

number. However, we can see the lower bound secure key rate has the optimal average photon 

number on fixed quantum channel distance.

We have also implemented the BB84 and the SARG04 protocol for other quantum channel 

distance. The lower bound secure key rate for quantum channel distance are summarized in 

Fig. 3. The red (BB84) and blue (SARG04) line in Fig. 3 are theoretical result of lower bound 

secure key rate of BB84 and SARG04 as assuming 0.96 channel visibility. The red (BB84) and 

blue (SARG04) dots in Fig. 3 are expected lower bound secure key rate by estimation from the 

experimental data. Theoretically, although SARG04 is more robust against PNS attack than 

BB84, SARG04 generates the secret key less than BB84 as assuming the most general attack 

by Eve. Experimentally, we can always show that BB84 generates more secret key on lower 

bound than SARG04. 

We have implemented BB84 and SARG04 QKD protocols on the same QKD system. We  

compared the lower bound secure key rate of BB84 and SARG04 for several average photon 

number and quantum channel distance.
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