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요       약 

We propose a symmetric key based cryptography algorithm to encode and decode the text data with limited 
length using 3-dimensional magic square matrix. To encode the plain text message, input text will be translated 
into an index of the number stored in the key matrix. Then, Caesar’s shift with pre-defined constant value is 
fabricated to finalize an encryption algorithm. In decode process, Caesar’s shift is applied first, and the generated 
key matrix is used with 2D magic squares to replace the index numbers in ciphertext to restore an original text. 

 

1. Introduction 

Cryptography and encrypting the text message have 
become an important issue for industry social network 
service in a mobile platform. Traditional methods of 
symmetric key encryption, such as Caesar’s algorithm, are 
not an appropriate way in the modern cryptography. More 
complex algorithms with a combination of substitution and 
bit operation are popular techniques in symmetric key 
algorithms to communicate the messages securely. Although 
a performance of modern encryption and decryption 
algorithm is reasonable, it cannot be applied to a specific use 
of secure communications. For this reason, numerous 
methods for text/image encryption and decryption have been 
introduced to overcome disadvantages of old fashioned 
algorithms. DES[4] is an algorithm commonly used in 
symmetric key based encryption. Because of competitive 
time complexity, it has become very popular. Despite of its 
wide usage with 16 iterations of substitution and bit 
operations, its key is just bytes data converted from the 
password string. Another research conducted by D. Rajavel 
and S.P.Shantharajah applies concept of rotating Rubik’s 
cube on hybrid cubes in generating a crypto key [1]. 
However, matrix multiplication used to calculate the message 
significantly decreases the overall speed in encryption as 
well as decryption. The purpose of this paper is to provide an 
alternative algorithm to encrypt and decrypt the message 
with equivalent or better performance in specific cases using 
a symmetric key. Hence, we propose a text encryption 
algorithm by using 3D matrix with 2D magic squares [2] as a 
feasible solution for an alternative symmetric key based 
algorithm in specific uses. Further details on the proposed 
algorithm are explained in section 2. At the end, conclusion 
explains about an optimal usage of the proposed algorithm. 

 
2. Proposed Algorithm 

This section explains how the encryption and decryption is 
performed using the 3-dimensional key matrix. A simple 
example using plain text is introduced to present logical 

feasibility of the proposal. 

A. Generation of 3-dimensional key matrix 
A 3-dimensional key matrix is fabricated by stacking 2D 

magic squares. 
 
void Dim3MatrixGeneration(int*** &Dim3Matrix, int m, int 
&max_magicsquare_size) 
{ 
    // 2D magic square size generation and max value calculation 
    int* magicsquare_size = (int*)malloc(sizeof(int)*m); 
      for(int i=0; i<m; i++){ 
        //use random value with range from MAGICSQ_SIZE_MIN 
to RAND_VALUE_VARIATION 
        magicsquare_size[i] = MAGICSQ_SIZE_MIN + (rand() % 
RAND_VALUE_VARIATION/2)*2; 
        if(magicsquare_size[i] > max_magicsquare_size) 
            max_magicsquare_size = magicsquare_size[i]; 
    } 
 
    //Allocation  
    Dim3Matrix = (int***)malloc(m*sizeof(int)); 
    for(int x=0; x<m; x++){ 
        Dim3Matrix[x] = 
(int**)malloc(max_magicsquare_size*sizeof(int)); 
        for(int y=0; y<max_magicsquare_size; y++){ 
            Dim3Matrix[x][y] = 
(int*)malloc(max_magicsquare_size*sizeof(int)); 
 
            //fill padding values with random number within 255 
            memset(Dim3Matrix[x][y], 0, 
max_magicsquare_size*sizeof(int)); 
            for(int 
z=(y>=magicsquare_size[x]?0:magicsquare_size[x]); 
z<max_magicsquare_size; z++) 
                Dim3Matrix[x][y][z] = rand() % 0x100; 
        } 
    } 
 
    //3d matrix generation using 2d magic square 
    for(int i=0; i<m; i++) 
        MagicSquareGenerator(Dim3Matrix[i], magicsquare_size[i]);
}

(Figure 1) C++ implementation for 3D matrix 

generation 
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First, the 2D magic square matrixes [3] of different sizes 
are fixed to take the size of the largest square N_max. The 
largest magic square among M number of magic squares is 
determined. Then sizes of all magic squares smaller than 
N_max are expanded through repetitive element 
concatenation until all sizes are equal. Padding is done to fill 
the concatenated elements. Random values are produced and 
placed in the empty location. These processes can be used as 
a fabrication method for 3-dimensional magic cube matrix 
from a number of 2-dimensional magic square matrixes. 
Figure 1 illustrates the implementation to generate 3D matrix 
using 2D magic squares. 

B. Encryption 
In the proposed encryption algorithm, 1byte data p of a 

plain text is searched from a specific 2-demensional magic 
square slice of the 3-dimensional matrix. The random 
number i will determine which 2-dimensional magic square 
slice will be used. All slices contain the text p. Hence, it is of 
necessity to select a single slice to locate it, which is done by 
producing a random number. Once a 2D magic square is 
selected, the location of the value p is acquired in the form of 
a 3 byte set of index i, j, and k. This set, acquired in order of i, 
j, and k, is the encrypted plain text. The Caesar shift is 
applied byte by byte to the extracted string ijk for 
obfuscation. The Caesar shift formula is shown below; 
consisted of 1byte of encrypted data x and shift constant c.  
The addition of this simple method multiplies the time 
required to extract the key and the deciphered text with a 
brute force method by 256 times, which is a great 
contribution to obfuscation. The entire string Str is encrypted 
and obfuscated byte by byte iteratively. Plain text value p can 
only exist in a single 2-dimensional magic square matrix 
once the value i is determined as p is always independent 
from the magic squares. Such property of 2-dimensional 
magic square matrix contributes to improvement in speed 
when the encryption algorithm is employed.  Figure 2 
presents the overall encryption procedure. 

C. Decryption 
Decryption of the string encoded from the proposed 

encryption method takes the exact opposite procedure from 
the encryption algorithm. Basically, 3 indexes acquired from 
the string are used to access the 3-dimensional matrix and 
extract the stored value for restoration of the plain text. In 
detail, the Caesar shift is used to undo the shift previously 
done in the encryption process. The entire string is shifted by 
the shift constant c. Taking the opposite procedure, the 
calculation is done by subtracting c from the 1byte data x. 
The encrypted data with the obfuscation removed is then 
interpreted as 3 byte sets, each byte in a single set 
representing i, j, and k variables. Given the 3-dimensional 
matrix variable extracted above as matrix3dim, the value 
stored at matrix3dim[i][j][k] is the value of 1byte plain text p. 
It can be repetitively done on all encrypted string, and then 
concatenated to complete the decryption. Figure 3 is the 
written code for actual decryption of the encrypted string. 

 

 
(Figure 2)  A flowchart of encryption procedure 
 

 

(Figure 3) A flowchart of decryption procedure 

3. Conclusion 

This paper proposes a symmetric key based cryptography 
algorithm employing index of 3-dimensional matrix 
fabricated with M number of Siamese 2-dimensional magic 
square matrices. The proposed method can be chosen as a 
unique encryption and decryption algorithm. Finally, the 
proposed method is applicable in an environment where the 
key is dynamically changed with limited length of plain text. 
Therefore, method is expected to be in optimal use if adapted 
in chatting or game authentication solutions. 
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