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ABSTRACT

Due to the development of communication technology, a conventional major business through PC, laptop or
Tablet PC can be performed via a smartphone and it is increasing the user’s convenience. At this point, the
user prefers to connect to the Internet using the wireless network because it occurs an additional charge
according to the amount of data to be transmitted when using a data communication through 3G or 4G.
However, when using a wireless network, there is a possibility of several attacks such as easily steal or
modulate the information from the outside or to gain access to personal information stored in the user’s
smartphone with man-in-the-middle attacks by using the fake AP. IIn this paper, we describe how you can
detect the AP when you use LAN of the smartphone, were analyzed for this vulnerability, has not been
approved. Furthermore, Also, we discuss ways which can enhance the security when user the access to the
internet services (i.e., internet, public/private cloud service, etc.) via wireless network in smartphone.
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traceroute to yahoo.con (98.139.183.24), 30 hops max, 38 byte pack
ets

1 192.168.10.2 (192.168.10.2) 1.740 ms 2.899 ms 0.854 s
2 192.168.112.254 (192.168.112.254) 5.859 ms 6.225 ms 4.638 m

5
3 192.168.111.1 (192.168.111.1) 1,892 ms 4.303 ms 7.355 s
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traceroute to yahoo.com (98.138.253.105), 30 hops max, 38 byte pac
ets

I 192.168.137.1 (192.168.137.1) 4.456.ms * 17.212 ms

2 % ko

3 192.168.10.2 (192.166.10.2) 13.061 ms 5.036 ms 4,821 ms

4 192.168.112.254 (192.168.112.254) 5.646 ns 5.706ms 7.141m

2 110.70.139.233 (110.70,139.233) 16 ms

262 ms
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