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We examine the diffusion layers of some block ciphers 
referred to as substitution-permutation networks. We in-
vestigate the practical and provable security of these diffu-
sion layers against differential and linear cryptanalysis. 
First, in terms of practical security, we show that the mini-
mum number of differentially active S-boxes and that of 
linearly active S-boxes are generally not identical and 
propose some special conditions in which those are identi-
cal. We also study the optimal diffusion effect for some dif-
fusion layers according to their constraints. Second, we ob-
tain the results that the consecutive two rounds of SPN 
structure provide provable security against differential and 
linear cryptanalysis, i.e., we prove that the probability of 
each differential (resp. linear hull) of the consecutive two 
rounds of SPN structure with a maximal diffusion layer is 
bounded by pn (resp. qn ) and that of each differential (resp. 
linear hull) of the SDS function with a semi-maximal diffu-
sion layer is bounded by pn-1 (resp. qn-1 ), where p and q are 
maximum differential and linear probabilities of the substi-
tution layer, respectively. 
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I. INTRODUCTION 

1. Introduction to SPN Structure and Diffusion Layer 

Shannon suggested that practical and secure product ciphers 
maybe constructed by using a mixing transformation consist-
ing of a number of layers or rounds of “confusion” and “diffu-
sion” [1]. The confusion component is a nonlinear substitution 
on a small subblock and the diffusion component is a linear 
mixing of the subblock connections. The Substitution-
Permutation Networks (SPN) structure is directly based on the 
concepts of confusion and diffusion. One round of an SPN 
structure generally consists of three layers of substitution, per-
mutation, and key addition. A substitution layer is made up of 
small nonlinear substitutions referred to as S-boxes easily im-
plemented by table lookup for confusion effect. A permutation 
layer is a linear transformation that diffuses the cryptographic 
characteristics of the substitution layer. A key addition layer 
implants round subkeys of the cipher and the position of this 
layer is variable according to ciphers. 

Due to memory requirements, most block cipher designers 
use small S-boxes, e.g. with 4 or 8 input bits. Thus, the diffu-
sion of S-box outputs by a permutation layer plays a great role 
in providing resistance to various attacks including differential 
and linear cryptanalysis. On the other hand, permutation layers 
of most modern block ciphers are not simple bit-wise position 
permutations or transpositions but linear transformations on 
some vector spaces over various finite fields. Hence in this pa-
per, we refer to a permutation layer as a “diffusion layer” for 
the sake of clarity. Most diffusion layers have appropriate ma-
trix representations, since they are linear transformations over 
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some finite fields and have one-to-one correspondence to an 
appropriate matrix. With these matrix representations, we study 
the practical and provable security against differential and lin-
ear cryptanalysis. 

2. Related Works and Our Results 

The most well known method of analyzing block ciphers to-
day is the differential cryptanalysis (DC), proposed by Biham 
and Shamir [2], [3] in 1990. DC is a chosen plaintext attack in 
which the attacker chooses some plaintexts of certain well-
considered differences. Biham and Shamir used the notion of 
“characteristic”, while Lai, Massey and Murphy [4] showed 
that the notion “differential” strictly reflects the strength of a ci-
pher against DC. Roughly speaking, a differential is a collec-
tion of characteristics. 

Another method of analyzing block ciphers is the linear 
cryptanalysis (LC) published by Matsui [5] in 1993. The at-
tacks based on LC are known plaintext attacks and the attack 
on the DES is faster than the attack by DC. The first version of 
LC applied “linear approximation” to an attack of block ci-
phers, but Nyberg [6] has considered a collection of linear ap-
proximation, which she called a “linear hull” for strict evalua-
tion of the strength against LC. 

Kanda et al. [7] classified four measures to evaluate the secu-
rity of a cipher against DC and LC as follows: 
 
• Precise measure: The maximum average of differential and 

linear hull probabilities [4], [6]. 
• Theoretical measure: The upper bounds of the maximum av-

erage of differential and linear hull probabilities [8]-[11]. 
• Heuristic measure: The maximum average of differential 

characteristic and linear approximation probabilities [2], [3], 
[5]. 

• Practical measure: The upper bounds of the maximum aver-
age of differential characteristic and linear approximation 
probabilities [12]-[14]. 

 
DC and LC are the most powerful attacks to most symmetric 

block ciphers. Accordingly, it is a basic requisite for the de-
signer to evaluate the security of any new proposed cipher 
against DC and LC, and to prove that it is sufficiently resistant 
against them. 

In this paper, we consider a practical measure and theoretical 
measure out of the above four measures. Nyberg and Knudsen 
[11] stated that Feistel ciphers evaluated with the theoretical 
measure are provably secure against DC and LC. Therefore, a 
block cipher is called to have provable security against DC and 
LC, where the upper bounds of the maximum average of dif-
ferential and linear hull probabilities are sufficiently small. 

Meanwhile, Knudsen [13] noted that Feistel ciphers evaluated 
with the practical measure are practically secure against DC 
and LC. Thus, a block cipher is called to have practical secu-
rity against DC and LC if the upper bounds of the maximum 
average of differential characteristic and linear approximation 
probabilities are sufficiently small. 

First, we show that in terms of practical security, the mini-
mum number of differentially active S-boxes and that of line-
arly active S-boxes are generally not identical and propose 
some special conditions in which those are identical. We also 
show that all diffusion layers of E2, Crypton and Rijndael have 
achieved optimal diffusion effects according to their each con-
straint of using operations. Second, the consecutive two rounds 
of SPN structure are shown to provide provable security 
against differential and linear cryptanalysis, where the diffusion 
layer has a maximal or semi-maximal diffusion effect, i.e., we 
prove that the probability of each differential (resp. linear hull) 
of the consecutive two rounds of SPN structure with a maximal 
diffusion layer is bounded by pn (resp. qn ) and that of each 
differential (resp. linear hull) of the SDS function with a semi-
maximal diffusion layer is bounded by pn-1 (resp. qn-1 ), where p 
and q are maximum differential and linear probabilities of the 
substitution layer, respectively. This paper is the refined version 
of [15] and [16]. 

II. PRELIMINARIES 

1. Basic Definitions 

Let S be an S-box with m input and output bits, i.e., S : Z2
m 

→ Z2
m. Differential and linear probabilities of S are defined as 

the following definition. 
 
Definition 1 For any given ∆x, ∆y; Γx; Γy ∈ Z2

m, define differ-
ential and linear probabilities of S by 

DPS (∆x → ∆y) 
= (1/2m) ( # {x ∈ Z2

m : S(x) ⊕ S(x ⊕ ∆x) = ∆y }) 
and 

    LPS (Γy → Γx)  
= [ (1/2m-1) ( # {x ∈ Z2

m : Γx • x = Γy • S(x) }) – 1 ] 2 , 

respectively, where a • b denotes the parity (0 or 1) of bit-wise 
product of a and b. 
 

DPS and LPS for a strong S-box S should be small enough for 
any input difference ∆x ≠ 0 and output mask value Γy ≠ 0. 
Therefore, we define parameters that represent resistance to 
DC and LC of an S-box and each substitution layer of an SPN 
structure as the following definition. 
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Definition 2  The maximum differential and linear probabili-
ties of S are defined by 

DPS
max = max∆x ≠ 0, ∆y DPS (∆x → ∆y) 

and 
LPS

max = maxΓx , Γy ≠ 0 LPS (Γy → Γx), 

respectively. 

2. Differentially and Linearly Active S-Boxes 

Evaluation of security for a block cipher of SPN structure by 
a practical measure begins with the concept of an active S-box. 
The following five definitions and one theorem of this subsec-
tion are already written in some previous works [7], [14], [16], 
[17]. At this point, we slightly revise some definitions in order 
to describe our results. 

Definition 3 A differentially active S-box is defined as an S-box 
given a non-zero input difference and a linearly active S-box as 
an S-box given a nonzero output mask value. 

By computing the minimum number of differentially and 
linearly active S-boxes, we can evaluate security of a block ci-
pher in terms of practical security against DC and LC [12]- 
[14], [17]. We can obtain upper bounds of the maximum dif-
ferential characteristic and linear approximation probabilities 
from the minimum number of active S-boxes. Thus, in the case 
of an SPN structure, it is important to analyze the increasing 
amounts of minimum number of active S-boxes by considering 
a diffusion layer in consecutive two rounds. 

Note that we can omit the key addition layer to compute the 
number of active S-boxes since this layer has no influence un-
der the assumption that the key addition layer is performed by 
bit-wise EXORs. Define the SDS function with three layers of 
substitution-diffusion-substitution for analyzing the role of a 
diffusion layer to increase the number of active S-boxes in con-
secutive two rounds of an SPN structure (Fig. 1). 

Throughout this paper, we consider the SDS function with 
mn-bit input and output values and assume that all S-boxes in 
the substitution layer are m × m and bijective. If an S-box is bi-
jective and differentially/linearly active, then it has a non-zero 
output difference/input mask value [10]. Therefore, when all S-
boxes in substitution layer are bijective, we can define the 
minimum number of active S-boxes of the SDS function. De-
note the diffusion layer of SDS function as D, input difference 
of D as  ∆x = x ⊕ x*, output difference as ∆y = y ⊕ y* = D(x) 
⊕ D(x*), and input and output mask value as Γx and Γy, re-
spectively. 

Definition 4 The minimum number of differentially and line-
arly active S-boxes of the SDS function are defined by 

 

Fig. 1. SDS function. 
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βd (D) = min ∆x≠0 { Hc (∆x) + Hc (∆y) } 
and 

βl (D) = min Γy ≠0 { Hc (Γx) + Hc (Γy) } , 

respectively, where, for each x = (x1, x2, … , xn) ∈ (Z2
m )n or 

GF(2m )n, the component Hamming weight of x is defined by 
Hc (x) = # { 1 ≤ i ≤ n : xi ≠ 0 } . 

 
βd (D) and βl (D) are lower bounds for the number of active 

S-boxes in two consecutive rounds of a differential characteris-
tic and linear approximation, respectively. On the other hand, 
from the minimality, we can see that βd (D) and βl (D) are at 
most n+1 by considering Hc (∆x) = Hc (Γy) = 1. So a diffusion 
layer is called maximal if the βd (D) and βl (D) are n+1. 

Now we can define differential characteristic and linear ap-
proximation probabilities of the SDS function like the defini-
tions for S-boxes. See Figs. 2 and 3. 

Definition 5 For any given ∆x, ∆y, Γx, Γy ∈ Z2
mn, define the 

differential characteristic and linear approximation probabilities 
of the SDS function by 
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respectively, where ∆x = (∆x1, … , ∆xn) ∈ (Z2
m)n and ∆y, ∆w, 

Γx, Γy, Γz are denoted in the same way as ∆x.. Here,  D(∆w) 
= (D(∆w)1, … , D(∆w)n) and D-1(Γz) = (D-1(Γz)1, … , D-1(Γz)n)  
denote the output difference and input mask value of the diffu-
sion layer D with probability 1, respectively. 

Definition 6 The maximum differential characteristic and lin-
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ear approximation probabilities of the SDS function are defined 
by 

DCPSDS
max = max∆x ≠ 0, ∆y DCPSDS (∆x → ∆y) 

and 
LAPSDS

max = maxΓx , Γy ≠ 0 LAPSDS (Γy → Γx) , 
respectively. 
 
Definition 7 Assume that the substitution layer of an SDS 
function consists of n S-boxes S1, S2, … , Sn . The maximum 
differential and linear probabilities of the substitution layer are 
defined by 

p = max1≤ i ≤n  DPSi
max  and q = max1≤ i ≤n  LPSi

max  , 

respectively. 
 
Theorem 1  The maximum differential characteristic and lin-
ear approximation probabilities DCPSDS

max and LAPSDS
max of 

the SDS function hold for 

DCPSDS
max ≤ p βd(D)  and  LAPSDS

max ≤ q βl(D) . 

The above theorem is obtained easily by the maximality of 
p(or q) and the minimality of βd(D) (or βl(D)). Evaluation of 
practical security against DC and LC is based on this theorem. 

III. PRACTICAL SECURITY AGAINST DC AND LC 

1. Matrix Representation of a Diffusion Layer 

Most diffusion layers of modern block ciphers of an SPN 
structure are linear transformations on the vector space  
GF(2m)n and have one-to-one correspondence to an appropriate 
matrix. That is, most diffusion layers have appropriate matrix 
representations. If we use this matrix representation for a diffu-
sion layer, then we obtain the relationship between input and 
output differences (or mask values). Throughout this paper, we 
assume that the diffusion layer D of the SDS function can be 
represented by an n×n matrix M = (mij)n×n, where mij ∈ GF(2m). 
Hence we only need to investigate the matrix M to analyze the 
role of the diffusion layer D. 

To begin, we describe some notations and definitions. With-
out loss of generality, we may assume 

GF(2m) = { a0 + a1γ + a2γ 2 +…+ am-1γ m-1  ai ∈ {0,1}} 

for some γ ∈ GF(2m). In general, we can regard the finite field 
GF(2m) as the m-dimensional vector space over GF(2) and  
GF(2m)n as the mn-dimensional vector space over GF(2). We 
will use a notation →a  ∈ GF(2)m as the column vector corre- 

sponding to a ∈ GF(2m) and 
→
ξ  ∈ GF(2)mn as the column 

vector corresponding to ξ ∈ GF(2m)n. 
By assumption of diffusion layer, we can rewrite βd (D) as 

follows: 

βd (D) = min ∆x≠0 { Hc (∆x) + Hc (M∆x) }. 

Now, we consider βl (D). Let's define a map φ from GF(2m) 
to GF(2) as follows: 

φ (a) = ⊕ i=0
m-1 ai , 

where a = Σ i=0
m-1 ai γ i , ai ∈ {0,1}. 

 
Lemma 1 There exists an unique m×m binary invertible matrix 
B so that φ(a⋅b) = 

→
a t B 

→
b  for all a, b ∈ GF(2m), where t suf-

fix denotes transposition of a vector. 

Proof: Let a = Σ i=0
m-1 ai γ i  and b = Σ i=0

m-1 bi γ i  be two general 
elements in GF(2m) and c be a⋅b = Σ i=0

m-1 ci γ i. Then ck = ⊕ (i,j)∈I 

k
  ai bj for some index set Ik and φ(c) = ⊕ i=0

m-1 ci = ⊕ (i,j)∈I
  ai bj  

where I = ∪k=0
m-1 Ik except its elements need not be distinct. Let 

nij be the repetition number of (i,j) ∈ I and bij ≡ nij mod 2. Con-
sider a matrix B whose ith row and jth column is bij. By defini-
tion of B, φ(a⋅b) = 

→
a t B 

→
b . It remains to prove B is invertible. 

Suppose B is not invertible then there exists a nonzero element  
a∈ GF(2m) so that 

→
a t B = 0. φ(a⋅a-1) = 

→
a t B 

→
a -1  = 0 but it 

is a contradiction to the fact φ(a⋅a-1) = φ(1) = 1. Hence B is 
invertible.  
 

Let ξ = (ξ1, … ξn)t, η = (η1, … ηn)t ∈ GF(2m)n. A scalar 
product on GF(2m)n over GF(2m) and over GF(2) are denoted 
by < , >m and < , >, respectively and defined by:  

     < , >m : GF(2m)n × GF(2m)n → GF(2m) 

                    (ξ , η) ↦ ξ1⋅η1 + … + ξn⋅ηn 

      < , > : GF(2m)n × GF(2m)n → GF(2) 

                    (ξ , η) ↦ 
→
ξ t ⋅ 

→
η . 

As a matter of convenience we denote the field element cor-
responding to aBr ∈ GF(2)m by Ba. Let η~ = (Bη1, … Bηn) ∈ 
GF(2m)n and η̂ = (B-1η1, … B-1ηn) ∈ GF(2m)n . By definitions 
of < , >, < , >m and φ , 
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Hence we obtain the following lemma. 
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Lemma 2 Let Γy be an output mask value of diffusion layer D 
then the input mask value becomes 

~
t ˆ yM Γ . 

 
It is indicated from Lemma 2 that if M is a binary matrix, Γx = 
M t Γy, and this result is shown in [17]. 
 
Corollary 1 The minimum number of linearly active S-
boxes is 

minΓy ≠0 { Hc (M t Γy) + Hc (Γy) } . 

Proof: This corollary follows from Lemma 2 and the fact that 
there exist one-to-one correspondences between η, η̂ , and η̂  
and Hc(η) = Hc(η̂ ) = Hc(η~ ) for any η ∈ GF(2m)n.  

 
It is possible that we compute the minimum numbers of dif-

ferentially and linearly active S-boxes (βd(D) and βl(D)) of the 
SDS function by using the above matrix representation. How-
ever, the minimum numbers of differentially and linearly active 
S-boxes are not identical in general. In the next subsection, we 
will show that βd(D) ≠ βl(D) by proposing a counterexample. 
On the other hand, the minimum numbers of differentially and 
linearly active S-boxes are identical for the special types of rep-
resentation matrix M as the following two theorems. 

Theorem 2 Let the diffusion layer D of the SDS function be 
represented as n×n matrix M. If M is a symmetric or orthogonal 
matrix, then βd(D) = βl(D). 

Proof: Observe that 

 βd(D) = min ∆x≠0 { Hc(∆x) + Hc(M∆x) } , 
 βl(D) = min Γy ≠0 { Hc (M t Γy) + Hc (Γy) } . 

From this, we can easily see that βd(D) = βl(D) if M is a sym-
metric matrix where M t = M. Meanwhile, if M is an orthogonal 
matrix that M-1 = M t, then Γx = M t Γy implies that Γy = MΓx, 
and the condition Γy = MΓx ≠ 0 is identical to Γx ≠ 0 since M 
is an invertible matrix. Thus  

βl(D) = min Γx≠0 { Hc (Γx) + Hc (MΓx) } , 

so βd(D) = βl(D).                                    

Theorem 3 If M t is obtained from M by applying operations 
of exchanging row or column vectors, then βd(D) = βl(D). 

Proof: The operation of exchanging row vectors of M results 
in changing the order of components of output difference ∆y, 
and this operation does not affect the component Hamming 
weight Hc(∆y). On the other hand, it is clear that Hc(∆y) is de-
termined by column vectors of M but not by their location. 
Thus, the operation of exchanging column vectors of M also 
does not affect the component Hamming weight Hc(∆y). Since 

a row(column) vector of M is a column(row) vector of M t, op-
erations of exchanging row or column vectors of M does not 
affect the component Hamming weight. Therefore, if M t is ob-
tained from M by those operations, βd(D) = βl(D).  

It is easy to see that the diffusion layer of block cipher 
CRYPTON [18] is represented as a symmetric matrix. Hence, 
we obtain βd(D) = βl(D) by Theorem 2, in this case [16]. On 
the other hand, in [16] authors also showed that for the diffu-
sion layers of block cipher Rijndael [19] and E2 [20], Theorem 
3 can be applied. 

2. Optimal Diffusion Effects of Diffusion Layers under 
Some Constraints 

Assume that inputs of the SDS function are linearly trans-
formed to outputs per M-bit and the diffusion layer is con-
structed with just bitwise EXORs. The diffusion layer is repre-
sented as an n×n matrix M where all entries are zero or one as 
follows: 

yi = ⊕ j=1
n µij xij = ⊕ µij =1

n xij , 

where x = (x1, x2, … , xn) ∈ (Z2
m)n is an input, y = (y1, y2, … , yn)  

is the output, and M = (µij). 
Kanda et al. [7] studied diffusion properties of the diffusion 

layer with this matrix representation. Their study was based on 
the relationship between the matrix for differential characteris-
tic and linear approximation. However, they made two conjec-
tures to unfold their theory. The Conjecture 1 in [7] is correct 
since this is a special case of Theorem 2, but the Conjecture 2 
in [7] is a wrong opinion. We disprove this conjecture by pro-
posing a counterexample. 

 
Conjecture 2 of [7] In the SDS function, the minimum num-
ber of differentially active S-boxes is equal to the minimum 
number of lineally active S-boxes. That is, βd(D) = βl(D), 
where M is the representation matrix of the diffusion layer D. 

 
Counterexample for the Conjecture 2 of [7]: Suppose that 
the diffusion layer of SDS function with n=4 be represented by 
the following invertible matrix: 

.

0111
1001
0101
0011

    , 

0100
1010
1001
1111



















=



















= tMM  

If Hc(∆x) = 1, then Hc(∆y) ≥ 2 since Hc(∆y) is determined by a 
column vector of M and Hamming weight of each column vec-
tor is at least 2. Hc(∆y) is determined by the EXORs between 
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any different two column vectors if Hc(∆x) = 2. Any EXOR be-
tween two column vectors has the Hamming weight of at least 
1. Thus, the minimum number of differentially active S-boxes 
is βd(D) =3. 

On the other hand, in Lemma 2, the relationship between 
output and input mask values is represented as the transpose 
matrix M tof M. Note that the Hamming weight of the fourth 
column vector of M t is 1. Consider the output mask value of 
the form b = (0, 0, 0, b4), b4 ≠ 0, and 

,

0

0
0

0
0
0

0111
1001
0101
0011

4

4 



















=









































b
b

 

then corresponding input mask value a = (0, 0, b4, 0). From this 
we can obtain βl(D) = 2. Consequently we know that  βd(D) ≠ 
βl(D) for the above 4 × 4 matrix M.                      
 

In the block cipher E2, designers considered the SDS func-
tion with n = 8. Kanda et al. [7] suggested a method of deter-
mining an 8 × 8 matrix M yielding the maximum value of 
βd(D) using the search algorithm. Using this search algorithm, 
they found that there is no matrix with βd(D) ≥ 6, and that there 
are some candidate matrices with βd(D) = 5. Here, we give a 
theoretical proof for the fact that βd(D) = 5 is optimal and also 
that  βl(D) ≤ 5, where M is an 8 × 8 binary invertible matrix. 

Theorem 4 Assume that the number of S-boxes in the substitu-
tion layer of the SDS function is 8(n=8). If the representation 
matrix M of the diffusion layer is an 8 × 8 binary invertible ma-
trix, then βd(D), βl(D) ≤ 5. 

Proof: Since M is an 8 × 8 binary invertible matrix, eight col-
umn vectors M1, M2, … , M8 are linearly independent. Thus, 
the number of columns with the Hamming weight 8 is at most 
one. Note that βd(D) is closely related to the Hamming weights 
of column vectors of M. We separate the proof into four cases. 
Here, the Hamming weight Hc(Mj) of a column vector Mj is the 
number of entries with 1 in Mj. 

Case 1 If min1 ≤ j ≤ 8 Hc(Mj) = 7, for any two column vectors 
Mj and Mk, Hc(Mj ⊕ Mk) ≤ 2. By considering ∆x such that  
Hc(∆x) = 2, we obtain that βd(D) ≤ 2 + 2 = 4. 

Case 2 Suppose that min1 ≤ j ≤ 8 Hc(Mj) = 6. If there exists a 
column vector with Hamming weight 8, then Hc(∆y) ≤ 2 for 
some ∆x such that Hc(∆x) = 2. If there exists a column vector 
with Hamming weight 7, the minimum value of Hc(∆y) is at 
most 3, since we can consider the EXORs between the col-
umns with Hamming weight 6 and 7, where Hc(∆x) = 2. Fi-
nally, if the Hamming weight of all column vectors is 6, then 
although some different four column vectors include 0 entries 

in distinct rows, the Hamming weight of EXORs between one 
of this four columns and another fifth column vector is 2. Con-
sequently, we obtain that βd(D) ≤ 5. 

Case 3 Assume that min1 ≤ j ≤ 8 Hc(Mj) = 6. If there exists a 
column vector with the Hamming weight 8, then Hc(∆y) ≤ 3  
for some ∆x so that  Hc(∆x) = 2. If there exists a column vec-
tor with the Hamming weight 7 or 6, by a similar analysis as in 
Case 2, we can obtain what we want. In the case that the 
Hamming weight of each column vectors is 5, although 0 en-
tries of some different five column vectors are arranged opti-
mally, another sixth column vector and one of these five col-
umns have in common at least two 0 entries at the same rows. 
Thus, Hc(∆y) is at most 2 where Hc(∆x) = 2. Therefore, βd(D) ≤ 
5 also holds in this case. 

Case 4 Assume that min1 ≤ j ≤ 8 Hc(Mj) ≤ 4. Consider only ∆x 
such that Hc(∆x) = 1. Then, we easily obtain βd(D) ≤ 5 since 
there exists a column with the Hamming weight 4. 

By Cases 1 to 4, we obtain that βd(D) ≤ 5 always holds when-
ever M is an 8 × 8 binary invertible matrix. On the other hand, 
by Theorem 2, βl(D) is related to M t . Thus, we can also obtain 
the same result for βl(D) by considering the Hamming weight of 
row vectors instead of column vectors of M.  
 

The diffusion layer of block cipher CRYPTON [18] consists 
of bitwise EXOR and AND logic. In this case, we can also 
theoretically show that the optimality of the diffusion layer by 
the similar process of the proof of Theorem 4. On the other 
hand, in the block cipher Rijndael, the maximal diffusion layer 
is used. It was shown that the maximality of this diffusion layer 
was obtained by using a maximal distance separable code [14]. 
This fact also can be shown by the similar methods used in the 
proof of Theorem 4. Since the additive operation of the finite 
field GF(2m) is the bit-wise EXOR, the Hamming weights of 
EXORs among column vectors of the matrix are reflected to 
compute βd. See [16] for the details. 

IV. PROVABLE SECURITY AGAINST DC AND 
LC FOR THE MAXIMAL DIFFUSION LAYER 

In this section we will give a provable security for the SDS 
function with a maximal diffusion layer against DC and LC. 
Recall that a diffusion layer is called maximal if βd(D) = βl(D) 
= n+1. By Theorem 1, we know that the practical security for 
the SDS function with a maximal diffusion layer can be esti-
mated as 

DCPSDS
max ≤ p n+1  and  LAPSDS

max ≤ q n+1. 

However, this does not give provable security on the view-
point of theoretic measure. 
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Now we consider the provable security against DC and LC 
on the point of view of differential and linear hull. Let us call 
M' an s × k submatrix of M if M' is of the following form: 
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Then, we say that M contains M' as an s × k submatrix. 
 

Lemma 3 Let M be the  n × n  matrix representing a diffu-
sion layer D. Then  βd(D) = n+1  if and only if the rank of 
each  k × k  submatrix of M is k for all  1 ≤ k ≤ n. 

 
Proof: This lemma was proven in [21].                  

 
Corollary 2 If βd(D) is equal to n+1, βl(D) is also n+1 and vice 
versa. 

 
Proof: This can be drawn by the fact that the rank of M equals 
that of M t for any matrix M.                           

 
In [22], it was shown how a maximal diffusion layer over 

GF(2m)n can be constructed from a maximum distance separa-
ble code. If  Ge = [I n × n B n × n]  is the echelon form of the 
generator matrix of  (2n, n, n+1)  RS-code, then 

D : GF(2m)n → GF(2m)n 
x a  Bx 

is a maximal diffusion layer by Lemma 3. 
It is not necessary to fix the values of intermediate differ-

ences when we consider differentials of SDS function. There-
fore, the differential characteristic of SDS function with input 
difference ∆x and output difference ∆y is defined by 
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where ∆w can have any output difference value in the first sub-
stitution layer and ∆z is D(∆w). By similar argument, we can 
define linear hull probability with input mask value Γx and out-
put mask value Γy as follows: 
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where Γz is every possible input mask value of second substitu-
tion layer and  Γw = D-1(Γz). 

 

Fig. 2. Differential of SDS function. 
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Fig. 3. Linear hull of SDS function. 
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Гy       =   Гy1        Гy2        · · · · · · · ·     Гyn 

· · · · · · ·  

· · · · · · ·  

 
 

Definition 8 The maximum differential and linear hull prob-
abilities of the SDS function are defined by 

 DPSDS
max = max∆x ≠ 0, ∆y DPSDS (∆x → ∆y) 

and 
 LPSDS

max = maxΓx , Γy ≠ 0 LPSDS (Γy → Γx) , 

respectively. 
 
Lemma 4 Let M be the n × n matrix representing a diffusion 
layer D and βd(D) = n+1. In Fig. 2, if Hc(∆x) = k and Hc(∆y) = 
n-s+1 ( s ≤ k ), then there is an index set { i1, … , is-1} such that 
∆xi1 ≠ 0, … , ∆xis-1

≠ 0 and {∆wi1 , … , ∆wis-1
} are determined by 

the other ∆wi 's. 
 

Proof: Without loss of generality we may assume 
∆y1= 0, … , ∆ys-1 = 0 (or equivalently ∆z1= 0, … , ∆zs-1 = 0). 
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Let ∆w′ = (∆wi1 , … , ∆wik ) 
t be the collection of all non-zero 

components in ∆w′ = (∆w1 , … , ∆wn) t. That is, ∆wij
 ≠ 0 for all  

1 ≤ j ≤ k and ∆wn = 0 if t ∉ { i1, … , ik }. Let 
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By the definitions of M ′ and ∆w′ and the assumption on ∆y,  
M′∆w′ = 0. Let us divide ∆w′ into two parts, ∆wI and ∆wII, and 
M ′ into MI and MII as followings: 

∆wI = (∆wi1 , … , ∆wis-1 ) 
t , 

∆wII = (∆wis 
, … , ∆wik ) 

t , 
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From M′∆w′ = 0, we get MI ∆wI + MII ∆wII = 0 (or equivalently 
MI ∆wI = – MII ∆wII ). Since MI is an invertible matrix by 
Lemma 3, we have the equation: 

∆wI = – MI –1 MII ∆wII . 

Hence {∆wi1 , … , ∆wis-1
} are determined by {∆wis 

, … , ∆wik }.  

 

Lemma 4 means that the summation in (1) is not taken for all  
∆wi1 , … , ∆wik but taken for all ∆wj1 , … , ∆wjk-s+1 for some in-
dex set {j1, … , jk-s+1} ⊂ {i1, … , ik}. Now, we are ready to 
prove the following theorem. 
 
Theorem 5 If βd(D) = n+1, DPSDS

max of the SDS function is 
bounded by pn. 
 
Proof: Consider the differential as depicted in Fig. 2. Let 
Hc(∆x) = k and Hc(∆y) = n-s+1 (s ≤ k), then without loss of 
generality we may assume 

∆x1 ≠ 0, … , ∆xk ≠ 0            (2) 
 (equivalently, ∆w1 ≠ 0, … , ∆wk ≠ 0) and 

∆yj1 ≠ 0, … , ∆yjn-s+1
≠ 0          (3) 

 (equivalently, ∆zj1 ≠ 0, … , ∆zjn-s+1
≠ 0). Then, 
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Equation (4) follows from assumptions (2) and (3), (5) follows 
from Lemma 4, and the inequality (6) follows from the defini-
tion of p.                                          

 
We apply similar argument to LC. Therefore, we can con-

clude the following theorem. 
 

Theorem 6 If βl(D) = n+1, LPSDS
max of the SDS function is 

bounded by qn. 
 

Proof: A proof of this theorem is very similar to that of Theo-
rem 5.                                            

V. PROVABLE SECURITY AGAINST DC AND 
LC FOR THE SEMI-MAXIMAL DIFFUSION 
LAYER 

In this section, we show that the probability of each differen-
tial (resp. linear hull) is bounded by pn-1 (resp. qn-1) when βd(D) 
(resp. βl(D)) is equal to n. A diffusion layer is called semi-
maximal with respect to DC (resp. LC) when βd(D) (resp. 
βl(D)) equals n. Also we say that a diffusion layer is semi-
maximal if βd(D) and βl(D) are equal to n. 
 
Lemma 5 If βd(D) = n, then the rank of each k × k submatrix of 
M is greater than or equal to k-1 for all 1 ≤ k ≤ n and there exists 
at least one s × s submatix with rank s-1 for some 1 ≤ s≤ n. 
 
Proof: Let βd(D) = n and suppose that there exists a k × k  
submatrix Mk of M whose rank is less than k-1. That is, there 
exist at least two independent vectors v, w ∈ GF(2m)k so that  
Mk v = Mk w = 0. We can make a vector x ∈ GF(2m)k with  
Hc(x) ≤ k-1 and Mk x = 0 by a linear combination of v and w 
over GF(2m). From x and ,kM we can get a vector X ∈ 
GF(2m)n such that Hc(X) ≤ k-1 and Hc(MX) ≤ n-k. This con-
tradicts to the fact that βd(D) is equal to n. Hence the rank of 
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each k × k submatrix of M is greater than or equal to k-1 for 
all 1 ≤ k ≤ n. By Lemma 3, there exists at least one s × s sub-
matrix with rank s-1.                               
 

We also give a statement similar to Lemma 4. Let M be the  
n × n matrix representing a diffusion layer D and βd(D) = n. In 
Fig. 2, if Hc(∆x) = k and Hc(∆y) = n-s (s ≤ k), there is an index 
set {i1, … , is-1} such that {∆wi1 , … , ∆wis-1

} are represented by 
the other ∆wi’s. A proof of this statement is similar to that of 
Lemma 4. 
 
Theorem 7 If βd(D) = n, DPSDS

max of the SDS function is 
bounded by pn-1. 
 
Proof: We use the same notations as used in the proof of Theo-
rem 5. There is only one difference between the proof of Theo-
rem 5 and that of this theorem; Hc(∆y) is not n-s+1 but n-s.  
Thus DPSDS (∆x → ∆y) goes up by p-1. Hence we have 
DPSDS

max ≤ pn-1.                                     
 
Corollary 3 If βl(D) = n, LPSDS

max of the SDS function is 
bounded by qn-1. 
 

We can generalize Theorem 7 and Corollary 3 and get the 
following theorem. 
 
Theorem 8 If βd(D) = n-t (or βl(D) = n-t), DPSDS

max (or 
LPSDS

max ) of the SDS function is bounded by pn-(t+1) (or qn-(t+1)). 
 
Sketch of Proof: Note that an u × v matrix with a rank w con-
tains a w × w invertible submatrix. It can be easily checked that 
if βd(D) = n-t, then the rank of each k × k submatrix of M is 
greater than or equal to k-t-1 for all t+1 ≤ k ≤ n. In Fig. 2, let  
Hc(∆x) = k and Hc(∆y) = n-s (s ≤ k). Then, we can prove there is 
an index set {i1, … , is-1} such that {∆wi1 , … , ∆wis-1

} are repre-
sented by the other ∆wi’s. By similar argument to the proof of 
Theorem 7, it can be shown that DPSDS

max ≤ pn-(t+1).          

VI. CONCLUSION 

We examined the diffusion layers of some block ciphers re-
ferred to as substitution-permutation networks. We investigated 
the practical security of diffusion layers against differential and 
linear cryptanalysis by using the notion of active S-boxes. We 
showed that the minimum number of differentially active S-
boxes and that of linearly active S-boxes were generally not 
identical and proposed some special conditions in which those 
were identical. The optimal diffusion effects for some diffusion 
layers according to their each constraint were also studied. In 

terms of provable security, we proved that the probability of 
each differential (resp. linear hull) of the SDS function with a 
maximal diffusion layer was bounded by pn (resp. qn) and that 
of each differential (resp. linear hull) of the SDS function with 
a semi-maximal diffusion layer was bounded by pn-1 (resp. qn-1), 
where p and q were maximum differential and linear probabili-
ties of the substitution layer, respectively. 
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