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요 약 

위험분석과 내부통제평가는 조직 내 자산을 보호하기 위한 여러 보안관리 활동들 중 핵심적인 
사항이다. 위험분석은 보호가 필요한 영역을 식별하는데 사용되는 활동인 반면， 내부통제평가는 
현재의 내부통제시스템이 자산보호에 있어 만족할 수준인지를 확인하는데 사용되는 활동이다. 
위험분석은 일반적으로 비인가된 사람으로부터의 비인가된 접근에 그 초점을 두고 있으며 인가 
된 사람으로부터의 잠재위협에는 상대적으로 적은 관심만을 가졌다. 부정행위에 대한 관심이 증 
가하는 현 상황에서는， 이들 위협들 또한 적절히 다루어져야 한다. 본 논문은 이 두 가지 활동 
을 비교하고 그 차이점을 논하는 것을 목적으로 한다. 

Comparison of IT Security Risk Analysis 

and Internal Control Evaluation 
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ABSTRACT 

Risk analysis and internal control evaluation are key security management activities for securing 
organizational assets. Risk analysis is used to identify areas that need safeguarding while internal 
control evaluation is used to check whether the current control system is effective with a reasonable 
degree of assurance. Risk analysis usually focuses on unauthorised activities of unauthorised people 
and has not paid much attention to threats that could be committed by authorized users. As attention 
to fraud increases, these threats should be appropriately treated within organizations. This paper 
compares the difference between these two approaches. 
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1. Introduction 

Various management techniques and efforts 

are made to secure organizational assets. These 

include risk analysis/management and intemal 

control evaluation/audit. While the latter is close

ly related to the traditional accounting domain 

that focuses on completeness and accuracy of 

data/information [8] , the former is rooted in the 

mechanical engineering school of thought [2]. 

These days information technology is an essen 

tial part of an organization’s daily business ope

rations , and the distinction of which control/ 

safeguard belongs to which domain is mean 

ingless. However, the major difference between 

them should be addressed. U sually, intemal 

control evaluation is concemed about dynamics, 

that is, the actions and relationships within the 

business process [1]. In contrast, risk analysis 

focuses on the static nature of the system or 

business process in that it first identifies a list 

of assets involved in the systerrνprocess and then 

assesses the risks associated with each asset. In 

other words, intemal control evaluation includes 

in -depth analysis of business processes and 

supporting tasks/activities, whereas risk analysis 

includes in -depth analysis of physical and logical 

components of a system and related risks. 

One important aspect of intemal control e

valuation is that it examines the adequacy of the 

current control system. It enables in depth se 

curity analysis from the viewpoint of procedures 

and operations performed by employees. Accord • 

ing to the CSI!FBI computer crime and security 

survey [7], the respondents were very worried 

about attacks by disgruntled employees. More 

over, among the various types of attacks ex 

amined, financial fraud resulted in the second 

largest average loss ; the largest was from theft 

of proprietary information. In order to discover 

and prevent deliberate actions by intemal em

ployees, an understanding of how systems will 

be used by them is essential [9]. Therefore, a 

view of the system from the perspective of 

intemal control evaluation should be considered 

as a complement to the risk analysis view of 

system. 

2. Risk Analysis Approach 

Risk analysis is a process of identifying risks, 

determining their magnitude, and identifying 

areas that require safeguards [10]. The primary 

reason for conducting risk analysis (as an es 

sential part of risk management) is to identify 

and assess potential risks in terms of their 

likelihood and business impacts and provide 

cost • effective safeguards, ensuring that assets in 

the organization are protected at a reasonable 

level of protection. 

2.1 Risk Analysis and Management 

(Figure 1) shows the general risk management 

framework üncluding risk analysis) in GMITS 

(ISO/IEC Guideline for Management of IT 

Security)-P따t3 [10]. Strictly speaking, this frame 

work represents detailed risk analysis and man 

agement, which includes in-depth analysis of 

asset, threat and vulnerability. Whenever we 

mention risk analysis and management in this 

paper, we are assuming that it refers to detailed 

analysis/management such as CRAMM (UK 

CCT A Risk Analysis and Management Meth-
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od이ogy) [6] , one of the most prominent and 

comprehensive risk ana1ysis and management 

methodo1ogies. 

(Figure 1) Risk Management Framework 

As shown in (Figure 1), risk ana1ysis starts 

from identifying a11 assets of the system within 

a review boundary. Then, the asset va1ues which 

represent the importance of assets to the or

ganization are to be assigned. These va1ues can 

be expressed in terms of the potentia1 adverse 

impacts. Dependencies of assets on other assets 

shou1d a1so be identified because this might 

influence the va1ues of the assets (for examp1e, 

the security requirements for a specific program 

are direct1y re1ated to the va1ue of the data/ 

information it is processing). In CRAMM, de

pendencies between assets are defined in asset 

models. In asset models, a data asset is linked 

to other types of assets such as HW, SW and 

location, which are required for processing this 

data asset, so that business impacts resulting 

from insecurity of other asset types can be con 

sidered as business impacts on the data asset. 

Assets valuation is fo11owed by identification 

and assessment of threats and vu1nerabilities. A 

threat needs to exp10it an existing vu1nerabi1ity 

of the asset in order to successfu11y cause harm. 

Threats may be natura1 or human in origin, and 

cou1d be accidental or deliberate. In threat as

sessment, both accidenta1 and de1iberate threats 

shou1d be identified and the 1ike1ihood of their 

occurrence shou1d be assessed. The vulnerability 

assessment inc1udes identifying weaknesses in 

physica1 1ayout, administration, procedures, per

sonne1, HW or SW that may be exploited by a 

threat source to cause harm to the assets. This 

assessment identifies vu1nerabi1ities that may be 

exp10ited by threats and assesses their 1ike1y 

1eve1 of weakness, i.e. ease of exp1oitation. 

Once a11 the trip1ets of {asset, threat, vulner 

abi1ity} have been identified and assessed, then 

risks can be measured. Risk is a function of the 

asset va1ue (usua11y in terms of business impact), 

threat 1ikelihood, severity of vu1nerability, and 

existing/planned safeguard that reduces the risk. 

In CRAMM, the existing or p1anned safeguards 

are not considered during the risk analysis 

process to provide more focus on the true nature 

of risk (inherent risk). On the contrarγ ， in the 

GMITS framework, the identification of existing 

or p1anned safeguards is a part of risk analysis, 

to avoid unnecessary work or cost in the du

p1ication of safeguards. In this case, it shou1d be 

checked whether the safeguard is working as 

intended. 

Whi1e the above activities represent risk a 

na1ysis, the remaining activities in (Figure 1), 

se1ection of safeguards and risk acceptance are 

distinctive features of risk management itse1f. 

The identification and se1ection of safeguard is 
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based on the result of risk analysis; to what 

extent, which asset is exposed to which threat 

and what is the potential impact of the threat 

realization. One important aspect of safeguard 

selection is the cost factor as it would be 

inappropriate to implement safeguards which 

exceed the value of the assets they are designed 

to protect. After choosing safeguards and iden

tifying how much risk reduction will be achieved 

by them, the decision on risk acceptance should 

be made. No system can be made absolutely 

secure and therefore there will always be residual 

risks after safeguards have been implemented. If 

the residual risk is unacceptable the safeguard 

selection should be performed again. 

2.2 Risk Analysis View of Systems 

A sound understanding of a system under re

view is an essential part of risk analysis. To 

achieve this, risk analysts obtain system relevant 

information from various sources, such as 

interviews with appropriate users and system 

documents (e.g. , security policies, operation stan 

dards/guidelines, job description, data flow dia

grams and network diagrams). Then, the risk 

analysis begins with identifying key assets and 

modelling the system using physical and logical 

links between the assets. However, the modelling 

is usually done in a static manner, and does not 

consider the dynamics of the system in terms of 

sequential interactions such as user-system, user 

-user and system-system interactions. 

This argument becomes c1ear when we look 

at a CRAMM example that illustrates a part of 

a credit sales business process. The credit sales 

process starts from receiving a customer order 

document from a customer. A sales c1erk in the 

sales department then enters the order details 

onto the sales application system via a networked 

workstation. The sales application server then 

checks the customer’s credit status and the a 

vailability of stocks from the customer master 

file and inventory master file. Once these checks 

are completed successfully, the order is stored 

onto the sales order database and the picking list 

(generated from the order data) is sent to the 

warehouse system server that runs the shipping 

process. This example can be expressed as 

(Figure 2) in CRAMM; some minor variations 

may be possible. 

Asset : Order Data 

EUS : Order Entry 

Order Data 

Order Entry 

L Computer Center 

Client Workstation 
LSales Dept 

Domain Controller 
L Computer Center 

Ethernet 
Sales Application S/W 
L Sales Application Server 

L- Computer Center 
Order Source Document 

(a) 

Asset : Picking Data 

EUS : Picking Data Messaging 

Picking Data 

Picking Data Messaging 

L Computer Center 

Warehouse System Server 
L Computer Center 
Domain Controller 
L Computer Center 

Ethernet 
Sales Application S/W 

LSales Application Server 

(b) 

(Figure 2) CRAMM Asset Model Example 

(Figure 2-a) represents the order entry pro

cess from the c1ient workstation to the server and 

(Figure 2-b) represents the application-appli

cation messaging process that sends the picking 

data from the sales application server to the 

warehouse system server. (Figure 2-a) is a sim

plified view of the order entry process, which 

does not represent the order checking activities. 

84



정보시스템 보안을 위한 위험분석활동과 내부통제평가와의 비교 85 

We have to define other end-user services (and 

therefore asset models) that represent the credit 

and stock availability checking activities if we 

want to inc1ude the security concerns relating to 

the credit and stock data assets. However, these 

end-user services wi11 sti11 not represent what 

checks are being made and on what condition the 

order is approved; they wi11 just provide another 

link relationship between the physical compo 

nents and the data assets. 

As shown in (Figure 2) , risk analysis usua11y 

focuses on what is involved in a specific data 

process, rather than how it is involved. There 

fore, it tends to be more interested in the system 

elements than logical activities. Moreover, it does 

not inc1ude any manual process. For example, the 

manual transfer of an order document from the 

customer to the sales c1erk is not considered in 

the asset model since the main concerns of risk 

analysis are the system elements and related 

security issues. However, the confidentiality, in 

tegrity and availability of the source order docu

ment could be compromised during the manual 

process resulting in some adverse impact. 

A1though the asset mode1 considers the hu • 

man-computer interactive process (e.g. order 

entry), it is very limited. As there is no consid

eration of the conditions under which the sa1es 

department c1erk is permitted to enter/approve 

the order, the threats such as deliberate entry / 

modification with fraudu1ent data may not be 

captured. The main concerns for this order entry 

interactive process would be unauthorised access 

to the order entry workstation, masquerading of 

sales c1erk identity and input errors. Within the 

scope of risk analysis, threats from users with 

adequate access privileges are usually exc1uded 

(the on1y exception is the threat of user errors). 

This gives focused attention to security issues 

related to system elements and their exposures 

to threats from unauthorised people. This limits 

the security concerns to unauthorised behaviour 

from unauthorised internal, third party or exter

nal entities. Hence deliberate entry/modification 

by authorized users is not considered. 

A we11 • designed management and technical 

control structure can prevent and reduce de1ib 

erate threats by authorized users. Segregation of 

duties, corresponding user privilege management 

and line of authorities and periodic review of user 

activities are key elements in preventing/re 

ducing/ detecting such deliberate threats. In fact, 

these issues can be covered within the scope of 

existing risk management practices such as 

BS7799 [3], GMITS-Part4 [11] and CRAMM, by 

addressing deliberate actions by authorized em

ployees or third parties. However, we still have 

to conduct a more detai1ed analysis of by whom 

and how these threats may materialize. 

3. Internal Control Evaluation 

Asset safeguarding can be achieved not only 

through risk management but a1so through in

ternal control system design. Interna1 contro1 co

vers a broader area than IT security risk man 

agement as the latter is more focused on the risks 

in information systems and relevant assets. 

However, this distinction has become ambiguous 

as information systems are active1y participating 

in a1most a11 business processes these days. 

According to the COSO (Committee of Spon

soring Organizations of the Tradeway Commis 

sion) internal control framework [5] , interna1 
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control is a broadly defined process, designed to 

provide reasonable assurance regarding the a 

chievement of the following three objectives ; (1) 

economy and efficiency of operations, inc1uding 

achievement of performance goals and safe

guarding of assets against loss, (2) reliable fi

nancial and operationaldata and reports, and (3) 

compliance with laws and regulations. This is a 

more general term than security safeguard as it 

is intended not only for the provision of security 

(in terms of confidentia1ity, integrity and avail 

ability) but also for effectiveness and efficiency. 

3.1 Internal Control Evaluation 

In the COSO intemal control framework, the 

intemal control system consists of five com 

ponents ; (1) control environment: it provides 

the foundation for other components. It inc1udes 

organizational factors such as management’s 

philosophy, organizational structure and assign

ment of authority and responsibility, (2) risk as • 

sessment : it is a means to identify, analyse and 

manage risks that may result in failure of 

achieving the objectives, (3) control activities : 

control activities consist of the policies and pro 

cedures management has established to meet its 

objectives. They inc1ude reviews of the control 

system, physical controls, segregation of duties 

and information system controls, (4) information 

processing and communication : it is related to 

obtaining pertinent information to control the 

organization’s activities and communicating it 

throughout the organization, and (5) monitorin 

g : it is an ongoing and periodic assessment of 

the effectiveness of the intemal control system. 

Therefore, intemal control evaluation is a process 

for determining the soundness of these com 

ponents to assure the achievement of the above 

objectives. 

As risk assessment is an essential component 

of the intemal control system, a risk management 

approach has become an integral part of intemal 

control system design. However, the definition of 

risk in an intemal control context is less infor

mative than that of IT security. Risk, more spe 

cifically inherent risk, is defined as the suscep

tibility of an assertion to a material misstatement, 

assuming that there are no related intemal 

controls. In addition, it is usually framed by busi 

ness process objectives identified and established 

prior to risk identification; once these objectives 

have been established, risks that pose threats to 

achieving these objectives are identified. There 

is another risk dimension to internal control, 

namely control risk. It is the risk that a material 

misstatement that could occur in an assertion will 

not be prevented, or detected and corrected on 

a timely basis by the entity’s intemal control 

structure. Control risk is more related to intemal 

control evaluation in that it is a result of through 

examination of the current intemal control 

system. 

The risk assessment component of the intemal 

control system covers not only the security is

sues arising from elements of information sys

tems but also the management and procedural 

risks surrounding the systems. On the other 

hand, IT security risk analysis/management 

tends to focus on the technical functionality and 

the risk exposures at a static point; which assets 

are involved rather than how a specific business 

process is performed. To inc1ude the security 

concems of a business process, one must move 
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from an asset-oriented view to a process • ori 

ented view. Rather than identifying system 

security at a component/asset level, the evalua

tion should identify which risks exist in achiev 

ing the objectives of the business process. In IT 

security risk analysis, the business process is 

constrained by the establishment of dependency 

relationships between assets and the risks to 

each asset or group of assets. Besides the com • 

plexities of deriving an overall risk measure 

based on the risks of sets of dependent assets, 

another problem is that each risk could be 

localized at an asset level, rather than being 

incorporated into the impacts on the business 

process. 

Another reason for introducing the internal 

control evaluation approach is that it validates 

the adequacy of the current control system. Al

though the focus of intemal control evaluation 

differs from the focus of risk analysis, the con

cept of control risk could be used as a measure 

of vulnerability. In risk analysis , the vulnerability 

evaluation is often made by using a set of simple 

high-level questions. For example, one question 

for assessing the vulnerability to a masquerading 

threat in CRAMM is ‘would a modification of the 

data be immediately obvious to several people? ’ 

To answer this question, sound examination of 

how modifications are approvedlmonitoredlre 

viewed should be made. Therefore, in order to 

obtain sounder values for vulnerability, the in 

temal control evaluation approach becomes nec 

essary. However, examining all the existing 

controls (both management and technicaD for 

every threat would be non -practical for risk 

analysis. 

Therefore, one may think of applying the in-

temal control evaluation approach only for de

liberate threats from authorized employees; this 

covers malicious actions of employees who have 

some form of privileged access. Advances in in 

formation and security technology have resulted 

in a number of technical safeguards that can be 

used to prevent or reduce attacks from un

authorised people. Examples are various iden 

tification and authentication techniques. How

ever, deliberate attacks made by authorized em

ployees are not normally covered by these 

technical safeguards as they only focus on unau 

thorised people. The opportunity environment is 

important in this context; the criminal mind will 

test the systems for weaknesses and therefore 

effectiveness of the current control system in 

preventing/detecting deliberate actions is essen

tial. That is why we consider internal control 

evaluation for threats from authorized employees. 

As the scope of general intemal control e

valuation is very broad, we limit its scope to the 

evaluation of management and procedural con

trols, focusing on the identification of the control 

risks, which might be exploited by authorized 

employees and third parties both accidentally and 

deliberately. Therefore in this paper, the primary 

difference between intemal control evaluation 

and risk analysis is the focus of the review. While 

risk analysis pays more attention to threats from 

unauthorised people, physical component failure 

and natural disasters, intemal control evaluation 

concentrates on threats from authorized people. 

3.2 Internal Control Evaluation View 

(Figure 3) uses the same example as in (Figure 

2) , but represents the system from the perspec-
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tive of intemal control evaluation. This represen

tation is based on the system modelling technique 

used in TICOM (The Intemal Control ModeD [1] , 

which is one of the most significant works on 

intemal control evaluation; the TICOM model 

here is for illustration purposes and shows how 

auditors think during intemal control evaluation. 

In practice, the system flowchart technique is 

widely used to understand and document the 

system. 

Originally, TICOM was intended for modelling 

tasks from a human-oriented perspective. The 

tasks of the sales application server and inter 

actions between the order entry clerk and server 

in (Figure 3) are modelled by interpreting the 

server as a human agent to focus on what is 

happening to data objects. TICOM uses a set of 

predefined command languages to capture the 

essence of tasks in a specific business process. 

For example, the TRANSFER command is used 

to represent the transferring of data objects be 

tween agents and specifies which data objects 

are being transferred. 

- Abbreviations -
• Agents 

WHS: Warehouse System 
.Objects 

COD: Customer Order Document 
ORD: Order Data 
ASL: Available Stock List 
CCL: Credited Customer List 
PIK: Picking Data 

• Repositories 
SDS: Stock Database 
CDS: Customer Database 
SOD: Sales Order Database 

• Atlributes 
ITM: Item Name & Quantity 
CNM: Customer Name 
DES: Other Descriptions 

Sales Dept. Clerk (SDC) 

11) ASSIGN ITM,DES OF PIK 

12) TRANSFER PIK TO WHS 

(Figure 3) TICOM Control Model Example 

In intemal control evaluation, a business pro

cess/transaction is expressed in terms of dyna 

mic interactions between participating entities, 

rather than merely a physicaVlogical configura

tion. Therefore, the intemal control evaluation 

approach can identify human -related risks more 

efficiently than risk analysis can. In our example 

credit sales process, there is a risk of approving 

an order from a customer with a poor credit rat 

ing. In risk analysis, such a risk is considered in 

terms of unauthorised access to the customer 

database anψor a sales application software 

failure that could result in wrong order approval. 

By contrast, in the intemal evaluation approach, 

the focus is on the separation of duties between 

order entry and approval. 

As order approval is made by the sales ap

plication server in our example, the separation of 

duties between the order entry and approval 

seems appropriate at first glance. However, it 

should be further examined whether the order 

entry clerk has access to the credit database as 

the clerk could modify the credit rating de

liberately thus allowing approval of the order. 

This situation could result in the sales depart 

ment clerk conspiring with a non -creditworthy 

customer to embezzle goods. Moreover, if the 

clerk is authorized to create a new customer re 

cord as wel1, he could perpetrate such a fraud by 

himself. It is almost impossible to prevent a 

deliberate threat that utilizes the cooperation of 

several employees. Nevertheless, at least the con

trol risk that could be exploited by a single em

ployee should be properly addressed. 

The identification and evaluation of such 

control risks is based on the heuristics held by 

expert auditors. The organizational structures, 
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operational procedures and supported business 

objects varies from case to case and therefore an 

evaluation that considers these factors together 

cannot be easily generalized. Therefore, the 

evaluation becomes totally dependent on the 

auditor’s expertise and skill. In view of this, ex

tensive research has gone into the provision of 

a decision-aid that supports the evaluation. For 

example, in [12] , heuristic knowledge of auditors 

has been derived through knowledge acquisition 

engineering and it has been formalized into IF 

THEN rules so that these rules can be used for 

evaluation of other cases. In addition, lists of stan • 

dard controls such as COBIT (Control Objectives 

for Information and Related Technology) [4] and 

BS7799 can also be referenced for benchmarking 

to check whether the existing control structure 

complies with the standard control structure. 

However, these rules are still general and they 

may not be effective for specific cases. 

4. Conclusion 

We have compared the nature and focus of risk 

analysis and intemal control evaluation. As di • 

fferent roles are assigned to each of them from 

the different schools of thought, both of them 

should be addressed through separate man

agement attention. However, ensuring that both 

of them are performed on a sound and regular 

basis requires great management effort. There

fore, in this case, organizations might consider 

including the intemal control evaluation’s Vlew 

of a system within a single risk analysis and 

management framework. Regarding this, a sys

tematic and consistent way of integrating them 

should be studied further. Moreover, as risk a • 

nalysis and management is closely related to not 

only intemal control evaluation but also to other 

security management activities such as incident 

management, vulnerability assessment and in 

formation system audit, a novel approach that 

minimizes the duplication of effort between them 

and enhances their relationship should be 

examined in terms of feasibility and efficiency. 
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