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ABSTRACT⎯This paper presents a new trust evaluation 
scheme in an ad hoc network. To overcome the limited 
information about unfamiliar nodes and to reduce the required 
memory space, we propose a cluster-based trust evaluation 
scheme, in which neighboring nodes form a cluster and select 
one node as a cluster head. The head issues a trust value 
certificate that can be referred to by its non-neighbor nodes. In 
this way, an evaluation of an unfamiliar node’s trust can be 
done very efficiently and precisely. In this paper, we present a 
trust evaluation metric using this scheme and some operations 
for forming and managing a cluster. An analysis of the 
proposed scheme over some security problems is also 
presented. 

Keywords⎯Ad hoc network, security, trust evaluation, 
clustering. 

I. Introduction 
A mobile ad hoc network (MANET) has particular 

characteristics. First, there is no infrastructure. Second, network 
topology is not fixed because of the mobility of nodes. 
Therefore, a security scheme for an ad hoc network should 
consider these characteristics. Many new types of threats are 
emerging, and they are hard to defend with conventional 
security methods [1]. To adapt to particular characteristics and 
defend against new threats, new security schemes based on 
trust evaluation are proposed [2]-[5]. In these schemes, each 
node evaluates the trust of the other nodes with which it 
communicates. The evaluation for the other node is performed 
by evaluating the node’s own experience about the evaluated 
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node. Based on the evaluated trust, security measures are taken, 
or security decisions are made. 

In the previous schemes of trust evaluation [2], [3], each node 
has to evaluate the trust of every other node in the network. It is 
quite difficult for a node to evaluate accurately the trust of the 
nodes of which it has little interaction. Furthermore, these 
schemes require a great deal of memory space to store each of 
the other node’s trust value. Such constraining of resources in an 
ad hoc network is a severe problem. 

Hence, we propose a new trust evaluation scheme based on 
clustering, in which a cluster is built by neighboring nodes, and 
a cluster head elected by cluster members acts as a trust 
guarantor. In our scheme, the trust of a node is evaluated by 
combining the node’s own experience and the information 
presented by the head of the cluster to which the evaluated 
node belongs. Even in a case when a node has no experience, it 
can evaluate other nodes based on the trust value provided by 
the cluster head. On the other hand, this means that the node 
does not have to store and manage experience data about all the 
other nodes in the network. 

For an ad hoc network, a security scheme based on 
clustering was proposed [6]. In this research, clustering is used 
for certification of a public key. Therefore, before our approach, 
there has been no previous attempt to employ clustering for 
trust evaluation [7]. 

II. Cluster-Based Trust Evaluation Scheme 

In our scheme, a cluster is first formed based on the trust 
values of the neighbor nodes. Then, a cluster head that has the 
highest trust value in the cluster issues a trust value certificate 
for cluster member nodes. Cluster forming is carried out as 
follows. An ad hoc node evaluates its neighbor nodes’ trust 
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values based on its experience. After calculating the trust values 
of its neighbor nodes, each node chooses one node that has the 
highest value as its trust guarantor. Then, the chosen node 
becomes the cluster head and the chooser becomes a member 
of the cluster. If the chosen node is already a member of 
another cluster, a node of the second highest trust value is 
chosen. In this way, a cluster is formed. The cluster head has 
the highest trust value among the cluster members. Figure 1 
shows an evaluated trust value and chosen cluster head.  

After forming a cluster, the cluster head plays the role of trust 
guarantor. The cluster head evaluates and guarantees the trust 
of the cluster member nodes. When a member node requests it, 
the cluster head issues the trust value certificate that contains 
the node’s trust value. The member node uses the trust value 
certificate to show its trustworthiness when communicating 
with other nodes. Details of the trust evaluation metric and 
operation used in clustering and certification are explained in 
this section. 
 

 

Fig. 1. A cluster forming in the proposed model. The numbers
indicate the trust value of the nodes. The purple nodes
are the cluster heads. 
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1. Trust Evaluation Metric 

A node evaluates another node’s trust value by combining 
the node’s own experience data and the trust value provided by 
the head of the cluster to which the evaluated node belongs. 
Factors that can be used as the experience data are as follows. 

 
• Communication data rate (Vc): the rate of successful 

communication with evaluated nodes. The value is between 0 
and 1. The initial value is 1. 

• Data delivery rate (Vd): the rate of successful packet 
delivery by the evaluated node. This rate measures how 
successful a node relays packets from a source to a destination 
as an intermediary. The value range and initial value are the 
same as the communication data rate. 

A node needs to gather and store these experience data for all 
the other nodes. However, in our scheme, a node might delete 

the experience data for nodes with which it did not 
communicate for a certain specified period since these data 
might be obsolete in an ad hoc network that has a dynamic 
topology. In the case where there is no experience data about a 
node, the trust value can be obtained from a certificate issued 
by the head node. For a node that has old experience data, the 
trust value from a certificate is much more accurate. The 
experience data about neighbor nodes should not be deleted 
since they are used for cluster forming. Also, the head node 
does not delete the data about its member node while the 
cluster exists. 

An experience metric combining these factors is defined as 
follows. The experience metric is an arithmetic means of 
factors. For the head node, the same metric is used: 
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where VE(i,j) is the experience metric of node j evaluated by 
node i and V = {Vc ,Vd } is the set of experience factors. 

 
A trust value metric that combines a node’s own experience 

and trust value from the head is defined as follows. 
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where VT(i,j) is the trust value of node j evaluated by node i, 
when i is H—it is a value evaluated by the head of the node’s 
cluster; ew is the experience weight, which is fixed as 1 if it 
exceeds 1; ec is the experience count; ec_threshold is the 
threshold of experience count set by a node; and VB(j) is 0 if the 
node j is malicious or 1, otherwise. 

The degree of whether a trust value can be evaluated based 
on a node’s own experience or on a certificate from the head, or 
from both, is decided according to the experience weight. For 
example, only the value from a certificate is used for a node 
that the evaluator has no experience data on, or where the 
experience data is deleted due to the expiry of its validity. The 
node’s own experience is the most accurate if the data are 
collected from a large experience. So, the trust value of a node 
for which the experience count exceeds a certain threshold is 
evaluated using only its own experience data. For other cases, 
the proportion of the experience data to a certificate from the 
head is in accordance to the experience weight. 

For the head node, the same metric is applied except that 
VT(H) indicates the trust value given by the head node of a 
cluster to which the evaluated node had belong to just before. 
This case occurs when the node had moved in from another 
cluster. This means that when a head does not have enough 
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experience data about a member node, it relies on the trust 
value provided from the previous cluster. In the case where the 
node did not move in from another cluster and the head does 
not have any experience data about the node, the trust value 
calculated in the head is 1. 

Value VB in the metric is a value broadcasted by a head node 
for identifying a node as a malicious node or an intruder. The 
node that receives this value adds this node name to its blacklist. 
Some methods to detect a malicious node are described in [3]. 

2. Operations 

In this section, we explain the details of operations for 
clustering and certification. In these operations, the 
bootstrapping security model [8] is used to protect the integrity 
of the transmitted trust value. 

A. Hello 

Nodes broadcast a hello message that contains a cluster head 
searching message. If there are several cluster heads in the 
neighborhood, the node should select the one that has the 
largest cluster members as its cluster head, and it becomes a 
member of the selected cluster. If there is no cluster head in the 
neighborhood, the node elects a new cluster head among its 
neighbor nodes. 

B. Cluster Construction 

Each node recommends one of its neighbor nodes as a 
cluster head, and the recommender becomes a member of the 
cluster. In this manner, the one cluster head and its 
recommenders (a cluster head can be recommended from 
many other neighbor nodes) form a one-hop range cluster. 
When a node recommends a cluster head, it sends to the cluster 
head a recommend message that includes recommendation 
certificates (R_Certificate). These certificates are used to 
authenticate whether the cluster head has many cluster 
members that trust the head. The following are a cluster head 
recommend message and recommendation certificates. 
 

 Recommend Message: 
M(node1’s id, node2’s id, node2’s trust value, R_Certificates,
“recommend message”); 

Recommendation Certificate(R_Certificate):  
{node1’s id, node2’s id, create time, validation, “Recommend”, 
node1’s PUB_KEY, signature(node’s id, node2’s id, create time, 
validation, “Recommend”)} 

 
 

In this message, node1 indicates the recommender and node2 
indicates that the node is recommended as a cluster head. In the 
recommendation certificate, validation represents the period of 

validity. After the validation period expires, the cluster head has 
to request new certificates from the cluster member nodes. 

C. Trust Certificate 

 After a cluster has formed, a node requests a trust value 
certificate to its cluster head. The head issues the node’s trust 
value certificate and sends it with the head’s own 
recommendation certificates that verify that the cluster head is 
trustworthy. The trust value certificate is defined below. 
 

 Trust value certificate(T_Certificate): 
{cluster head’s id, node1’id, node1’s trust value, cluster head’s
Pub key, create time, validation, signature(cluster head’s id,
node1’s id, node1’s trust value, create time)}  

D. Node Join 

A join operation is executed in two situations. One is when a 
node first enters into the network. Another is the case when a 
node moves from one cluster to another cluster. In the first case, 
the cluster head has to evaluate the node’s trust value from 
scratch because the node does not have a trust value certificate or 
recommend certificates. In the second case, an incoming node 
gives to the new cluster head the trust value certificate and 
recommendation certificates that are received from the previous 
cluster head. Using these certificates, the new cluster head 
authenticates and establishes an initial trust value of the new 
member node without its own experience. The join operation is 
carried out as follows. First, a node broadcasts a hello message. 
Any cluster head that receives the message sends a respond 
message to the node. The respond message of the head contains 
the number of member nodes. Second, after receiving the 
response message from the cluster head, the joining node sends 
to the cluster head the join message shown below. 

 

 Join Message: 
M(node1’s id, cluster head’s id, previous cluster head’s id, 
T_Certificate, R_Certificates, “join message”) 

 

 
If there are more than two cluster heads in the neighborhood, 

the joining node selects one cluster head that has more cluster 
members than the other cluster heads. Third, after the cluster 
head receives a join message, it evaluates the trust value of the 
joining node by referring to the previous trust value certified by 
the previous cluster head. If the joining node is not able to find 
any cluster head in a one-hop range, the node extends the 
search area to a two-hop range. If there is no cluster head in a 
two-hop range, then the joining node has to reconstruct the 
cluster with the neighbor nodes. 
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E. Node Leave 

A node that moves from one cluster to another node sends a 
leave message to its cluster head. After receiving this message, 
the cluster head deletes its data about the node. 

III. Analysis 

Our trust evaluation scheme can be applied to many security 
problems such as secure routing and new types of attacks in a 
mobile ad hoc network MANET. 

1. Secure Routing 

Our trust evaluation scheme can be applied to secure a routing 
problem in an ad hoc network. In an ad hoc network, a node 
sends and receives a routing request packet and a routing reply 
packet to find a path from itself (source node) to any destination 
node. When any node receives a route request packet, it appends 
its own address to the route record in the route request packet and 
rebroadcasts the packet [9]. 

With our scheme, the node that receives a routing request 
packet appends the T_Certificate, the R_Certificates, and the 
node’s own address. After receiving the route reply packet, the 
source node checks the trust value of the intermediate nodes. If 
there is any node that has a low trust value, then the source 
node discards the routing path and rebroadcasts the routing 
request packet to find another path. 

2. Other Security Problems 

We further evaluated the efficiency of the proposed model by 
analyzing it over several attacks in an ad hoc network. 

• Message forgery attack: In our model, we used an 
asymmetric cryptographic method proposed by Rakesh [5]. By 
attaching the signature and the public key of the sender in the 
message, the receiver node can detect if the message was 
forged. The receiver node also can detect that the public key is 
really the public key of the sender. 

• Black hole attack: In this attack, a malicious node 
advertises itself as the shortest path to other nodes and drops all 
packets which come on it. The trust guarantor of the malicious 
node will set a low trust value for the malicious node. 
Therefore, the node that wants to send a packet will discard the 
routing path that goes through the malicious node. 

• Selfishness: In an ad hoc network, it is possible that a node 
doesn’t route a packet from the other nodes or simply drops 
some packets to save their power or other energy. We call these 
nodes selfish nodes. In our model, a selfish node cannot have a 
high trust value because of the data delivery rate. By not 

providing packet forwarding for low trusted nodes, a network 
can encourage cooperation and reduce selfishness. 

IV. Conclusion 

In this paper, we proposed a new trust evaluation scheme in 
ad hoc networks. By referring to the trust value certified by the 
cluster head, which is the most trusted node in the cluster to 
which the evaluated node belongs, a node can evaluate the trust 
value of the unfamiliar node in spite of the absence of direct 
experience about the node. This means that a node can securely 
communicate with another node that it has never contacted 
before. Also, a node does not have to store experience data 
about all the other nodes. With security analysis, we have 
shown that our scheme can be applied to many security 
problems in an ad hoc network.  
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