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This paper proposes an efficient masking method for the 
block cipher SEED that is standardized in Korea. The 
nonlinear parts of SEED consist of two S-boxes and 
modular additions. However, the masked version of these 
nonlinear parts requires excessive RAM usage and a large 
number of operations. Protecting SEED by the general 
masking method requires 512 bytes of RAM 
corresponding to masked S-boxes and a large number of 
operations corresponding to the masked addition. This 
paper proposes a new-style masked S-box which can 
reduce the amount of operations of the masking addition 
process as well as the RAM usage. The proposed masked 
SEED, equipped with the new-style masked S-box, 
reduces the RAM requirements to 288 bytes, and it also 
reduces the processing time by 38% compared with the 
masked SEED using the general masked S-box. The 
proposed method also applies to other block ciphers with 
the same nonlinear operations. 
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I. Introduction 

During the past few years, much research on differential 
power analysis (DPA) [1] attacks has focused on finding secure 
countermeasures. Among these countermeasures, a masking 
method based on algorithmic techniques is known to be 
inexpensive and secure against first-order DPA (FODPA) 
attacks [2]-[8].  

In a masked implementation, all intermediate values are 
concealed by a random mask. The masking method generates a 
random mask m and computes the masked ciphertext       
y' (=y⊕m') from the masked plaintext x⊕m for the plaintext x. 
Then, the masking method computes y'⊕m' in order to obtain 
the ciphertext y corresponding to the message x (the way this 
masking is applied depends on the cryptographic algorithm). 
This prevents FODPA attacks because the random mask values 
make it impossible for an attacker to predict the intermediate 
values. 

In the masking method, we must know m' to obtain the 
ciphertext y. Due to the nonlinear parts, the block cipher has m' 
values that vary according to the different x values. Determining 
the value mx (the m' value corresponding to x) without exposing 
the intermediate values requires a large number of operations. 
When designing a masking method, we must consider 
preferentially the nonlinear parts of the block cipher. 

1. Motivation 

The nonlinear operations in the block cipher SEED [9] are 
the S-box operations and addition modulo 232. Thus, we must 
consider preferentially these nonlinear parts to construct the 
masking method. However, protecting SEED using the general 
masking method has the following two problems. 
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A. RAM Requirement of 512 Bytes for Masked S-Boxes 

The S-box operation, which is well known as the nonlinear 
part of ARIA [10] and AES [11] as well as SEED, outputs 
S(a)⊕ma from the input value a⊕m. As the ma value is 
nonlinear in a, we need to make this output masking value the 
same for each a value. To fulfill this function, the masked block 
cipher generally uses the masked S-box (MS) table [2]-[5]. The 
MS table is generated by computing MS(x⊕m)=S(x)⊕m' with 
new random numbers m, m' before encryption or decryption. 
Here, the reason why the different masks m and m' are used is 
because if the two mask values are the same, they are not 
secure in devices with power consumption models such as the 
Hamming distance model. In this model, the power 
consumption is proportional to the Hamming weight of the 
difference ((x⊕m)⊕(S(x)⊕m')=x⊕S(x) where m=m') of two 
successive data values. 

This generation method for the MS requires one additional 
MS table for each S-box. This construction of the MS table 
requires 256 bytes of RAM for a 256-byte S-box. Whereas 
ROM is inexpensive for general embedded processors, RAM 
is expensive. Therefore, the use of the MS tables in SEED 
having two S-boxes, S1 and S2, may impose a heavy burden on 
some devices. 

B. Excessive SecureAtoB Function Calls 

To mask the addition operation modulo 232, which is another 
nonlinear part of SEED, the designer must safely construct the 
routine that outputs 32-bit masked value (x+y)⊕m3 from two 
32-bit masked inputs x⊕m1 and y⊕m2. In the general 
construction to fulfill this function, conversion methods 
between Boolean masking and arithmetic masking are used for 
a secure addition operation. Whereas the conversion SecureBtoA 
from Boolean masking to arithmetic masking is very efficient 
[12], the conversion SecureAtoB from arithmetic masking to 
Boolean masking requires a number of operations, even 
though pre-computed tables are used [13], [14]. In the masked 
implementation of SEED, most computational time is actually 
consumed by this SecureAtoB function. Also, using a general 
type of MS table after the operation of masked addition in 
SEED requires one SecureAtoB function call per masked 
addition. 

2. Our Contribution 

As each round of SEED uses two S-boxes and three modular 
additions, a masked implementation of SEED requires     
512 bytes of RAM corresponding to MS tables and 48 
SecureAtoB function calls for 48 addition operations. 

This paper proposes a new generation scheme for the MS 

table. The MS table in the proposed scheme outputs the 
Boolean masked value from the Arithmetic masked input value. 
This method reduces the number of SecureAtoB function calls 
from 48 to 16. Surely, because the proposed method is different 
from existing generation schemes, additional operations such 
as carry corrections are inevitably required. However, to solve 
this problem, we propose a method that uses only 32 bytes of 
RAM and a few additional operations. 

We also develop a new equation that can reduce the RAM 
usage for the MS tables, MS1 and MS2, from 512 bytes to   
256 bytes, where MS1 and MS2 are the MS tables of S1 and S2, 
respectively. The proposed method generates only the MS2 
table before en/decryption, and subsequently, the output value 
corresponding to MS1 is computed using the MS2 table and a 
few operations related to the proposed equation. 

The 8-bit masked implementation of SEED using the new-
style MS table reduces the processing time by 38% compared 
with the masked SEED using the general MS table. In addition, 
the size for all tables using RAM, including the MS2 table and 
carry correction tables, is only 288 bytes. 

The remainder of this paper proceeds as follows. Section II 
explains a block cipher SEED and the masked SEED 
constructed by the general masking method. Section III 
describes our masked implementation of SEED, which uses 
the new-style MS. Sections IV and V demonstrate the 
performance and security of the proposed method. Section VI 
concludes the paper. 

II. Block Cipher SEED and General Construction of 
Masked SEED 

This section presents the block cipher SEED and the general 
masked SEED. We first define the following symbols. 

⊕: the exclusive-OR    
&: the logical AND 
0x…: the hexadecimal representation 
l(x): the number of bytes of x 
u||v= 82u v⋅ + ( 8, (2 )u v GF∈ ) 
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Fig. 1. Structure of SEED. 
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Fig. 2. Round function F and internal function G. 
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SEED is a block cipher designed in 1998 by the Korea 
Internet & Security Agency; it has been the national standard 
since 2000. 

As shown in Fig. 1, SEED is a kind of classic Feistel 
structure cipher with 16 rounds. The 128-bit input of SEED is 
divided into two 64-bit blocks, and the second 64-bit block is 
the input to the round function F with a 64-bit round key 
generated from the key scheduling. Then, the output of the 
function F is XORed with the first 64-bit block.  

The round function F divides the 64-bit input block into two 
32-bit blocks (C and D) and carries out a mixing phase with 
two 32-bit round key blocks (Ki,0 and Ki,1). Next, three phases 
of the function G are computed with additions for mixing two 
32-bit blocks. The round function F and the internal function G 
are depicted in Fig. 2. 

In Fig. 2, the function G uses two S-boxes, S1 and S2. Each S-
box is defined by the following equations. 

8 8
1 2, : (2 ) (2 )S S GF GF→ , 

247
1 1( )S x A x a= ⊕ , 

251
2 2( )S x A x b= ⊕ , 

where A1 and A2 are 8×8 matrices, and a (0xa9) and b (0x38) 
are 8×1 vectors. 

Constructing the masked SEED as mentioned in the 
introduction requires two MS tables MS1 and MS2 satisfying the 
following equations, where m and m' are the 8-bit random 
numbers generated before encryption [2]-[5]: 

MS1(x⊕m)=S1(x)⊕m', 

MS2(x⊕m)=S2(x)⊕m'. 

The general masked addition (MA) operation modulo 232, 
which is another nonlinear part of SEED, is constructed as 
follows, where m''=m⊕m', m1=m2=m''||m''||m''||m'', and 
m3=m||m||m||m [12]-[14]. 

 Algorithm 1. General MA algorithm. 
Input: 32-bit x' (=x⊕m1), y' (=y⊕m2), m1, m2, m3. 
Output: 32-bit (x+y)⊕m3. 
1. (x+m1) = SecureBtoA(x', m1), 
2. (y+m2) = SecureBtoA(y', m2), 
3. ((x+y)+m3) = ((m3 + (x+m1)) + (y+m2)) – m1 – m2, 
4. Return (x+y)⊕m3= SecureAtoB((x+y)+m3, m3).  
The construction of the general masked function F using the 

above two MS tables and MA operations is depicted in Fig. 3. 
This construction of masked SEED requires 512 bytes of 

RAM corresponding to the two MS tables and 48 (=3×16 
round) SecureAtoB function calls. Thus, the SEED becomes 
slow and consumes excessive amounts of RAM. Therefore, 
this construction imposes a heavy burden on embedded 
devices. 
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Fig. 3. General construction of masked function F. 
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III. Efficient Masked Implementation of SEED Using 

New-Style Masked S-Box 

1. New-Style Masked S-Box 

This subsection proposes a new-style MS that can reduce the 
number of SecureAtoB function calls. Our MSs are designed to 
satisfy the following equations, where m and m' are the 8-bit 
random numbers generated before encryption. 

MS1(x)=S1(x–8 m)⊕m', 

MS2(x)=S2(x–8 m)⊕m'. 
We will explain a method that can compute the output values 

of two MSs using only 256 bytes of RAM in III.3 below. 
When designing MS tables such as the above equations, the 
first two MA operations in each round are replaced with the 
following new masked algorithm (NMA), where m''=m⊕m', 
m1=m2 =m''||m''||m''||m'', and m3=m||m||m||m. 

 

Fig. 4. Construction of masked function F using new-style MS.
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 Algorithm 2. NMA. 
Input: 32-bit x' (=x⊕m1), y' (=y⊕m2), m1, m2, m3. 
Output: 32-bit (x +32 y) (+)32 m3. 
1. (x +32 m1) = SecureBtoA(x', m1), 
2. (y +32 m2) = SecureBtoA(y', m2), 
3. ((x +32 y) +32 m3) = ((m3 +32 (x +32 m1) )+32 (y +32 m2)) 
  –32 m1–32 m2, 
4. Return (x +32 y) (+)32 m3= CarryCorrection((x +32 y)  

    +32 m3, m3). 
 

Note that changing the form of the MS replaces the 
SecureAtoB function call with the CarryCorrection function call. 
However, the CarryCorrection function, which is presented in 
the next subsection, requires considerably fewer operations 
than the SecureAtoB function. The CarryCorrection function 
changes the 32-bit arithmetic masked value a+32 t into 8-bit 
arithmetic masked values a (+)32 t, where l(a)=l(t)=4. 
Therefore, the output of the NMA operation is suitable as input 
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value of the MS tables in the modified function G. By this 
new-style MS, the construction of the masked function F in  
Fig. 3 is replaced as in Fig. 4. 

2. Carry Correction Function: CarryCorrection 

As previously mentioned, the 32-bit value before calling the 
CarryCorrection function in the first two NMA operations of 
each round is the 32-bit arithmetic masked value. We define 
this masked value as x'=x3'||x2'||x1'||x0' (=x3||x2||x1||x0+32 m3, 
m3=m||m||m||m), where x3||x2||x1||x0 is the unmasked value. 
However, this value must be transformed into 8-bit arithmetic 
masked values x3||x2||x1||x0 (+)32 m3 to look up or compute the 
output values of the MS table. Therefore, the carry values 
generated in each byte of the 32-bit addition must be securely 
eliminated. To eliminate these carry values, we need to 
determine whether a carry is or is not generated in x3'||x2'||x1'||x0' 
(xi'=xi+m+carry(xi–1') mod 28, carry(x–1')=0) from the least 
significant byte to the most significant byte. To make this 
determination, we need to compare xi'–carry(xi–1') with m 
securely. However, a comparison using ‘<’ or ‘>’ exposes the 
unmasked intermediate value xi (= (xi'–carry(xi–1')) – m). Thus, 
we propose a secure computation method of the carry values 
by using two 16 bytes carry tables generated before 
en/decryption. The reason behind making two 16-byte carry 
tables, C1 and C2, is that the general carry table comparing t 
(=xi'–carry(xi–1')) with the random number m requires 256 
bytes of RAM. The idea is straightforward. The first carry table, 
C1, compares the most significant four bits of t and m. In 
addition, because the most significant four bits of t and m may 
be the same, C2, a second carry table, is required to compare 
the least significant four bits of t and m. The following 
algorithm generates the two carry tables C1 and C2. 

 Algorithm 3. Generation scheme for carry tables C1 and
C2. 

Input: 8-bit random integers m, λ. 
Output: 16 bytes carry tables C1 and C2. 
1.  For t=0x0 to 0xf do 
1.1. If t<(m&0xf0)≫4, C1[t] = λ+1; 
1.2. Else if t=(m&0xf0)≫4, C1[t] = λ+2; 
1.3. Else, C1[t] = λ; 
1.4. If t<(m&0xf), C2[t] = λ+1; 
1.5. Else, C2[t] = λ. 
2.  Return C1 and C2.  
In the above algorithm, we use carry tables that are 

randomized by the 8-bit integer λ to prevent that the computed 
carry value would leak some information about xi [13]. In the 
first two NMA operations in each round, the CarryCorrection 
function performs the following algorithm by using λ and the 
carry tables, C1 and C2, generated before en/decryption.  

 Algorithm 4. CarryCorrection function. 
Input: x'=x3'||x2'||x1'||x0' (=x3||x2||x1||x0+32 m3, m3=m||m||m||m).
Output: y'=y3'||y2'||y1'||y0' (= y3, y2, y1, y0 (+)32 m3). 
1.  For i=0 to 2 do 
1.1. carry1 = C1[(xi&0xf0)≫4]; 
1.2. carry2 = C2[(xi&0xf)]; 
1.3. carry = (carry1 == λ+2) ? carry2 : carry1; 
1.4. x3'||…||xi+1' = x3'||…||xi+1' –8(3–i) carry; 
1.5. x3'||…||xi+1' = x3'||…||xi+1' +8(3–i) λ. 
2.  Return y = x3'||x2'||x1'||x0'.  

3. New Equation of Masked S-Box to Reduce RAM Size 

As previously mentioned, the general masked SEED 
requires 512 bytes of RAM for MSs, but the proposed method 
uses only 256 bytes of RAM. To reduce RAM usage, we 
generate only the MS2 table. Then, the output value 
corresponding to the MS1 table is computed from the output 
value of the MS2 table by a new equation between MS1 and 
MS2. 

We first show the equation between S1 and S2 as follows, 
where B is an 8×8 matrix such that B(x)=x2: 

247 8
1 1 1( )S x A x a A x a−= ⊕ = ⊕ , 

251 4
2 2 2( )S x A x b A x b−= ⊕ = ⊕ , 

( )
( )

4 2
1 1

1 2
1 2 2

1
1 2 2

1 1
1 2 2 1 2

3 2

( ) (( ) )

( ( ( ) ))

( ( ( ) ))

( ) ( ) ( )
( ) .

S x A x a

A A S x b a

A B A S x b a

A BA S x A BA b a
A S x c

−

−

−

− −

= ⊕

= ⊕ ⊕

= ⊕ ⊕

= ⊕ ⊕
= ⊕

 

From the above equation, we can find the equation 
computing the output value of the MS1 table based on the MS2 
table. 

1 1 8( ) ( ) 'MS x S mx m= − ⊕ , 

2 2 8( ) ( ) 'MS x S x m m= − ⊕ , 

1 8( )S x m− 3 2 8( )A S x m c= − ⊕ , 

1 8( ) 'S x m m− ⊕ 3 2 8( ) 'A S x m c m= − ⊕ ⊕ , 

( )1 3 2

3 2 3

3 2

2

( )

]

( ) ' '
( ) ' '
( )

[ ( ) ,
a

a

MS x

MS m

A MS x m c m
A MS x A m m c
A MS x c m
affine x= ⊕

= ⊕ ⊕ ⊕

= ⊕ ⊕ ⊕
= ⊕ ⊕

 

where ma is 3 ' 'A m m⊕ . 
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Table 1. Cost of generating MS tables in SEED. 

 
General method  
[2], [3], [5]-[8] 

Proposed method 

Clock cycles 8,935 cc 4,600 cc 

RAM 512 bytes 
256 bytes +32 bytes   

(carry table) 
ROM 512 bytes 256 bytes  

Table 2. Number of clock cycles of masked encryption in SEED. 

SEED (5,962 cc) 
General method 

[12], [13] Proposed method 

Clock cycles 118,480 cc 72,608 cc 

 

  Namely, if an affine table corresponding to affine[t]=A3t⊕c is 
in ROM, the output value corresponding to MS1(x) can be 
obtained with only one table look-up and one-byte XOR 
operation. 

A similar idea was published in [15]. However, our idea 
reduces RAM usage rather than ROM usage because we 
exploit the relation between two S-boxes rather than the 
relation between an S-box and its inverse; RAM is typically 
much more expensive than ROM. 

IV. Performance Analysis 

In short, the new-style MS has three advantages. First, we 
generate only one MS table before each SEED en/decryption. 
Therefore, we can reduce the time required to generate the 
MS table. Second, we can also reduce the RAM size because 
the proposed method does not generate the MS1 table. 
Compared with the general method for generating MS tables 
[2], [3], [5]-[8], the proposed method reduces the required 
clock cycles and memory usage for the 8-bit implementation 
(Table 1). This numerical value was measured in an 
ATmega128 [16]. 

The third advantage of the new-style MS is the reduction of 
the time required to carry out the masked en/decryption 
scheme. This is because our MS can reduce the number of 
SecureAtoB function calls. We estimated the required clock 
cycles when constructing the SecureAtoB function using the 
technique described in [13]. As shown in Table 2, the required 
the number of clock cycles for an ATmega128 was lower in the 
proposed method than in the general method for masked 
encryption [12], [13]. 

Table 3 represents the clock cycles of masked SEED in an 
ATmega128, including MS table generation, the key schedule, 
and masked encryption. 

Table 3. Total number of clock cycles for masked SEED. 

SEED (12,302 cc) General method Proposed method 

Clock cycles 134,950 cc 84,743 cc 

 

 
V. Security Analysis 

The security of the proposed masking method can be proven 
with lemmata 1, 2, and 3. As the proofs of lemmata 1 and 2 are 
straightforward, we omit them. 

Lemma 1. Let a be an arbitrary element of GF(2n). Let m be 
uniformly distributed in GF(2n) and independent of a. Then, 
the distribution of a⊕m is independent of a. 

Lemma 2. Let a be an arbitrary element of GF(2n). Let m be 
uniformly distributed in GF(2n) and independent of a. Then the 
distribution of a+m is independent of a. 

Two lemmata describe the basic reasons why arithmetic and 
Boolean masking methods are secure. Namely, if all 
intermediate values that can be attacked are concealed by 
random masks that are independent of these values, it is 
impossible for an attacker to predict the intermediate values. 
Therefore, the use of the two types of masking with the mask 
uniformly distributed completely prevents FODPA attacks. 

We must consider the security of the equations of the MS, 
presented in III.3, because we do not confirm whether the 
intermediate values during this operation are concealed by the 
random integer uniformly distributed in GF(2n) or not. This 
security can be proven with the following lemma. 

Lemma 3. The new equation of the MS in III.3 is secure. 
Proof. The equation to compute the output value of MS1(x) is 

computed with the following three steps. 

a = MS2(x) = S2(x)⊕m'. 
b = Affine[a] = A3a⊕c= A3S2(x)⊕c⊕A3m'. 
Return b⊕ma= S1(x)⊕m'. 
The intermediate values in steps 1 and 3 are concealed by the 

uniform random number m'. Also, in step 2, the mask value 
A3m' is uniformly distributed in GF(2n) because the matrix A3 is 
invertible hence it induces a permutation. Thus, the proof of 
this lemma is completed by lemma 1.                  □ 

VI. Conclusion 

This paper proposes an efficient masked implementation of 
the SEED algorithm using a new-style masked S-box. The 
proposed masked S-box can reduce a large number of 
operations of the masking addition as well as the RAM usage 
of the masked S-box. The results of the performance analysis 
indicate that the proposed masked implementation of SEED 
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reduces the RAM requirements from 512 bytes to 288 bytes. It 
also reduces the processing time by 38% compared with the 
masked SEED using the general masked S-box. The proposed 
method can be applicable to some block ciphers that have S-
boxes and modular additions as nonlinear components, such as 
MARS, GOST, and BLOWFISH [17]-[19]. 
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