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Abstract – Recently, the smart grid (SG) has been introduced to solve the serious network issues 

caused by the increasing electrical demand and the complex nonlinear nature of the electric power dis-

tribution network. The SG, regarded as the next generation power grid, can transmit power in more ef-

ficient ways by building an automatic and distributed energy delivery network. In this paper, we first 

assess how various existing networking technologies, such as IEEE 802.11 (WiFi) and IEEE 802.15.4 

(ZigBee), meet the requirements of the SG communication protocols. Specifically, we classify the ex-

isting network protocols into three categories: WSN-based networking, WiFi-based networking, and 

wireline-based networking. We then survey the security issues regarding the SG. Finally, we propose 

an agile SG networking architecture and show the effectiveness of different adopted networking tech-

nologies and, as a result, present a candidate solution to implement agile networking in SGs.    
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1. Introduction 
 

THE traditional electric system works exceptionally well 

for what it was designed to do, i.e., transferring electrical 

energy from a variety of generating power plants (sources) 

to our houses, companies, and communities (sinks). Ac-

cording to the U.S. Department of Energy [1], in 1940, 

10% of the energy consumption in the United States was 

used to produce electricity. In 1970, that fraction was 25% 

[2]. Today it is over 40%, showing electricity’s growing 

importance as an energy supply source, as shown in Fig. 1. 

However, the current power system seems to lack effi-

ciency for many reasons. For instance, a utility does not 

know when a fault occurs until a customer calls it in. An-

other reason is that congestion and blackouts occur regu-

larly. 

The current electrical networks are challenged by new 

needs for power management and communications [1]: 

• Reliability: Recently, massive blackouts have occurred 

with more frequency in the U.S., which has resulted in 

a loss of $150 billion to Americans. 

• Energy Efficiency: The U.S. Department of Energy [1] 

estimated that if every American household replaced 

just one incandescent bulb with a compact fluorescent 

bulb, the country would conserve enough energy to 

light 3 million homes and save more than $600 million 

annually. 

• Environment/Climate Changes: The United States ac-

counts for only 4% of the world’s population and pro-

duces 25% of its greenhouse gases. Today the power 

grid is responsible for nearly 40% of America’s CO2, 

which is double than that contributed by automobiles. 

• Security: The aged power grid’s centralized structure 

leaves citizens open to attack. In fact, the interdepend-

encies of the various grid components can bring the 

entire nation’s banking, communications, traffic, and 

security systems, among other things, to a complete 

standstill. 

 

 

Fig. 1. The future electric generation forecast in the United 
States 

 

Considering all of the challenges mentioned above, a 

more reliable, efficient, environmentally friendly, and se-

cure electric network needs to be made available. Thus, the 

emergence of the “smart grid” concept, as shown in Fig. 2, 

is reasonable. It involves information and networking tech-

nology used to embed processing and communications into 

the power grid, enabling it to become more controllable, 
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integrated, and cost-effective.  

The National Institute of Standards and Technology 

(NIST) unveiled version 1.0 of NIST’s Smart Grid stan-

dards in 2010 [3]. This initial release of the NIST Smart 

Grid Framework and Roadmap identifies 75 standards, 

specifications, and guidelines that are immediately appli-

cable (or likely to be applicable) to the ongoing transfor-

mation of the current system to the Smart Grid. To priori-

tize its work, NIST chose to focus on six key functional-

ities plus cyber security and network communications: 

• Demand Response and Consumer Energy Efficiency; 

• Wide-Area Situational Awareness; 

• Energy Storage; 

• Electric Transportation; 

• Advanced Metering Infrastructure; 

• Distribution Grid Management; 

• Cyber Security; 

• Network Communications. 

 

Compared with the traditional power grid, the smart grid 

only takes what it needs, which means consumers consume 

only as much energy as they need from the smart grid, and 

leave the rest to others or save it for peak hours; at the 

same time people can use the saved electricity from any-

where through smart grid transmissions. People can track 

their energy use online and learn how their energy usage 

habits impact their bills. Furthermore, the use of solar pan-

els will effectively transform commercial districts and 

neighborhoods into small, localized power plants, changing 

the traditional centralized, producer-controlled electricity 

network into a more interactive consumer-controlled elec-

tric system. 

 

 

Fig. 2. The Smart Grid structure 

 

Therefore, the smart grids designed for future electrical 

systems include many solutions and technologies. They 

will empower energy consumers as well as utilities to gain 

better control over their energy consumption. From this 

point of view, communication technology plays an indis-

pensable role in SG systems. 

In this paper, we first discuss various networking tech-

nologies, such as WiFi and ZigBee. Then, we provide a 

detailed agile networking architecture for the smart grid 

and verify the effectiveness of the different communication 

technologies we have implemented so far. 

The remainder of this paper is organized as follows: Sec-

tion 2 describes what SG is and its communication re-

quirements. Section 3 discusses some of the existing com-

munication technologies and analyzes their advantages in 

order to determine the most suitable one for certain SG 

communication scenarios. Section 4 reviews the security 

issues in SG. Section 5 proposes an agile networking archi-

tecture for SG and Section 6 shows the different adopted 

communication technologies. Finally, Section 7 concludes 

the paper and discusses future directions to be followed. 

 

 

2. What is a Smart Grid? 

 

The smart grid has various definitions, the most common 

being “an electricity network that can intelligently integrate 

the actions of all users connected to it—generators, con-

sumers, and those that do both—in order to efficiently de-

liver sustainable, economic, and secure electricity sup-

plies” [4]. 

By using communications and computing technologies, 

the smart grid can form an interconnected power distribu-

tion network that streamlines transmission, distribution, 

monitoring, and control of electricity. 

But what exactly makes the smart grid “smart”? A smart 

meter is usually an electrical meter that records consump-

tion of electric energy in intervals of an hour or less and 

communicates that information at least daily back to the 

utility for monitoring and billing purposes [5]. Smart me-

ters enable two-way communications between the meter 

and the central system. These meters will enable more ac-

curate meter reading and will connect home networks to 

the utilities. 

Consumers can control their energy usage with smart 

meters. For example, they can track their energy usage by 

the hour, day, or month online, and find out which of their 

appliances uses the most energy to manage energy more 

efficiently. 

 

2.1 The Communication Network Hierarchy 

 

Since smart grid communication methods are quite vari-

able, the network should be designed to be more flexible, 

secure, with a high performance; this drives the motivation 

to offer agile networking. The combination of wired and 

wireless communication makes the organization of SG 

more complicated; in addition, the relevant wireless tech-

nologies change a great deal year by year, which adds dif-

ficulties to the design. 

A cluster of networks makes communications more reli-

able and safe. Since the network is large in scale and may 

have a complicated structure, a communication network 
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hierarchy is strongly recommended. The wireless architec-

ture of a communication system consists of a core network-

ing layer, distribution network layer, and access network 

layer [3], as shown in Fig. 3. 

 

 

Fig. 3. The communication network hierarchy architecture 

 

• Core Network: The core network, located in the control 

centers, contains the backbone telecommunication and 

mobile core network, and handles the connectivity be-

tween the substations and the utilities’ head offices. The 

main technologies used in the core network are WiMAX, 

Fiber, and PLC (Power Line Communication). 

• Distribution Network: The distribution network han-

dles the broadband connectivity for transmitting the 

collected data to their related databases and analytics 

servers located at headquarters. The technologies used 

for distribution network implementation include Fiber, 

Broadband over Power Lines (BPL), WiMAX, WiFi, 

License-exempt broadband wireless, GSM, etc. 

• Access Network: The access network handles the last-

mile connectivity from the smart meters located on the 

edge of the power grid (at homes, offices, and munici-

pal facilities) to the SPG (Smart Power Grid) concen-

trators. The technologies used for access network im-

plementation include: PLC, ZigBee, WiFi, WiMAX, 

License-exempt broadband wireless, and GSM. 

 

2.2 Communication Requirements for Smart Grids 

 

A smart grid has its own special requirements due to its 

own configuration, deployment, environment, and commu-

nication protocols. According to the report from NIST [6], 

the main SG requirements are low latency, wide bandwidth, 

high resiliency and availability, and a high QoS. 

 

 

3. Existing Networking Technologies in  

Smart Grids 

 

This paper focuses on the networking technologies used 

by the system and classifies the existing works into three 

categories: WSN-based networking, WiFi-based network-

ing, and wireline-based networking, as shown in Fig. 4. 

 

3.1 WSN-based Networking 

 

Wireless Sensor Networks (WSNs) [53] offer a great op-

portunity for SG to give full scope to its flexibility in future 

networks. WSN-based networking technology usually util-

izes ZigBee, or sometimes 6LoWPAN, as shown in Fig. 5. 

 

3.1.1 ZigBee and 6LoWPAN 

ZigBee is an open protocol based on IEEE 802.15.4. It is 

widely used, especially in Home Area Networks (HANs), 

and is mostly applied in short transmission range networks. 

ZigBee ensures lower power consumption and a longer life 

time. 

IPv6 over Low Power Wireless Personal Area Networks 

(6LoWPAN) aims to integrate IPv6 addressing to LoW-

PANs like ZigBee. This leads to the support of IPv6 pack-

ets on the short packet structure used by ZigBee. The Zig-

Bee protocol stack has three layers whereas 6LoWPAN has 

five. For the network layer, 6LoWPAN uses IPv6. 

 

 

Fig. 4. The overall SG networking technologies  

 

 

Fig. 5. The sensor-based SG networking technologies  

 

3.1.2 The Architectures based on ZigBee 

As mentioned in [7], the ZigBee network can be ar-

ranged in a star topology, a peer-to-peer topology, or in a 

cluster tree. Applications such as home automation, per-

sonal computer (PC) peripherals, toys, and games usually 

utilize the star topology. Applications such as industrial 
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control and monitoring, wireless sensor networks, asset and 

inventory tracking prefer to utilize the peer-to-peer topol-

ogy. A cluster-tree network is a special case of the peer-to-

peer network. This structure is suitable for applications that 

need larger coverage areas [54]. 

ZigBee is regarded as an excellent candidate for WSNs. 

Many HAN applications are willing to use ZigBee as their 

main technology. ZigBee, Low Power WiFi (LP-WiFi), and 

Home Plug are considered to be the main technologies 

used in HANs [8]. HANs are trending towards hybrid 

wired/wireless sensor networks [55]. 

An application that controls home appliances has been 

proposed in [9]. Smart HANs consist of Full Function 

Nodes (FFNs) and Reduced Function Nodes (RFNs). One 

of the FFNs is the network coordinator. ZigBee end de-

vices are connected by relays; the network configuration 

can be managed through a ZigBee coordinator. Information 

that is exchanged between the local HAN controller and 

home appliances will be controlled by this coordinator as 

well. 

Zhang et al. [10] described an Advanced Metering Infra-

structure (AMI) for SG. An AMI system constructed using 

ZigBee wireless communication technology gathers the 

smart meters, energy gateway, and other household equip-

ment and constructs an energy management system within 

the family. A ZigBee based HAN in an SG AMI can pro-

vide the ability to provide demand response and load con-

trol, a mechanism for Time of Use pricing and price tiers, 

reliable messaging connection between home owners and 

utility companies, real time usage information, and remote 

monitoring and control of entire household conditions. It 

also allows meters to meter communication for sub meter-

ing. This reduces the peak load on the utility grid and helps 

the home owners make smart decisions about their energy 

use. 

Mouftach [11] introduced the in-Home Energy Man-

agement (iHEM) application that uses WSNs. It requires a 

WSN where nodes communicate via ZigBee, a central En-

ergy Management Unit (EMU), and smart appliances with 

the ability to communicate. Packets are generated and sent 

to the EMU as soon as the consumer turns on an appliance. 

The EMU will then send packets to the energy storage 

units in order to manage the energy. The EMU is also ca-

pable of communication with other utilities. ZigBee is used 

to relay the packets. This module assumes the WSN is or-

ganized in a cluster-tree topology. Supposing that the WSN 

is used for other applications at the same time in the HAN, 

the WSN relays iHEM messages while continuing its regu-

lar tasks. 

Zhao et al. [12] designed the friendly smart home energy 

system consisting of a smart meter, smart socket/switches, 

a grid friendly appliance controller, a smart interactive ter-

minal, and other smart devices. The system is an indoor 

network that relies on wireless communication. Smart 

home appliances, smart homes, and two-way interaction 

with users are fully supported. The authors chose the Zig-

Bee protocol as the best candidate of all the wireless net-

work technologies to build the home energy network. 

Wang et al. [13] proposed another alternative entitled the 

ZigBee Repeater Alternative. It aims at preserving signal 

integrity and extending the distance over which data can 

safely travel. ZigBee repeaters function as routers in the 

network, which uses mesh or tree topologies to forward 

packets. The amount of repeaters needed is determined by 

the building layout, number of suites, and physical location 

of the repeaters. 

One model presented in [14] is used for controlled op-

eration. Since ZigBee offers low power consumption, low 

cost, and an adequate range, this technology is presented as 

the best choice. Specifically, the communication coverage 

of ZigBee varies from 10 to 100m. The allowance of large-

scale network configurations, the utilization of low-power 

radio, and the adequate data rate capacity make this tech-

nology reasonably appropriate for the WHAN-SM (wire-

less home area network for SG) application scenario. 

Some of the research and studies focus on developing 

and promoting network performance in SG. They often use 

ZigBee networks as their test beds. Fadlullah et al. [15] 

proposed an envisioned approach which improved the per-

formance of the ZigBee protocol dedicated to SG HAN. 

They compared the ZigBee network approach to the tradi-

tional ones. The results proved that the performance of 

ZigBee-based communication in the SG HAN network is 

optimal. 

Kovacshazy et al. [16] presented a distributed power 

consumption measurement system using ZigBee based 

wireless point of load power meters. A central site employ-

ing multiple sensor networks is connected with remote 

sites, which required minimal infrastructure, through the 

Internet [56]. This system uses Virtual Private Networking 

(VPN) technology and firewalls to solve the security issues. 

The ZigBee sensor networks connect to a computer, which 

executes the data collection tasks by using USB or TCP 

connections through the ZigBee-TCP/IP gateways. 

Sun et al. [17] presented a new QoS-MAC protocol that 

enhances the QoS for IEEE 802.15.4, which aims to offer 

reliable bi-directional communication in SG. The current 

ZigBee protocol may result in serious malfunctions and 

service degradation in an SG as more stations, devices, and 

consumer appliances are brought online and the traffic in-

creases many-fold [17]. This analytical model helps to pro-

mote the performance of the network in regards to the high 

priority packets over that of the low priority packets. 

To determine the best method to find the least recently 

used channel, some simulations were performed by T. Nam 

et al. [18]. WLAN (802.11b/g and 802.11n) and ZigBee 

networks were modeled for interference sources. The target 

ZigBee networks were studied together with three WLANs. 

The simulation results show that the communication la-

tency can be shortened and the ZigBee network can be 

more robust because the frequency locality-aware interfer-

ence avoidance algorithm helps to reduce the occurrence of 
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interference. 

Wang et al. [13] proposed the Hybrid ZigBee Router and 

ZigBee/WiFi Gateway Alternative. The proposal, boldly 

using two kinds of technologies, uses the ZigBee/WiFi 

gateway for its backhaul transmission. The ZigBee/ WiFi 

gateway together with ZigBee routers has a tree topology 

used to forward the packets. The use of multiple technolo-

gies was innovative. The biggest benefit of this alternative 

is that this approach can be cheaper than the pure gateway 

alternative. 

Apart from WiFi, GPRS (General Packet Radio Service ) 

can incorporated into ZigBee networks as well. GPRS can 

be combined with ZigBee to communicate with electrical 

vehicles (EVs) charging stations, which possess two-way 

wireless communication networks, enabled by their short-

distance wireless communication discussed in [19]. In the 

system, ZigBee is used to transmit data whereas GPRS is 

used to communicate between remote monitoring centers 

and the system. 

 

3.1.3 The Architectures based on 6LoWPAN 

Apart from the improvement in that 6LoWPAN devices 

can communicate with other devices with the same session 

initiation protocol (SIP), 6LoWPAN end devices can also 

communicate with a server due to their public IPv6 ad-

dresses and be discovered through their WSN topologies. 

In addition, 6LoWPAN protocol has the ability to enhance 

the communication performance. If a node breaks down, 

the server will notice it almost instantaneously and en-

deavor to repair the WSN. In addition, the server can talk 

to the end devices to collect data without any waiting time 

caused by coordinator interference. This is an appreciable 

advantage compared to the ZigBee network, since there is 

a definite heavy burden on both the server and end devices. 

The Common Information Model (CIM) and the Effi-

cient XML Interchange (EXI) schemes have been proposed 

in turn so as to suggest using text-based XML as the stan-

dard format to transport smart grid data [20]. SIP, another 

text-based protocol, has been chosen by the authors as the 

best upper application-layer protocol to provide three func-

tions in managing the smart grid system: subscription, noti-

fication, and instant message delivery. The end device uses 

the GNU oSIP library to implement the SIP related applica-

tion programs; the server is developed using Java Server 

Pages (JSP) in order to establish a web-based management 

system. This allows the servers to filter data, including 

electricity consumption, temperature of meter, and so on, 

whenever they need to be monitored. The servers can also 

specify a condition and make commands to end devices to 

implement automatic management. 

 

3.1.4 Comparing ZigBee and 6LoWPAN 

ZigBee can range about 30 meters indoors. Both 16 and 

64 bit addressing modes and as many as 64000 nodes are 

supported. ZigBee has a low power consumption and a 

high data rate. It has a short delay time, reliable data 

transmission, and a high level of security. 

However, ZigBee cannot communicate with nodes on 

the Internet directly without a conversion mechanism. 

6LoWPAN can communicate with devices on the Internet 

directly, which will lead to lower costs and a massive im-

provement in efficiency.  

6LoWPAN uses two ways to allocate addresses, which 

makes it flexible. In addition, since the 6LoWPAN is IP-

based, the routing protocol for the IPv6 wireless network 

uses the IPv6 Routing Protocol for Low power and Lossy 

Networks (RPL). RPL has a better packet loss rate and 

shorter delay ratio, especially over longer distances. Ac-

cording to the statistical data displayed in [20], by using 

the RPL routing protocol the packet delivery success rate 

be as as high as 99.9%. This is much better than the Ad-hoc 

demand distance vector (AODV) protocol, which can only 

successfully send 37.3% of its packets. In addition, the 

RPL delay is much shorter than the AODV delay. So, for 

larger and more complex networks, 6LoWPAN can be a 

more suitable choice than ZigBee. Many protocols devel-

oped based on the IP protocol have been launched during 

the past few years. Therefore there is a giant potential for 

6LoWPAN to play a vital role in future network architec-

tures. 

 

3.2 WiFi-based Networking 

 

A WiFi-based network will be of greater use than Zig-

Bee when it comes to video monitoring. High bandwidth, 

high rate, NLOS transmission ability, large scale data col-

lection, and more cost-effective application are the main 

reasons why it is more appropriate. WiFi-based WSN has 

better nonline-of-sight (NLOS) transmission capability and 

can be used to transmit through load-bearing walls [21]. 

WiMAX is based on the IEEE 802.16 standard. It pro-

vides QoS to cellular networks. This technology provides 

similar performance in coverage to WiFi and is IP based. 

WiFi-like data rates are available with WiMAX. The pur-

pose of WiMAX is to ensure that the broadband wireless 

radios manufactured for customer use interoperate from 

vendor to vendor [22]. 

Therefore, study in WiFi-based networking technologies 

includes WiFi and WiMAX, as shown in Fig. 6. 

 

3.2.1 Architectures based on WiFi 

Li et al. [23] proposed a new Automatic Meter Reading 

(AMR) system that uses PLC. The traditional system has 

been divided into three layers whereas the design of the 

next-generation AMR network architecture based on WiFi-

WSN network layers utilizes four. The first layer consists 

of the meters network within each family unit. The second 

layer consolidates these meters into cells. The third layer is 

the network between the main concentrator and cell con-

centrators of each building; the fourth layer is the network 

between the main concentrator and remote municipal man-

agement center. 
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Gharavi et al. [24] proposed a flexible multigate network 

structure. Four types of nodes are defined: Mesh-relay-

station (MRS), Mesh-station with access points (MSAP), 

DAP-station (DS), and Master-gateway-station (MGS). A 

meter is considered to be a home gateway node that pro-

vides access to home appliances and a mesh node that 

communicates with the DAPs located on the neighborhood 

distribution poles. These nodes use different modes. Bear 

in mind that the IEEE 802.11 WLAN standards can either 

function in an infrastructure mode as single-hop access 

point (AP) or in a distrusted multi-hop mode. A DS peri-

odically broadcasts root announcements. As long as a me-

ter receives the message, it will first determine the MAC 

address of the transmitting node and then add it into its list 

of parent nodes. 

The ZigBee/WiFi Gateway Alternative [13] is consid-

ered to be an innovative method to implement a mature, 

interoperable, security protected network. The Zig-

Bee/WiFi gateway acts as a ZigBee coordinator for each 

suite in a ZigBee network. The ZigBee devices utilize the 

star topology while communicating. When the packet's 

destination is identified as a WiFi address, the application 

will set a variable. Once it is found, a new datagram will be 

constructed and forwarded to the WiFi protocol stack side, 

and vice versa.  

 

3.2.2 Architectures based on WiMAX 

Zhang et al. [25] proposed a three-layer network com-

posed of home area networks (HANs), neighborhood area 

networks, (NANs), and a wide area network (WAN). The 

first HAN layer uses ZigBee as its network standard. The 

second NAN layer uses 802.11n for its communication 

standard. In the final WAN layer, both wired and wireless 

networks can come in handy. The authors implemented the 

network using PLC and WiMAX, which can provide com-

munications at distance as far as 2 miles. 

 

 

Fig. 6. The SG WiFi-Based networking technologies  

 

Three WiMAX systems for smart grid applications have 

been mentioned in [26]: The first is wireless automatic 

meter reading (WMAR). If WMAR becomes a part of a 

utility, WiMAX will be the most suitable among all the 

wireless technologies, since it has long distance coverage 

and a sufficiently high data rate. The second is real-time 

pricing. WiMax networks for AMI are capable of providing 

real-time pricing models based on the real-time consump-

tion of the customers. The third is outage detection and 

restoration. Current distribution networks usually have a 

low reliability in regards to power supply. It is not difficult 

to implement fast outage detection and restoration if two-

way communication is used. 

The Neighborhood Area Network (NAN) in the pro-

posed SG communications system model is as follows: 

Every NAN is comprised of a mass of BANs, as discussed 

in [27]. In every NAN, one or more WiMAX base stations 

are installed. This kind of WiMAX framework used for SG 

communications needs to be separate from existing ones 

used to provide other services. This will help to prevent 

network congestion and possible security threats. A NAN 

represents a locality or a particular region; the NAN gate-

way can monitor how much power is being distributed to a 

particular neighborhood. 

For smart grid applications where meters, DAPs, and re-

lay nodes are predominantly stationary, the on-demand part 

of routing mainly deals with the effects of interference that 

can cause path-breakage. Note that amongst many on de-

mand protocols, AODV and dynamic source routing (DSR) 

have been perceived as the most popular and well-tested. 

There are a number of distinctions between the two proto-

cols. For instance, in DSR every packet must carry the IP 

addresses of all the nodes along the source to the destina-

tion route, whereas in AODV only the destination address 

is carried in each packet. Obviously, for a large network 

where there is the possibility of a link with a high number 

of hops, DSR can lead to a significant increase in the 

packet overhead [11]. 

In the SG communication system model, Fouda et al. 

[29] proposed a communication framework for the lower 

distribution network consisting of a NAN, Building Area 

Network (BAN), and HAN. In the BANs, since the dis-

tance from a particular apartment to the BAN node could 

be hundreds of meters, WiMAX will be superior to WiFi. 

In addition, in order to facilitate NAN-BAN communica-

tions, WiMAX base stations will need to be located in the 

NANs. This helps to prevent congestion and avoid security 

threats. 

Mahmodd et al. [30] discussed wireless communication 

in AMR systems based on WiMAX or GPRS. The system 

uses a variety of mediums for reliable end-to-end connec-

tivity. First, the connectivity is provided through the GSM 

network. Then, all sites are connected to the GSM operator 

hub through WiMax technology using IP. The GSM opera-

tor hub is connected to the head office of the electric sup-

ply corporation. 

Niyato et al. [31] presented a network architecture for a 

home energy management system (HEMS). Components 

of the network are home appliances, which are power con-

sumption devices in SG, smart meters which collect the 

demand data from the home appliances, concentrators 

which are used to collect packets from the smart meters, 

WAN base stations which utilize the WiMAX technology, 

and the control center, which receives, processes, and 

stores the HEMS data. The status and demand data is trans-

ferred from the smart meter of each house to the traffic 
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concentrator or gateway, which then forwards it to the wide 

area network (WAN) base station (e.g., WiMAX) [31]. 

 

3.2.3 The Advantages of WiFi and WiMax 

WiFi has a high bandwidth. With the acceleration of 

emerging and changing technology, the latest 802.11n 

standard can reach a 300Mbps data transfer rate and about 

a 100Mbps to 150Mbps throughput. In addition, WiFi has 

NLOS transmission capability, which is scarce in WSNs. 

Communications through a load-bearing wall are impossi-

ble for many other systems. Applications like Automatic 

Meter Reading always need a high reliability, and with this 

specific capability, transmission quality will not drop even 

if there is interference. Other technique-based WSNs may 

not be able to implement these kinds of applications need-

ing these high requirements. Apart from these considera-

tions, WiFi radio waves cover a broader territory. Com-

pared to ZigBee, which is appropriate for short-distance 

WSNs, WiFi provides effective and clear data transmission 

over comparatively long distances. It has been estimated 

that the WiFi range can be cover more than 300 meters 

when applied outdoors. That is to say, WiFi can be widely 

used in high-rise buildings, not only in single family homes. 

However, a disadvantage of WiFi is its cost. However, it 

seems that this concern might be mitigated. If WiFi WSN 

is widely applied, the total cost will gradually decrease. 

In addition, according to [21], each WiFi sensor node 

can support as many as 100 wireless connections, enabling 

WiFi WSN to handle a mass of connections regarding me-

tering and managing. The economization engendered by 

rewiring can make consumers more cheerful, since this will 

lead to less exposed lines impinging on the landscape. An-

other point is, since the topology of a network (especially 

when it comes to wireless mesh networks) is complex, it is 

often difficult to correct a fault in the network. If the sys-

tem is not sufficiently robust, there may be breakdowns. 

WiFi is mature and reliable, thus the robustness is quite 

strong. Even if there is a breakdown, the speed of reinstal-

lation will alleviate the perceived problems. The advan-

tages of WiMax, can be summarized as greater coverage, 

higher speed access, and good “Last Mile” network access 

and multimedia communication service support. 

 

3.3 Wireline-based Networking 

 

In this section, we concentrate on Fiber and PLC and 

discuss their advantages. Wireline-based networking can be 

classified into Fiber-based and PLC-based technologies, as 

shown in Fig. 7. 

 

3.3.1 The Architectures based on Fiber 

Fiber to the Home (FTTH) networks have long been ad-

vocated, but only recently has fiber been widely available 

for the average household. Therefore, it is still a relatively 

new technology. Fiber optics also can be deployed in SG 

systems. They can provide a low latency of less than 5 µ 

sec per kilometer. Unfortunately, fiber is not able to play all 

the roles needed by grid operators, that is, not every point 

in the system can be accessed by fiber cables. However, 

Lobo et al. [32] suggest that different technologies can be 

used for different parts of the network as long as they can 

communicate with each other based on IP. 

In order to make it possible to utilize FTTH, PFTTH 

(Power Fiber to the Home), which means to install optical 

fiber together with low-voltage cable, has been introduced. 

Jianming et al. [33] stated that PFTTH provides broadband 

access with high-speed and reliability. The simultaneous 

transmission of both energy and information is realized by 

the application of PFTTH. PFTTH promotes resource shar-

ing, decreases comprehensive costs, saves space, and meets 

the customer’s need for information. 

Jianming et al. [34] introduced key technologies and ap-

plications regarding the construction of SG systems and the 

capability and applications to the platform. In order to real-

ize the simultaneous transmission of energy and informa-

tion, OPLC, which integrates the optical units consisting of 

optical fibers and beam tubes with low-voltage power ca-

bles, has been designed. In addition, the MUSP (Multi-

utility Services Platform) has been created based on 

PFTTH and OPLC. AMI and information businesses along 

with energy businesses are able to utilize this platform. 

However the operation and maintenance of PFTTH still 

need further study.  

In order to support smart grid core services, the typical 

topologies are optimized for the optical fiber transport 

network topology in [35]. According to the authors, good 

quality real-time performance, reliability, connectivity, and 

economy has been met using this topology. The methods 

that optimize the topology for high connectivity and reli-

ability can guide the optimization of the electric power 

optical fiber transport network topology. 

 

3.3.2 The Advantages of Fiber 

The wide bandwidth of FTTH is suitable for the SG sys-

tem, which has massive amounts of messages and informa-

tion that need to be transmitted. 

In addition, due to the wide bandwidth of fiber, the pro-

tocols it needs to support are more feasible than with any 

of the other network types. With the rapid development of 

the technology, its functions are more consummate than 

they were previously. 

 

Fig. 7. The SG wireline-based networking technologies  
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Finally, taking the materials into account, the raw mate-

rials for fiber are cheaper than copper, and its lifetime is 

longer. It also reduces the environmental and the power 

supply requirements, and is simple to install and maintain. 

Therefore, for SG systems, fiber is a promising choice to 

improve performance. 

 

3.3.3 The Architectures based on PLC 

With the coming of the digital age, an urgent need has 

been generated to simultaneously transmit digital and me-

dia information. The development of PLC makes it possi-

ble to access TV channels via the Internet. BPLC works in 

the 1–40MHz frequency range, and NPLC works in the 

limited 3–500 kHz frequency range. In this subsection, we 

will discuss current works and improvements that have 

been made for the SG system. 

Di Bert et al. [36] introduced SH (Smart Home) archi-

tecture, which is characterized by a tree like topology 

based on the Internet Protocol (IP). According to the au-

thors, the problem, in that the devices available for home 

networks are not interoperable, has been solved. The FER 

(Frame Error Rate) has also applied to compare the 

throughput of OFDM and FSK. Therefore, the develop-

ment of a testbed using BB-PLC devices demonstrated the 

connectivity between NB and BB PLC devices, along with 

range extension. 

Razzaq et al. [37] mainly discussed real time communi-

cation through smart grids. The usage of a good modula-

tion technique for data transmission allows the use of the 

power line as a communication channel. The MC-SS 

(Multi- Carrier Spread Spectrum) system for PLC for the 

SG system is recommended in this paper. The effectiveness 

of the MCSS method has been demonstrated. Furthermore, 

with burst noise and high speed data transmission, a stable 

BER (Bit Error Rate) performance is achieved by the 

modulation system. 

Since it is hard to choose a network technology without 

quantified guidelines related to the sensor network and 

distributed control, Galli et al. [38] presented the first 

quantitative attempt to quantify the role that PLC can play 

in the SG system. Although the coexistence of the PLCs 

with other systems is still a problem, the coexistence can 

also be considered as insurance for the PLC interference. 

On the other hand, PLC coexistence will allow for the nec-

essary deployment diversification. 

In order to provide reliable communication links for the 

SG system, a protocol stack for smart metering based on 

the parameters of a robust low-speed PLC physical layer 

has been proposed [39]. An acceptable delay time and 

throughput are achieved through a combination with the 

robust MAC algorithm. The overhead at the MAC layer 

stays constant and only decreases the usable data rate 

slightly. 

 

3.3.4 Advantages of PLC 

Narrowband is well suited for the smart metering infra-

structure [40]. 

In addition, broadband PLC can provide the data trans-

ferring service seamlessly from the SG controllers to the 

home networks and vice versa [41]. 

Finally, taking into account of the cost, PLC reuses the 

existing cables and is able to transmit multiple types of 

information and energy. Although there are multiple meth-

ods to communication in the SG system, the PLC is the 

only wired method approximately as effective as the wire-

less communications technologies. 

 

 

4. The Security Issues in Smart Grids 

 

Smart grids, which integrate digital computing and 

communication technologies to provide efficient, secure, 

and reliable electricity and information delivery between 

power generators, suppliers and customers, are very com-

plex interconnected networks. Any complex system has 

vulnerabilities and challenges, and the smart grid is no ex-

ception. Numerous challenges arise in SG; therefore, ad-

dressing networking security issues is critically important 

in the design of communication networks for smart grids. 

Many studies have shown great interest in the security 

and privacy of the smart grid [41]. In this section we ad-

dress the security issues found in smart grid communica-

tion networks. We first introduce the security requirements 

for a smart grid. Then, we classify the potential security 

threats and their solutions into three major types, as deline-

ated in [42]: network availability, data integrity, and infor-

mation privacy, as shown in Fig. 8. 

 

 

Fig. 8. Security threats in smart grids 

 

4.1 The Smart Grid Security Requirements  

 

The security requirements for smart grids are classified 

into [41]: 

 

(1) Confidentiality 

Privacy is considered to be the first issue for confidenti-

ality in smart grids. Customers are unwilling to share in-

formation regarding how much energy they used or other 

energy-related information. If the smart grids are interfaced 

to a Customer Gateway in private automated systems, pri-

vacy needs to be respected as well. Meanwhile, these sys-

tems must be inaccessible to unauthorized data or func-

tionality. Smart grids also allow potential communication 
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channels between customers over the SG. Since informa-

tion is transmitted across it, the privacy issue must be set-

tled. Standard IT security measures are a good first step. 

 

(2) Integrity 

To achieve integrity in smart grids, changes to the data 

retrieved from the meter and the control commands must 

be prevented. This is a key issue. Smart meters must be 

both cyber-wise and physically protected against unde-

tected changes; the meters “smart chips” must not be 

breached, the contents exchanged, or new data added. 

 

(3) Availability 

The most common causes of decreased availability are 

component failure, human interferance, and other events 

leading to the meters inaccessibility. The key is detection, 

which includes automated diagnostics, physical intrusion 

detection, and cyber intrusion detection. In addition, as the 

pricing signals and other load controls or distributed gen-

eration commands have a great influence on customer fi-

nances, availability shows its importance when we con-

sider the customer gateway. 

 

(4) Accountability 

Financial transactions need a high quality of account-

ability. This requirement is difficult to achieve, since dif-

ferent components are purchased and owned by different 

people and entities. The network needs accountability re-

garding information details during transportation. This is 

crucial because the customer gateways announce their ca-

pability of sending significant information. 

 

4.2 Security Threats towards the Smart Grid 

 

The different security attacks regarding SG are illus-

trated in Fig. 8. The three main categories of SG attacks are 

network availability, which is subdivided into interception, 

interruption, fabrication and modification, along with data 

integrity and information privacy. 

 

4.2.1 Network Availability  

According to Lu et al. [44], attacks targeting network 

availability are regarded as being denial-of-service (DoS) 

attacks. These attacks aim at making information exchange 

inaccessible between the network resources and the nodes 

in SG. So far, DoS attacks against TCP/IP studies very 

relevant as a result of the expectation of IP-based protocol 

use in SG. 

SG networks are more concerned with message delay 

than data throughput compared to the Internet. Timing con-

straints provide reliable monitoring and control of power 

devices, however they provide a weak point to DoS attacks 

in power networks. A hacker may use normal data with an 

incorrect transmission time to confuse the central control-

lers. 

Launching DoS attacks can be easy, especially for wire-

less-based power networks. The reason is that connecting 

to the communication channels requires less effort than 

connecting to the authenticated networks in the smart grid. 

According to Deng et al. [45], the four main attacks 

against network availability are interception, which refers 

to an adversary eavesdropping on a message intended for a 

recipient, interruption, which occurs when a message is 

blocked to/from a particular service, fabrication, which 

refers to creating a false message and inserting it into the 

normal message flow, and modification, which refers to the 

action of intercepting and then transmitting a modified 

message to a particular service. 

Denial-of-Service (DoS) Attack: A DoS attack can oc-

cur in different ways. As said in [46], a typical method is 

flooding, which leads to network crashes or irregular run-

ning. Jin et al. [47] provide a detailed analysis of DoS at-

tacks and proposed a new countermeasure, used mainly 

against SYN flooding. The new approach is highly portable, 

configurable, extensible, and requires no special hardware 

or modifications in the routers or protected end systems. 

Channel Jamming: As it is said in [14], since informa-

tion is sent on a shared medium on purpose, these attacks 

try to use this fact to disrupt communications. A channel 

switching algorithm [14] has been proposed to eliminate 

jamming attacks. With the use of multiple alternate fre-

quency channels, when the current channel has sufficient 

interference to result in packet losses, an alternate fre-

quency channel will help to ameliorate this problem. 

Spoofing: In order to prevent impersonation, Aravinthan 

et al. [14] proposed a load profiling algorithm. It is as-

sumed that each appliance or device has a unique signature 

which can be used to identify them. In this scheme permis-

sion is needed from the AMI (Advanced Metering Infra-

structure) when receiving an appliance operation request. 

In all conditions, the AMI will send a previously formed 

profile of the advertised device to the power outlet for veri-

fication. 

Relay Attack: The relay attack is a relatively simple at-

tack to solve compared to jamming. Timestamps, packet 

sequence numbers and session keys are used to prevent 

relay attacks [14]. The major mechanism in this scheme is 

that a packet will be ignored if the packet significantly dif-

fers from the current time when the AMI checks it. In this 

manner, the AMI is able to filter the out of sequence pack-

ets. Consequently, the relay attack is no longer a problem 

for the SG system. 

 

4.2.2 Data Integrity   

According to Lu et al. [44], attacks targeting data integ-

rity are considered to be less brute-force yet more sophisti-

cated. Attacks targeting consumer information or network 

operation information cause data integrity threats. In these 

attacks, hackers attempt to transmit modified data within 

the SG, which may result in the corruption of critical in-

formation exchanged in the SG network. 

False data injections: The stealth attack [48], which is 
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also known as a false data injection attack, is discussed by 

Liu et al. In the article, they assume that an attacker is able 

to determine the present configuration of the network. The 

attack may inject information which will possibly lead to 

the confusion of the state estimation process without detec-

tion. Sandberg et al. [49] introduced two security indices 

for the state estimators. These indices help to avoid stealth 

attacks. They are determined using the network topology 

and the available measurements. 

 

4.2.3 Information Privacy  

Attacks targeting the consumer information that the 

hackers desire cause information privacy threats. Although 

these attacks may not result in a catastrophic event in the 

SG network, they may intrude upon the rights of the users. 

Therefore, information privacy needs to be addressed. 

Measures against attacks targeting data integrity and in-

formation privacy can consist of authentication protocol 

design, intrusion detection, and firewall and gateway de-

sign. 

Jin et al. [47] introduced an approach to solve the pri-

vacy problem for smart metering. This approach offers an 

authenticated anonymous meter to read the data. This 

method utilizes a third party escrow method, which is quite 

an ingenious idea. 

 
 
5. The Agile Networking in Smart Grids  

Architecture 

 

The electric grid networking architecture is responsible 

for communication connectivity and information transmis-

sion in the SG. However, an SG includes many equipment 

types, such as sensors and smart meters, and it is difficult 

to make them work effectively in such a heterogeneous 

communication system. The most important question re-

garding SG networking is: What networking and communi-

cation technology should be used? 

In order to answer this question, in this section we first 

provide a detailed agile networking architecture for the 

smart grid and verify the effectiveness of the different 

adopted communication technologies we have imple-

mented. 

 

5.1 The SG Communication Architecture Require-

ments 

 

As analyzed in the above section, there is no unified 

broadband communications infrastructure in place today 

that can simultaneously serve the needs of distribution 

automation, mobile workforce automation, advanced me-

tering, and other applications. We think that the SG com-

munication architecture should meet these requirements 

[50]: 

• Standard-based: The communications infrastructure 

needs to be based on standards to ensure support for 

the diverse set of utility applications and to provide in-

vestment protection. Applicable standards pertain to 

radio communication protocols, networking interfaces 

(TCP/IP), and industry standard security specifications. 

• Real-time: The network needs to provide the real-time 

low latency communications capabilities that are re-

quired by such applications as distribution automation 

and outage detection. 

• Scalable: The network and its network management 

system need to be capable of scaling to the large de-

ployment of many types of equipment. 

• Support Traffic Prioritization: The communications 

network must be capable of prioritized delivery of la-

tency-sensitive mission critical applications such as 

distribution automation, over latency-insensitive traffic 

types such as metering data. 

• Mobility: The network must support mobility to enable 

mobile workforce connectivity applications.  

• Broad Coverage: The communications network needs 

to be capable of delivering broad coverage over thou-

sands of square miles. 

 

5.2 The Proposed SG Communication Architecture 

 

In order to meet the above requirements, motivated by 

Alvarion [3] and Fadlullah et al. [51], we present a more 

agile networking architecture, as shown in Fig. 9. 

 

 

Fig. 9. The proposed for SG communication architecture 

 

In our proposed architecture, the communication system 

is separated from the SG power transmission and distribu-

tion system. Based on the roles of the different equipment, 

the communication architecture is divided into a three-

layered hierarchical network, namely the Neighborhood 

Area Network (NAN), the Building Area Network (BAN), 

and the Home Area Network (HAN). A NAN is a localized 

or regional network using the considered SG communica-

tion topology. Every building connected to the smart power 

grid maintains its own BAN. As shown in Fig. 9, the 

apartments have their respective local area networks, each 
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referred to as a HAN. Each NAN can be considered to be 

composed of a number of BANs. Similarly, every BAN 

contains a number of HANs. 

(1) NAN: In our architecture, a NAN is comprised of 3G 

or mesh base stations and a number of BANs. On the one 

hand, each station must collect the data passed by BANs. 

On the other hand, the stations can exchange information 

with each other and then convey the information to the 

control centers, either directly or indirectly. Specifically, 

we use the mesh networking technology for static scenes 

and 3G for mobile scenes. In order to prevent network 

congestion and avoid security threats, our network is de-

signed to be separate from existing ones used to provide 

other services, e.g., the Internet. However, the managers 

can still browse the data after the data converges to the 

center through the Internet. 

(2) BAN: A BAN consists of a number of apartments 

having HANs. We build a multi-hop mesh network to col-

lect the data from each HAN that has a gateway to the 

BAN; the BAN will send the conglomerated building data 

to its NAN through its gateway. 

(3) HAN: A HAN is a subsystem within the SG dedi-

cated to effectively manage the on-demand power require-

ments of the end-users; we build a multi-hop sensor net-

work to collect the data produced by a myriad of equip-

ment (e.g., televisions, washing machines, ovens, etc). The 

sensor network allows cluster trees, self-healing mesh net-

works, or star topologies, and can be flexibly configured. 

Furthermore, ZigBee devices take only milliseconds to exit 

their sleep states after a machine becomes active. For ex-

ample, the HAN in Fig. 9 connects the equipment in the 

end-user’s apartment to a HAN gateway, which, in turn, 

communicates with its BAN. 

 

 

6. Solutions used for Agile Networking  

 

6.1 NAN and BAN Solutions 

 

The networking technologies used in NAN and BAN 

must meet two important requirements, namely communi-

cation latency and the large volume of messages. We use 

mesh routers to build a multi-hop mesh network, which we 

developed and operate using IEEE802.11a/g and deliver up 

to 30Mbps, as shown in Fig. 10. The underlying mesh pro-

tocols and routing intelligence create a distributed self 

healing network that is highly reliable and fault-tolerant, 

with no single point of failure, which makes it able to adapt 

quickly and optimally to changes in the RF environment. 

The advanced RF resource management algorithms allow 

the network to make the most efficient use of the available 

spectrum resources, utilizing multiple frequency bands 

including 2.4 GHz and 5 GHz. 

 

The characteristics of this network are explained as fol-

lows:  

• The Multi-hop Wireless Network: Our network provides 

nonline-of-sight (NLOS) connectivity through multi-

hops amongst the nodes without direct line-of-sight 

(LOS) links within a NAN or BAN, which can extend 

the coverage range of current wireless networks with-

out sacrificing the channel capacity and provides less 

interference between the node and more efficient fre-

quency re-use. 

• Self-forming, Self-healing, and Self-organization Ca-

pabilities: By using our own routing protocol, the 

mesh nodes can build a multi-hop network automati-

cally. 

• Compatibility and Interoperability with Existing Wire-

less Networks: The node, which operates using IEEE 

802.11a/g, can communicate with existing wireless ac-

cess nodes. Therefore, the network supports conven-

tional clients that use the same radio technologies as 

the mesh router to realize its scalability. 

• Mobility: The network supports mobility to enable mo-

bile workforce connectivity applications. 

• Multiple Radios: The mesh nodes can be equipped with 

multiple radios to perform routing and access func-

tionalities. 

 

6.2 HAN Solutions 

 

We use sensors to collect the needed data; all the sensors 

communicate with a static or mobile gateway. We provide 

two methods to collect data in the HAN, as shown in Fig. 

11 and Fig. 12. 

The first method uses HiJack modules to transmit the 

packets. The left channel of the headset provides encoded 

data from the phone to the micro-controller. The micro-

phone provides encoded data from the micro-controller to 

the phone using the right channel of the headset. The cir-

cuit can transform digital signals and normal audio signals 

from one to the other. 

The second method [52] uses uSDCards to check the 

packet format and transfer the expected ZigBee packets 

 

Fig. 10. The NAN and BAN mesh network 
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from the sensors to the smart phone, which has more pow-

erful computing capabilities. The gateway can then send 

packets to its BAN through WiFi or 3G in both situations. 

The uSDCard was developed by the Nokia Research Cen-

ter [53]. It is an SD-based universal sensor data card with 

an RF function. It can expand the users’ portable devices 

and enable users to access the wireless sensor network. The 

uSDCard has two main advantages. First, the physical and 

logical interfaces of the uSDCard are completely compati-

ble with normal SD card slots. Any device with an SD card 

slot can support the uSDCard completely without addi-

tional changes or assistance; it is plug-and-play. Second, 

the uSDCard has two paths to acquire data. One is to trans-

port the data from the memory to the host, as other SD 

cards do, and the other transmits the data from the wireless 

sensors to the host. These two characteristics make the 

uSDCard platform independent. 

 

 

7. Open Issues and Conclusions  

 

In this paper, we assess how various existing networking 

technologies, such as WiFi and ZigBee, meet the require-

ments of SG communication. We then provide a detailed 

agile SG networking architecture as well as verify the ef-

fectiveness of the different adopted communication tech-

nologies we have examined so far. 

All available communication technologies are designed 

to support mobility, handoff, and many other features, but 

many of these features are not needed for the smart grid 

due to its nature. There is still much work to be done re-

garding communications in SG. Some challenges and pos-

sible directions worth exploring are: 

(1) The Interoperability of Different Communication 

Technologies: Based on its properties, the SG needs to use 

different technologies with different protocols to realize 

data communications. Therefore, the methods used to 

smoothly transit the systems using these protocols to the 

ones applicable to future SGs are very important. 

(2) Efficient Remote System Monitoring and Information 

Aggregation: Traditional power grid monitoring and diag-

nostic systems are typically implemented through wireline-

based communications. However, wireline-based monitor-

ing systems require the installation of expensive communi-

cation cables that need regular maintenance. Therefore, 

there is an urgent need for cost-effective wireless monitor-

ing and diagnostic systems that improve system reliability 

and efficiency. Recently, wireless sensor networking tech-

nology has met this requirement efficiently by providing 

low-cost and low-power wireless communications. Mean-

while, WSN exhibits a unique funneling effect which is a 

product of the distinctive many-to-one, hop-by-hop traffic 

pattern, and results in a significant increase in transit traffic 

intensity and collision during the information aggregation 

processes. How to solve this problem is still a challenging 

work. 

(3) Security and Privacy in SG: According to the Elec-

tric Power Research Institute (EPRI) [54], one of the big-

gest challenges facing smart grid development is related to 

the cyber security of the systems, “Cyber security is a criti-

cal issue due to the increasing potential of cyber attacks 

and incidents against this critical sector as it becomes more 

and more interconnected.” Security and privacy research in 

the smart grid communication network is still in its early 

stages. 
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