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Abstract: Message replay, malicious Access Point (AP) associations and Denial of Service (DoS) 
attacks are the major threats in Wireless LANs. These threats are possible due to a lack of proper 
authentication and insecure message communications between wireless devices. Current wireless 
authentication & key exchange (AKE) schemes and security protocols (WEP, WPA and IEEE 
802.11i) are not sufficient against these threats. This paper presents a novel Secure WLAN 
Authentication Scheme (SWAS). The scheme introduces the delegation concept of mobile 
authentication in WLANs, and provides mutual authentication to all parties (Wireless Station, 
Access Point and Authentication Server). The messages involved in the process serve both 
authentication and key refreshing purposes. The scheme enhances the security by protecting the 
messages through cryptographic techniques and reduces the DoS impact. The results showed that 
cryptographic techniques do not result in extra latencies in authentication. The scheme also reduces 
the communication cost and network overhead.     
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1. Introduction 

Authentication is one of the key tools available for 
secure communications in WLAN systems. WLAN 
authentication and key exchange (AKE) mechanisms are 
classified [1] into the following: legacy (Wired Equivalent 
Privacy (WEP)), lightweight [2-7], password-based key 
exchange [8, 9], layered (Extensible Authentication 
Protocol (EAP) based) and access control (IEEE 802.11i 
[10]) based. The security provided by the initial legacy 
authentication standard like WEP has proven to be 
insufficient [11-14]. Therefore, WEP is deprecated 
currently. The lightweight authentication protocols mainly 
target the authentication & synchronization properties but 
are less concerned with other security properties, such as 
confidentiality, integrity and availability. The password 
key exchange mechanisms provides mutual authentication 
between the client and authentication server (AS), identity 
privacy, half forward secrecy and low computation cost for 

a client. These mechanisms lack some of the mandatory 
(resistance to dictionary attack, Man-in-middle attack 
protection and immune to forgery attacks, replay 
protection) and recommended (management message 
authentication and key integrity check) requirements [1] 
for the key exchange methods. In addition, these schemes 
provide authentication at the AS level only while ignoring 
authentication at the AP (Access Point) level. The layered 
authentication achieved by EAP, which acts as a basis for 
the higher layer authentication protocols, contains certain 
vulnerabilities, e.g. no identity protection, no protected 
cipher suite negotiation, and no fast reconnection 
capability [1]. 

The IEEE 802.11i (WPA2) [10] security standard is 
used to secure data communication over 802.11 wireless 
LANs. The IEEE 802.11i authentication (access control 
authentication) specifies an 802.1X [15] authentication 
mechanism for large networks [16]. The four way 
handshake follows an 802.1X authentication process to 
confirm the shared keys on the STA (Wireless Station) and 
AP, and evolves the Pairwise Transient Key (PTK). This 
key is used to secure the data sessions between the STA 
and the AP using either Temporal Key Integrity Protocol 

Preliminary results of this paper were presented at the World Congress on 
Info. and Communication Technologies, Mumbai (India) Dec. 2011. This 
present paper is an improved version which has been extended to include 
a complete authentication solution and comprehensive results. 
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(TKIP) or Advanced Encryption Standard (AES) in 
counter mode with a Cipher Block Chaining Message 
Authentication Code (CBC-MAC) Protocol (CCMP). The 
authentication and four way handshakes are performed 
sequentially in 802.11i. A large numbers of packets are 
used in these processes [10, 14], which results in an 
increased process length, communication overhead and 
network overhead. The authentication and four way 
handshake both are prone to Denial of Service (DoS) 
attacks [14, 17-20]. This is due to a lack of proper 
authentication and insecure message communications 
between the wireless devices. 

New protocols based on delegation [21, 22] have fewer 
overheads compared to existing WLAN authentication 
protocols, and can be applied to WLANs. EMAS (Efficient 
Mobile Authentication System) [22], a delegation based 
system, involves fewer computations and communication 
overheads while maintaining security. This scheme is not 
directly applicable to WLANS mainly because the 
transmission between the STA and the AP is not protected 
and is visible to all other STAs. In addition, the AP and AS 
in WLANs do not share a secret key. Moreover, session 
key generation in both delegation schemes does not 
involve the VLR (Visitor Location Register). Session key 
is either generated entirely by the MU or by the HLR 
(Home Location Register) [23]. The proposed scheme is 
suitable for the STA and AP communications in WLANs. 
The scheme uses digital signatures for securing 
communication between the AP and AS and involves the 
AP for session key generation.  

This paper proposes an access control authentication 
scheme - SWAS (Secure WLAN Authentication Scheme). 
The scheme introduces the concept of delegation in 
WLANs and provides access to clients only upon 
authentication. SWAS provides authentication of all 
parties (STA, AP and AS) and evolves a fresh key for 
securing the data sessions. In addition, it provides security 
to all messages by utilizing cryptographic primitives, such 
as encryption and Message Integrity Code (MIC). The 
proposed scheme reduces the length and complexity 
compared to IEEE 802.11i authentication and key deriving 
process. The use of cryptographic techniques does not 
increase the authentication time of the proposed method. 
The scheme reduces the communication cost and network 
overhead and is also resilient against DoS attacks. 
Therefore, the main contribution of this paper is to provide 
a secure and efficient authentication mechanism that 
evolves fresh communication keys. 

The remainder of the paper is divided into 4 sections. 
Section 2 presents the proposed Secure WLAN 
Authentication Scheme (SWAS) along with comparisons 
of the features of SWAS with IEEE 802.11i. Section 3 
deals with the security properties and analysis. Section 4 
evaluates the communication and computation costs. 
Section 5 reports the conclusions. 

2. Secure WLAN Authentication Scheme 

This section proposes a Secure WLAN Authentication 
Scheme (SWAS). The proposed scheme involves three 

parties: wireless station (STA), access point (AP) and 
authentication server (AS). The SWAS has three phases: 
registration phase, request phase and authentication phase. 
Initially, STA registration is performed at AS and is 
required only once in a given network. In registration, AS 
utilizes the delegation concept, and generates shared secret 
key ( ) for AS and STA [21, 22]. The registration phase 
is followed by the request phase, where the existing 802.11 
probe requests, and the probe response messages are 
utilized by the STA to request the network connection and 
access. After the request phase, SWAS authentication was 
performed for authentication and to derive a new 
communication key that is used to protect the data packets 
in subsequent sessions. 

σ

In the proposed SWAS scheme, authentication is of 
two types namely, online and offline. Online 
authentication provides authentication and security to all 
messages between the STA, the AP and the AS. The online 
authentication utilizes three random numbers (r1, r2, r3) 
and a sequence number (s1) to ensure proper encryption, 
authentication and key freshness. In addition, it maintains 
a key hierarchy (Fig. 1) similar to 802.11i with a Master 
Session Key (MSK), Pairwise Master Key (PMK) and 
Pairwise Transient Key (PTK). Table 1 lists the key 
purpose and descriptions. The PTK evolved on the STA 
and AP during the authentication process is used to encrypt 
the data packets between them. Offline authentication is 
required whenever a new session key between the same 
STA and AP is required. This does not involve the AS for 
authentication rather it uses prior stored information at the 
STA and the AP. The offline authentication is done via a 
re-association request and utilizes loosely synchronized 
sequence number scheme [18].   

The proposed scheme assumes that the Man-in-the-
Middle (MITM) attacks for cracking the Diffie-Hellman 
(DH) key between the AP and the STA are unsuccessful in 
WLANs [23, 24]. In WLANs, such attacks mainly involve 
installing a rogue AP, causing disassociation of the clients 
and then associating the clients with this rogue AP. The 
use of mutual authentication and strong encryption also 
makes MITM attacks ineffective [14]. As SWAS is based 
on the delegation concept, it is assumed that mapping from 
a device MAC address to a number in *

pZ  exists. *
pZ  

represents a cyclic group with an order of p − 1 for a prime 
number p. The mapped number represents identity of the 
device (IDSTA for the STA, IDAP for the AP and IDAS 
for AS) and is stored at an individual device. For 
authentication between the AP and the AS, digital 
signature verification is used in the proposed scheme. Here, 
the AP and the AS both has each other’s digital certificates 
installed. The frequency of certificate update on the AP 
and the AS is assumed to be low so that associated 
overheads are reduced. The shared PMK to be utilized in 
offline authentication is also assumed to store safely at the 
STA and the AP and cannot be poisoned or attacked. 

2.1 Initial Registration Phase 

The AS chooses the cryptographically suitable 
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Fig. 1. Key hierarchy. 
 

 

Fig. 2. Key generation and key possession in SWAS [23]. 
 

parameters including Galois Field (as F), elliptic curve 
over F (as E) and its own private key (as x ). Using x , the 
AS calculates its public key ( ) (Fig. 2), and then 
calculates additional public information ( ) as: 

Y
Г

 
 ⊎   (1) Г = ( ( | ) )wh IDSTA m T (κ )T

 
where  is a random number, is selected as 
the usage restriction on a STA delegation key. expiry 
indicates the requirement of fresh registration. 

κT E/F,∈ wm

wm

STA derives shared key ( ), which is shared between 
STA and AS, as shown in Fig. 2. Here, σ

σ
*
pZ∈ . Table 2 

lists the other notations and acronyms used. AS puts 
 in public and delivers (  to the STA 

securely. The shared key ( ) is also termed as a 
delegation key. Therefore, σ is known only to the STA, 

whereas  is known to both the STA and AP. The STA 
uses σ  further in the SWAS online authentication process 
to generate a delegation passcode. Г at the AP is used to 
verify the STA authenticity. The associated is known 
to the STA (for authentication purpose) and the AP (for 
verification purpose). 

(Г, , )wIDSTA m σ, )wm
σ

Г

wm

 
2.2 Request phase 

The request phase has two messages, probe request and 
response. The probe request packet is the same as that of 
802.11 probe request packet and is sent by the STA to 
initiate the connection. The response packet is modified 
from the standard 802.11 response packet and has a 
selected public key of the AP (PKAP), set of random 
numbers (Θt) and elliptical curve parameters (ECParam). The 
AP is assumed to have pre computed private key (KAP) and 
corresponding public key (PKAP) pairs [23, 24] as well as a 
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Table 1. Keys: purpose and description.

Key Purpose & Description 
x  Private key of AS. Used to derive the shared key σ 
σ Symmetric key shared between the STA and the AS. Used for authenticating STA and AS to each other 
Г  Public information known to AP. Used for verifying the STA authenticity at the AP 

KAP-PKAP Key pairs of AP for current session 
KSTA- PKSTA Key pairs of STA for current session 

MK Master Key between the STA and AP, representing AP’s delegation verification during the session. It is evolved for 
the session using Elliptic Curve Diffie Hellman (ECDH) key generation algorithm. 

MSK Master Session Key, used for evolving PMK and calculating MIC 
KAP-AS Shared between the AP and the AS for securing the data 

PMK Pairwise Master Key, shared between the STA and AP. Its possession demonstrates authorization to access 802.11 
channel during this session 

PTK Pairwise Transient Key, shared between the STA and AP. This is used to secure the data frames between the STA and
the AP 

 
Table 2. Used Notations and Acronyms [22, 23]. 

Notation Description 
T : a point on elliptic curve (E) 

E/F : additive group derived from E and F with respect to T for a cryptographic use 

wm  : a warrant associated with the delegation expiry 

 : a point addition operator in E/F 

xΤ  : a scalar point multiplication of *
px Z∈ to T in E/F 

П(.)  : a point representation function: E/F → *
pZ  

h(.) : a collision resistant one-way hash function from *
pZ  to *

pZ  

(.)k : an encryption by key k 
 

pre generated pool of random numbers (Θt). This pre 
generation saves the AP response time and hence DoS 
attack via request packets. The number in set Θt will 
depend on the user capacity of AP, i.e. average number of 
users that the AP can handle. The key pairs are generated 
using the Elliptic Curve Cryptosystem (ECC). The Elliptic 
Curve parameters (ECParam) define an Elliptic Curve (EC) 
over a finite field. The AP selects one of the key pairs 
(KAP-PKAP) from its pool for the current STA session. By 
maintaining the pool of key pairs and then selecting one 
among them, the AP ensures the generation of a fresh 
Diffie Hellman (DH) master key for different sessions of 
the same STA. The downstream channel from the AP to 
the STA is contention free. Hence, the added overheads in 
response packet are justified. The role of the request 
process is to provide the AP public key and elliptic curve 
parameters to the STA for master key generation. 

After receiving the response packet, the STA generates 
its own private key (KSTA) and public key (PKSTA) pair. 
The STA then utilizes its key (KSTA) and the public key 
(PKAP) of the AP to generate the Master Key (MK) using 
the Elliptic Curve Diffie Hellman (ECDH) key algorithm. 
The STA also selects one of the numbers (r1) from the set 
Θt which was received from the AP. This number along 
with MK is used to calculate the Master Session Key 
(MSK) using a Pseudo Random Function (PRF). The STA 
selects another random number (r2) and generates KAP-AS 

to be shared between the AP and the AS. Fig. 2 shows the 
generation of MK, MSK and KAP-AS. The STA also 
calculates the hash H of r1 and σ  as using Eq. (2). This 
hash is used for AP protection under DoS attacks [23]. The 
STA stores MK, MSK and H for use in the online 
authentication phase. 

 
 H  =  (2) (r1,σ)h

 
The STA selects a new random number, k , performs 

the following computations (Eqs. (3) and (4)) for the 
delegation passcode ( and R )s . The delegation passcode 
is verified at the AP during the online authentication phase 
[22]. 

 
  in  (3) R kT= E/F
 = σ- (П( ))s kh R    in *

pZ  (4) 

2.3 Online authentication 
Online authentication is required to access the network. 

The AP blocks the STA frames until the STA is 
authenticated by the AS. This authentication phase has 4 
messages, M1, M2, M3 and M4 (Fig. 3). These messages 
together serve both authentication and handshake purposes 
evolving fresh shared keys between the STA and the AP. 
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Fig. 3. Proposed SWAS online authentication. 
 

The STA creates the first message (M1) for authentication 
at the AP. M1 contains IDAS, the random number r1 
chosen from the AP advertised set, hash H (of r1 and σ), 
serial number (s1) and random number (r2) encrypted by 
the shared Diffie-Hellman master key (MK), warrant (mw), 
the delegation passcode (R and s), own public key (PKSTA), 
information for AS encrypted by the shared key (σ) and 
MIC calculated using MSK. 

Here, hash (H) is used to protect the AP under DoS 
attacks, delegation passcode to authenticate the STA at the 
AP, PKSTA to evolve Master Key and MIC to ensure 
message integrity. The encrypted information for the AS is 
called the AS passcode. The AS passcode contains a 
random number (r3) and encryption key (KAP-AS) and is 
meant for the AS with whom the STA authenticates. Each 
of the three random numbers i.e. r1, r2 and r3 selected by 
the STA, has a specific purpose. Random number r1 is 
used to protect the AP under Flooding DoS attacks and 
generate MSK, r2 is used for calculating shared key (KAP-

AS) between the AP and the AS, whereas r3 is used to 
authenticate the AP and the AS to the STA along with a 
calculation of the Pairwise Master Key (PMK) between the 
STA and the AP. 

Upon the receipt of M1, the AP checks the random 
number (say r1). The request is dropped immediately if 
this random number is different from that advertised by the 
AP in the previous interval. The delegation verification 
proceeds if the AP receives only one STA request with r1 
(indicative of no DoS attack), (Eq. (5)). The AP checks the 
associated warrant  for restrictions and then verifies the 
delegation passcode  using the already published 
information of AS as follows: 

wm
( , )R s

( ,Г, )IDSTA Y
 

( )sT Γ ( (П(Г)) )h Y ( (П( )) )h R R =      
      (5) 

( | wh IDSTA m T  

More than one STA request (M1) with the same r1 
raises DoS concerns. In such situations, delegation 
passcode verification of the STA is delayed because it 
becomes important to first discriminate the registered 
STAs from the non-registered STAs. Message D1 
containing IDSTA, H, and r1 is sent to the AS for 
verification. AS, which possesses σ. calculates and 
compares H, thereby verifying the STA. The AS returns 
the result (status Y as success or N as failure) via D2 to AP. 
The AP accordingly either drops the STA request 
(corresponding to N status) or proceeds with the delegation 
passcode and authentication process (corresponding to Y 
status). The AS stores the calculated H to verify the further 
requests with the same r1, thereby protecting itself under a 
DoS attack. The messages between the AP and AS are 
authenticated using digital signatures. Timestamps are also 
maintained in D1 & D2 to prevent replays [22, 23]. 

If the STA delegation is found to be correct, the AP 
reserves r1 for the corresponding IDSTA. AP generates the 
Diffie Hellman master key (MK) using its own private key 
(KAP) and the STA public key (PKSTA). This key is then 
used to decrypt the serial number (s1) and random number 
(r2). MK is also used along with r1 to generate MSK. The 
MIC of the message was verified using MSK. This ensures 
the integrity of both the M1 and AS passcode (to be 
forwarded to AS). The AP stores r1, r2, s1 and generates 
the shared key between the AP and the AS (KAP-AS). KAP-AS 
is derived from MK and r2. Fig. 2 shows the generation of 
MK, MSK and KAP-AS. The AP also forwards the 
information received from the STA encrypted with σ (AS 
passcode) for further verification to AS. Therefore, double 
verification is done, i.e. one at the AP level, by verifying 
the delegation passcode and other at the AS level verifying 
the AS passcode. 

The AP creates a second message (M2) of the 
authentication phase. This message forwards securely the 

)
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AS passcode. The AP puts the IDSTA, AS passcode, 
Message Integrity Code (MIC) calculated using the 
derived KAP-AS and its own digital signature. The AP sends 
M2 to AS. On receipt of M2, the AS first verifies the 
signature of the AP (authenticating AP) and then searches 
for the STA key (σ). σ is used to decrypt information sent 
by the STA. On decryption, it finds the key KAP-AS, and 
uses it to verify the MIC. A correct MIC implies that the 
message is integrated. Its correctness also implies the use 
of a correct shared secret key (σ) authenticating the STA to 
AS. Therefore, the primary function of the AS, which is to 
verify and authenticate the STA, is done. 

The AS now creates a third message (M3) of the online 
authentication phase, and encrypts IDAP and r3 for the 
STA by using key σ. This encrypted information for the 
STA is termed the STA passcode and is used by the STA 
to authenticate the AS. The STA passcode is placed in M3 
along with the encrypted IDSTA and r3. IDSTA and r3 are 
encrypted by KAP-AS. The digital signature of the AS is also 
included in M3. The signature helps authenticate the AS 
and prevents attacks on the AP by an intelligent STA (who 
can pretend to be AS). 

M3 is sent to the AP. The AP decrypts, compares and 
verifies r3. PMK is then evaluated using MSK and r3; PTK 
using PMK and s1. A fourth message (M4) is then created 
and sent to the STA. M4 contains the STA passcode along 
with s1 and r3 encrypted by PTK. s1 is added here to 
prevent replay and verify that the AP has the same s1. 
Upon receipt of M4, the STA verifies r3. This 
authenticates both the AP and the AS. The STA now 
evaluates PTK and uses it to encrypt the data packets. Fig. 
2 presents the PTK evaluation at the STA and the AP. 

Online authentication ensures that both the STA and 
the AP authenticate each other and posses the same PTK. 
This PTK is generated dynamically and is used only once. 

This authentication is different from the authentication of 
802.11i. The process involves the authentication of the 
STA to AP via delegation passcode; the STA to the AS via 
AS passcode; the AP and the AS to STA via r3 decrypted 
from M4. The mutual authentication of the AS and the AP 
is achieved via digital signature verification. Therefore, 
mutual authentication between all devices is done. The 
messages used in the entire process are protected and 
secured. 

2.4 Offline authentication 
Offline authentication is performed when either 

reassociation with the same AP is required or when key 
freshness is needed. The sequence number (s1) is used to 
maintain key freshness. Each STA initializes its own 
sequence number (s1). Offline authentication is initiated 
by STA. The STA increases its sequence number by one. 
The incremented sequence number is used along with 
PMK for a new fresh PTK (Eq. (6)) generation. The MIC 
for frame protection was calculated using this new PTK. 
The STA sends the re-association request to the AP 
containing msg1, PMKID, increased sequence number 
(SNSTA), and MICPTK. msg1 denotes the list of parameters, 
such as Service Set Identifier (SSID), Listen Interval, and 
MAC address of the Current Authenticator (AA) with 
which the STA is currently associated. 

 
 PTK = PRF (PMK, SNSTA, AA, SPA), (6) 

 
where SPA is the MAC address of Supplicant.  

AP calculates and installs PTK using SNSTA received 
(Eq. (6)), verifies the MIC (Fig. 4) and then silently 
discards the frames with the wrong MICs. For those with a 
correct MIC, it checks whether the received sequence 

 

 

Fig. 4. SWAS offline authentication (At AP). 
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number (SNSTA) is greater than the stored sequence 
number (SNAP) or not. If the condition is true, it sends the 
reassociation response back to the STA with the status 
code as ‘success’ and invokes protection. Otherwise, it 
checks for overflow and rollover of the sequence number 
of the STA (i.e. SNSTA equal to 0). 

Overflow occurs when SNSTA (with a value of SNMAX) 
rolls to 0 upon addition of 1. SNAP is also checked along 
with SNSTA. If it is equal to SNMAX, it is then made equal to 
0 else the reassociation response with the status code as 
‘SN-fail’ is sent to the STA. The reassociation response 
has msg2, SNAP and MICPTK. msg2 contains the list of 
parameters like Association ID (AID) and status code. The 
STA first confirms the MIC in the reassociation response 
and then checks the status code. If the success code is 
‘success’, it invokes the encryption procedure to encrypt 
the data packets in the supplicant otherwise adjust SNSTA 
according to SNAP [18] and resends the reassociation 
request. Therefore, the cost of the online authentication 
process is eliminated and the process becomes efficient for 
the real time and multimedia communications. 

2.5 Feature comparisons of SWAS with 
802.11i 

The following section compares the features of the 
proposed scheme and IEEE 802.11i. Comparisons pertain 
only to 802.11i authentication and handshake. The factors 
contributing before and after, authentication and 
handshake are not considered. The comparison with other 
authentication mechanisms is not effective because these 
mechanisms do not meet the security requirements 
adequately. 

In IEEE 802.11i authentication is centralized with 
network admission policy decisions being done at the AS. 
This authentication supports multifactor authentication, 
and is more flexible due to the use of different EAP 
methods during authentication. Mutual authentication of 
only the STA and the AS is performed. PMK is generated 
as a side effect of authentication. PMK is moved to the AP 
by the AS to generate PTK. The key management 
procedure (four way handshake) confirms that both the AP 
and the STA possess the same PMK, generates fresh PTK 
and synchronizes PTK use. A total of 9 messages are 
exchanged between the STA and the AP whereas 8 
messages are exchanged between the AP and the AS 
during EAP-TLS. Four messages are also exchanged 
between the STA and the AP during the four way 
handshake. The messages exchanged during authentication 
are encapsulated between the STA and the AP (EAP-TLS 
over EAPOL) and between the AP and the AS (RADIUS 
Key wrapping). Asymmetric key encryption for MSK 
derivation between the STA and the AS is used. Digital 
certificates are exchanged between the STA and the AS. 
As the STA has mobility, certificate exchange is required 
each time authentication is done. All except for the first 
one of the four way handshake messages utilize MIC. 

SWAS provides mutual authentication of all devices 
(STA-AP-AS). Here, the AP generates PTK after 
confirming r3 from AS, resulting in the sharing of PTK 
only between the STA and the AP, i.e. the AS does not 

know about the PTK. The MK, MSK, PMK and PTK key 
generation formula is different. A total of 4 messages are 
exchanged (Fig. 3); two between the STA and the AP, and 
two between the AP and the AS. The scheme has two 
optional messages between the AP and the AS during a 
DoS attack. All packets are either encrypted (symmetric 
key encryption) or protected by MIC. The scheme uses the 
digital signatures between the AP and the AS. As both are 
not mobile, digital certificates can be shared before the 
authentication process. The scheme also has an offline 
authentication method where authentication is performed 
only by AP, thereby saving time. SWAS does not support 
multifactor authentication, flexibility and encapsulation/ 
decapsulation. 

3. Security Analysis 

The guarantees provided by the SWAS scheme:  
For STA, 
1: Only the AS who knows the shared key (σ) can retrieve 
r3 from M2. 
2: Only the AS can encrypt the IDAP and r3 using the 
shared key (σ). 
3: Only the AP can calculate PTK as only it has s1 used in 
PTK generation. 
For AP, 
4: Only registered STA can generate R and s, which satisfy 
equation 5, verified via public information of the AS. 
5: Only the AS can sign message M3 which is verified at 
the AP via the AS public key extracted from digital 
certificate. 
6: Only STA can calculate PTK as only it has s1 used in 
PTK generation. 
For AS: 
7: Only the STA can encrypt r3 and KAP-AS received from 
the AP via M2. 
8: Only the AP can sign message M2 containing the AS 
passcode verified at the AS via the AP public key. 
Guarantees 1 and 2 ensure that the STA is sending and 
receiving r3 from the AS to which it is registered. 
Guarantees 4 and 5 ensure that the AP communicates with 
only the trusted STA and AS. 
Guarantees 7 and 8 ensure that the AS communicates with 
only the trusted STA and AP. 
Guarantees 3 and 6 ensure ensures that PTK is shared only 
between the STA and the AP. 
 
Property 1: Mutual authentication of all devices 
Proposition 1: The AP authenticates the STA 
Proof: the AP authenticates the STA by verifying the 
delegation passcode consisting of R, s with the help of the 
AS public information. Only a registered STA can 
generate R, s using shared key (σ), such STA is 
authenticated. 
Proposition 2: The AS authenticates the STA 
Proof: the AS finds the shared key (σ) by searching for 
IDSTA in the database. AS decrypts the message, M2, 
finds r3 and KAP-AS. Using KAP-AS it verifies MIC. the AS 
only the STA can encrypt r3 and KAP-AS using the shared 
key (σ); the STA is authenticated. 
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Therefore, the STA is authenticated by both the AP and the 
AS 
Proposition 3: The AP and the AS authenticate each other. 
Proof: The AP and the AS both authenticate each other 
through the digital signature of each other carried in M3 
and M2. For digital signature verification, the public key 
extracted from digital certificate is used. The AP and the 
AS do not share any common symmetric key. 
Proposition 4: The STA authenticates the AP 
Proof: the STA verifies r3 after decrypting the first part 
(other than STA passcode) of M4 using PTK. From 
Guarantee 3, only the AP can encrypt it. Therefore, the 
STA authenticates the AP. 
Proposition 5: The STA authenticates the AS 
Proof: STA verifies r3 after decrypting the second part 
(STA passcode) of M4 using σ. From Guarantee 2, only 
the AS can encrypt it. Hence, the STA authenticates the 
AS.  
Therefore, the STA authenticates both the AP and the AS. 
These propositions confirm that all parties in the 
communication authenticate each other. IEEE802.11i 
authentication depends on the method selected. For EAP-
TLS, the authentication is done only between the STA and 
the AS. Therefore, the proposed scheme is more robust 
than EAP-TLS under attacks that utilize a lack of mutual 
authentication between devices. 
 
Property 2: Collusion between two parties i.e. the STA and 
the AP, is not possible  
Proof: The parties involved in the scheme are the STA, the 
AP and the AS. Collusion between the STA and the AP to 
gain the trust of the AS is not possible because the AS 
trusts and provides a secret key (σ) to only registered STAs. 
These users are verified via AS passcode decryption using 
σ. Similarly, collusion between the AP and the AS is not 
possible as a false AS will not be able to decode the AS 
passcode send by the STA due to its encryption by σ. 
Collusion between the STA and the AS is also not possible. 
This is because a false AS is never authenticated (failure of 
signature in M3) by honest AP. 
 
Property 3: SWAS reduces the DoS impact 
Proof: DoS floods on the AP via request packets and 
authentication requests (M1) is not successful as the SWAS 
avoids unnecessary computations upon receiving the attack 
packets. In the former, the rapid response with pre computed 
values is given, reducing the attack effect. In the latter, the 
delegation passcode verification is delayed until verification 
by the AS is obtained. DoS flooding attacks on the AS are 
not successful because the AS evaluates hash (H) only once. 
For all other requests with the same STAID & r1, the AS 
performs the comparisons with stored H. Therefore, SWAS 
reduces the impact of DoS. 
 
Property 4: The scheme enjoys more security compared to 
IEEE 802.11i.  
All the packets (M1-M4) involve either encryption or 
protection by MIC. Digital signatures are used in M2 and 
M3. Therefore, eavesdropping, spoofing and tampering on 
packets has no effect. A session key is generated by the 
STA and the AP only. No others (even AS) have 

information about session key (can neither generate it). In 
IEEE 802.11i the PMK is generated by AS and later 
transferred to AP. PTK at the AP evolved from this PMK. 
This increases the chance of an attack. In the proposed 
scheme, no false AP attack and no masquerading of the AP 
is possible. The AP can generate PTK only when it obtains 
r3 from AS. The AS sends r3 via M3 only when both the 
AP and the STA are verified by the AS. No other AP 
except for the trusted one to the AS can be verified at the 
AS due to the use of a digital signature. Therefore, scheme 
enjoys more security compared to IEEE 802.11i. Table 3 
lists the comparisons under attacks between IEEE 802.11i 
(authentication and four way handshake) and the proposed 
SWAS scheme. One study [25] reported that a delegation-
based scheme is prone to replication request attack. The 
main reason is the sharing of AP’s session key with AS.  

In the proposed scheme, such attacks are not possible 
because the AS has no idea of the session key and also due 
to the use of digital signature between the AP and the AS 
for authentication. No one can act as a new forwarding AP. 
Therefore, no replication request attack is possible. Hence, 
the SWAS scheme meets the basic security requirements. 

4. Performance Evaluation 

The communication cost and authentication time 
required by SWAS were calculated and compared with 
IEEE 802.11i.  

4.1 Communication cost and network 
overload 

Let Tw be the transmission latency between the STA 
and the AP, let Ta be the latency between the AP and the 
AS. Let Ne be the number of round trips required for the 
execution of any particular EAP method. The time taken in 
one round trip is 2(Tw + Ta) [18, 26]. EAP-TLS is 
considered as the default EAP method in IEEE 802.11i. 
The process takes 4 such round trips. An initial time (Tw) 
in which the AP requests the STA, was also added. A four 
way handshake was done between the STA and the AP 
involving 4 messages (4Tw). In the proposed SWAS 
scheme, four messages were involved. Two between the 
STA and the AP (M1 and M4) and two between the AP 
and the AS (M2 and M3). Therefore, the communication 
cost can be determined as: 

 
IEEE 802.11i             2Ne (Tw + Ta) + Tw + 4Tw 
Proposed SWAS scheme       2Tw + 2Ta 
Using the values for typical network deployments, Tw 

= 15 μs, Ta = 20 μs 
IEEE 802.11i = 2×4 (35) + 15 + 4×15=355 μs  
Proposed SWAS scheme = 2×15+2×20 = 70 μs 
 
The time obtained for IEEE 802.11i is consistent (< 

360 μs) with that stated in [26]. 
Two optional messages between the AP and the AS are 

required under DoS. Therefore, the communication cost of 
the proposed SWAS scheme under DoS = 2Tw + 4Ta = 
110 μs. 
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Clearly, the proposed scheme outweighs the IEEE 
802.11i in terms of the communication cost. As a smaller 
number of messages are involved in the proposed SWAS 
scheme, the network overload is also lower as compared to 
IEEE 802.11i. 

4.2 Authentication time 
The proposed scheme involves computations at the 

STA, AP and AS. Table 4 lists the computations involved. 
Compared to 802.11i, the proposed scheme has less cost in 
terms of the number of hash, PRF and MIC calculated, 
whereas higher cost in terms of number symmetric 
encryptions/decryptions. 802.11i has additional cost 
incurred in the flow of messages and their 
encapsulations/decasulations. To perform the timing 
comparisons, this study selected the time for these 
primitives available in the literature [27-29] (Table 5). 
These times on the higher side were considered keeping in 
view the low processing power of AP. 

The total computation cost of SWAS (Table 5) 
according to the literature is 270.2 ms. 

Table 3. IEEE 802.11i (authentication and four way handshake) and SWAS under attacks. 

Comparisons 

Property 802.11i(authentication and four way 
handshake) Proposed Secure WLAN Authentication Scheme 

Eavesdropping Possible due to lack of protection of frames.  
Few information may be collected but may not be used 
for attack as attacker is always deprived of some 
information 

Man-in-the-middle attack Not effective due to asymmetric encryption, MIC 
and PKI  

Not possible due to symmetric encryption, MIC, digital 
certificates and signatures 

Forgeries 
(including message 

deletion and interception) 

Restricted to unprotected and unauthenticated 
frames like 4H1, EAPOL Success, EAPOL Failure 
etc.  

Not effective as all the packets carry authentication 
information and are either encrypted or protected by 
MIC. Digital signature also makes forgeries difficult. 

Replay attacks 

Possible via unprotected and unauthenticated 
frames. Not effective during handshake if 
sequence no scheme at [9] is used otherwise first 
message of handshake may be used  

Not effective due to use of r1, r2, r3 and s1.  

Dictionary attacks against 
either party 

Offline dictionary attack possible on PSK derived 
from passphrase as per [14] 

Not possible due to trust delegation initialization phase 
and dynamically generated PMK and PTK 

DoS attacks Possible via unprotected and unauthenticated 
frames 

Reduced as all frames are protected and authenticated.
Also use of random number set and optional D1 and D2 
reduces it 

Masquerading and 
Malicious AP attacks 

Possible due to unprotected and unauthenticated 
frames 

Made ineffective as all packets carry authentication 
information 

Session Hijacking Not possible Not possible 
 

Table 4. Computational operations. 

Scheme SWAS  802.11i *

Operation Number Performed At Number Performed At 
Digital signature used + verified 2 + 2 AP, AS 2+2 STA, AS 

Hash calculated 1 STA 1+1 STA, AS 
PRF calculated 3 + 3 STA, AP 4+4 STA, AP, AS 

Symmetric encryptions + decryptions 5 + 5 STA, AP, AS 1+1 STA, AS 
MIC calculated + verified 2 + 2 STA, AP 3+3 STA, AP 

Delegation verification 1 AP - - 

* considering EAP-TLS protocol at the MS and AS each have a certificate including a public key for RSA signature verification 
 

 

Under DoS attacks, extra cost is involved in hash 
calculation (one) and digital signature (two used + two 
verified) 

 
Time (extra) under DoS Protection (Te) 
  = 1×7.6 + 2×2.3 + 2×4.5 ms = 21.2 ms 
Total computation cost under DoS Protection   
= Total computation cost + Te  
= 270.2 + 21.2 = 291.4 ms 
 
Considering that the communication cost (in μs) does 

not add much to the authentication cost, this computation 
cost was considered to be equivalent to the authentication 
cost of SWAS. According to reference [30, 31], the time 
taken in IEEE 802.11i mutual authentication (considering 
EAP-TLS as the authentication method) and four way 
handshake lies in the range, 300 ms to 4 seconds, 
depending on the Operating System and hardware used. 
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Table 5. Computation Time.

Notation Description Time (in ms) 
As per literature 

Average time (in ms)  
As per experiment conducted 

Td Time for delegation calculation on the AP  ~ 4 × 1ms = 4 ms [22] 4 ×1.1091 = 4.4364 ms 

Ts symmetric key encryption & decryption  ~ 5 × 5.4 + 5 × 7 ms = 62 ms [27] 5 × 0.1223 + 5 × 0.0533 = 1.756 ms 

Th Time for calculating hash  = 7.6 ms [27] 0.1256 ms 

Tm Time in MIC calculation and verification  = 4 × 1.5 = 6 ms [24] 4 × 0.193 = 0.772 ms 

Tdh Time in Diffie-Hellman key exchange  = 150ms [24] 7.9131 ms 

Tcds Time in creating digital signature  = 2 × 2.3 ~ 4.6 ms [28] 2 × 1.1827 = 2.3654 ms 

Tvds Time in verifying digital signature  = 2 × 4.5 ~ 9 ms [28] 2 × 0.0713 = 0.1426 ms 

Tprf Time in PRF calculations  = 6 × 4.5 ms = 27 ms [29]  6 × 0.0629 = 0.3774 ms 

Total computation cost 
 = Td + Ts + Th + Tm +Tdh + Tcds + Tvds +Tprf 

= 4 + 62 + 7.6 + 6 + 150 + 4.6 + 9 + 
27 = 270.2ms 

= 4.4364 + 1.756 +0.1256 + 0.772 + 
7.9131 + 2.3654 + 0.1426 + 0.3774 
= 17.8885 ms 

 
Table 6. Systems Configuration. 

Model Specifications O.S. Purpose 

HP 630 notebook PC 

Processor: i5-2450M CPU@2.50 GHz ×4 
RAM: 6 GB 
Wireless card: Atheros AR 9285 (ath9K) 802.11 b/g/n WiFi 
adapter 

Ubuntu 12.10 Access Point  
(Hostapd [32]) 

Acer Power Series PC 

Processor: Core2Duo E6750@2.66 GHz ×2 
RAM: 1 GB 
Wireless card: Tech-Com, Wireless USB adapter, SSD-
USB-W710 (rt2800usb) 

Ubuntu 12.10 Client (WPA Supplicant [33])

 
 

Thus, authentication time taken by the proposed scheme is 
lower than that of the IEEE 802.11i authentication time, as 
per the timings available in the literature. 

To validate and normalize the timings, the experiment 
was conducted under controlled environmental conditions. 
Two systems were used to simulate the WLANs. Table 6 
lists the configuration of the systems used. Hostapd [32] is 
a software based AP that can run in monitor mode on the 
HP 630 notebook. WPA Supplicant [33] is a software 
based client that is run on an Acer Power Series PC. Both 
the supplicant and hostapd communicate using 802.11i 
(802.1X authentication with EAP-TLS authentication 
method). The AS functionality is also performed by 
hostapd. The average time observed for 802.11i 
authentication between the client (supplicant) and the AP 
(hostapd) is 76.8 ms. This time increases if hostapd and 
supplicant are run in debug mode (displaying the messages 
and interacting with the user). 

For the cryptographic primitives used in the proposed 
scheme, the timings are listed in Table 5. These operations 
were conducted on an ACER Power Series system. 
Crypto++ library (version 5.6.1) was used for the 
cryptographic primitives and gcc compiler (version 4.7.2) 
was used to determine the timings of those primitives. The 
difference between the timings of the literature and 
experiment was attributed to the ACER system being 
faster than the systems mentioned in the literature. Next, 
an IP socket (using UDP datagram) was created between 
the two systems and the communication time was 

measured; the average was 1.9796 milliseconds. This is 
higher than the communication cost mentioned in the 
literature. This is because the application level interaction 
and framing cost are involved. In the proposed 
authentication scheme, two such communications are 
required; one between the STA and AP, and the other 
between the AP and AS. By adding the communication 
cost to it, the authentication time for proposed scheme was 
found to be 21.8477 ms (17.8885 ms + 2×1.9796 ms). The 
extra cost involved under the DoS attack in SWAS is 
4.6132 ms (0.1256 ms + 2*1.1827 + 2×0.0713 + 1.9796 
ms). In addition, the total time for SWAS was 26.4609 ms 
(21.8477 ms + 4.6132 ms).  

Therefore, the time taken by SWAS authentication is 
lower than that of 802.11i authentication, as per the 
conducted experiment. 

5. Conclusion 

This paper proposed a Secure WLAN Authentication 
Scheme (SWAS) that provides mutual authentication to all 
parties involved i.e. the STA, the AP and the AS. The 
scheme ensures a similar effect and outcome to that 
produced jointly by authentication and a four way 
handshake of IEEE 802.11i i.e. it provides STA 
authentication, derives the same number of session keys, 
maintains the PTK freshness and maintains the desired 
security properties. The scheme decreases the 
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communication latencies and network load. This is based 
on the delegation concept and involves calculations at the 
AP. No extra latencies in authentication arise due to an 
increase in the number of computations. The offline 
authentication used also reduces the authentication time 
when the STA reassociates with the same AP. The scheme 
enjoys more security than IEEE 802.11i because all 
packets are protected. Collusion between any two wireless 
devices (out of the STA, AP and AS) is not possible in this 
scheme. The use of random numbers and optional 
messages makes it robust against DoS attacks. Future work 
will extend the scheme under handoff cases. 
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