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This paper addresses the problem of online hop timing 
detection and frequency estimation of multiple frequency-
hopping (FH) signals with antenna arrays. The problem is 
deemed as a dynamic one, as no information about the 
hop timing, pattern, or rate is known in advance, and the 
hop rate may change during the observation time. The 
technique of particle filtering is introduced to solve this 
dynamic problem, and real-time frequency and direction 
of arrival estimates of the FH signals can be obtained 
directly, while the hop timing is detected online according 
to the temporal autoregressive moving average process. 
The problem of network sorting is also addressed in this 
paper. Numerical examples are carried out to show the 
performance of the proposed method. 
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I. Introduction 

Frequency hopping (FH) is one of the prevailing spread 
spectrum technologies in communications owing to its low 
probability of detection and interception, and vast efforts have 
been made to study the parameter estimation methods of such 
signals. Single-antenna-based methods and multiple-antenna-
based methods exist that can address this problem.  

The single-antenna-based methods exploit the temporal 
properties of the FH signals to estimate their parameters, such 
as hop rate and frequency. Chung and Polydoros proposed the 
methods known as multiple-hop observation autocorrelation 
and single-hop observation autocorrelation to estimate the hop 
rate and hop timing [1], [2]. The methods in [2] were further 
developed by Janani and others in [3] to jointly estimate the 
hop rate and signal power. Barbarossa and Scaglione then 
introduced the pseudo Wigner-Ville distribution in [4] to 
estimate the hop period, hop instant, and frequency. The 
technique of matching pursuit [5] was brought in for blind 
parameter estimation of FH signals by Fan and others in [6]. 
Ko and others focused on the estimation of the hop instant with 
the maximum likelihood method for network synchronization 
[7]. Angelosante and others focused on the estimation of the 
hop instant with the sparse linear regression method [8] and 
obtained a more satisfactory performance than when using the 
time-frequency distribution method. 

Although the above-mentioned methods are quite different 
in principle, they can only make use of the diversity of FH 
signal hop times to sort FH networks. So, these methods can 
only be used to sort asynchronous networks whose hop times 
have different rules. To deal with the problem of parameter 
estimation of combined synchronous or asynchronous FH 
signal and network sorting, researchers have resorted to the 
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multiple-antenna systems. Liu and others were the first 
researchers to use antenna arrays for multiple FH signal 
parameter estimation [9]-[14]. In [9], they first separated the 
FH signals via spatial filtering and then used the dynamic 
programming method to estimate the hop times and 
frequencies from the separated data. This method works well 
only when the hopping frequency contributes little to the 
carrier frequency; thus, it does not adapt to shortwave FH 
signals due to their wide hop bandwidth [15]. The researchers 
in [10]-[13] studied the parameter estimation of multiple FH 
signals in expanded cases, such as multipath, two-dimensional 
arrays, frequency collision, receiver bandwidth mismatches, 
and so on. Liu’s work on these methods was completed in [14]. 

A common shortcoming shared by the above-mentioned 
single- and multiple-antenna-based methods is that they need 
sufficient snapshots; therefore, their applicability in online 
information extraction and interference suppression is vague. 
In [16], Liu and others proposed a method based on a temporal 
autoregressive moving average (ARMA) model to detect the 
frequency hops upon occurrence and track the frequency 
hopping online. However, because the method is a multiple-
antenna-based method that does not consider the direction of 
arrival (DOA) of the signals, the performance is unsatisfactory. 
This paper deems the problem of obtaining real-time parameter 
estimates of multiple FH signals as a dynamic one and 
introduces particle filters to solve it. 

In our method, we use the particle filters [17] to obtain the 
array responding vectors of the incident signals first and then 
recover the signal waveforms to estimate the signal frequencies. 
After that, the responding vectors and signal frequency 
estimates are combined to get the signal directions. To realize 
online hop timing detection, the ARMA-model-based method 
is used to detect frequency hopping online. Then, the sorting of 
the asynchronous network is implemented by exploiting the 
frequency continuity of the hop-free signals at each hop instant, 
and that of the synchronous network is implemented according 
to the distinguishable and inactive signal directions. 

The main contribution of this paper is proposing an 
algorithm to detect hop timing and estimate the frequencies of 
multiple FH signals with antenna arrays, which is based on 
combining the particle filter [17] with the ARMA model [16]. 
It should be noted that some of the ideas regarding the particle 
filter come from Larocque and others [17], but necessary 
modifications are made regarding the special problem 
addressed in this paper, and some brief repetitions are 
introduced only for integrality of the method. By introducing 
the particle filter algorithm, the proposed method solves the 
problem of online hop timing detection and frequency 
estimation of multiple FH signals with better effectiveness than 
the algorithm in [16] for asynchronous networks. Moreover, 

the proposed method is capable of sorting synchronous 
networks, whereas the ARMA model method is not. 

This paper is organized as follows. Section II presents a 
review of the array output model in the case that more than one 
FH signal impinges on an array. Section III introduces the 
temporal ARMA model at each dwell for frequency hopping 
detection. Section IV presents the exploitation of particle filters 
to obtain online array responding vectors and signal frequency 
estimates. The processes of parameter estimation and network 
sorting with sketch maps are concluded in section V. Section 
VI contains numerical examples to examine the performance 
of the proposed method, and conclusions are given in section 
VII. 

II. Problem Formulation 

The uniform linear array (ULA) is considered for notation 
convenience, but our method is capable of adapting to arrays 
with random geometry. 

Suppose that K FH signals impinge on an M-element ULA 
simultaneously, with K assumed to be known and M＞K. The 
inter-element spacing of the ULA is D , and the incident 
directions of the K signals are [ ]1, , Kθ θ=Θ , while the 
signal frequencies during the current dwell are 

[ ]1, , Kf f=F , and the sampling interval is Ts. 
If s2k kf Tϕ π=  and 2 cosk k kf D Cφ π θ=  are defined, 

wherein C  is the velocity of light, then the samples collected 
at time t can be denoted as follows [9]: 

( )1

1

,k
K

j t
t k k t t t
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=

= + = +∑x a n As n         (1) 
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⎦  is defined as the signal waveform vector at 

time t, and where kρ (k = 1,…,K) comprises the amplitudes 
and initial phases of the k-th signal and tn  is the additive 
Gaussian noise with zero mean and 2

n Mσ I  variance. 
If a given signal hops frequencies, the array output will no 

longer satisfy (1). This paper seeks to detect those hop instants, 
obtain frequency estimates in a timely fashion once a 
frequency hop occurs, and obtain the signal DOA whenever 
desired.  

III. Online Hop Timing Detection 

This section first introduces a temporal ARMA model for the 
array output during each dwell and then uses it to detect the 
frequency hopping by checking the prediction error. 
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1. Temporal ARMA Model 

The temporal snapshots of K overlapped noisy complex 
sinusoids complies with the following ARMA model of order 
(K+1, K+1) [16]: 

 
0 0

,
K K

i t i i t i
i i

c c+ +
= =

=∑ ∑x n               (2) 

where 1,Kc = and 0 1 1, , , Kc c c −  can be obtained from the 
following polynomial [16]-[19]: 
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The coefficients {ck} depend directly on the signal frequencies. 

2. Frequency Hopping Detection 

If the coefficients of the ARMA model established above are 
available and are used to eliminate the signal components in 

1K +  successive samplings, the residual noise complies with 
the following Gaussian distribution: 
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Predict each hop instant, indexed by th, with the former K 
observations, according to the ARMA model, as follows: 
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However, if a signal frequency hop does not occur at the 
moment predicted, the deviation between the actual output and 
its prediction has zero mean and a variance of 
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Yet, if one or more signals hop frequencies at the time 
predicted, the prediction error is much more significant than 
that shown in (6). We detect the possible hops according to the 
significance of the prediction error via hypothesis testing, 
according to 
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where H1 stands for the hypothesis “frequency hopping 
happens” and H0 stands for the hypothesis “no frequency 
hopping happens.” Symbol ζ represents the judgment threshold, 
and the way ζ is selected is provided in [16]. 

IV. Online Frequency Estimation and Network Sorting 

The FH signals are stationary during each dwell, but as we 
do not know when each dwell begins and how long it lasts, we 
cannot use linear methods to estimate frequencies. In the 
context of online frequency hopping estimation, we deem the 
analysis of the locally stationary model as a dynamic problem, 
and the technique of particle filtering is introduced to perform 
such analysis. 

As the FH signals might hop frequencies and the DOA is 
unknown, only the array responding vectors can be directly 
extracted from the array output, within which the signal 
frequencies and DOA are coupled. Therefore, during the 
process of parameter estimation, the inter-element phase shift 
and the signal frequency, that is, kφ and fk instead of kθ and fk, is 
used to describe the spatial and temporal character of the 
incident signals, and kφ  is considered the frequency-direction 
product (FDP) for notation convenience. First, we estimate the 
FDP-dependent responding vectors and then obtain the signal 
frequencies from recovered waveforms. The signal DOA is 
calculated using the FDP and frequency estimates, if desired. 
As the FDP does not cast any restriction to the array geometry, 
we believe that the new method adapts to arrays of various 
shapes, as is claimed at the beginning of section II. 

1. FDP Estimation 

The estimation of the signal FDP via particle filtering 
consists of two steps: initialization and updating. During the 
initialization step, the weights of all K-dimensional particles are 
set to 1/Q, where Q is the number of particles, and the value of 
each particle element is set according to the spatial power 
distribution of the first array snapshot, that is, 
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where pl is the power of the first array snapshot at the digital 

frequency of 2πl/M1) and ( ) ) ( )2 ,2 1l M l Mπ π φ+⎡⎣
Γ is the indicative 

function, that is, 
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We organize the KQ elements in ascending order and divide 
them into K groups of equal size. Finally, Q K-dimensional 

particles of ( ) ( ){ }1
1 1

, ,
QKQ

q q q q
φ φ= =

=Φ  are generated, with each 

                                                               
1) For notational convenience, the non-ambiguous frequency scope is shifted from 

[ ),π π−  to [ )0,2π . 
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particle randomly selecting an element from each group. 
Because more data is received before any frequency hopping 

happens, those particles should be updated according to the 
posterior distribution of that data. Suppose that th array 
samplings, that is 1: ht

x , have been collected before the next 
occurrence of frequency hopping. Due to the Gaussian 
distribution of the additive noise, each array snapshot complies 
with a Gaussian distribution, as follows: 

 ( )2, , 1, , ,t t n M ht t=∼ σx N As I       (10) 

where ( ),N Ξ Σ  stands for the Gaussian distribution with 
Ξ  mean and Σ  variance. 

To facilitate the implementation of the particle filter, we add 
more distribution assumptions to the array output model. Those 
assumptions are mostly non-informative so that our subjective 
assumption does not force the method to deviate from practical 
applications. 

The signal waveform is assumed to follow the maximum 
entropy Gaussian distribution with zero mean [17], [20], that is, 

( )( )12 2 H0, ,    1, ,t n ht tσ δ
−

=s N A A∼     (11) 

where δ2 is the signal-to-noise ratio (SNR). The signal FDP and 
noise variance follow uniform and inverted Gamma 
distributions with parameters[ ),π π− and ( ), ,β γ  respectively, 
that is, 

 [ ), ,K π π−Φ U∼             (12) 

 ( )2 , .nσ β γIG∼               (13) 

Combining (10) through (13), the posterior distribution of 
the th array outputs can be derived according to the Bayesian 
probability theorem, as follows: 
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where 
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and the Φ  in ( )A Φ  is left out for brevity, without causing 
any confusion. 

It is obvious in (14) that the posterior distribution is a normal 

distribution of 1: ht
s  and an inverted Gamma distribution of 

2
nσ . Integrating the distribution function according to 1: ht

s  
and 2

nσ  yields the posterior distribution of the array outputs: 
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where ( )tr i  is the trace operator, ( ) H
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Suppose that the state of the Q FDP particles are 
( ) ( ){ }1

1
, ,

QK
q q q

φ φ
=

=Φ  at time th−1; then, when 
ht

x  is 

received, a new group of particles should be generated to fit the 
new posterior distribution. Since the newly collected snapshot 
depends on the same FDP as the th−1 snapshots, no directional 
sampling method, such as importance sampling [17], is needed. 
In our method, we add random perturbations to the old 
particles to generate a group of new particles for which 

( ) ( ){ }1* * *

1
, ,

QK
q q q

φ φ
=

=Φ , that is, 

( ) ( ) ( )* 20, , 1, , ; 1, , ,k k
q q N k K q Qφφ φ σ− = =∼  (19) 

where 2
φσ  is the perturbation variance of the FDP. 

The Q candidate particles are then accepted independently 
with the following probability: 

 { }min ,1 ,μ ξ=                     (20) 
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where ( ) ( )1 1* 2 * *H * *H1M δ
− −⊥ −= − +AP I A A A A . 

We then derive the signal FDPs by averaging the Q accepted 
particles with weights calculated from (18). As another new 
snapshot comes in and no frequency hopping is detected, we 
resample the FDP particles and repeat the procedure described 
above (as per Algorithm 1, shown below) to update the 
particles and then obtain a group of new FDPs. As such, we 
refine the precision of the FDPs as more data is collected 
during each dwell before another frequency hopping occurs. 
Otherwise, if frequency hopping is detected, we stop the 
current refinement procedure, initialize the FDP particles 
according to Algorithm 2 (shown below), and enter a new FDP 
update cycle. 

2. Frequency Estimation and ARMA Model Establishment 

This subsection focuses on obtaining the signal frequency 
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Algorithm 1. FDP particle update procedure within each dwell. 
1. Initialization: Initialize the Q K-dimensional FDP particles 

according to (8) and set their weights equally. 
2. Update: When a new snapshot arrives and no frequency 

hopping is detected, take the following steps to update the Q
particles and their weights. 

 2.1. Generate particle candidates according to (19). 

 
2.2. Accept candidate particles according to the probability of 

(20). 

 
2.3. Calculate the normalized particle weights according to 

the posterior probability shown in (18), that is, 
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 2.4. Estimate the signal FDP: 
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q
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2.5. Resample the Q updated particles to avoid particle 

degeneracy: 
  ( ) ( )( )l qq =Φ Φ ,              

 
 where l(q) is a selective probability according to the 

normalized particle weights, that is, 

  ( )( ) ( ) ( ) , 1, , .i
hp l q i w t i Q= = = ±     

 2.6. Reset the particle weights to ( ) ( ) 1q
hw t Q= . 

 
Algorithm 2. FDP particle initialization after detection of frequency 
hopping. 
1. For a synchronous network, completely initialize the FDP 

particles according to (8). 
2. For an asynchronous network, initialize only one element in each 

FDP particle, that is, 
( ) ,      1, , ,qk
q q Qφ= =Φ         

where kq is set randomly from 1 to K and φ  is generated 

according to (8). 
 
estimates online and improving their precision when more data 
is collected so as to establish a more precise ARMA model for 
frequency hopping detection. 

Suppose that the FDP estimates of K signals, denoted by 
k̂φ (k = 1,…,K), have been obtained from the snapshots 1: ht

x , 
and they form the array responding matrix of Â . Then, the 
signal waveforms at times 1 to th can be recovered from the 
maximum posterior perspective according to (16) as 

 ( ) ( ) 112 H H
1: 1:

ˆ ˆ ˆˆ 1 .
h h

-
t tδ

−−
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As the signal waveforms are pure sinusoids during each 
dwell, the following equality can be concluded from (1): 
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Thus, the signal frequencies can be obtained as follows: 
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where ( )ˆ k
ts  is the k-th element of ˆts  and { }Ang i  stands 

for the argument of a complex value. The signal frequency 
estimates derived from (24) do not rely on the unknown signal 
SNR, and the signal FDP and frequency estimates are paired 
automatically. 

As more snapshots are collected during each dwell, the 
precision of the FDP estimates improve continuously, and the 
performance of the signal recovery and frequency estimation 
derived from (22) and (24) improve accordingly. With the 
frequency estimates in hand, the ARMA model can be 
obtained for frequency hopping detection in the next hop 
instant. 

3. Network Sorting 

In asynchronous networks, there is only one signal frequency 
change at a time. Therefore, if signal frequency estimates are 
obtained before and after each hop, we can associate them 
according to the frequency continuity of the hop-free signals. 
However, in synchronous networks, multiple hops can occur 
simultaneously, so the network sorting can only be realized 
according to the distinguishable and inactive signal directions, 
which are estimated according to the FDPs: 

 ( )( )1 ˆˆ ˆcos 2 .k k kC f Dθ π φ−= ×         (25) 

During each dwell, after the convergence of the FDPs and 
frequency estimates, the signal DOA estimates can be 
calculated according to (25), and they are paired automatically 
with the frequency estimates. Thus, the DOA estimates in 
adjacent dwells can be used to associate the frequencies of 
synchronous networks. 

V. Flow of Parameter Estimation and Network Sorting 

In this section, we sum up the new method regarding both 
asynchronous and synchronous networks to provide a more 
intuitive description. 

1. Asynchronous Networks 

In Fig. 1, we illustrate the frequency patterns of two 
asynchronous signals. The lines with different widths in the 
sketch map are used to represent different signals, and the black 
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Fig. 1. Flow of parameter estimation and network sorting of 
asynchronous networks. 

Time

Fr
eq

ue
nc

y 

1  2 N1  N1+1  N1+2 N2  N2+1  N2+2 

1) 

2) 
3) 

3) 

4) 

4)

 
 
dots and the arrowheads at the ends of the solid black lines are 
used to indicate the duration of each process. The bracketed 
numbers are consistent with the flow of parameter estimation. 
The actions taken during each process are as follows. 

1) Initialize the FDP particles according to (8) after receiving 
the first array snapshot. 

2) Each time a new snapshot arrives, follow Algorithm 1 to 
update the signal FDP; Recover the signal waveforms 
according to (22) and (24) to estimate the signal 
frequencies, then establish the ARMA model with the 
coefficients calculated according to (3) for hopping 
detection. 

3) When frequency hopping is detected, initialize the FDP 
particles according to Algorithm 2; If necessary, calculate 
the signal DOA estimates according to (25) with the 
frequency and FDP estimates before the predicted hop 
instant. 

4) Apply 2) and compare the frequency estimates before and 
after the frequency hopping to determine the hopped 
signal for network sorting or use the DOA estimates to 
realize it. 

2. Parameter Estimation and Network Sorting of 
Synchronous Networks 

In Fig. 2, we illustrate the frequency patterns of two 
synchronous signals using the same criteria used in Fig. 1. The 
actions taken during each process are as follows. 

1), 2), and 3) are the same as 1), 2), and 3) for asynchronous 
networks. 

4) Apply 2) and calculate the signal directions according to 
(25) once FDP and frequency estimates converge, then 
realize network sorting according to the distinguishable 
DOA of different signals. 

 

Fig. 2. Flow of parameter estimation and network sorting of
synchronous networks. 
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VI. Numerical Examples 

Suppose that two asynchronous or synchronous FH signals 
that are simultaneously impinging on a six-element ULA from 
70 degrees and 110 degrees depart from the array broadside. 
The hop bandwidth of each signal is between 50 MHz and 
70 MHz, and the frequency bin-width is 2 MHz. The array 
receiver down-converts the incident signals with a 50-MHz 
mixer and then samples the result at 70 MHz. The signal 
frequencies specified below are the down-converted 
frequencies. The inter-spacing of the ULA equals half the 
wavelength of the 70-MHz sinusoid. The SNR of each signal is 
10 dB, and the adjusting factor of the ARMA-model-based 
hopping detector is set to 5. For each iteration, 100 particles are 
used to estimate the signal FDP, and the perturbation variance 
is set to ( )22 0.05φσ π= . 

1. Case of Asynchronous FH Signals 

Suppose that the frequency set of the first signal contains 
three frequencies; the frequencies are 10 MHz, 14 MHz, and 
6 MHz in order, and each frequency holds for a period of 60, 
60, and 30 samples, respectively. The frequencies of the second 
signal are 8 MHz, 16 MHz, and 4 MHz in order, and each 
holds for a period of 30, 60, and 60 samples, respectively. We 
then use the proposed method to realize online hop timing and 
frequency estimation; four hops are detected at the times of the 
31st, 61st, 91st, and 121st samples. The real-time frequency 
estimates and network sorting results are given in Fig. 3, in 
which “+” and “·” are used to distinguish different signals 
and the lines stand for the true frequencies. The real-time 
frequency estimation biases of both signals are shown in Fig. 4, 
in which the characters are used for signal specification. 

It should be noted that the proposed frequency estimator 
requires at least two snapshots to realize frequency estimation  
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Fig. 3. Result of online frequency estimation and network sorting
(asynchronous). 
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Fig. 4. Bias of frequency estimates (asynchronous). 
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from recovered waveforms, according to (22) and (24), so no 
effective frequency estimates are available the moments 
frequency hopping is detected. To boost visibility, we use the 
previous frequency estimates at the frequency hopping instants, 
as shown in Fig. 3, and eliminate the corresponding biases, as 
shown in Fig. 4. 

The simulation results shown in Figs. 3 and 4 imply that the 
proposed method is able to detect the frequency hops and 
estimate the frequencies of overlapped asynchronous signals 
online, and the precision of the frequency estimates increases 
as more snapshots are collected during each dwell. Moreover, 
the network sorting can be successfully realized by exploiting 
the frequency continuity of the hop-free signals. In addition, the 
signal directions can be calculated from the FDP and frequency 
estimates, according to (25). We list the DOA estimates at the 
end of the five dwells in Table 1. 

To compare the proposed method with the ARMA model 
method, we use the probability of detection of the hopping time 
as a criterion. Suppose that a six-element ULA is used to track 
the frequencies of two asynchronous FH signals, the signal  

Table 1. DOA estimates of asynchronous FH signals. 

Sample index 30 60 90 120 150 

Signal 1 70.12 70.29 69.56 70.16 69.97 DOA 
estimates (°) Signal 2 109.51 109.94 110.04 109.90 110.16

 

 

Fig. 5. Probability of correct detection. 
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frequencies are chosen at random between 2 MHz and 
20 MHz with a bin-width of 2 MHz, and one signal hops 
frequencies at the time of the 17th sample [16]. Detection is 
deemed correct if the FH is detected at the time of the 17th or 
18th sample with the accordant frequencies. In this simulation, 
we vary the SNR of each signal from 5 dB to 35 dB. The 
probability curve of correct detection in 200 independent trials 
is shown in Fig. 5. Observe that the proposed method 
outperforms the ARMA model method. 

2. Case of Synchronous FH Signals 

If the two incident FH signals are synchronous, suppose that 
the frequency sets of the signals are the same as those of the 
asynchronous signals in the above example, but each 
frequency dwell of each signal lasts for the duration of 30 
samples. Following the proposed method, two frequency hops 
are detected at the times of the 31st and 61st samples. The 
online frequency estimates and their biases are shown in Fig. 6 
and Fig. 7, in which the different characters are used for signal 
specification. The simulation results given in Figs. 6 and 7 
demonstrate that the proposed method performs well when 
applied to synchronous FH signals. The corresponding DOA 
estimates at the end of the three dwells are listed in Table 2. 

VII. Conclusion 

An online method for hop timing detection and frequency 
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Fig. 6. Result of online frequency estimation and network sorting
(synchronous). 
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Fig. 7. Bias of frequency estimates (synchronous). 
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Table 2. DOA estimates of synchronous FH signals. 

Sample index 30 60 90 

Signal 1 69.96 69.77 69.75 DOA 
estimates (°) Signal 2 110.27 109.83 109.37 

 

 
estimation, together with network sorting, was proposed in this 
paper. The method requires no prior knowledge of the 
frequency set or hop pattern and is applicable to both 
asynchronous and synchronous FH signals. As the frequency 
hopping is detected at each instant that a new snapshot arrives, 
the proposed method adapts to signals with alterable hop rates. 
If the hop rate is inactive or if such prior information as the 
frequency set is provided, the proposed method is significantly 
simplified because only a finite number of hops need to be 
detected to estimate the signal hop rates or coarse frequency 
estimates at each dwell need to be obtained to determine which 
frequencies are selected by the users. 
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