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Wireless sensor networks (WSNs) are used for many 
real-time applications. User authentication is an important 
security service for WSNs to ensure only legitimate users 
can access the sensor data within the network. In 2012, 
Yoo and others proposed a security-performance-
balanced user authentication scheme for WSNs, which is 
an enhancement of existing schemes. In this paper, we 
show that Yoo and others’ scheme has security flaws, and 
it is not efficient for real WSNs. In addition, this paper 
proposes a new strong authentication scheme with user 
privacy for WSNs. The proposed scheme not only achieves 
end-party mutual authentication (that is, between the user 
and the sensor node) but also establishes a dynamic 
session key. The proposed scheme preserves the security 
features of Yoo and others’ scheme and other existing 
schemes and provides more practical security services. 
Additionally, the efficiency of the proposed scheme is more 
appropriate for real-world WSNs applications. 
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I. Introduction 

In recent years, wireless sensor networks (WSNs) have 
grown rapidly, accommodating plenty of application areas. The 
applications include smart buildings, hospital monitoring, 
volcano and forest monitoring, chemical plant and hydro plant 
monitoring, healthcare monitoring, and so on [1]. These WSNs 
consist of resource-hungry sensors (for example, MICAz [2], 
Telos [3], and so on) that have low computational power, low 
battery power, low bandwidth, and a small amount of memory. 
The primary goal of the real-world WSN is to glean the 
environment data, process and store it, and forward it to the 
user, either on demand or upon detection of an event. Thus, the 
novelty of wireless sensors is their ubiquitous nature that 
makes sensor data available to users anytime, accommodating 
users’ needs and demands. The data collected in most of the 
real-world applications (for example, for hospitals, smart 
buildings, and so on) is vulnerable. Moreover, the broadcast 
nature of the sensor node makes it possible for a user to access 
sensor data within the networks, that is, on demand [1], [4]; 
later he/she can misuse the sensitive sensor data (here, sensitive 
data depends on the applications, for example, healthcare) for 
his/her personal reasons. Since, the sensor data is made 
available to the user on demand within the WSN, it is 
mandatory to authenticate the users before allowing access to 
the WSN sensitive data. Therefore, user authentication is the 
prime concern in real WSNs.  

Moreover, due to the vulnerability of wireless 
communications, individuals have raised concern over the 
violation of privacy. Thus, user privacy is also a current 
important topic of research. 

Indeed, until now, significant user authentication protocols 
have been proposed for resource constraint WSNs [1], [4]-[17], 
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and each protocol has its merits and demerits. In 2009, Das 
proposed a two-factor user authentication protocol, which is 
based on a password and smartcard [4]. Das demonstrated that 
his protocol is a safeguard to many real-time attacks. 
Unfortunately, in 2010, Chen and Shih showed that Das’ 
protocol fails in mutual authentication and is susceptible to 
parallel-session attacks [5]. In addition, Chen and Shih 
proposed a robust mutual authentication protocol for WSNs in 
[5] and claimed that their protocol provides more security than 
the method proposed in [4]. In the same year (2010), He and 
others demonstrated that Das’ protocol is susceptible to insider 
attacks and impersonation attacks, and that there is no 
provision for users to change their passwords [6]. To cope with 
these security pitfalls, He and others proposed an enhanced 
two-factor protocol [6]. Furthermore, Khan and Alghathbar 
also found that Das’ protocol has severe security pitfalls, such 
as being susceptible to gateway-bypass attacks and insider 
attacks, and that there is no mutual authentication between the 
sensor and the gateway [7]. Thus, Khan and Alghathbar 
proposed an enhancement to Das’ scheme to overcome such 
problems [7]. 

However, in 2011, Yoon and Yoo [18] demonstrated that 
Chen and Shih’s scheme has five major vulnerabilities: user 
impersonation, gateway impersonation, sensor node 
impersonation, privileged insider, and a time synchronization 
problem for large-scale networks. In [19], the authors pointed 
out that [6] and [7] are vulnerable to information-leakage attack, 
fail to preserve the privacy of the user, have no mutual 
authentication, and are lacking in session key establishment. 
Very recently, Yoo and others [8] showed that the schemes 
presented in [5], [7], [9], and [10] are vulnerable to parallel-
session attacks and gateway-bypass attacks and are lacking in 
mutual authentication. In addition, they proposed a security-
performance-balanced user authentication scheme to overcome 
the security problems of the schemes presented in [4], [5], [7], 
[9], and [10]. 

Nevertheless, based on our analysis, Yoo and others’ protocol 
is vulnerable to impersonation attacks, message-alteration 
attacks, and man-in-the-middle attacks, and it is not efficient (in 
terms of computation and communication cost) for real-time 
applications. Therefore, this paper proposes a strong user 
authentication scheme that protects the privacy of the user, 
wherein each user must prove their legitimacy using a 
password and a smartcard. The proposed scheme facilitates 
many security services, including mutual authentication for all 
entities (that is, sensor, gateway, and user), protection of user’s 
privacy, maintaining confidentiality of wireless messages, and 
dynamic session key establishment. In addition, users are 
allowed to change their password at any time. Further, we 
show that the proposed scheme is strong against popular 

attacks, in contrast to those proposed in [5]-[10], and attains 
high efficiency at reasonable computation and communication 
costs. 

The rest of the paper is structured as follows. Section II 
presents a review and the weaknesses of Yoo and others’ 
protocol. We propose a strong authentication scheme for 
WSNs in section III. The security and performance analysis of 
our proposed scheme is discussed in section IV. Finally, in 
section V, conclusions are drawn. 

II. Analysis of Yoo and Others’ Protocol 

1. Review of Yoo and Others’ Protocol 

This section presents a review of Yoo and others’ [8] user 
authentication protocol based on the use of a smartcard and a 
password. The protocol is divided into three phases: 
registration, authentication, and password-change. 

A. Registration Phase 

To access the sensor network data, each user must register 
with the gateway (GW) node. User (Uk) passes their IDk and 
PPWk=h(PWk)⊕b to the GW node using a secure channel. 
Here, b is a user secret number. Upon receiving the IDk and 
PPWk, the GW performs the following computations: 
Mk=h(IDk||PPWk), Nk=h(IDk||PPWk)⊕h(K||J), and Lk=h(J|| 
IDk). Here, K is a symmetric key only known by the GW node, 
and J is a secret number that is generated by the GW node. 

Thereafter, the GW node personalizes a smartcard to the user 
that contains the following parameters: {Mk, Nk, Lk, h (.)}. Then, 
Uk stores b in the smartcard so that the user does not need to 
memorize b. Thus, the smartcard contains {Mk, Nk, Lk, h (.), b}. 
Meanwhile, the GW node stores a unique secret key (that is, 
Zn=h(J||Sn)) in each designated sensor node before the network 
deployment. Here, Sn is the identity of a sensor node. 

B. Authentication Phase 

The flow of the authentication phase is shown in Fig. 1. The 
authentication phase includes the login phase, the verification 
phase, and session key establishment. 

Login phase. This phase is invoked when a user wants to 
access the sensor data on demand. User (Uk) inserts the 
smartcard into the terminal and enters keys (that is, IDk and 
PWk). After receiving the login request, the smartcard performs 
the following computations. 

•YL-1: Computes PPWk=h(PWk)⊕b and Mk*=h(IDk ||PPWk) 
and compares Mk*=Mk; if yes, then local verification is done; 
otherwise, not. 

•YL-2: Computes DIDk= h(IDk||PPWk) ⊕h(Lk||T). 
•YL-3: Transmits {DIDk, T, IDk, RN1} to the GW node; here,  
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USER                                 GATEWAY                              SENSOR 
• IDk and PWk  
• Computes: PPWk =h(PWk) ⊕ b and Mk*=h (IDk || PPWk) 
• Compares: Mk*= Mk   
• Computes: DIDk= h(IDk||PPWk) ⊕h(Lk||T)  
• Generates: RN1  

                   {DIDk, T, IDk, RN1}    
 

• Checks: (T1–T) > ΔT, if yes, then abort 
• Computes: Lk*=h (J || IDk); h(IDk||PPWk)*= DIDk ⊕h (Lk*||T);  

       and Ak=h(h(IDk||PPWk)*|| Lk*||RN1) 
• Generates: RN1GW 

                   {Ak, RN1GW} 
 
• Computes: Ak*=h(Mk||Lk||RN1) 
• Compares: Ak*= Ak 
• Computes: Bk=h(Nk||Lk||RN1GW) 

                             {Bk} 
 

• Computes: Bk*= h((h(IDk||PPWk)* ⊕h(K||J)|| Lk||RN1GW) 
• Compares: Bk*= Bk 
• Generates: RN2GW 

                                                                             {DIDk, T2, RN2GW}  
 

• Checks: (Ts–T2) >ΔT, if yes, then abort 
• Computes: Ck=h(Zn||T2||RN2GW) 
• Generates: RNSN 

                                                                        {Ck, RNSN} 
 

• Computes: Zn*= h(J||Sn) and Ck*= h(Zn||T2 ||RN2GW) 
• Compares: Ck*= Ck 
• Computes: Dk=h(DIDk||Zn*||RNSN) 

                 Dk 
 

• Computes: Dk*= h(DIDk||Zn*||RNSN) 
• Compare: Dk*= Dk 

Fig. 1. Yoo and others’ authentication phase. 

 
T is the current timestamp of the Uk system, and RN1 is a 
random nonce generated by Uk. 

Verification Phase. This phase consists of the following 
computations. 

•YV-1: Upon receiving login request at time T1, the GW 
node validates T as follows: If (T1–T) > ∆T, terminates the 
request; otherwise, proceeds to the next step. Here, ∆T is the 
maximum communication delay allowed, and T1 is the current 
timestamp of the GW node. 

•YV-2: Computes Lk*=h(J||IDk); h(IDk||PPWk)*=DIDk⊕ 
h(Lk*||T) and Ak=h(h(IDk||PPWk)*||Lk*||RN1). Generates a 
random nonce, RN1GW, and transmits the message {Ak, 
RN1GW} to Uk. 

•YV-3: Upon receiving message from the GW node, Uk 
computes Ak*=h(Mk||Lk||RN1) and verifies whether it is equal 
to Ak. If not, terminates the system. Otherwise, Uk computes 
Bk= h (Nk || Lk||RN1GW) and transmits Bk to the GW node. 

•YV-4: GW node then computes Bk*=h((h(IDk||PPWk)*⊕ 

h(K||J)||Lk||RN1GW) and checks whether it is equal to Bk. If yes, 
it means Uk is an authentic user and proceeds to the next step; 
otherwise, terminates the system. 

•YV-5: GW node generates a random nonce, RN2GW, and 
sends the message {DIDk, T2, RN2GW} to the nearest sensor 
nodes Sn, which Uk is looking for; here, T2 is the current 
timestamp of the GW node. 

•YV-6: Upon receiving the GW node message, Sn first 
validates T2 as follows: (Ts – T2) >∆T; if yes, terminates the 
system; otherwise, proceeds to the next step. Here, Ts is the 
current timestamp of Sn. Computes Ck=h(Zn||T2||RN2GW) and 
transmits the message {Ck, RNSn} to GW node; here RNSn is a 
random nonce generated by Sn. 

•YV-7: Now, the GW node computes Zn*=h(J||Sn) and 
Ck*= h(Zn||T2 ||RN2GW) and checks whether Ck*=Ck. If yes, 
then generates a message, Dk=h(DIDk||Zn*||RNSn), and sends 
to Sn. 

•YV-8: Finally, Sn computes Dk*=h(DIDk||Zn*||RNSn) and 
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checks Dk*=Dk; if yes, Uk is allowed to access Sn data; 
otherwise, not.  

Session Key Establishment. A session key between Uk and 
GW node may be established as: GWKUk-GW=h(RN1|| 
RN1GW||Lk), and between the GW node and Sn may be 
established as: SnKSn-GW = h (RNSn||RN2GW||Zn). Moreover, if a 
direct communication is required between the user and the Sn, 
then bilateral session key (SkeyUk-Sn) can be computed through 
the GW node, as follows: GW node generates a random 
number SkeyUk-Sn and sends RN1|| SkeyUk-Sn encrypted with Lk 
(shared between Uk and GW node) to Uk, and sends 
RNSn||SkeyUk-Sn encrypted with Zn (shared between the sensor 
node and the GW node) to Sn.  

C. Password-Change Phase 

•YPP-1: At the terminal, enters IDk and PWk and then enters 
new password, NewPWk. The smartcard then performs 
PPWk==h(PWk) ⊕ b and Mk*=h(IDk ||PPWk) and compares 
Mk*=Mk; if not, then request will be rejected; otherwise, 
proceeds to the next steps. 

•YPP-2: The smartcard performs: NewMk=h(IDk||PPWk),  
h(K||J)=Nk⊕h(IDk||PPWk), NewNk=h(IDk||NewPPWk)⊕h(K||J), 
where NewPPWk=h(NewPWk)⊕b. Finally, the smartcard 
replaces Mk with NewMk and Nk with NewNk.  

2. Weaknesses of Yoo and Others’ Protocol 

To analyze Yoo and others’ protocol security, assume that an 
adversary (Tom) has full control over the wireless 
communication between the user, the GW, and the sensor node. 
He/she can eavesdrop on, alter, and intercept the wireless 
messages at any time. Under these assumptions, this subsection 
discusses the serious security flaws of Yoo and others’ protocol. 

1) Assume that Tom has intercepted one of the previous login 
messages (DIDk, T, IDk, RN1) of a legal user (Allen) between 
the user and the GW node. Now, without knowing the 
password and identity of Allen, Tom can easily impersonate 
Allen to log into the GW node at time T* (>T) [20]. The details 
of the impersonation attack are as follows. 

Step 1: Tom  GW node: {DIDk, T*, IDk, RN1}. Here, T* is 
the current timestamp of the system of Tom. 

Step 2: Upon receiving the login request, the GW node 
checks the timestamp as (T1−T*) < ∆T. Since T* is valid, the 
GW node will proceed to compute Lk*=h(J||IDk), h(IDk|| 
PPWk)*=DIDk⊕h(Lk*||T*), and Ak=h(h(IDk||PPWk)*||Lk*||RN1). 
Now, the GW node responds to Tom with {Ak, RN1GW}.  

By performing the above attack, the GW node accepts the 
login request of Tom, and Tom can simply imitate any user to 
log into the GW node at any time. 

Moreover, in Yoo and others’ protocol, since the user’s 
identity and random number are floating as plain text, Tom can 
easily alter the previous login message (that is, IDk with IDTom 
and RN1 with RNTom,) and impersonate a legal user at T* (>T), 
as follows. 

Step 1: Tom  GW node: {DIDk, T*, IDTom, RNTom}. Here, 
T* is the current timestamp of the system of Tom. 

Step 2: Since T* is valid, the GW node will proceed to 
compute LTom*=h(J||IDTom), h(IDk||PPWk)*=DIDk⊕h(LTom* 
||T*), and ATom=h(h(IDk||PPWk)*||LTom*||RNTom). Now, the GW 
node responds to Tom with {ATom, RN1GW}. Thus, Yoo and 
others’ protocol is vulnerable to login message alteration 
attacks [12]. 

2) Yoo and others’ protocol is vulnerable to man-in-the-
middle (MITM) attacks. Indeed, avoiding an MITM attack in 
wireless communication is a difficult task, but an authentication 
protocol itself should detect the impact of an MITM attack 
early.  

To generalize the MITM attack, it is assumed that Tom is 
active between the GW and the sensor node. In YV-5, Tom can 
capture the GW node message {DIDk, T2, RN2GW} at T* 
(>T2) and easily alter the request to be {DIDk, T*, RNTom} by 
dropping the original T2 and RN2GW. Here, T* and RNTom are 
the current timestamp of the system of Tom and the random 
nonce, respectively. Thereafter, Tom forwards the altered 
request (that is, DIDk, T*, RNTom) to the nearest sensor node. 
Upon receiving the request from Tom, the Sn performs the 
following. 

Step 1: Sn validates the timestamp as (Ts – T*)<∆T. Since T* 
is valid, Sn will proceed to compute Ck=h(Zn||T*||RNTom) and 
generates RNSn . It should be noted that, here, Sn does not know 
whether the request (that is, {DIDk, T*, RNTom}) is coming from 
the legal GW node or the imposter (Tom). Thereafter, Sn sends 
the message to Tom, as described in Step 2. 

Step 2: Sn  Tom: {CTom, RNSn}. Upon receiving the 
message from Sn, Tom can alter Ck with CTom= h(DIDk, ZnTom, 
RNTom). Here, ZnTom is a fake key generated by Tom. Then, Tom 
sends the altered message to the Sn, as described in Step 3. 

Step 3: Tom  Sn: {CTom}. Obviously, the request from Tom 
(CTom) will be rejected by Sn due to CTom ≠ Ck (that is, h(DIDk, 
ZnTom, RNTom)≠h(DIDk||Zn||RNSn), wherein Zn is a secret number, 
which is shared between the legal sensor and the GW node).  

Consequently, with the very late detection of the MITM 
(Tom), Yoo and others’ scheme is directly vulnerable to the 
denial of service attack on the sensor node. By generalizing the 
MITM attack, an adversary can easily make the sensor node 
run out of energy from attempting verification. 

3) In mobile environments, the leakage of a user’s identity 
may facilitate an unauthorized entity to track the user’s current 
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location [21]. Thus, user privacy is one of the requirements of 
authentication protocols. However, in YL-3 of the 
authentication phase of Yoo and others’ scheme, user identity 
(IDk) is transmitted as plain text to the GW over the insecure 
public wireless channels for the login request (that is, {DIDk, T, 
IDk, RN1}). Clearly, Yoo and others’ scheme does not protect 
the privacy of the user. 

4) In practice, mutual authentication must be performed 
between the two end parties (that is, user and sensor) to 
establish trust. In [8], the authors did not consider the need for 
mutual authentication. Hence, Yoo and others’ scheme lacks a 
proper authentication procedure. 

Indeed, Yoo and others proposed a robust user authentication 
scheme to overcome the weaknesses of [4], [5], [7], [9], [10]; 
however, our analysis reveals that their scheme has security 
flaws that may have major impacts on real-time WSN 
applications. Therefore, the problem of user authentication in 
WSNs remains unresolved. To remedy the problems in [5]-
[10], a strong authentication scheme that provides the 
necessary security services to WSN applications at reasonable 
computation and communication cost is proposed in the next 
section. 

III. Proposed User Authentication Scheme 

Consider a wireless heterogeneous sensor network that 
consists of two types of devices, for example, low-resource 
devices (TelosB, MICAz) and high-resource devices (Stargate 
[22]), also known as the GW. The high-resource devices are 
tamper-resistant, but the low-resource devices are vulnerable to 
tampering. These devices are appropriately distributed in a 
confined area. We refer to [23]-[27] for a more comprehensive 
description of real-world WSNs. A user can access (on 
demand) the sensor data within the network using their 
personal digital assistant, mobile phone, or laptop. To query the 
sensor data, a user must register with the GW node and get a 
smartcard. Upon registration, he/she can query the sensor data 
within the network in a secure manner. 

To execute the proposed scheme, we make the following 
assumptions. 

i)  A GW is a trusted party and never compromised. 
ii) The GW and sensor share a long-term secret key 

LTkey=h(GWid||Snid||h(Y)) using a key management 
scheme [28], [29]. Here, h(.) is a one-way hash function, 
and Y is the high entropy secret number of a GW. 

iii) The long-term key has a lifetime (for example, one year) 
that depends on the applications. 

iv) All entities (user, GW, and sensor) strong symmetric   
cryptosystem that are sufficiently similar to one another 

Table 1. Notations and descriptions. 

Notation Description 

IDk, PWk Identity and password of user k (that is,Uk) 

GWid, Snid Identity of GW and sensor node 

J and X GW secret numbers (that is, 256 bits) 

b User random number 

Ex[], Dx[] Symmetric encryption and decryption using key x 

h(.) One-way hash function 

||, ⊕ Concatenation, XOR operation 
 

 
(for example, RC5/Skipjack encryption and decryption 
algorithm, as suggested in [30], especially for WSNs).  

The proposed scheme is divided into three phases: 
registration phase, authentication phase, and password-change 
phase. The notations and descriptions used in this paper are 
shown in Table 1. 

1. Registration Phase  

In this phase, a user passes his/her IDk and h(b⊕ PWk) to the 
GW. Upon receiving the user registration request, the GW 
node performs the following steps: Ak= Ej[IDk||GWid||h(X)] and 
Bk =h(IDk||h(b⊕PWk)⊕Ak). Note, GW node secret numbers 
(that is, J and X) have specific lifetimes (for example, one year), 
and all users must reregister with the GW node after the secret 
numbers expire. 

At this point, the GW node issues a smartcard to the user 
with following parameters: {Ak, Bk, h(.), h(X)}. Upon receiving 
the smartcard, the user enters a random number b into the 
smartcard; by doing so, the user does not need to memorize the 
random number b. Now, the smartcard has the following: Ak, 
Bk, h(.), h(X), and b. 

2. Authentication Phase  

This phase is divided into two subphases: login phase and 
verification phase. The flow of authentication phase is shown 
in Fig. 2. 

Login phase. The login phase is invoked whenever a user 
wants to access the sensor data. Uk inserts the smartcard into 
the terminal and enters IDk and PWk. Upon receiving the login 
request, the smartcard performs the following steps. 

•L-1: Computes Bk*=h(IDk||h(b⊕PWk)⊕Ak) and verifies 
Bk*=Bk; if not, terminates the login request; otherwise, 
proceeds to the next step. 

•L-2: Generates a temporary key (M=h(h(X)||IDk||T′)) and 
nonce Ck. Encrypts h(IDk)||h(X)||Ck ||T′ using M (that is, Pk= 
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• computes: Bk*= h(IDk||h(b⊕PWk) ⊕Ak) 
• verify (Bk*= Bk), if not, then abort 
• generates a nonce Ck 
• computes: Pk= EM[h(IDk)||Ck || h(X)|| T'], here M = h(h(X)||IDk||T') 

                        <Pk,Ak,T'> 
 

• checks (T''– T') > ΔT, if yes, then abort 
• decrypts Ak using J and obtain IDk', GWid' and h(X) ' 
• computes: M=h(h(X)'||IDk'|| T'), decrypts Pk using M and obtains h(IDk)*, Ck *, h(X)*, and T'*  
• compares : T'*= T', if not, then abort 
• computes :h(IDk');  
• compares: h(IDk)*=h(IDk'), GWid = GWid', and h(X)*= h(X)' if not, then abort 
• computes: SIDk = ELTkey[h(IDk') ||GWid||Ck||h(X)'||Sn||T''] 

                    <SIDk,T''> 
 

• checks (T'''– T'') > ΔT, if yes, then abort 
• decrypts SIDk using LTkey to obtain h(IDk)', GWid*, Ck, h(X)'*, Sn* and T''*
• compares : T''*= T'', GWid*= GWid and Sn*= Sn, if not, then abort 
• computes: Skey=h(h(IDk)'||Ck||h(X)'*||Sn||T''') 
• computes: Nk= ESkey[Sn||Ck|| h(X)'*||T'''] 

<Nk, Sn, T'''> 
 

• checks (T*– T''') > ΔT, if yes, then abort 
• computes: Skey = h(h(IDk)||Ck||h(X)||Sn||T''') 
• decrypts Nk to obtain Sn*, Ck*, h(X)'* and T'''* 

Compares: T'''*= T''', Sn*= Sn, Ck*= Ck and h(X)'*= h(X), if yes, then the sensor node is a legal node; otherwise aborts the system. 

 Fig. 2. Proposed scheme: authentication phase. 

EM [h(IDk)||h(X)||Ck ||T′]) and transmits the message <Pk, Ak, 
T′> to the GW node over an insecure public network; here, T′ 
is the current timestamp of the system of the user. 

Verification phase. This phase is invoked whenever the GW 
receives a login request <Pk, Ak,T′> from the user at time T′′. 
The GW node authenticates user Uk according to the following 
steps. 

•V-1: Checks timestamp (T′′–T′) > ∆T; if yes, terminates the 
system; otherwise, proceeds to the next step. Here, T′′ is the 
current timestamp of the GW node and ∆T is an expected time 
interval for the message transmission delay. 

•V-2: Decrypts Ak using the GW node secret J and obtains 
IDk′, GWid′, and h(X)′.  

•V-3: Computes M=h(h(X)||IDk′||T′) and decrypts Pk using M 
to obtain h(IDk)*, h(X)*, Ck, and T′*.  

•V-4: Compares T′*=T′; if not, terminates the system; 
otherwise, proceeds to the next step. 

•V-5: Computes h(IDk′) and compares h(IDk)*=h(IDk′), 
GWid=GWid′, and h(X)*=h(X)′. If the sensor node holds, then 
the GW node ensures that the user Uk is a legitimate user and 
proceeds to the next step; otherwise, terminates the system. 

•V-6: Computes SIDk=ELTkey[h(IDk′)||GWid||Ck||h(X)′||Sn||T′′]. 
Here, T′′ is the current timestamp of the GW node. The GW 
node sends a message <SIDk, T′′> to nearest Sn. 

•V-7: Upon receiving the GW message <SIDk,T′′>, the 

sensor node validates the timestamp as follows: (T′′′–T′′) > ∆T; 
if yes, terminates the system; otherwise, proceeds to the next 
step. Here, ∆T is considered to be an expected time interval for 
the message transmission delay, and T′′′ is the current 
timestamp of the sensor node. 

•V-8: Now, Sn decrypts submessage SIDk using the long-
term shared key (that is, LTkey) to obtain h(IDk′)*, GWid*, Ck*, 
h(X)′*, Sn*, and T′′*. 

•V-9: Compares T′′*=T′′, GWid*= GWid, and Sn*=Sn. If the 
GW node holds, then Sn ensures that the GW node is a legal 
node, and this request is for a legitimate user; otherwise, Sn 
terminates the system. 

•V-10: Thereafter, the sensor node Sn computes a session key, 
Skey=h(h(IDk′)*||Ck*||h(X)′*||Sn||T′′′); here, T′′′ is the current 
timestamp of the sensor node. 

•V-11: Computes Nk=ESkey[Sn||Ck|| h(X)′*||T′′′] and sends the 
message <Nk, Sn, T′′′> to the user Uk. 

•V-12: Upon receiving the sensor node message <Nk, Sn, 
T′′′>, user validates the timestamp, as follows, (T*–T′′′) > ∆T; if 
yes, terminates the system; otherwise, proceeds to the next step. 
Here, ∆T is considered to be an expected time interval for the 
message transmission delay, and T* is the current timestamp of 
the user system. 

•V-13: Now, the user Uk computes the session key 
Skey=h(h(IDk)||Ck||h(X)||Sn||T′′′) and decrypts Nk to obtain Sn*, 
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Ck*, h(X)′**, and T′′′* and compares T′′′*=T′′′, Sn*=Sn, Ck*=Ck, 
and h(X)′**=h(X). If all the values are identical, then the sensor 
node is a legal node; otherwise, it is a fake node and terminates 
the system.  

3. Password-Change Phase  

The password-change/update phase is invoked when a user 
wants to change or update his/her password, as follows. 

1) User Uk, inserts the smartcard into the terminal and enters 
IDk and PWk. 

2) Now, the smartcard verifies user’s credentials with pre-
stored values, as follows: 

a) Computes Bk*= h(IDk||h(b⊕PWk)⊕Ak). 
b) Verifies Bk*=Bk; if yes, proceeds to the next step; 

otherwise, password change request fails. 
3) The smartcard asks for the new password h(bnew⊕PWknew) 

and computes Bknew= h(IDk||h(bnew ⊕PWknew)⊕Ak). 
4) Finally, the smartcard replaces Bk with Bknew and b with 

bnew. 

IV. Analysis of Proposed Scheme 

In this section, we discuss the security and performance 
analysis of the proposed scheme. We compare the proposed 
scheme with the work in [5]-[10]. 

1. Security Analysis 

To analyze the security of the proposed scheme, we assume 
that an adversary (Tom) has full control over the wireless 
channels between all entities (that is, the GW, user, and sensor). 
He/she can easily intercept, eavesdrop on, insert information 
into, and delete the messages from the wireless communication. 
Moreover, as referred to in [31], we also assume that Tom may 
either (i) hack the password of user Uk or (ii) extract the 
smartcard secret numbers using [32], [33], but not both (i) and 
(ii) at the same time. Based on the above assumptions, the 
security analysis of the proposed user authentication scheme is 
as follows.  

User-impersonation attack. Consider that Tom eavesdrops 
on a previous login message <Pk, Ak, T′> and tries to 
impersonate a legal user (Allen) for login at the GW node at 
time T* (>T′). Tom forwards the login message <Pk, Ak, T*> to 
the GW node at T*. Upon receiving the message from Tom at 
time T′′, the GW node checks T* according to (T′′−T*) > ∆T. It 
is very obvious that T* is a valid time; however, the GW node 
will capture the modified time (T*) of Tom because the 
submessage Pk=EM[h(IDk)||Ck||h(X)||T′] contains the current 
timestamp of the system of Allen (that is, T′). As a result, T* is 
not verified (that is, T*≠T′) at the GW, and the GW node aborts 

the system.  
Moreover, in the proposed scheme, Tom cannot alter the 

login messages of Allen since all the messages are kept 
confidential (for example, Pk=EM[h(IDk)||Ck||h(X)′||T′] and Ak = 
Ej [IDk||GWid||h(X)]) using secret keys (M=h(h(X)||IDk||T′) and 
J ), which are only known to the legal parties (Allen and GW 
node). Hence, the proposed scheme is strong against user 
impersonation attacks and message alteration attacks, whereas 
Yoo and others’ protocol is susceptible to user impersonation 
attacks and message-alteration attacks. 

MITM attack. It is obvious that Tom may attempt an 
MITM attack by modifying <SIDk,T′′> between the GW node 
and Sn at time T*. However, this attempt will not succeed at T* 
because submessage (SIDk=ELTkey[h(IDk′)||GWid||Ck||h(X)′|| 
Sn||T′′]) contains GW node actual time (T′′) and it will not be 
verified at Sn in step V-9 (refer authentication phase) due to the 
T* ≠ T′′. Moreover, the submessage SIDk is kept confidential 
using LTkey, and Tom does not have knowledge about LTkey, (= 
h (GWid|| Snid|| h(Y))), which is shared between the legal GW 
node and Sn. Thus, the proposed scheme is secure against 
MITM attacks. 

Replay attack. In a replay attack, Tom may collect messages 
over a public network and try to replay them to the GW node, 
Sn, and user. Assume that Tom intercepts login message <Pk, 
Ak, T′> of Allen and tries to log into the GW node by replaying 
it. The verification of a replayed message will fail due to the 
time interval (T′′− T′) > ∆T; here, T′′ is the current timestamp of 
the GW node. For instance, Tom modifies the timestamp T′ as 
(T*) and then replays the login request. However, the request 
cannot pass the verification from the GW node because the 
temporary key (that is, M=h(h(X)||IDk′||T′)) is computed over 
h(X), IDk′, and the current timestamp (T′) of a legal user (Allen). 
A similar obstacle exists if Tom intercepts a valid GW node 
message <SIDk, T′′>and tries to replay it to Sn. The verification 
of a replayed message will fail due to the time interval  
(T′′′−T′′)>∆T; here, T′′′ is the current timestamp of Sn. 
Likewise, verification of a replayed message will fail if Tom 
intercepts a valid message <Nk, Sn, T′′′> from the Sn and tries 
to replay it to the user. The verification of the replayed message 
will not succeed due to the freshness of the time interval   
(T*−T′′′)>∆T; here, T* is the current timestamp of the user. 
The freshness of every message is validated by the current 
timestamp (that is, (T′′−T′)>∆T, (T′′′−T′′)>∆T, and 
(T*−T′′′)>∆T); thus, the proposed scheme is secure against 
replay attacks. 

Privilege-insider attack. Assume that the GW insider can 
steal/forge a user’s password and later try to impersonate that 
user. This attack could be very harmful in real-time 
applications [6]-[8]. However, in the registration phase, a user 
sends his/her password as a hashed value (h(b⊕PWk)) rather 
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than a plain password. An insider cannot see the user’s password; 
more importantly, here, b is a high entropy number that is not 
revealed to the GW (that is, insider) [7], [8]. Thus, the proposed 
scheme is not susceptible to the privilege-insider attack. 

Parallel session attack. In this attack, an adversary who 
does not know the user’s identity and password wants to 
masquerade as a legitimate user by creating a valid login 
message from the information acquired by eavesdropping on 
the communication between the user and the GW node [20]. 
Assume that Tom intercepts the login message <Pk, Ak, T′> of 
legal user Allen at time TTom and starts a new session with the 
GW node by sending an altered login message <Pk, Ak, TTom>. 
Upon receiving the login request from Tom, the GW node 
checks the validity of TTom and computes the temporary key 
(that is, MTom=h(h(X)||IDk′||TTom)). Because MTom is an incorrect 
temporary key, the submessage Pk (=EM[h(IDk)||Ck||h(X)′||T′]) 
cannot be decrypted. Moreover, if the GW node computes the 
correct key, M (temporary key), the GW node will still reject 
the login request from Tom at step V-4 because TTom*≠T′. 
Consequently, the proposed scheme is secure against the 
parallel session attack. 

GW-bypass attack. In this attack, an adversary can bypass 
the GW using a fabricated message and set up an independent 
communication with the sensor node and query for the data 
accordingly. Assume that Tom forwards a fabricated request to 
the sensor node <SIDTom, T′′>. However, the request from Tom 
will not be accepted and computed at Sn because Tom does not 
have knowledge about the LTkey (=h(GWid||Snid||h(Y))), which 
is shared between the legal GW node and Sn. Hence, a GW-
bypass attack will not work on the proposed scheme.  

Gateway-masquerade attack. An intruder cannot acquire 
the secret key Y since it is a high entropy value and hashed with 
GWid and Snid (LTkey=h(GWid||Snid||h(Y))). Thus, an adversary 
cannot masquerade as a server. 

Stolen-verifier attack. The proposed scheme is strong 
against the stolen-verifier since the GW does not maintain a 
password/verifier table. 

Key-guessing attack. In the proposed scheme, the long-
term key (LTkey = h(GWid||Snid||h(Y))), the temporary key (M = 
h(h(X)||IDk||T′)), and the secret numbers (X and Y) are hashed 
values, which are difficult to invert. Moreover, the secret 
numbers are not transmitted as plain text; therefore, the attacker 
cannot apply a guessing attack. Hence, the proposed scheme is 
strong against key guessing attacks.  

Many logged-in users with same login ID. In this attack, 
the login ID and password are verified using a verifier table, 
which should be stored on the system [4], [8]. However, in the 
proposed scheme, the GW node does not maintain a verifier 
table; hence, this attack is not applicable to the proposed 
scheme. Moreover, the proposed scheme exploits the 

smartcard computation to log into the network, and the login 
session is terminated if the smartcard is removed from the user 
system [4]. Hence, the proposed scheme is strong against many 
logged-in users with same login ID attacks. 

Mutual authentication between the user and the sensor. 
In the proposed scheme, mutual authentication of Uk and Sn is 
achieved, maintaining trust for both entities. As shown in Fig. 2, 
when the GW node receives the login message <Pk,Ak,T′> 
from the legitimate user, the GW node authenticates the user 
legitimacy by verifying the h(IDk)*=h(IDk′), as shown in the 
authentication phase, step V-5, and sends another message to 
the sensor node (that is, <SIDk,T′′>). When the sensor node 
receives message <SIDk,T′′> from the GW node, it ensures 
that the request is generated by the real GW node (as shown in 
the authentication phase, step V-9) and is generated for the 
legal user. Likewise, when the user receives a message from 
the sensor node (that is, <Nk, Sn, T′′′>), then he/she ensures that 
the response is generated from the real sensor node (as shown 
in the authentication phase, step V-13). Hence, the proposed 
scheme maintains trust for both parties (that is, user and sensor), 
which was not the case in [5]-[10]. 

Message confidentiality. Generally, protocol messages are 
transmitted over public communication channels, so protocol 
messages should be confidential. In this regard, our proposed 
scheme provides confidentiality (for example, Pk=EM[h(IDk)|| 
Ck||h(X)||T′], Ak=Ej[IDk||GWid||h(X)], SIDk=ELTkey[h(IDk′)|| 
GWid||Ck||h(X)′||Sn||T′′], and Nk=ESkey[Sn||Ck||h(X)′*||T′′′]). 
Additionally, the keys are confidential. Hence, the proposed 
protocol achieves message confidentiality. 

User privacy. Assume that Tom intercepts the login message 
<Pk,Ak,T′> but cannot get the user identity from the 
submessage Pk, which is confidential via temporary key M, and 
M is not easily computable. Furthermore, in submessage (Pk), 
the user’s identity is hashed (that is, h(IDk)), and it is difficult to 
invert a hash function. Hence, in the proposed scheme, an 
adversary cannot discover the user’s real identity; only the GW 
node can discover the user’s identity, as it is assumed that the 
GW node is a trusted party. This security feature was not 
considered in [8].  

Strong session key establishment. A secure session key 
(that is, Skey=h(h(IDk′)||Ck||h(X),||Sn||T′′′)) is set up at the end of 
successful authentication to ensure that subsequent messages 
are transmitted securely. Hence, the proposed user 
authentication scheme facilitates secure session key 
establishment service, which is an important security service 
for the user authentication protocol. 

2. Performance Analysis 

This subsection discusses the performance analysis of the  
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Table 2. Computational cost comparison: proposed scheme and [5]-
[10]. 

Registration phase 
Authentication phase 

(login and verification) Schemes 
User GW User GW Sensor node

[5] - 3H 1H 5H 1H 

[6] 1H 5H 5H 5H 1H 

[7] 1H 2H 3H 5H 2H 

[8] 1H 3H 5H 8H 2H 

[9] - 3H 5H+1S 9H+1S 2H+2S 

[10] - 4H 4H 6H 1H 

Ours 1H 2H+1S 5H+2S 2H+3S 1H+2S 
 

Table 3. Computational cost (password change phase) comparison: 
proposed scheme and [5]-[10]. 

Scheme [5] [6] [7] [8] [9] [10] Ours

User - 6H 4H 5H - 4H 5H 
 

Table 4. Security features comparison: proposed scheme and [5]-
[10]. 

Security features [5] [6] [7] [8] [9] [10] Ours

User privacy No No No No No No Yes
Mutual authentication 

between sensor and user No No No No No No Yes

Message confidentiality No No No No No No Yes
Secure session key 

establishment No No No Yes Yes No Yes

Password-change phase No Yes Yes Yes No Yes Yes
Secure against message-

alteration attack No No No No No No Yes

Secure against privileged-
insider attack No Yes Yes Yes No No Yes

Secure against 
impersonation attack No No No No No No Yes

Secure against parallel-
session attack No No No Yes No No Yes

Secure against gateway-
bypass attack No No partial Yes No No Yes

Secure against MITM No No No No No No Yes
 

 
proposed scheme. We compare the performance to that of [5]- 
[10] in terms of computational and communication cost and 
security features. To evaluate the computational cost, we focus 
on the registration phase, authentication phase, and password-
change phase. The following notations are used to analyze the 
computational cost: 

• H = The time for performing a one-way hash function;  
• S = The time for performing a symmetric encryption/ 

decryption operation. 
Computational cost. The computational cost for the 

registration phase at the GW is only a one-time job, and the 
GW can compute complex operations since it has a high-
resource sensor. As shown in Table 2, the computational cost 
(that is, registration phase and authentication phase) of [5], [6], 
[7], [8], [9], and [10] is 10H, 17H, 13H, 19H, 19H+4S, and 
15H, respectively. However, the computational cost of [5] and 
[7] is reasonable, whereas the computational cost of [6], [8]-
[10] is very high and provides less security services. 
Furthermore, it can be clearly seen from Table 2 that our 
proposed scheme needs 11H and 8S and offers many security 
services. 

In addition, the computational cost of the password-change 
phase is an optional service that is only performed on the 
(resource-rich) user side; however, the schemes in [6], [7], [8], 
and [10] require 6H, 4H, 5H, and 4H, respectively (as shown in 
Table 3); in [5] and [9], the authors did not consider this service. 
In the proposed scheme, the password-change phase requires 
5H (that is, hash operations); refer to the information on the 
password-change phase in subsection III.3. 

Communication cost. We compare the communication cost 
of the proposed scheme with that of Yoo and others’ scheme. 
As shown in Fig. 2, the proposed scheme requires only three 
message exchanges to execute the whole scheme, whereas Yoo 
and others’ scheme requires six message exchanges to execute 
the whole protocol, as shown in Fig. 1. Thus, the scheme in [8] 
is not efficient in terms of the communication cost.  

Moreover, we summarize the security features of the 
proposed scheme and make comparisons with [5]-[10], as 
shown in Table 4. It is obvious that our scheme can achieve the 
paramount requirements for a secure and efficient user 
authentication protocol for WSN environment. 

V. Conclusion 

An efficient user authentication is always a big concern in 
WSNs. In 2012, Yoo and others presented a two-factor user 
authentication protocol as an enhancement to the work in [4], 
[5], [7], [9], [10]. However, in this paper, we showed that Yoo 
and others’ scheme is vulnerable to impersonation attacks, 
message-alteration attacks, and MITM attacks and lacks the 
ability to protect user privacy and achieve proper mutual 
authentication. Moreover, the communication and 
computational costs of their scheme are too high. Consequently, 
the [4]-[10] schemes are not directly applicable to real-time 
sensor networks. 

This paper presented a strong user authentication scheme 
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that maintains all the security features of [4]-[10] and provides 
additional security features for WSNs. The proposed scheme 
poses a viable defense against an adversary attempting to 
breach security. Further, our analyses showed that the proposed 
scheme suits real-time sensor networks in terms of the cost of 
computation and communication. 
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