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Abstract

Epistemic uncertainty, the lack of knowledge, is often more important than aleatory uncertainty, variability, in estimating reliability 

of a system. While the probability theory is widely used for modeling aleatory uncertainty, there is no dominant approach to model 

epistemic uncertainty. Different approaches have been developed to handle epistemic uncertainties using various theories, such as 

probability theory, fuzzy sets, evidence theory and possibility theory. However, since these methods are developed from different 

statistics theories, it is difficult to interpret the result from one method to the other. The goal of this paper is to compare different 

methods in handling epistemic uncertainty in the view point of calculating the probability of failure. In particular, four different 

methods are compared; the probability method, the combined distribution method, interval analysis method, and the evidence theory. 

Characteristics of individual methods are compared in the view point of reliability analysis.
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1. Introduction

In the reliability analysis of a system, epistemic 

uncertainty, which represents a lack of knowledge, is 

often more encountered than the aleatory uncertainty, 

which represents a natural variability of parameters. 

While there have been a widespread efforts to model 

the aleatory uncertainty throughout decades, there 

have been much less attention to the modeling of 

epistemic uncertainty. Recently, a couple of different 

approaches have been developed to handle the 

epistemic uncertainties as was mentioned in (Ferson 

et al., 2004) and (Kari et al.. 2011). These includes 

probability theory(Helton et al.. 1993), fuzzy sets or 

possibility theory(Zadeh, 1999), and evidence theory 

(Shafer, 1976; Dempster, 1967). However, since 

these methods are developed from different statistics 

theories, it is not easy to interpret the result from 

one method to the other. Therefore, this paper add-

resses the comparison of these methods for handling 

epistemic uncertainty in view of calculating the 

probability of failure. 

It should be stressed out that we focus on descri-

bing characteristics of different approaches instead of 

suggesting a good approach. Here, we examine four 

approaches in modeling epistemic uncertainty: the 

probability method, the combined distribution method, 

the interval analysis method and the evidence theory. 
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The first two methods, also known as second-order 

probability approach, model epistemic uncertainty with 

a distribution. The first method separates epistemic 

uncertainty from aleatory uncertainty and uses double- 

loop Monte Carlo simulation(MCS) to calculate the 

distribution of reliability. The second method, on the 

other hand, integrates epistemic uncertainty with 

aleatory uncertainty to predict combined distribution, 

whose results are equivalent to the mean of reliability 

from the first method. The interval analysis method 

is the simplest way to propagate epistemic uncer-

tainty into interval of reliability. This method is a 

special case of the probability based method with 

separated epistemic uncertainty modeling. The epistemic 

uncertainty is defined with a bounded uniform 

distribution and the corresponding reliability bounds. 

Evidence theory models epistemic uncertainty with 

sets of intervals. A basic probability is assigned for 

each interval and intervals may overlap each other or 

have a gap. 

We demonstrate these four approaches with a 

simple example of failure strength estimation. There 

is aleatory uncertainty in the failure strength due to 

inherent material variability. The source of epistemic 

uncertainty is from estimating the distribution of 

failure strength using a finite number of samples; 

i.e., statistical uncertainty. We will present how to 

interpret the epistemic uncertainty in the probability 

of failure for different approaches.

2. Aleatory and Epistemic Uncertainty

In the case of time-independent structural systems, 

it is often convenient to use a limit-state function in 

order to describe a reliability of a system. In this 

paper, the following form of limit-state function is 

used to determine the safety and failure of the system:

   (1)

where, in the case of strength of material, S is the 

failure strength of a material, and R is the stress 

applied to the structure. The system is considered 

safe when 0 and failed with ≤0. When the 

material strength or applied stress are uncertain, 

the safety of the system is evaluated in terms of 

reliability or, equivalently, the probability of failure 

defined as

  ≤  (2)

where   stands for the probability of the event 

in the bracket.

In order to simplify the discussion, it is assumed 

that there is no uncertainty in the applied stress; 

that is, the failure strength is the only source of 

uncertainty. Due to inherent variability of the 

material, it is assume that the failure strength is 

normally distributed; that is, 

∼  (3)

where  and  are, respectively, the mean and 

standard deviation of the true strength of the material, 

which are also called the distribution parameters. 

The uncertainty  is inherent variability and 

called aleatory uncertainty. 

Unfortunately, the true distribution parameters of 

failure strength are unknown, and it can only be 

estimated through tests. When  number of specimens 

are used to estimate the failure strength, the estimated 

distribution of the failure strength becomes

∼  (4)

where   and  are, respectively, the sample 

mean and standard deviation of test. Due to sampl-

ing error, the distribution parameters from test are 

different from the true ones. Of course, when infinite 

test samples are used,  will converge to . 

However, since a finite number of samples are used, 

the estimated distribution parameters have epistemic 

uncertainty(i.e., sampling uncertainty or statistical 

uncertainty). From the classical probability theory, 

the uncertainty in the estimated mean and standard 

deviation can be expressed by
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Fig. 1 Illustration of the concept of aleatory and 

epistemic uncertainty of the failure strength distribution

Failure strength ∼  

Estimated mean  ∼(200,250)

True mean  225

Estimated standard deviation    20

Applied stress 190

Table 1 Distribution parameters for aleatory and epistemic 

uncertainty

∼ 
  (5)

 ∼


 (6)

where  is the chi-distribution of order . 

Fig. 1 illustrates the concept of aleatory and epistemic 

uncertainty of the failure strength distribution

The source of epistemic uncertainty in Eqs. (5) and 

(6) are from sampling error. In general, however, 

different sources of epistemic uncertainty exist, such 

as modeling error, numerical error, etc. Although the 

statistical uncertainty in Eqs. (5) and (6) is given in 

the form of a distribution, epistemic uncertainty is 

not random by nature; that is, the true mean and 

standard deviation will be a single value, but their 

values are unknown. In this regard, the PDF of the 

distributions in Eqs. (5) and (6) should be interp-

reted as the shape of knowledge about the parameter. 

For example, Eq. (5) can be interpreted that the 

likelihood of  being  is higher than any other 

values.

When both aleatory and epistemic uncertainties 

exist, designer must determine a conservative failure 

strength in order to compensate for both uncer-

tainties. For example, when there exists aleatory 

uncertainty only, designer can determine the 90 

percentile of the distribution as a conservative failure 

strength. When epistemic uncertainty also exists, 

however, the 90 percentile cannot be determined as a 

single value, rather it becomes a distribution by 

itself. A designer must consider the effect of epistemic 

uncertainty when he or she chooses a conservative 

failure strength. 

The conservative estimate of failure strength for 

both aleatory and epistemic uncertainty has already 

been implemented aircraft design. When coupon tests 

are used to estimate a conservative failure strength 

of an aluminum material, it is required to be 

estimated using A- or B-basis approach(U.S. Depart-

ment of Defense, 2002). In the case of B-basis, for 

example, the conservative failure strength is estimated 

by 90 percentile with 95% confidence. The 90 percentile 

is for aleatory uncertainty, while 95% confidence is 

for epistemic uncertainty.

In the case when the epistemic uncertainty is 

represented by a probability distribution as in Eqs. 

(5) and (6), the probability theory can be used to 

calculate the effect of both aleatory and epistemic 

uncertainty, but it may not be straightforward if 

different methods of representing epistemic uncertainty 

are employed. In the following sections, four different 

methods of representing epistemic uncertainty are 

explained in the view point of conservative estima-

tion of the failure strength: (1) the probability method, 

(2) the combined distribution method, (3) the interval 

analysis method and (4) the Dempster-Shafer evidence 

theory.

In order to make the discussions in the following 

section simple and consistent, we further simplify the 

epistemic uncertainty. It is assumed that epistemic 

uncertainty only exists in the estimated mean, , 

not in the estimated standard deviation. In addition, 

it is further assumed that the epistemic uncertainty 

in the mean is uniformly distributed. This simplifi-

cation is necessary because some methods do not use 

probability distribution to represent epistemic uncer-

tainty. Table 1 shows the distribution parameters for 

both aleatory and epistemic uncertainty.
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Fig. 2 Double-loop Monte Carlo simulation for estimated 

distribution of failure strength

Fig. 3 PDF of the probability of failure and its 90 

percentile conservative estimate

3. Methods of Representing Epistemic Uncertainty

3.1 Probability method

The probability method is the most common 

approach in representing both epistemic and aleatory 

uncertainty. In this approach, the epistemic uncer-

tainty is given in the form of a probability distribu-

tion. In the case of sampling error(i.e., statistical 

uncertainty), the epistemic uncertainties in the mean 

and standard deviation can be represented by normal 

and chi distributions, respectively, as shown in Eqs. 

(5) and (6). In the case of modeling error, since the 

epistemic uncertainty is related to the lack of 

knowledge, a uniform distribution is frequently used. 

However, it is important to note that even if the 

epistemic uncertainty is represented in the form of 

probability distribution, its interpretation should be 

different from that of aleatory uncertainty. That is, 

there is no randomness in epistemic uncertainty, but 

the probability distribution is used to shape the form 

of knowledge regarding the uncertain variable. 

Therefore this method is preferable when the infor-

mation on the epistemic uncertainty is detail enough, 

such as the case of sampling error, so that the 

probability distribution of the epistemic uncertainty 

can be formed.

The problem formulation in Section 2 is based on 

the situation where the form of probability distri-

bution for an uncertain variable is known, but the 

distribution parameters governing the distribution 

are uncertain. In such a case, the estimated failure 

strength essentially becomes a distribution of distri-

butions. The estimated distribution of the failure 

strength can be obtained using a double-loop Monte 

Carlo simulation(MCS), as shown in Fig. 2. In the 

figure, the outer loop generates n samples from the 

estimated mean distribution, ~(200,250), from 

which n sets of normal distributions, 
   , can 

be defined. In the inner-loop, m samples of failure 

strengths are generated from each 
   , which 

represents aleatory uncertainty. Since the failure 

strength is normally distributed, it is also possible 

that the inner-loop can be analytically calculated 

without generating samples.

For each given sample from epistemic uncertainty, 

the aleatory uncertainty is used to build a probability 

distribution, 
   , from which the probability of 

failure, 
 , can be calculated. By collecting all samples, 

a distribution of probability of failure can be obtained, 

which represents the epistemic uncertainty. A 

conservative estimate of the probability of failure, 
, 

can be obtained by taking the 90 percentile of the 

distribution. Therefore, the effect of aleatory uncer-

tainty is considered by calculating 
 , while that of 

epistemic uncertainty is considered by calculating 
.

For the given example, the PDF of the proba-

bility of failure and its 90 percentile conservative 

estimate is shown in Fig. 3. It is noted that since 

the PDF of the probability of failure is highly 

skewed, the conservative estimate, 
, is far from 

its mean value, 
.
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In the probability-based method, the epistemic and 

aleatory uncertainties are treated separately, which 

can have both advantages and disadvantages. Disad-

vantages are the computational cost related to the 

double-loop MCS and the increase in dimensionality. 

That is, the number of uncertain input variables 

increases. Advantages are the separate treatment of 

epistemic and aleatory uncertainty such that it is 

clear to identify the sources of uncertainty. 

3.2 Combined distribution method

In the combined distribution method, the epistemic 

and aleatory uncertainties are combined together and 

represented as a single distribution. Because of that, 

the advantages and disadvantages of the probability 

method are interchanged in this method. That is, the 

estimated true method is computationally inexpensive 

with a less number of uncertain input variables, 

while it cannot separate epistemic uncertainty from 

aleatory uncertainty.

If MCS-based sampling method is used to calculated 

the estimated true distribution, all n×m samples in 

Fig. 2 are used to obtain the estimated distribution 

of failure strength, which includes both aleatory and 

epistemic uncertainty. However, the real advantage 

of the estimated true distribution is when an 

analytical method is used to calculate the combined 

distribution, which eliminates sampling error. In 

order to model the above MCS process analytically, 

the estimated failure strength is firstly defined as a 

conditional distribution as

   ∼    (7)

where the left-hand side is a conditional random 

variable given  and . The PDF of the condi-

tional distribution can be calculated by integrating 

the distribution parameters. Since only the uncer-

tainty in the mean is considered, the PDF of the 

failure strength can be expressed as

  
∞

∞

       (8)

where      is the normal PDF of failure 

strength with given , and   is the PDF of 

the mean parameter, which is uniformly distributed 

as given in Table 1. For mathematical details when 

both the mean and standard deviation have epistemic 

uncertainty, readers are referred to Park et al. 

(2014). Once the PDF of the estimated failure strength 

is obtained, the probability of failure can be calculated 

using Eq. (2) as


 

∞



  (9)

As the estimated distribution includes both aleatory 

and epistemic uncertainty, the probability of failure 

is a single value. Park et al.(2014) showed that 

Gauss quadrature with 50 segments are accurate 

enough when the level of probability of failure is in 

the order of 10-7, while MCS has more than 200% 

COV with a million samples.

It is interesting to note that the probability of 

failure in Eq. (9) is indeed the mean of the proba-

bility of failure distribution, 
, from the probability 

method. It is relatively easy to show this fact by 

using MCS process, as



 


 



 




  



 

 


×

  (10)

In the above equation, the term on the left-hand 

side corresponds to 
  0.0789 from the probability 

method, while the term on the right-hand side is 


 0.0786 in Eq. (9).

In terms of computational cost, the estimated 

distribution method is more efficient than the proba-

bility method because the former can obtain the 

probability of failure through numerical integration. 

However, since the former can only estimate the 

expected value of epistemic uncertainty, it is difficult 

to take a conservative estimate. Especially when the 

distribution is severely skewed, such as the distri-

bution of the probability of failure in Fig. 3, it can be 

dangerous to use a mean value. Therefore, it is not 
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Method Estimated prob. of failure

Probability 
 0.0789, 

 0.23

Combined distribution 

method

 0.0786

Interval analysis method 
 

   0.00135, 0.309

Evidence theory     0.154, 0.309

Table 2 Comparison of uncertainty in the probability 

of failure between different methods
easy to find the confidence interval due to epistemic 

uncertainty.

3.3 Interval analysis method

The interval analysis method is considered as the 

simplest way to represent epistemic uncertainty. 

Compared to the probability method, the interval 

analysis method assumes that nothing is known 

about the input uncertainty except for the lower- 

and upper-bound(Helton et al., 2008). Since the 

least amount of information is used in representing 

the input uncertainty, it is natural that the output 

uncertainty will also have the least amount of 

information; that is, the lower- and upper-bound of 

the limit-state function.

Although the input uncertainty is represented in 

the simplest method, it is not straightforward to find 

the minimum and maximum values of the limit-state 

function, unless it is a monotonic function of input 

variables. Optimization algorithms can be employed 

to find the minimum and maximum values of 

limit-state function. However, many optimization 

algorithms are limited to local optima, and finding 

global optima is often computationally challenging. 

Although the interval analysis method does not 

assume any particular distribution type between the 

intervals, it is convenient to consider the input interval 

is uniformly distributed, and uniform samples are 

generated to find the minimum and maximum of 

limit-state samples. Of course, in this case, the 

accuracy depends on the number of samples. In this 

regard, the interval analysis method becomes similar 

to the probability method when the epistemic uncer-

tainty is uniformly distributed between intervals. 

Therefore, the minimum and maximum values of the 

probability of failure from the double-loop MCS will 

be identical to that of the interval analysis method, 

which is in this case 
 

 [0.00135, 0.309], 
as shown in Fig. 3. Therefore, this method can be 

used only when very limited information on input 

epistemic uncertainty is available. Even so, it never 

used information that is generated during uniform 

sampling searching for the minimum and maximum 

values of probability of failure.

Since the probabilistic concept is not used in the 

interpretation of the interval analysis results, it is 

not possible to find confidence intervals. Instead, the 

maximum and minimum values of probability of 

failure can be used for the purpose of conservative 

design. As shown in Table 2, however, the maximum 

 from the interval analysis method is too conser-

vative compared to 
 from the probability method. 

This is partly because the tail portion of the 

distribution is significantly skewed.

3.4 Evidence theory

Evidence theory, also called Dempster-Shafer theory, 

measures uncertainty with belief and plausibility, 

which are the lower- and upper-bounds of probability 

with evidence instead of probability distribution. It is 

close to the interval analysis method in a sense that 

uncertainty is represented in the form of lower- and 

upper-bounds, while it is close to the probability 

method in a sense that each interval has an assigned 

probability. It is useful for epistemic uncertainty in 

situations where there is little information on which 

to evaluate a probability or when the information is 

nonspecific, ambiguous, or conflicting.

In Dempster-Shafer evidence theory, the epistemic 

uncertain input variables are modeled using a belief 

structure, which is a set of intervals with basic 

probability assignment(BPA) to each interval, which 

indicates the level of likelihood that the uncertain 

input falls within the interval. If the entire range of 

epistemic uncertainty is represented by a single 

interval with BPA=1, it becomes identical to the 
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(a) Basic probability assignment for five overlapping intervals
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Fig. 5 Comparision between probability method and 

evidence theory with different numbers of intervals

interval analysis method.

In order to show epistemic uncertainty in evidence 

theory, a belief structure on input failure strength is 

constructed as shown in Fig. 4(a), where each 

interval has a constant BPA of 0.2. 

The main process of evidence theory is to find the 

cumulative belief function(CBF) and the cumulative 

plausibility function(CPF) of the probability of failure. 

CBF is the cumulative belief that the uncertain 

probability of failure  is less than a given value y, 

 ≤ . Similarly, CPF is the cumulative 

plausibility that the uncertain probability of failure 

 is less than a given value y,  ≤ .

CBF and CPF can be found by performing a similar 

process with the interval analysis method: finding 

minimum and maximum values and accumulating 

BPA of each interval. Since the interval analysis 

method is used for each interval, the evidence theory 

can be expensive, especially when multiple variables 

are involved.

Fig. 4(b) shows the CBF and CPF for the proba-

bility of failure. Similar to the interval analysis 

method, it is not easy to define a confidence interval 

for the evidence theory. However, different from the 

interval analysis method, it is possible to estimate a 

narrower interval corresponding to 90 percentile from 

CBF and CPF graphs. For example, 90 percentile of 

CBF is  0.15, while that of CPF is  0.309. 

Therefore, the range of the probability is much 

narrower than that of the interval analysis method. 

In addition, this range also covers the 90 percentile 

from the probability method, 
0.23.

The interpretation of CBF and CPF is a combina-

tion of the probability method and the interval analysis 

method. For example, the minimum likelihood that 

the probability of failure is less than 0.1 is 0.6, while 

the maximum likelihood is 0.8. Therefore, connecting 

with the probability method, it is possible to consider 

that CBF is the lower-bound of CDF, and CPF is the 

upper-bound. This observation becomes clear if the 

number of intervals increases. Fig. 5 compares the 

CBF and CPF for different number of intervals. It is 

clear that as the number of intervals increases, the 

gap between CBF and CPF decreases and both the 

CBF and CPF converge to the distribution of proba-

bility of failure obtained from the probability method 

(black curve).

4. Conclusions

In this paper, four different methods of represen-

ting epistemic uncertainty are presented in estima-

ting the uncertainty in the probability of failure. It is 

found that the probability method represents the 

uncertainty most accurately as it uses the full 

distribution of input uncertainty. On the other hand, 

the interval analysis method only provides a lower- 

and upper-bounds of the probability of distribution 
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because of the lack of information in input epistemic 

uncertainty. Since computational costs of these two 

methods are almost identical, the choice depends on 

the availability of information of the input uncertainty. 

The combined distribution method has a computa-

tional advantage but only provides the mean value of 

the distribution, which can be dangerous especially 

when the distribution is highly skewed. However, 

this method is the most computationally inexpensive. 

The evidence theory is located between the proba-

bility method and the interval analysis method, but 

the computational cost can be the highest among four 

methods. As more information is available for input 

uncertainty, this method converges to the probability 

method. Fig. 6 illustrates the distributions of the 

probability of failure from the four methods. 

Based on this study, it is concluded that it is 

important to choose a method based on the level of 

information available in input epistemic uncertainty.
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Nomenclature

 : Limit-state function

  : Capacity(failure strength)

 : Response(applied stress)

  : Mean of true failure strength

  : Mean failure strength from test

  : Estimate of true mean failure strength

  : Standard deviation of true failure strength

 : Standard deviation of failure strength from 

test

  : Estimated standard deviation of true failure 

strength
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요  지

신뢰성 해석을 수행할 때 정보부족으로 인해 발생하는 인식론  불확실성(epistemic uncertainty)은 고유의 변동성에 의해 

존재하는 내재  불확실성(aleatory uncertainty)보다 더 요하게 다 야 한다. 그러나 그동안 개발된 확률이론은 주로 내재

 불확실성을 모델링하는데 이용된 반면, 인식론  불확실성의 모델링에 해서는 아직 확실한 근법이 없었다. 최근 이를 

해 probability theory를 포함한 여러 근법들이 제시되고 있지만 이들은 서로 다른 통계  이론들을 바탕으로 도출되었기 

때문에, 각 방법들의 결과들을 이해하는데 어려움이 있었다. 본 연구에서는 고장 확률을 계산하는 문제를 가지고 이러한 방법들

이 인식론  불확실성을 어떻게 다루는지를 비교, 분석하 다. 이를 해 probability method, combined distribution method, 

interval analysis method 그리고 evidence theory를 상으로 신뢰도 분석문제에 해 각 방법들의 특징들을 비교하 으며, 

그 결과는 다음과 같다. 입력변수의 확률분포 형태를 알 수 있다면 probability method가 가장 우수하나, 이를  모르면 

interval method를 사용해야 한다. 그러나 계산비용 면에서는 두 방법이 유사하므로 결국 입력변수의 확률특성 정보가 얼마

나 있느냐에 따라 방법을 선택한다. Combined distribution method는 failure probability의 평균만 제공하므로 사용하지 않는 

것이 좋다. 다만 이 방법은 계산비용이 매우 게 드는 장 이 있다. Evidence theory는 probability와 interval 방법의 간에 

해당하며, 구간별 probability assignment를 세분화 할수록 probability결과에 근한다. 이 방법은 계산비용이 가장 높은 것

이 문제이다. 

핵심용어 : 인식론  불확실성, 신뢰성, 간격법, 증거이론, 확률이론
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