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This paper presents a model-based image 
steganography method based on Watson’s visual model. 
Model-based steganography assumes a model for cover 
image statistics. This approach, however, has some 
weaknesses, including perceptual detectability. We 
propose to use Watson’s visual model to improve 
perceptual undetectability of model-based steganography. 
The proposed method prevents visually perceptible 
changes during embedding. First, the maximum 
acceptable change in each discrete cosine transform 
coefficient is extracted based on Watson’s visual model. 
Then, a model is fitted to a low-precision histogram of 
such coefficients and the message bits are encoded to this 
model. Finally, the encoded message bits are embedded in 
those coefficients whose maximum possible changes are 
visually imperceptible. Experimental results show that 
changes resulting from the proposed method are 
perceptually undetectable, whereas model-based 
steganography retains perceptually detectable changes. 
This perceptual undetectability is achieved while the 
perceptual quality — based on the structural similarity 
measure — and the security — based on two steganalysis 
methods — do not show any significant changes. 
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I. Introduction 

Steganography involves hiding a secret message in a cover 
medium so that only the intended recipient becomes aware of 
the existence of the hidden message [1]. For higher security, the 
message is usually coded before being embedded into the 
cover medium. The result of this coding procedure is a pseudo-
random sequence of 0’s and 1’s, which is then embedded in the 
cover. Embedding the message bits in an image usually 
introduces some visual artifacts and changes the image 
statistics. The image statistics are analyzed by steganalysis 
methods, whereas visual artifacts may be detected by the 
human eye.  

Adaptive steganography utilizes image features and content 
information to improve the embedding process [2]. For 
example, less detectable artifacts may be introduced into the 
cover image by the embedding method [3]. In some cases 
these artifacts are detected with difficulty by steganalysis 
methods due to trivial changes introduced in image statistics. 
However, the artifacts may be visually perceptible to the 
human eye. Therefore, perceptual undetectability is very 
important in steganography. This means that applying a 
steganography method to an image should not leave any 
visually perceptible phenomena. To support this idea and 
improve robustness of watermarking methods, perceptual 
models, such as Watson’s visual model [4], were proposed to 
describe the human visual system. The methods which use the 
human visual model in steganography are discussed in the next 
section. 

Different approaches, such as statistics-preserving 
steganography, model-based steganography, and masking 
embedding as natural processing methods, exist for image 
steganography. In model-based steganography, a model is 
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assumed for the cover image [5]. The embedding procedure 
changes image elements (pixel values or transform coefficients) 
so that they do not violate the assumed cover model. For 
example, Sallee [6] proposed a generalized Cauchy distribution 
(GCD) to model the distribution of each discrete cosine 
transform (DCT) coefficient and assumed that all covers obey 
this model. The idea of using a model for image statistics in his 
approach was a novel idea. But, unfortunately, steganalysis 
methods easily detect stego images generated by this method 
[7], [8].  

While the model-based steganography approach attempts to 
model image statistics, visual models attempt to model the 
human visual system. We propose to use both visual and cover 
models for improving steganography techniques. In the 
proposed method, Watson’s visual model [4] is used to 
strengthen model-based steganography. In this scheme, 
Watson’s visual model prevents perceptual phenomena during 
the embedding phase. In addition, we model the DCT 
coefficients via the GCD. 

First, the maximum acceptable changes are extracted based 
on Watson’s model [4]. The DCT AC1) coefficients whose 
changes are acceptable based on Watson’s visual model are 
called “proper AC coefficients.” Then, the low-precision 
histogram of proper AC coefficients is computed and the 
distribution parameters are estimated. The message bits are 
encoded to obtain new symbols based on the model. Finally, 
new symbols are embedded in proper AC coefficients such that 
the estimated distribution is satisfied. 

Experimental results show that the proposed steganography 
algorithm improves the model-based steganography algorithm 
[6] in terms of visual imperceptibility, image quality, and 
security. 

The rest of the paper is organized as follows. In section II, we 
give a brief overview of the related work involving model-
based steganography and human visual models. Watson’s 
visual model is explained in section III. The details of the 
proposed steganography method are explained in section IV. In 
section V, using some experiments, we investigate the 
imperceptibility and quality of the resulting images and the 
security of the algorithm. Finally, in section VI we conclude the 
paper and outline some possible future works. 

II. Related Work 

The human visual system has been considered in JPEG 
image compression [9]. Based on Watson’s study [4], this 
compression standard selects higher quantization coefficients 
                                                               

1) Alternating Current. In DCT, the upper-left-most element in the coefficients matrix of 

each block is the DC or direct current coefficient and other coefficients are the AC coefficients. 

for frequencies that are less sensitive to the human eye. 
Ahumada and Peterson proposed a luminance-based model to 
approximate the perceptual sensitivity of DCT coefficients to 
quantization errors [10]. Peterson and others psychophysically 
measured the smallest coefficient of each frequency that causes 
a visible phenomenon [11]. These coefficients provided 
threshold amplitudes for the DCT basis functions. Watson 
called this model the image-independent perceptual (IIP) 
approach and proposed the image-dependent perceptual (DWT) 
method [4]. The IDP model is an extension of the IIP model, 
which is optimized for a specific image. It, as described in the 
next section, provides luminance masking, contrast masking, 
and error pooling. Podilchuk and Zeng used this IDP model for 
watermarking still images [12]. The IIP model, which is 
independent of image content, is not a suitable choice for data 
embedding. Adaptive data hiding implies using local image 
content during the embedding process. Kankanhalli and others 
proposed such a new analysis method of the noise sensitivity 
for every pixel [13]. Awrangjeb and others used the method of 
Kankanhalli and others [13] for their data-hiding method in the 
spatial domain [14], since this method is applicable to this 
domain. 

Cox and others dedicated one chapter of their book to 
perceptual watermarking [5]. They noted that a perceptual 
model generally considers sensitivity, masking, and pooling 
phenomena in a perceptive sense, such as vision. Watson’s 
visual model [4] properly modeled such phenomena in the 
DCT domain, while Kankanhalli and others [13] limited their 
model to edge, texture, smooth areas, and brightness sensitivity. 
Therefore, we chose Watson’s model to apply a human visual 
model in the DCT domain. 

Human visual models usually measure the distance between 
the original image and the watermarked images. This distance 
can be used as a restriction on changes of coefficients and 
improves imperceptibility [15]–[19] and robustness of 
watermarking [20]–[24]. In addition, it is used as a measure for 
determining suitable regions in an image in which to embed 
more data [25], [26], a measure of distortion [26], and to 
simplify the computation of watermark insertion [27]. 

In some studies, the human visual system has been used with 
a neural network [28], [29] or a fuzzy system [30] to recover 
the watermarking signals from the watermarked images. 

Watson’s visual model [4] is used to model the human visual 
system in the DCT domain. However, in some investigations it 
is modeled in other transform domains [20]. Levicky and Foris 
combined three human visual models in the DCT, discrete 
wavelet transform (DWT), and spatial frequency domains [31]. 
Xie and others compared two human visual models: the DCT-
based Watson’s model and the DWT-based pixel-wise masking 
model and showed that Watson’s model was the more superior. 
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[32]. Pan and others analyzed the influences of luminance, 
frequency, and texture masking factor to cover distortion for 
embedding in the DWT domain [33]. Shu and others proposed 
two watermarking methods for the discrete curvelet and 
discrete contourlet transform domains [34], [35]. They 
concluded that these domains have higher capacity than the 
wavelet domain. Kim and others proposed a watermarking 
method based on the human visual system in the DWT domain, 
which is robust against JPEG compression, smoothing, 
cropping, collusion, and multiple watermarking [36]. 

III. Watson’s Visual Model 

A perceptual model usually measures the perceptibility of a 
hidden message. The human visual system is the basis for visual 
models such as Watson’s model [4], [5]. Watson’s model 
attempts to account for frequency sensitivity, luminance masking, 
and contrast masking; all of which are in the DCT domain. 

1. Frequency Sensitivity 

Watson’s visual model defines the frequency sensitivity in a 
matrix t, in which each [ , ] : , 1, , 8,t i j i j = … is to be the 
smallest visible value of the corresponding DCT coefficients in 
a block without any masking noise. Smaller values of [ , ]t i j  
indicate higher sensitivity of the human eye to the 
corresponding frequency [4], [5]. The resulting matrix is 

1.40 1.01 1.16 1.66 2.40 3.43 4.79 6.56

1.01 1.45 1.32 1.52 2.00 2.71 3.67 4.93

1.16 1.32 2.24 2.59 2.98 3.64 4.60 5.88

1.66 1.52 2.59 3.77 4.55 5.30 6.28 7.60

2.40 2.00 2.98 4.55 6.15 7.46 8.71 10.17

3.43 2.71 3.64 5.30 7.46 9.62 11.58 13.51

4.7

t = ,

9 3.67 4.60 6.28 8.71 11.58 14.50 17.29

6.56 4.93 5.88 7.60 10.17 13.51 17.29 21.15

⎡ ⎤
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
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⎢ ⎥
⎢ ⎥⎣ ⎦

(1) 
where lower frequencies (upper-left corner of the matrix) have 
smaller t-values. The high sensitivity of the human eye to these 
frequencies results in detecting perceptible phenomena in the 
image, despite the triviality of the introduced changes.  

2. Luminance Masking 

The human eye sensitivity also depends on the average 
intensity of the block. This means that in brighter blocks, larger 
changes in DCT coefficients can be imperceptible. Watson’s 
model modifies matrix [ , ]t i j  in each block k according to the 
block’s average luminance or DC term. The luminance 

masking threshold [ , , ]Lt i j k  is defined as 

 0,0[ , , ] [ , ]( [0,0, ] / ) ,Ta
L ot i j k t i j C k C=       (2) 

where [0,0, ]oC k  is the DC coefficient of the kth block of the 
cover image, C0, 0 is the average of DC coefficients in all cover 
image blocks, and aT is the constant 0.649 [4], [5].  

3. Contrast Masking 

The reduction of visibility of a change in a frequency due to 
its energy is called contrast masking. The contrast masking 
threshold [ , , ]s i j k  is defined as 

[ ], 1 [ , ][ , , ] m { [ , , ],| [ , , ] | [ , , ] },w i j w i j
L c Ls i j k ax t i j k C i j k t i j k −= (3) 

where [ , ]w i j  is a constant between 0 and 1 (The value 0.7 
has been used by Watson for all i, j [4], [5]). 

4. Pooling 

A level of distortion perceptible for half of the experimental 
trails is called a just-noticeable difference (JND) [5]. Perceptual 
distance is defined to allow comparison of a cover image Cc  
and a stego image Cs. The perceptual distance [ , , ]d i j k  
between the (i, j)th DCT coefficients of the kth block in both 
images is defined as 

[ , , ] [ , , ]
[ , , ]

[ , , ]
s cC i j k C i j k

d i j k
s i j k

−
= ,            (4) 

which measures the distance between them as a fraction or 
multiple of one JND. The perceptual distances are pooled into 
a single perceptual distance ( , ),wat c sD C C  given by 

1

, ,
( , ) (  | [ , , ] | )p p

wat c s i j k
D C C d i j k= ∑ ,          (5) 

where Watson proposed a value of four for p. The value of p 
determines type or degree of pooling. For example if p=1, the 
pooling is a linear summation of absolute values, but if p=2, the 
pooling is a quadratic combination of errors [4], [5]. 

IV. The Proposed Method 

In this section, we propose a steganography method that uses 
both a cover model and Watson’s visual model [4] for 
steganography. The cover modelling assumes a model for the 
cover image statistics. Watson’s visual model perceptually 
considers differences between the cover and stego images. 

1. Model-Based Steganography in JPEG Images 

The proposed method uses a model-based approach for  
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Fig. 1. Histogram of DCT coefficient (2, 2) for goldhill image
and model pdf with parameters s=18.28 and p=6.92 [6].
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embedding message bits in the DCT coefficients of JPEG 
images, based on the method proposed by Sallee [6]. Let x 
denote an image that is an instance of a random variable X and 
therefore probability has distribution PX(x). Then, x can be 
separated into two distinct parts: ,xα  which is not changed, 
and ,xβ  which may be changed to xβ′  during embedding. 
For example, if we use naive least significant bit embedding, 
xα  represents the seven most significant bits and xβ  
represents the least significant bit of the binary representation 
of the selected coefficients. 

The main idea of this approach is treating xα  and xβ  as 

instances of two dependent random variables Xα  and ,X β  

respectively and estimating the conditional distribution  

|
ˆ ( | )X XP X X x

β α β α α= based on the proposed model 

distribution ˆ .XP  In this approach, if x'β  is selected to obey 

this conditional distribution, the resulting ( , )x' x x'α β=  will 

be correctly distributed according to model ˆ .XP  Sallee [6] 

proposed to use a parametric model of PX to estimate |
ˆ

X XP
β α

used to select x'β  such that it conveys the intended message 

and is also distributed according to the estimate of |
ˆ

X XP
β α

[6]. 
This approach skips zero-value DCT coefficients due to the 

large number of these coefficients and sensitivity of the image 
to their changes [37], [38]. In addition, no bit is embedded into 
the DC coefficients, since changing these coefficients results in 
more detectable statistical and visual artifacts [5], [37]. The 
remaining AC coefficients are modeled using a specific form 
of a GCD as a parametric density function, which is defined as 

1
( ) (1 | |)

2
pp u

P u
s s

−−
= + ,             (6) 

where u is the coefficient value and p > 1, s > 0 are the two 
parameters of the model. This function is a better fit than other 
parametric models to the coefficient distributions [6]. Figure 1 
depicts the histogram of the (2,2) DCT coefficient for a sample 
image and the model density function fitted using the 
maximum-likelihood approach. The corresponding cumulative 

density function is 
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         (7) 

2. Data-Embedding Algorithm 

The pseudocode of the data-embedding algorithm is given in 

Fig. 2. In the first step of the algorithm, after reading a cover 

image and generating a message, the DCT of the image is 

computed as done in the JPEG standard. For each coefficient x, 

xβ  consists of the k least significant bits and xα the (8 – k) 

most significant bits of the coefficient. Changing coefficient 

values only changes xβ , which results in the coefficient bin 

offset. Therefore, the maximum change in the value of 

coefficients is step – 1. This change may visually be perceptible 

to the human eye. We use Watson’s visual model [4] to prevent 

perceptible changes. Using this model, for each coefficient of 

each block, if the maximum change (step – 1) is visually 

imperceptible, then the embedding is valid. These coefficients 

are called “proper AC coefficients,” and the rest of the 

procedure is applied only to them. 
The pseudocode for the proposed method is given in Fig. 2, 

and the method for selecting such coefficients is presented in 
detail in Fig. 3. In this method, after computing the DCT of the 
image, the frequency sensitivity matrix t is defined. Then, the 
luminance masking and contrast masking thresholds are 
computed for each block. Then for each coefficient, the 
maximum possible change, which is equal to (step – 1), is 

 

 

Fig. 2. Pseudocode of proposed algorithm. 

1: function WMB(step)  

2:    c ← ReadCoverImage()  

3:    msg ← GetRandMessage() 

4:    ACw ← ACCoefWatsonModel(c, step) 

5:    for each AC coefficient i 

6:       Xwlhi ← LowPrecHist(ACwi, step) 

7:       (pi, si) ← FitGCD(Xwlhi, step) 

8:       cdfi ← ComputeCDF(pi, si) 

9:       symPi ← SymbolProbability(cdfi) 

10:    end for 

11:    order ← RandPermutation() 

12:    newSym ← ArithEncode(msg, symP, order) 

13:    newXw ← NewCoefficients(newSym) 

14:    s ← WriteStegoImage(newXw)  

15:end function 
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Fig. 3. Pseudocode for selecting proper coefficients. 

1: function ACw ← ACCoefWatsonModel(c,step) 

2:    dctC ← DCT(c)  

3:    t ← DefineT() 

4:    for each DCT block k 

5:       tlk ← ComputeLuminanceMask(dctC) 

6:       slk ← ComputeContrastMask(dctC) 

7:       for each AC coefficient i  

8:          frqSensk,i ← IsLower(step, ti) 

9:          lumMaskk,i ← IsLower(step, tlk,i) 

10:          contMaskk,i ← IsLower(step, slk,i) 

11:       end for 

12:    end for 

13:    ACw ← frqSens AND lumMask AND contMask 

14: return ACw 

15: end function 

 
compared with the corresponding thresholds of frequency 
sensitivity, luminance masking, and contrast masking through 
the IsLower procedure. If the maximum possible change is 
lower than or equal to each threshold ti, tlk,i or slk,i, this 
procedure returns the true value; otherwise it returns the false 
value. As shown in line 13 of Fig. 3, all coefficients whose 
maximum possible changes are lower than or equal to the 
corresponding thresholds of frequency sensitivity, luminance 
masking and contrast masking are returned as proper 
coefficients for embedding. 

In the next steps, some procedures are applied to the proper 
coefficients of each type of AC coefficients. The LowPrecHist 
procedure in Fig. 2 constructs a low-precision histogram for the 

’s.xα  In this histogram, all coefficient values x with equal xα  
but different xβ  are counted for each bin. The term “low-
precision histogram” is used to indicate the counting of the 
coefficient values x, which have equal most-significant bits, but 
unequal or equal least-significant bits in the same bin.  

The bin size, which is called the step, is defined as the 
number of consecutive coefficient values that are assigned to a 
bin; and is equal to 2k , where k shows the number of least 
significant bits that comprise xβ . Each coefficient value is 
represented by a histogram-bin index and a symbol that 
indicates its offset within the bin from 0 to 2k–1. The bin 
indices for all the coefficients comprise xα , which will remain 
unchanged, and the bin offsets comprise xβ , which may be 
changed during the embedding procedure.  

After computing all low-precision histograms, the model 
parameters p and s, of (6), are fitted to these histograms 
individually by FitGCD. The steganography decoder does not 
know the least significant portions ’sxβ , which may have 
been changed by the encoder. During embedding, the proper 
AC coefficients are changed only within these low-precision 
histogram bins (only the bin offsets are changed) so that the 

same estimates of p and s for each coefficient type may be 
obtained by the decoder. 

Once the model parameters pi and si are fitted to the 
histograms, the procedure ComputeCDF computes the 
cumulative distribution function cdfi based on the GCD model 
parameters pi and si. Then, the SymbolProbability procedure 
computes the probability of each possible offset symbol for a 
coefficient given its bin index, which is then assigned to the 
variable symPi. These offset symbols, and their respective 
probabilities, are passed to a non-adaptive arithmetic entropy 
decoder, along with the secret message. The details of 
arithmetic encoding can be found in [39]. The order in which 
coefficients are used for encoding the message by 
ArithEncode is previously determined by the 
RandPermutation procedure. This procedure, which is called 
permutative straddling [37], computes a pseudo-random 
permutation to avoid changing coefficients only in a part of the 
image. This straddling procedure was proposed in the F5 
algorithm [37] to shuffle all coefficients using a permutation. 
This permutation is an order for embedding and is dependent 
upon a key. The offset symbols returned by the entropy 
decoder comprise ’sxβ′ , which are combined with the bin 
indices ( ’sxα ) by the NewCoefficients procedure. This 
combination forms the new coefficient value x′ , which is 
called newXw in Fig. 2. 

We summarize the method in the following steganography 
algorithm.  
 

The Proposed Algorithm: 

Input: cover image I, embedded message m, step. 
Output: stego image Ics. 
Step 1: Compute the DCT of image I to generate the DCT 

coefficients XW. 
Step 2: Compute proper AC coefficients whose changes are visually 

imperceptible based on Watson’s visual model and the 
value of step. A coefficient change is visually imperceptible 
if it is less than or equal to the corresponding thresholds of 
the frequency sensitivity matrix (t), the luminance masking 
matrix (tL), and the contrast masking matrix (sL). 

Step 3: For each AC coefficient i, do steps 3.1 to 3.4. 
Step 3.1: Compute the low-precision histogram of proper AC 

coefficients i. 
Step 3.2: Compute pi and si by fitting a GCD model to this low-

precision histogram. 
Step 3.3: Compute the cumulative distribution function  cdfi 

based on the GCD model parameters pi and si. 
Step 3.4: Compute the symbol probability of cdfi and generate 

symPi. 
Step 4: Generate order by a random permutation. 
Step 5: Generate new symbols newSym by arithmetic encoding of 

the message based on symP and order. 
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Step 6: Generate new DCT coefficients newXw using new symbols 
newSym. 

Step 7: Generate and return stego image Ics by applying inverse 
DCT on DCT coefficients newXw. 

 

V. Experimental Results 

In the following discussion, we use the term “model-based” 
for the steganography method proposed by Sallee [6] and use 
the “proposed method” for our method. The model-based 
steganography method embeds message bits so that the DCT 
changes may or may not be perceptible to the human eye. In 
this work, we restrict changes of DCT coefficients to be 
visually imperceptible changes. 

The algorithm was implemented based on the model-based 
algorithm implementation using MATLAB.  

We also used a JPEG toolbox developed for manipulating 
DCT coefficients of the JPEG images. In the following 
experiments, the bin size or step is set equal to 2. 

Figure 4 depicts an application of the model-based and 
proposed methods on the goldhill image. The original cover 
(goldhill) image is shown in Fig. 4(a). Stego images generated 
by the model-based and the proposed methods are depicted in 
Figs. 4(b) and 4(c), respectively. In both cases step = 2.    
Figs. 4(d) and 4(e) depict perceptible changes for the model-
based and proposed methods, respectively. The white dots 
correspond to the DCT coefficients whose changes during the 
embedding procedure are perceptible to human eyes. They are 
obtained based on Watson’s visual model of the human visual 
system in the DCT domain. As Fig. 4 shows, the model-based 
method results in perceptible changes, but the proposed 
method does not retain any perceptible results. Perceptually 
undetectable changes in the proposed method are guaranteed. 
We used a large data set of cover images called BossBase [40]. 
This data set contains ten thousand 512 pixels × 512 pixels 
gray-scale images, which are originally in raw PGM2) format. 
These images were converted to JPEG format and then the 
model-based and the proposed method were applied to them. 
In all experiments step = 2. The proposed method did not retain 
any perceptible changes based on Watson’s visual model while 
the model-based method retained some visually perceptible 
changes. 

In another quality test, we examined the proposed method 
based on the structural similarity (SSIM) index. SSIM 
measures structural similarity, which assesses the perceptual 
quality of the image. Wang and others [41] defined SSIM 
between two images x and y as 

                                                               

2) Portable Gray Map 

 

Fig. 4. Perceptible changes in DCT coefficients based on 
Watson’s visual model: (a) goldhill cover image, (b) 
stego image generated by model-based steganography,
(c) stego image generated by proposed steganography,
(d) white dots are perceptible changes in DCT 
coefficients after model-based steganography, and (e) no 
white noise (no perceptible change) resulted after the 
proposed steganography. 
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Table 1. Average, maximum, minimum, and standard deviation of the SSIM vs. payload. Stego images are produced by model-based and 
proposed methods for different payloads. 

Method Statistics 
Payload (bpac) 

0.01 0.02 0.03 0.04 0.05 

Model-based 

Average 0.99997742 0.99995518 0.99993287 0.99991101 0.99988911 

Maximum 0.99999957 1 1 1 1 

Minimum 0.99949459 0.99895124 0.99853924 0.99793887 0.99739842 

Standard deviation 0.00002419 0.00004775 0.00007145 0.00009513 0.00011845 

Proposed  

Average 0.99997607 0.99995249 0.99992900 0.99990575 0.99988268 

Maximum 0.99999946 1 0.99999849 1 1 

Minimum 0.99949405 0.99900100 0.99842562 0.99794140 0.99730463 

Standard deviation 0.00002509 0.00004927 0.00007405 0.00004927 0.00012218 

  

 

 

Fig. 5. SSIM vs. payload. Stego images are the result of model-
based and proposed method for different payloads. 
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and C1 and C2 are two small constants included to avoid 
instability. We set both of them equal to 0.001 in our 
experiments. 

For different payloads, the SSIM indexes of all images are 
computed for each method and their average values are 
reported in Fig. 5. In our experiments, the payloads are 
measured based on the “bpac” unit, which stands for “bit per 
non-zero AC coefficients.” In this measure, the payload is 
specified as the ratio of the message size to the number of non-
zero AC coefficients of all DCT coefficients. This experiment 
shows that the stego images resulting from the two methods 
have similar qualities. The maximum difference between the 
corresponding values in the two methods is less than 10–5 of 
their values. Therefore, considering only the SSIM measure, it 
can be said that the proposed method has no significant effect 
on the images compared to the model-based method. Other 
statistics—as in the maximum, minimum, and standard 
deviation are also reported for this experiment in Table 1. 
Similar results for these statistics are reported for both methods.  

 
For example, a comparison of the minimum SSIM’s 
demonstrates that although our method has higher minimum 
SSIM values for payloads of 0.02 bpac and 0.04 bpac, it has 
lower values for payloads of 0.01 bpac, 0.03 bpac, and 0.05 
bpac.  

Figure 6 demonstrates a sample cover image and its 
corresponding stego image generated by the model-based and 
proposed method with a payload of 0.03 bpac. The SSIM 
values reported for these images show that the stego image 
generated by the proposed method has slightly better SSIM 
than the SSIM of the other stego image. 

Witnessing better results for the model-based method in 
some cases is due to the nature of the SSIM. This criterion 
gives structural similarity and not content similarity. SSIM 
measures the difference between two images based on the 
means and variances of the images and is not sensitive to the 
places where changes appear. On the other hand, Watson’s 
model considers the difference between the two images, as 
well as the place where the change appears. If the change 
appears in a place that is sensitive to the human eye, the change 
is important; otherwise, it is not. 

Although the main contribution of the proposed method is 
human visual imperceptibility, we tested the security of the 
proposed method in the other experiments with two 
steganalysis attacks. 

Both steganalysis methods consist of two parts: feature 
extraction and classification. In the first steganalysis method, 
the extracted features include 274 merged extended DCT and 
Markov features (as introduced in [42],) which are calibrated 
either by difference [42] or by the Cartesian product (as 
introduced in [43]), thus, yielding a total of 548 features. For 
classification, we applied the ensemble classifiers described by 
Kodovský and others [44] to the extracted features. We call this  
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Fig. 6. SSIM for a sample cover image and its corresponding stego image generated by model-based and proposed methods with a
payload of 0.03 bpac. 

Cover Stego (proposed method)    
SSIM=0.9998868079 

Stego (model method)    
SSIM=0.999883614 

 

Table 2. Detection rates of steganalysis attack [38]–[40] for different DCT-based steganography methods. 

Steganalysis method DCT-Mkv-548-ensCls Higher-order statistics 

Payload (bpac) Model-based (%) Proposed (%) Model-based (%) Proposed (%) 

0.01 58.42 58.83 49.95 50.07 

0.02 66.58 67.23 49.97 49.95 

0.03 73.71 74.60 49.95 49.98 

0.04 80.08 81.04 50.13 49.91 

0.05 85.04 86.09 50.04 49.99 

0.1 97.20 97.43 50.01 50.03 

0.2 99.76 99.78 50.06 50.11 

0.3 99.95 99.95 50.15 50.15 

0.4 99.98 99.97 50.32 50.35 

0.5 99.98 99.97 50.50 50.42 

  

 
method the “DCT-Mkv-548-ensCls”. In the second 
steganalysis method, we tested our method by the higher-order 
statistics steganalysis method [45], [46]. This method uses a 
wavelet-like decomposition to build higher-order statistical 
models of natural images. Then a Fisher linear discriminant 
analysis is used for the classification. 

We applied DCT-Mkv-548-ensCls and higher-order statistics 
method to the model-based method and our proposed methods. 
Table 2 compares the detection rates of both methods for 
different payloads. We define the detection rate of an algorithm 
as the average of the correct recognition rate of the cover 
images and the correct recognition rate of the stego images 
produced by the algorithm. Obviously, lower detection rates are 
desirable for a steganalyzer. It shows that both methods have 
similar securities. In the DCT-Mkv-548-ensCls attack, the 
model-based method has better results for lower payloads, but 
our method remains more secure than the model-based method 
when increasing the payloads. At a payload of 0.3 bpac, the 

two methods have the same detection rates. For payloads of 
more than 0.3 bpac, our method is more secure than the model-
based method. In the higher-order statistics attack, both 
methods have about the same results. The results show that 
neither the model-based nor the proposed method can be 
detected by the higher-order statistics attack, because their 
detection rates are near 50% (random detection). 

VI. Conclusion and Future Work 

Model-based steganography is an important approach for 
image steganography. Although this approach is based on a 
novel idea, experimental steganalysis methods easily detect 
stego images generated with it. Watson’s visual model is a 
model of the human visual system in the DCT domain. Several 
studies in data hiding have used the human visual model in 
which stego images do not show any perceptible changes. 

In this paper, we combined these two approaches to improve 
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model-based steganography. We proposed utilizing Watson’s 
visual model for model-based steganography, which improves 
the model-based steganography method in terms of visual 
imperceptibility. 

Experimental results show that the proposed method does 
not retain any perceptible change in the image while the 
model-based method retains many perceptible changes in the 
stego images. This is the purpose and the main contribution of 
the present work. We tested our method with the SSIM 
perceptual quality measure, which showed that the proposed 
method does not leave significant effects on images as 
compared to the model-based method. Furthermore, we tested 
our method by two steganalysis attacks called DCT-Mkv-548-
ensCls and higher-order statistics. The results showed that the 
two methods have similar securities. 

Determination of the optimum changes based on the 
perceptual and statistical undetectability and extending the 
proposed method to other transform domains, such as wavelet 
and contourlet transform constitute the ideas for future works. 
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