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Abstract: This paper presents a Cuckoo search algorithm to secure adversaries misdirecting multi-
hop routing in Mobile ad hoc networks (MANETs) using a robust Trust Predicated Routing 
Framework with an optimized cluster head selection. The clustering technique designed in this 
framework leads to efficient routing in MANETs. The heavy work load in the node causes an 
energy drop in cluster head, which leads to re-clustering of the group, and another cluster head is 
selected to avoid packet loss during data transmission. The problem in the re-clustering process is 
that the overall efficiency of the routing process is reduced and the processing time is increased. A 
Cuckoo search based optimization algorithm is proposed to solve the problem of re-clustering by 
selecting the secondary cluster head within the initially formed cluster group and eliminating the re-
clustering process. The proposed framework enables a node to select a reliable and secure route for 
MANET and the performance can be evaluated by comparing the simulated results with the AODV 
routing protocol, which shows that the performance of the proposed routing protocol are improved 
significantly.     

 
Keywords: Mobile Ad-hoc networks, Routing, Trust-predicated routing, Cluster head optimization, Cuckoo 
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1. Introduction 

In recent years, Mobile ad hoc networks (MANETs) 
are recognized discretely because of their mobility feature, 
dynamic topology and facilitate of deployment. A mobile 
ad hoc network is a self-organized wireless network with 
mobile contrivances that move freely in a network, such as 
laptops, cell phones and PDAs (Personal Digital 
Assistants) [1]. MANETs combine wireless communi- 
cation with high degree node mobility unless the 
conventional wired networks do not have a fine-tuned 
infrastructure (base stations, centralized management 
points, etc.) [2]. The amalgamation of nodes in MANET 
forms an arbitrary topology, which can provide an 
extremely flexible method of establishing communications 
in many situations [3]. 

Multi-hop wireless links are used for communication 
between each mobile node in ad hoc networks. Each node 

acts as a router and forwarding data packets for other 
nodes due to a lack of infrastructure in conventional 
networks. The development of dynamic routing protocols 
have focused most on precursor research in ad hoc 
networks that can efficiently perceive the routes between 
two communicating nodes [4, 5]. The congenital nature of 
wireless ad hoc networks makes them quite susceptible to 
attacks ranging from passive eavesdropping to active 
interference [6]. A routed communication path between 
two nodes cannot be made totally free of malevolent nodes 
that will, in some way, not comply with the employed 
protocol and endeavor to interfere with the network 
operation. Unlike wired networks, where supplemental 
bulwark mechanisms can be deployed facilely in routers 
and gateways, a malicious node can paralyze the entire 
wireless network by disseminating erroneous routing 
information [7]. 

Secure ad hoc network routing protocols are difficult to 
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design due to the highly dynamic nature of an ad hoc 
network and the need to operate efficiently with limited 
resources, including the network bandwidth and the CPU 
processing capacity, memory and battery power (energy) 
of each individual node in the network [8]. Existing 
insecure ad hoc network routing protocols are often highly 
optimized to spread new routing information as quickly as 
conditions change, requiring a more rapid and often more 
frequent routing protocol interactions between the nodes 
than is typical in a traditional (e.g., wired and stationary) 
network [9]. Expensive and cumbersome security 
mechanisms can delay or prevent such exchanges of 
routing information, leading to reduced routing 
effectiveness, which may consume excessive network or 
node resources, leading to many new opportunities for 
possible Denial-of-Service attacks through a routing 
protocol [10, 11]. 

A number of secured routing protocols have been 
proposed for ad-hoc networks to mitigate the effects of 
misbehaving routers on the network performance (see e.g., 
[12] for a survey). These protocols use a range of 
mechanisms, such as cryptographic coding, multi-path 
routing and anomaly detection techniques, to increase the 
resistance of the protocol against attacks. Unfortunately, 
the design of secure routing protocols is an error-prone 
activity, and most of the proposed secure ad-hoc network 
routing protocols are still vulnerable to attack [13]. This 
suggests that the design of secure ad-hoc network routing 
protocols should be based on a systematic approach that 
minimizes the number of mistakes made in the design. 

This paper proposes a robust Trust Predicated Routing 
Framework for secure routing with an optimized cluster 
head selection using a Cuckoo search algorithm to secure 
the MANETs against adversaries misdirecting the multi-
hop routing. The proposed TPR framework clusters the 
MANET to secure path routing. Owing to the heavy work 
load in the node cluster, the head runs out of energy at 
normal routing process. This leads to re-clustering in 
which the group utilizes conventional secure routing 
approaches that elects another cluster head to avoid packet 
loss during data transmission. Therefore, the problem of 
the conventional system is that the overall efficiency of the 
routing process is reduced and the processing time is 
increased. The group does not need to be re-clustered 
using the proposed Cuckoo search based optimization 
algorithm, which selects the secondary cluster head within 
the initially formed cluster group to overcome the problem. 
The idea of the proposed framework is to enable a node to 
keep track of selecting a reliable and secure route for 
MANETs. 

2. Related Work 

Most previous work focused mainly on the routing as 
well as the exploration of attacks on routing by intruders. 
As it is agreed that routing and security process are no 
different, the track is such that the routing process is seen 
from a security perspective. V.Balakrishnan et al. [14] 
proposed an obligation predicated model fellowship to 
alleviate these attacks, such as flooding and packet drop 

attacks in MANETs. The system defined the rate inhibition, 
enforcement and recuperation for framing the model 
parameters of the fellowship. The fellowship together with 
the trust or security protocols can be used for further 
enhancement of the efficiency and ameliorate the security 
in MANETs. 

A novel public key management service called 
Trustworthy Key Management for Mobile Ad Hoc 
Networks (Ad Hoc TKM) suggested by Johann van der 
Merwe et al. [15] extracts the best of the threshold 
cryptography and certificate chaining and amalgamates it 
with the self-certified public keys and self-certificates to 
fabricate a key management service guarantying security 
that is trustworthy and readily available to the users. 

Wu et al. [16] contemplated attacks on MANETs and 
their countermeasures on protocol layer wise criteria. In 
their work, a detailed examination of recent attacks, such 
as flooding, black hole, link withholding, link spoofing, 
replay, wormhole, and colluding miserly, as well as their 
countermeasures were reported.  

In references [17] and [18] an overview of secure 
routing protocols (Authenticated routing for ad hoc 
networks (ARAN), Secure AODV (SAODV) [19], Secure 
Efficient Ad hoc Distance vector routing protocol (SEAD), 
Secure Routing Protocol (SRP), and Secure Link-State 
Protocol (SLSP) in MANETs were discussed.  

Madhavi [20] suggested IDS for mobile ad hoc 
networks that can capture the assurance of nodes receiving 
the fair quota of the transmission channel. The system 
reckoned on overhearing the packet transmission of 
neighboring nodes that made it an efficacious system in 
networks with nodes having inconsistent transmission 
power and directional antennas for different neighbors. 
The threshold can be reduced dynamically by the proposed 
system, which is independent of any of the immune system 
features that are adapted to apply in this approach. 

Capkun et al. [21] proposed a certificate-predicated 
public key management in which the nodes contribute 
pairs of their own public and private keys with the 
certificate of the public key assembled together a confined 
validity period to deal with the network partitions in 
MANETs. The process of seeking a valid certificate chain 
triggers a communication overhead. Careful consideration 
of the explicit key revocation requires a high 
communication overhead while security susceptibility is 
caused by implicit key revocation until the private key 
compromise is explored. 

Boudec and Sarafijanovic in [22] mapped a body as the 
MANET and classified it as well behaved nodes and 
misbehaving nodes, and the antigen as self-cells, non-self-
cells, and a flow of observed DSR protocol. In the offline 
learning phase, Negative Selection and Bone Marrow 
Antibodies were constructed, and the network with only 
certified nodes was imitated as bone marrow where the B 
cells maturated in the immune system. 

Huang and Wu [23] showed a certificate path 
revelation algorithm for MANETs premised on the 
hierarchical PKI structure that makes use of multiple CAs 
lacking concrete trust framework. Huang and Nicol [24] 
reported that the shortest certificate chain fails to predict 
the most trustworthy path for grasping the public key of a 
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target node. The reason behind this is that the 
trustworthiness observed in each intermediate node differs 
on the certificate chain. Vinh et al. [25] implanted a group 
header for public key management in a group 
communication system, where the group header is culled 
based on trust. 

As the security for ad hoc network is a challenging 
issue, existing solutions have failed to solve the security 
issue and the missing factor is an innovating an effective 
mechanism that can frame a rationale inference by 
considering the available knowledge with the inclusion of 
an intrusion detection result, prior experience, 
communication data value, and preferences, to evaluate the 
trust relationship among network nodes. From the 
evaluation result, an approximately correct decision on 
security protection routing can be formulated by the 
adaptation of the special characteristics of the mobile ad-
hoc networks for the upcoming technology. 

3. Proposed TPR Framework with 
Optimized Cluster Head 

This section elaborates the system design and 
methodology, which concerns its ultimate design and the 
features of proposed framework. Fig. 1 views the overall 
system design of the proposed framework. The proposed 
framework comprises a Trust Predicated Routing 
Framework for secure routing with an optimized cluster 
head selection using the Cuckoo search algorithm. 
Primarily, the initial cluster head selection is performed 
based on the prior history of energy and trust levels of the 
nodes maintained by the trust authority. Subsequently, 
cluster formation is carried on through cluster head by 
accepting the control messages sent from the mobile nodes 
in the network. The TPR framework can be proposed for 
secure path routing through cluster formation in the 
MANET. During the routing process, energy drops usually 
occur in the cluster head due to the heavy work load in the 
node, leading to re-clustering of the cluster group and a 
selection of another cluster head to avoid packet loss 

during data transmission. The re-clustering process 
exhibits a hindrance for the overall efficiency of the 
routing process and consuming time. This paper proposes 
an optimized algorithm Cuckoo search in this framework 
that selects the secondary cluster head within the initially 
formed cluster group and eliminates the need to re-cluster 
the cluster formation. The detailed functionality is narrated 
in the upcoming subsections. 

Consider a mobile ad hoc network with N number of 
nodes with their prior history of energy and trust levels. 
The trust authority perpetuates the past history of the nodes 
and updates the energy and trust levels for every routing 
process carried out by the network. Monitoring Agent 
(MA), which is a table maintained in the proposed 
framework, has a FA (FA) for monitoring the traffic in the 
network. Whenever the packet enters the network it should 
ensure the Access Control List (ACL) for further progress 
in the network. The tables’ trust authority and monitoring 
agent way of working are expounded below. 

3.1 Trust Authority 
In the proposed TPR framework, MANET makes use 

of a trust authority that resides on the MANET nodes. 
Each node maintains its trust level and energy level 
individually by following the Trust Authority. Based on 
the events, such as the discovery of network loops and the 
prior history, the trust level of each neighbor is maintained 
by the Trust Authority. 

The Trust Authority also maintains the energy levels of 
each node to efficiently calculate the energy level of the 
nodes in MANET. Information regarding the Trust level 
values is provided in the following subsections. 

3.1.1 Trust Level Calculation 
The reflection of the trust level can be shown in the 

parameters: reliability, utility, availability, reputation, risk, 
confidence in addition to quality of services of a node. On 
the other hand, trust level cannot be redefined exactly in 
the above said concepts. The reason behind this is that the 
trust level is an abstract concept, which combines many 
complicated factors. Initially, all the nodes in the network 
are labeled with the trust level of an unknown. The average 
trust level of a node can be captured from the neighboring 
nodes’ report of the corresponding node. In this way, a 
simple, logical calculation towards aggregating trust levels 
of the nodes can be made. The trust level calculation from 
node a  about node b , LT  as a weighted sum of its own 
trust (monitor) and the recommendations of neighbors can 
be illustrated in the fundamental equation as follows: 

 
 (1 ) .LT E R Pα α= − + +           (1) 

 
where 
E : Energy level of the node 
P : Packet length of the node 
R : Aggregate recommendation of the neighbor 
α  : is a parameter that allows thee nodes to choose the 

most relevant factor, and ranges from [0, 1]. 

 

 

Fig. 1. System Design of Proposed TPR Framework
with Optimized Cluster Head. 
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3.1.2 Energy Level Calculation 
A periodic energy level calculation of every node in the 

mobile ad hoc network can be performed taking the 
parameters as the power consumption and the total energy 
of the nodes. The operation of each node in the network 
can be in either transmission mode or reception mode 

In transmission mode, the energy consumption of a 
node is given by, 

 
 ,c tE e T= ×                          (2)                                                                      

 
where et  is the transmitting energy, T is the transmission 
time and Ec is the energy consumption. 

In the same way, the energy consumption in the 
reception mode is: 

 
 c rE e T= ×               (3)                                                         

 
where er is the reception energy and T is the reception time. 
Eq. (4) shows the way of calculating the value of T. 
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D
=                        (4)                                                        

 
where Ds is the data size and Dr is the data rate.  

Finally, using Eqs. (2) and (3), the energy level of the 
node is calculated as, 

 
 ( )L i cEnergy Level E E E= −  (5)  

 
where Ei is the initial energy of the node.  

Initially, all nodes in the network are charged with 
100% battery power that can be taken as the initial energy 
of the node. When the data is transmitted and received, the 
energy level is decreased based on Eq. (5). A drop in the 
energy level of the node below 40% indicates that the 
particular node cannot act as a router to forward the 
packets. 

3.2 Monitoring Agent for Traffic and Flow 
Control 

The Flow Analyzer (FA) maintained by the Monitoring 
Agent (MA) for monitoring the traffic in the network for 
assuring the Access Control List (ACL) whenever the 
packet enters the network for further progress in the 
network. The main purposes of the FA and access control 
list are given in the following subsections. 

3.2.1 Flow Analyzer 
The tedious task in the network is traffic flow 

monitoring that is performed by the FA, which snatches 
the transmission of the packets between two nodes in 
MANET. The FA considers the fidelity value and the ID of 
the specific node to determine the congestion that occurs in 
the transmission path of packet flow.  

In the TPR framework, the FA performs the optimized 
functionalities that contribute to the efficiency of the 

underlying network. The FA collects the traffic flow 
information between the source and destination and 
forwards the information to the monitoring interface. The 
FA also takes responsibility for sampling the information 
regarding traffic flow, preparing a record to indicate the 
flow terminology. The next function of FA is to 
promulgate the filtered traffic to divergent packet 
analyzers, retrieving the original format of data. In 
addition, it can eradicate the undesirable traffic and record 
the unwanted list. 

The traffic congestion can be evaluated by the FA 
based on the above mentioned functions in the requested 
routing path and devises a path status message as Busy or 
Free. The path status message Busy indicates stopping of 
the transmission process and wait for the status message as 
Free. Upon its completion, the FA allows the ACL for 
further level security routing. 

3.2.2 Access Control List (ACL) 
The Access Control List (ACL) is a filter that enables 

control of the routing updates apart from providing 
forwarding permission of the packets in or out of a 
MANET. The network administrators categorically utilize 
ACL to filter the traffic and provide extra security for their 
networks and can be applied to the MANET nodes. 

In the access control list (ACL), once a packet arrives 
at the node, certain information extraction of the nodes 
from the packet header is fabricated and decisions as to 
whether the packet can pass through or to be dropped 
based on the source and destination IP addresses, source 
port and destination port, and the protocol of the packet are 
made according to the filter rules. 

The formulation of a cluster as well as the initial cluster 
head selection is explained in the following sections, in 
which the processes are very important for reducing the 
transmission collision and time preservation in routing. 

3.3 Clustering for Reduced Transmission 
Collision 

Clustering is an auspicious approach for framing 
hierarchies and simplifying the routing process in mobile 
ad-hoc network environments. The mobile nodes in the 
MANET are divided into several virtual zones called as 
cluster groups in the clustering structure. The mobile nodes 
in the network may be assigned a different status or 
function, such as the cluster head, cluster gateway, or 
cluster member. From the cluster head, knowledge of the 
particular cluster group can be obtained and the cluster 
head can act as a coordinator of the cluster operations. The 
cluster gateway can be formed by choosing the Boarder 
node in the communication range for more than one cluster 
group. The summarization of cluster information is sent to 
the neighboring cluster heads via the gateways.  

3.3.1 Initial Cluster Head Selection 
The principal objective of clustering is to identify 

opportune node representatives, i.e. cluster heads (CHs), to 
store the routing and topological information and to 
maximize the cluster stability. In the proposed framework, 
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the formation of initial cluster head will be based on the 
past history of the mobile nodes present in the trust 
authority. The energy level and trust level of each and 
every node is maintained and the entire process is 
performed based on the past history which contains the 
energy level and the trust level of the nodes in the network. 
The power consumption of the cluster heads is more than 
the other nodes as they have other special roles such as 
coordinators of the clustering process and relaying routers. 
The initially node with a high energy and trust level can be 
chosen as the cluster head from the given network model. 
When the energy level is the same for more than two nodes, 
the node with the highest trust level will be crowned as the 
initial cluster head. The calculation of the energy and trust 
level was explained in subsections 3.1.1 and 3.1.2. 

3.3.2 Cluster Formation 
In the proposed framework, the cluster formation 

process was carried out based on the selection of the initial 
cluster head. Adding a node to the cluster group mingles 
the added node as the cluster member of the specific 
cluster group. The inclusion of a new node in the cluster 
group can be based on four control messages Hello, Status, 
Join and Acknowledge messages, which required for 
cluster group authentication. Primarily, the presence of a 
new node d is indicated by sending a Hello message by the 
new node. On the receipt of the Hello, a Status message is 
forwarded to the node by all the surrounding neighbors of 
node d as a response. Cluster head n can be identified by 
node d by checking the cost value mentioned in the status 
message. If not, the Status message contains the ID of its 
cluster head node, showing that the neighbor node n is a 
cluster member. Algorithm 1 illustrates the joining process 
of a new cluster member to the particular cluster group. 

3.3.3 Cluster Set Table 
The movement of the mobile nodes in MANET is 

arbitrary; hence, the nodes in the cluster may drop 
frequently and randomly at unpredictable times, resulting 
in unidirectional as well as bidirectional links. Based on 
the network mobility, the nodes can go beyond the 
transmission range of their cluster head, crossing the 
border and stepping into another cluster, changing its 
neighborhood, resulting changes in the number of clusters 
and number of nodes in a cluster group. Based on the 
mobility of the nodes, the inclusion of new nodes in the 
cluster and dropped nodes from the cluster will be 

maintained in the cluster set table. 
In Fig. 4, samples of the cluster set are presented 

indicating the cluster number, cluster head and nodes 
present in the particular cluster group. The nodes present 
in the cluster group will be changed alternatively in the 
cluster set table based on the fact that newly added and 
dropped nodes from the cluster group are updated for 
every routing request in the network. 

3.4 Proposed TPR Framework 
Upon successful completion of initial cluster head 

selection and cluster formation, the Trust Predicated 
Routing (TPR) framework will be used for secure routing 
path selection in mobile ad-hoc networks. Trust 
establishment in a MANET prefers significant detection of 
intruders and isolating them promptly to avoid exploitation 
of any network resources but relying only on self-detecting 
misbehaviors, drags to an erroneous evaluation of trust. In 
fact, selfish nodes cannot be detected by a node that is 
authentically not sending any packets currently in its 
neighborhood. As a consequence, fraternization between 
the neighboring nodes becomes vital. In the proposed 
scheme, the behavior of every node is monitored by its 
neighbors, and upon the detection of any aberrant action 
from any of them, it broadcasts this information to the 
other nodes to make them vigilant about its observation. 
Fig. 5 presents the overall system model of the proposed 

Algorithm 1. Joining of new nodes in Cluster.

/* The neighboring nodes send ‘Status’ to new node*/ 

if (clusterhead(n) = TRUE) then 

status := cost n; 

else 

status := clusterhead(n); 

end if; 

send status(n,d); 

 
Fig. 2. Example of a Cluster Set Table. 

 

Fig. 3. System model for the proposed TPR framework.
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TPR framework. 
In the proposed TPR framework the performance 

enhancement increases by making use of the trust authority 
that resides on the MANET nodes. A data structure called 
the trust authority is maintained for storing the trust and 
energy levels of every node in the network and is updated 
for every routing process in the network. 

fidelity value can be calculated based on the trust and 
energy levels of the nodes in the trust authority. In 
MANET, the fidelity value calculation is a promising 
approach to ensuring cooperation and fairness. The fidelity 
value is calculated based on three decision values, which 
are required in both the energy and trust level values, and 
they are high, medium and low according to their declared 
high threshold value and low threshold value in the energy 
and trust levels. The trust level decision value calculation 
using threshold values are given as follows: 

 

 
;

;
;

L T

T T L T

L T

High if T Th
D Medium if Th T Tl

Low if T Tl

≥⎧
⎪= > ≥⎨
⎪ <⎩

         (6) 

 
where DT is the trust level decision value, ThT  and TlT 
are the high and low level threshold values of the trust 
level. 

The conditions for energy level decision values, DE, 
depends on the energy level threshold value as follows: 

 

 
;

;
;

L E

E E L E

L E

High if E Th
D Medium if Th E Tl

Low if E Tl

≥⎧
⎪= > ≥⎨
⎪ <⎩

                 (7) 

 
where ThE and TlE are the high and low energy level 
threshold values. The threshold values of both the trust and 
energy levels may be miscellaneous contingents of the 
security specifications of each progressing chore that are 
given in Eqs. (6) and (7). 

The following six rules resolve the fidelity value based 
on the decision values obtained from Eqs. (6) and (7). 

Rule 1: The fidelity value is extremely high if the 
decision value of trust and energy level is high. 

Rule 2: The fidelity value is very high if the decision 
value of the trust level is medium and the energy level is 
high. 

Rule 3: The fidelity value is high if the decision value 
of the trust level is high and energy level is medium  

Rule 4: The fidelity value is medium if the decision 
value of the trust and energy level is medium. 

Rule 5: The fidelity value is low if the decision value 
of the trust level is low and the energy level is medium. 

Rule 6: The fidelity value is very low if the decision 
value of the trust level is anything and decision value of 
energy level is low. 

 
The conformity of the node regarding energy and trust 

is revealed using the fidelity value (Fv), which can be 
calculated based on abovementioned six rules. 

Trust Predicated Routing in the proposed architecture 
has two possibilities when the source node S wants to send 

data to the destination node D, in which the First option is 
both the source and destination are available in the same 
cluster, as explained in Algorithm 2. On the other hand, the 
source and destination are present in separate clusters, as 

Algorithm 2. Routing for the Source and Destination 
are in the Same Cluster. 

If source and destination are in the same cluster: 

{Source node S Broadcast RREQ message; 

Cluster head received the RREQ message; 

Then checks the fidelity level of source node;  

If fidelity level of source node is acceptable by CH}  

{Re-broadcasts the RREQ within the cluster with destination ID; 

When RREQ reach the destination, 

The destination return a RREP with fidelity value and route traffic details} 

{If CH received RREP 

Check fidelity value, 

If fidelity = low,  

Discard the message} 

Else 

{Check traffic congestion through monitoring agent; 

If the ACL has destination node id, 

Then accept the RREP and allow the data to send} 

 
Algorithm 3. Routing for the Source and Destination 
are in the Same Cluster. 
If source and destination are in different clusters: 

{Source node S Broadcast RREQ message; 

Cluster head H received the RREQ message; 

Then checks the fidelity level of source node;  

If fidelity level of source node is acceptable by CH}  

 {Checks the cluster of the destination; 

Initiate cluster set table, 

 Find the cluster and cluster head} 

{Broadcasts the RREQ to cluster through cluster gateway; 

When RREQ reach the CH, 

Then checks the fidelity level of intermediate nodes;  

If fidelity level of intermediate nodes are acceptable by CH} 

{CH Re-broadcasts the RREQ within the cluster with destination ID; 

When RREQ reach the destination, 

The destination return a RREP with fidelity value and route traffic details} 

 {If CH received RREP 

Check fidelity value, 

If fidelity = low,  

Discard the message} 

Else 

{Check traffic congestion through monitoring agent; 

If the ACL has destination node id, 

Then accept the RREP and allow the data to send} 
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expressed in Algorithm 3. Coordinators of the clustering 
process and relaying routers play significant roles in both 
of the two routing frameworks cluster head so the node in 
the cluster head consumes spare energy compared to the 
other nodes, which affects the routing procedure. This 
leads to re-clustering of the group using the conventional 
secure routing approaches that elects another cluster head 
for avoiding the packet loss during data transmission. The 
problem is that the overall efficiency of the routing process 
is reduced and the processing time is increased. There is no 
need to re-cluster the group using the proposed Cuckoo 
search based optimization algorithm, which selects the 
secondary cluster head within the initially formed cluster 
group to overcome the problem. The following subsections 
provide a detailed explanation of the optimized cluster 
head. 

3.5 Cuckoo Search Algorithm for the 
Optimized Cluster Head 

The Cuckoo search based optimization algorithm is 
furnished with the proposed routing framework because of 
its specialty in quality and precision of the global optimal 
solution for the optimized secondary cluster head selection. 

Algorithm 4 presents the pseudo code for cuckoo 
search written in a biased way with random step sizes. Eqs. 
(8)-(10) gives cuckoo search’s biased random step size that 
can be determined as follows. 

 
 stepsize = rndval * (nest(rnd(n)) − nest(rnd(n))  (8) 
 New_nest = nest + stepsize*K            (9) 
                                           
where 
n  : number of host nests 
rnd  : random value 

 
 K = rand(size(nest))>pa      (10)                                                                                                  

 
The flow chart Fig. 6 illustrates the cuckoo search 

based cluster head optimization and the detailed processing 

steps for obtaining the optimized cluster head are given as 
follows. 

Step 1: Initialization 
Assume the number of mobile nodes and node 

parameters as cuckoo nests and eggs in the nests to start 
the search in which multiple eggs in each nest represents a 
set of solutions. Consider N number of nodes in the 
network and initialize the trust level and energy level of 
nodes in the mobile ad hoc network where, T and E are the 
trust level and the energy level of the nodes, respectively. 

Step 2: Calculation of Levy Flight 
The random step length is determined from a Levy 

distribution when the Levy flight contributes a random 
walk  

 
 ~ ; (1 3)Levy u t λ λ−= < ≤               (11) 

 
The Levy has an infinite variance and mean that 

essentially form a random walk process with a power law 
step length distribution and a heavy tail around the optimal 
solution obtained so far, which generates some new 
solutions that will speed up the local search.  

Algorithm 4. Pseudo Code for the Cuckoo Search
optimization algorithm. 

begin 

Objective function f(x), x = (x1,…..,xd)T 

Generate initial population of n host nests xi(i= 1,2,….,n) 

While (t < MaxGeneration) or (stop criterion) 

            Get a cuckoo randomly by Levy flights 

                        Evaluate its quality/fitness Fi 

            Choose a nest among n (say j) randomly 

            If Fi > Fj 

                        Replace j by the new solution; 

            end 

            A fraction (pa) of worse nests are abandoned and new ones are built; 

            Keep the best solutions or (nests with quality solutions); 

            Rank the solutions and find the current best  

End while 

Post-process results and visualization 

end 

 

 

Fig. 4. Flowchart of cuckoo search based optimization 
algorithm. 
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The Levy flight is calculated with two maverick 
random variables, T and E, which have a normal Gaussian 
distribution from this nonlinear transformation. 

 

 
1

/v T E β=                  (12) 
 
The Following equation shows the sum of variables 

within the nonlinear transformation with an appropriate 
normalization. 

 

 11

1 n
n k kz v

n β
== ∑              (13)                                     

 
Eq. (13) converges on the Levy probability distribution 

of a larger n where, β  represents the step size function. 
Step 3: Population of Nodes 
In the beginning of the population process n number of 

nodes are created randomly without violating the node 
parameters T and E. The following equation shows the 
generation of new population solutions ( 1)tx +  for the next 
generation, 

 
 ( 1) ( )t t

i ix x Levyβ λ+ = + ⊕       (14)                                      
 

where β  > 0 is the step size and ⊕  means entry wise 
multiplication. 

Set the initial minimum cost value for all the nodes in 
the network and evaluate the initial population cost using 
the cost function J(θ) for the node. Update the population 
value of nodes in every search process. 

Step 4: Best and Worst Nodes 
A queue is formed by sorting the best and worst nodes 

depending on the population of nodes and Levy flight 
values, in which the best nodes are conveyed to the next 
generation with a high quality of node parameters that are 
determined using the probability function Pa. On the other 
hand, the worst nodes are discovered and discard from 
further calculations. 

Step 5: Optimized Node as a Cluster Head 
The highly optimized node that has highly 

recommended node parameters from the sorted queue will 
be elected as the cluster head for the particular cluster 
group, which means the trust and energy level of the 
cluster head node will be sufficient for treating the 
collision free routing. 

4. Experimental Results 

By incorporating the idea of the TPR framework, a 
more pliable and less overhead secure routing protocol for 
MANETs can be established. 

Matlab R2013a was used to assess the TPR framework 
in a mobile ad hoc network environment for substantially 
evaluating the performance of ad-hoc routing protocols. 
The package naturally models random node mobility and 
physical radio propagation effects, such as signal strength, 
interference, capture effect, and end to end delay. The 

simulator implements the complete IEEE 802.11 standard 
Medium Access Control (MAC) protocol at the link layer. 

4.1 Performance Parameters 
The proposed TPR framework can be assessed by 

making a comparison with the Ad-hoc On Demand Vector 
Routing protocol (AODV) [26]. The results showed that 
both protocols run on identical movements and 
communication scenarios. The metrics for the performance 
evaluation used for the comparison process is given below. 

Routing Message Overhead: Based on the total 
number of control packets transmitted, the Routing 
message overhead was calculated. As there is an increase 
in the routing message overhead, the performance of the 
ad-hoc network decreased dramatically as it consumes 
portions from the bandwidth available for data transfer 
data between the nodes. 

Throughput: The modification performance can be 
evaluated by considering the important parameter 
throughput that can be calculated as the number of bits 
received per second. The throughput can be affected based 
on the total number of packets dropped or left waiting for a 
route that can be calculated by adding the number of 
packets dropped or waiting for a route considering all the 
nodes. 

End-to-end delay: End-to-end delay deals with the 
time taken by a packet to reach a destination from the 
source through the network. 

Packet Deliver Ratio: It can be defined as the ratio of 
the number of packets that are delivered successfully to a 
destination to the number of packets that have been sent 
out by the sender node. 

Energy Consumption: Energy consumption deals 
with the total consumption of energy or power of a node in 
the network. 

4.2 Simulation Scenarios 
An evaluation of the simulated FPR framework can be 

done by comparing three different scenarios. The first 
scenario is the 40 nodes scenario on a rectangular area of 
800*200 m2. The second scenario is an 80 nodes scenario 
on a rectangular area of 1000 * 400 m2. The third scenario 
is a 100 nodes scenario on a rectangular area of 1500 * 600 
m2. The rectangular area forces the nodes to establish 
longer routes and by making use of that, the effect of the 
proposed framework can be studied. This scenario denotes 
the small size ad-hoc networks and different ad-hoc 
applications make use of the network size information, 
such as conferencing, Emergency services where there is 
no infrastructure, and search and rescue operations. 

4.3 Scenarios Results 
The following subsections show the results of the 

simulation scenarios for the various number of nodes in the 
mobile ad-hoc network. 

 
Routing Message Overhead 
Fig. 5 shows the routing message overhead caused 

from both AODV and FPR routing protocols. The FPR 
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routing message overhead is an average of 20% lower than 
the AODV routing message overhead. The result also 
illustrates the outcome of the FA and access control list on 
reducing the routing message overhead. 

 
Throughput 
Fig. 6 shows the throughput from both TPR and AODV. 

The TPR has a higher throughput than AODV routing 
protocol by 5.6% on average, which is a small increase. 
This shows that the effect of the TPR framework does not 
appear in small sized networks. 

 
End to End Delay 
The end-to-end delay results show that the TPR 

Framework delivers packets with less delay than the 
AODV in most the scenarios considered for the 
simulations in Fig. 7. The delay is significantly lower in 
the 40 and 100 node network configuration. In both the 
large and small nodes scenario sets, the delay shown by 
FPR is at least 190 ms lower. In the larger 80 node 

network, the proposed system delay value is higher than 
the AODV protocol. 

 
Packet Delivery Ratio 
Fig. 8 shows the packet delivery ratio results for the 

two different security protocols of proposed TPR 
framework and conventional AODV protocol. The packet 
delivery ratio decreases at high speeds because both 
protocols drop packets when there is considerable topology 
change and the links to next hops are consistently broken. 
The curves for the two protocols display a similar shape, 
which is expected due to similarities in their operations. 
On the other hand, the proposed protocol's delivery ratio is 
consistently better than the AODV in all sets of nodes in 
the network. 

TPR's packet delivery ratio results have a particular 
advantage over AODV in all sets of node network 
configuration. An at least 3% gap in the packet delivery 
ratios can be achieved by the two protocols with varying 
number of nodes in the network. The routing of the 
network traffic by the shortest-path AODV algorithm 
creates congestion at certain nodes in the network. The 

Fig. 5. Routing Message overhead for proposed and
AODV protocol. 

 

Fig. 6. Throughput for proposed and AODV protocol.

 

Fig. 7. End-to-End Delay for proposed and AODV 
protocol. 

 

Fig. 8. Packet Delivery Ratio for the proposed and 
AODV protocol. 
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protocol queues of the routing agents have limited capacity, 
and the packets are dropped when overloaded. Because 
TPR avoids the creation of such congestion scenarios, the 
dropping of packets from overloaded protocol queues is 
reduced significantly. 

 
Energy Consumption 
Fig. 9 shows the energy spent per data packet for the TPR 

framework and AODV protocol. The energy consumption per 
data packet is always lower in the TPR framework compared 
to AODV protocol. The energy consumption per data packet 
increases in both the TPR framework and AODV protocol as 
the network size increases. The reason is that the data packets 
are traveling more hops in both protocols when a larger 
network size is used.  

Fig. 10 compares the percentage of energy saving in 

the TPR framework compared to AODV protocol. The 
energy saving is a maximum when the network size is 
small, which is almost 25% when the network has 40 
nodes. That saving in energy decreases with increasing 
network size. When the network has 100 nodes, the energy 
saving in the TPR framework is almost 12%. 

6. Conclusion 

In today's scenario, the number of ad hoc networks is 
increasing continuously. Most researchers concentrated 
mainly on routing issues and scarcely on sundry attacks. On 
the other hand, there is a desideratum of a resilient system 
that can operate felicitously in the presence of malevolent 
activities. Therefore, there is increasing need for trust 
establishment. Some studies have been conducted in this 
area but no model is sufficient to provide a consummate 
framework. Moreover, it is more difficult to ascertain that 
the security implementation conforms to the global 
framework and there are certain link failures in the network. 

This paper proposed an incipient approach based on 
trust-predicated routing (TPR) framework. Only few 
studies have been done in this field. Trust Predicated 
Routing Framework for secure routing with an optimized 
cluster head selection using the Cuckoo search algorithm is 
proposed. PR framework provides full security and 
reliability for the proposed routing protocol and the 
Cuckoo search algorithm reducing the time consumption 
and delivers efficient routing process by selecting the 
optimized secondary cluster head without re-clustering the 
whole cluster group. The simulation showed that the 
proposed framework achieves a high packet delivery ratio 
and throughput with a low end-to-end delay, routing 
message overhead and energy consumption. 
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