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Intrusion detection plays a key role in detecting attacks 
over networks, and due to the increasing usage of Internet 
services, several security threats arise. Though an 
intrusion detection system (IDS) detects attacks efficiently, 
it also generates a large number of false alerts, which 
makes it difficult for a system administrator to identify 
attacks. This paper proposes automatic fuzzy rule 
generation combined with a Wiener filter to identify 
attacks. Further, to optimize the results, simplified swarm 
optimization is used. After training a large dataset, various 
fuzzy rules are generated automatically for testing, and a 
Wiener filter is used to filter out attacks that act as noisy 
data, which improves the accuracy of the detection. By 
combining automatic fuzzy rule generation with a Wiener 
filter, an IDS can handle intrusion detection more 
efficiently. Experimental results, which are based on 
collected live network data, are discussed and show that 
the proposed method provides a competitively high 
detection rate and a reduced false alarm rate in 
comparison with other existing machine learning 
techniques. 
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I. Introduction 

Internet usage has become increasingly widespread in 
relation to online banking, shopping, stock exchanges, and 
online auctions. Due to its open public nature, the security of 
the Internet and any related data is always an issue. The 
tremendous growth of Internet use has led to the development 
of network intrusion detection, which is especially critical for 
protection. Intrusion detection is mainly used to identify 
malicious activity within a network or system; such activity 
makes network resources vulnerable to attacks [1].  

Intrusion is mainly based on either misuse detection or 
anomaly detection. Regarding misuse detection, it searches for 
a pattern of user behavior that matches two well-known 
scenarios. Meanwhile, anomaly detection is based on the 
normal behavior of network data, and it detects attacks based 
on significant deviations from the normal data flow [2]. The 
main advantage of anomaly detection is that it detects attacks 
when there is no existing signature. However, comparatively, it 
suffers from a larger false positive rate. 

Moreover, it is very difficult to train a computer system using 
an intrusion detection method, such as fuzzy rule generation 
combined with a Wiener filter, using only unclassified data as, 
ultimately, this will lead to a drop in accuracy.  

Recently, many soft computing methods, such as fuzzy sets, 
neural networks [3], genetic algorithms (GAs) [4], and 
simulated annealing, have been used in the field of intrusion 
detection [5]–[6]. Broadly speaking, the fuzzy concept is one 
where the knowledge of human experts is used to create a 
fuzzy rule; such a fuzzy rule will then make an intrusion 
detection system (IDS) more robust [7]; however, such an IDS 
will still be deficient with regards to learning and training 
adaptation. It is this fact that has led to the development of 
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automatic fuzzy rule generation, such as neuro-fuzzy rule 
generation and genetic-fuzzy rule generation.  

From the point of view of classification, an intrusion 
detection module is mainly used to identify data as either 
normal or abnormal (that is, an attack). In addition, machine 
learning techniques, such as data mining [8]–[9], statistical 
analysis [10], immunological-inspired techniques [11], and 
computational intelligence algorithms, such as genetic 
programming [12], artificial immune systems [11], and swarm 
intelligence (SI), are also reported in [6]–[13] as a means for 
solving the IDS problem. Among the aforementioned methods, 
particle swarm optimization (PSO) is one of the most popular 
SI algorithms. Over a series of tasks, PSO is better at 
optimization than GAs, particularly in optimization 
applications [14]; however, very little research has been 
performed on applying the PSO technique to solving network 
intrusion detection problems. As a result, this paper focuses on 
a new simplified version of PSO (namely, simplified swarm 
optimization (SSO)) along with automatic fuzzy rule 
generation for detecting intrusion patterns.  

In this paper, a live network dataset is used both for training 
and for testing attacks. Such network data are collected using 
Linkware Technologies as a live dataset [15]. This is a leading 
provider of embedded systems and is used as a network 
simulation capture (NSC) simulation tool to capture live data 
for analyzing various attacks in a network. This research paper 
has various levels to detect intrusion. First, it selects the most 
relevant attribute that represents a pattern of network intrusion 
using a new hybrid SSO with random forest algorithm (SSO-
RF). Second, an automatic fuzzy rule is generated based on a 
Wiener filter as a decision-making process to detect and 
classify current intrusion activity as normal or as an attack. 
Finally, SSO is employed to optimize the structure of the fuzzy 
sets of the fuzzy decision-making engine. The structure of the 
proposed work is summarized as follows: 
1. Fuzzy rule generation based on a Wiener filter is used to 

collect and analyze network data to detect anomalous 
behavior in network traffic. 

2. The hybrid feature-selection method (SSO-RF) is used to 
reduce the attributes more efficiently. 

3. The proposed adaptive fuzzy granule fitness function is used 
to mine more new rules with higher accuracy. 

4. The proposed framework is more flexible in detecting 
intrusion behavior in real-time scenarios. 

5. A high detection rate (DR) and low false alarm rate (FAR) 
are obtained for the overall network data. 
The rest of this paper is organized as follows. Section II 

describes some of the related work based on various intrusion 
detection methods. Section III explains the concept of fuzziness 
and the Wiener filter in relation to detection. Section IV 

discusses the proposed system architecture. Section V draws 
some experimental results for analysis. Finally, the conclusions 
and future work are detailed in Section VI. 

II. Related Work 

IDS research has been promoted based on datasets 
developed by the Defense Advanced Research Project Agency 
(DARPA) and Air Force Research Laboratory (AFRL) of the 
Lincoln laboratory at MIT [16], which are widely used as 
training and testing datasets for evaluating IDS. Later, the 
Knowledge Discovery database developed, as a standard 
benchmark, the KDDCup99 dataset, which is commonly used 
to detect intrusion [17]. It consists of five million single 
connection records of training data and two million 
connections for testing data. Due to its huge size, only 10% of 
this dataset is used for IDS. However, various statistical issues 
[18] degrade the performance of KDDCup99 — a fact that led 
to the creation of the NSL-KDD dataset [19], which consists of 
only selected records from the KDDCup99 data, whereby no 
redundant or duplicate records are present in either the training 
data or the testing data.  

A.N. Toosi and M. Kahani [20] have proposed a neuro-fuzzy 
classifier based on an adaptive neuro-fuzzy inference system 
using GAs. In addition, subtractive clustering is used to group 
data from large databases. No feature selection methods were 
used. The training time, testing time, and cost per example of 
the method proposed by A.N. Toosi and M. Kahani exhibited 
better accuracy than any other existing system.    

Y.Y. Chung and N. Wahid [21] have proposed a hybrid 
network IDS using SSO. The proposed system achieves higher 
classification accuracy than others, with 93.3%, and it is a 
competitive classifier for IDS.  

S. Mabu and others [22] have proposed an ID model based  
on fuzzy class association (FCA) rule-mining using genetic 
network programming (GNP). Experimental results based on 
FCA and GNP and using the KDDCup99 and DARPA98 
databases show that it affords competitively high DRs 
compared with other learning techniques.   

S. Zaman and others [23] have proposed a new concept     
for feature selection based on various soft computing 
methodologies, such as PSO, GA, and differential evolution 
(DE), for reducing attributes in the KDD dataset to detect 
intrusion. The classification accuracy, FAR, training time, and 
testing time are classified using SVMs and NNs, and it was 
found that DE reduces more attributes than the other two 
approaches.  

M. Davarynejad and others [24] proposed a new adaptive 
fuzzy granule fitness function to generate a fitness queue for 
various evolutionary optimization techniques, such as GAs,  
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producing better results.  
A.J. Malik and others [25] have proposed a new concept — 

hybrid PSO with a random forest algorithm — to reduce the 
number of required feature attributes. Their new concept 
achieves an accuracy of approximately 95%.  

M. Al-Kasassbeh [26] proposed a new concept for a Wiener 
filter as an agent to filter out various attacks that pass through a 
network. The main use of this filter is to eliminate the 
scalability issues based on a statistical approach.  

III. Fuzziness and Wiener Filter 

1. Fuzzy System 

Fuzzy systems are rule-based systems that can be easily 
structured based on prior knowledge. A fuzzy system is based 
on fuzzy logic, which provides a computational framework for 
manipulating and reasoning about imprecise expressions of 
knowledge. L.A. Zadeh [27] explains that fuzzy logic is an 
extension of Boolean logic in that either a full-member set or a 
non-member (crisp) set can be used for making complex 
decisions. The elements of a fuzzy set are based on a triangular 
membership function, μ(x), with a value range between [0, 1]. 
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A fuzzy rule is generally based on a fuzzy If-Then rule that 
generates rules on a given input “If” part as a fuzzy antecedent 
and a “Then” part as a fuzzy consequent.   

Seven linguistic values are used for each attribute — very 
small (VS), small (S), small-medium (SM), medium (M), 
large-medium (LM), large (L), and very large (VL). Figure 1 
shows the membership functions (MFs) of the seven linguistic 
values. 
1. Fuzzification. Convert classical data or crisp data into fuzzy 

data or MFs. 
2. Rule Evaluation. Each fuzzy rule is determined and based on 

a degree of membership of crisp input values in the fuzzy set 
of the antecedent.  

3. Defuzzification. It transposes the fuzzy outputs into crisp 
values. 

 

 

Fig. 1. MFs of seven linguistic values. 
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2. Weiner Filter 

A Wiener filter is used to discriminate an original signal from 
a noisy signal. It is employed in a wide range of applications, 
such as echo cancellation, linear prediction, signal restoration, 
channel equalization, and system identification [28]. The 
coefficient of a Wiener filter is designed to minimize the mean 
square error (MSE) between the desired output and the actual 
output from the filter. A Weiner filter is an optimum linear filter, 
consisting of an estimation of a desired signal sequence from 
another related sequence. It is used to calculate statistical 
parameters, such as the mean and the correlation function, 
based on the original signal with an unwanted additive. The 
problem for such a linear filter is the requirement to minimize 
the effect of noisy data at the output according to a statistical 
criterion.  

In this research work, a Wiener filter is used to filter out and 
is based on the minimum mean square error (MMSE). Based 
on fuzzy rule generation, the Wiener filter is trained in relation 
to error detection and postulates abnormalities that exist within 
network data. 

The Weiner filter input consists of a time series, x(0), x(1), 
x(2), … , x(n), and the filter is itself characterized by the 
impulse response time as w0, w1, w2, … ; furthermore, at some 
discrete time, n, the filter produces an output denoted by y(n). 
This output is used to provide an estimate of a desired response 
time denoted by d(n). With the filter input and the desired 
response time representing single realizations of their 
respective stochastic processes, the estimation is accompanied 
by an error with statistical characteristics of its own. 

In particular, the estimation error, e(n), is as small as possible 
in a statistical sense. When the Wiener filter (see Fig. 2) 
operates under optimum conditions, it takes on the following 
special form: 

min opt( ) ( ) ( ),e n d n y n              (2) 

whereby the terms may be rearranged as follows: 

opt min( ) ( ) ( ).d n y n e n              (3) 

 

Fig. 2. Block diagram of Wiener filter. 
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Let JMSE denote MMSE, which can be defined as follows: 

2
MSE minE[| ( ) | ].J e n              (4) 

Hence, the mean square values of both sides of (3) are 
evaluated, where emin(n) is the estimation error. Next, taking the 
estimation problem of finding the vector w that optimizes the 
cost function JMSE(w) and applying it to the principle of 
orthogonality, we get the following equation (5), where Lx1 
represents the optimum filter length: 

T
min opt 1E[ ( ) ( )] E ( ) ( ) 0 ,Lxe n X n d n w X n         (5)                            

where we can interpret from the principle of orthogonality that 
at time n the input vector x(n) = [x(n), x(n – 1)]T will pass 
through the optimal filter wopt = [wopt,0, wopt,1]

T to generate the 
output yopt(n). Given d(n), yopt(n) is the only element in the 
space spanned by x(n) that leads to an error e(n) that is 
orthogonal to x(n), x(n − 1), and yopt(n). The computational 
optimal solution is  

        T
optE[ ( ) ( )] E[ ( ) ( )].X n X n w X n d n         (6) 

We introduce the following definitions for the input auto-
correlation matrix and the cross-correlation vector, respectively. 
The two expectations in (6) may be interpreted as follows: 
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In the expectation ( ),XX kR  we have 
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The signal statistic, ( ),XX kR  is an auto-correlation function 

of the filter input x(n) for a lag of i-k in (8). For the expectation 

( ),xd kr  we have 

 ( ) E[ ( ) ( )] E 0,1, 2, ... ,( ) ( )xd k x n d n kx n k d n  r  (9) 

where we let rxd(k) be a cross-correlation vector between the 
filter input x(n – k) and the desired response d(n) for a lag of –k 
in (9).  

The auto-correlation matrix RXX is defined as R0; then the 
equation for the optimum filter coefficient w can be written as 
follows: 

0 ,xdwR r                 (10) 

1
0 ,xd
 wR r                 (11) 

where rxd is the cross-correlation vector between the input 
sequence x(n) and desired output sequence d(n). In addition, rxd 
is denoted as an L-by-1 cross-correlation vector between the 
tap inputs x(n), x(n – 1), … , x(n – L + 1) of the filter and the 

desired response d(n) as follows: 

  T(0), ( 1), ... , (1 ) ,xd p p p L  r          (12) 

where p is a joint wide sense stationary process. The 
correlation matrix can be written as 
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R          (13) 

where the correlation matrix R is a Toeplitz matrix [29]–[30]. 
The matrix elements along its main diagonal are all equivalent 
to each other, as are those that are along diagonals that are 
parallel to the main diagonal. The correlation matrix R is 
always positive. To calculate the variance, which is based on 
(4), MMSE is set equal to the difference between the variance 
of the desired response and the variance of the estimate that the 
filter produces as its output; that is, 

opt

2 2
MSE .d yJ                    (14) 

To find the normal and abnormal states of the network, the 
auto-correlation matrix R utilizes the eigen-decomposition to 
identify normal and abnormal states. For instance, an 
eigenvector marks the boundary between normal data traffic 
and abnormal traffic based on minimum and maximum values. 
The values beyond the maximum may lead to an abnormality 
in the data flow. 

IV. Proposed System Architecture 

1. Feature Reduction 

Live network server data is collected based on a network 
data recorder (or sniffer). It reads raw network packets upon 
transmission and stores them onto a disk. This unclassified 
data is then separated into either attack data, which is based 
on various attack categories (DOS, Probe, U2R, and R2L), or 
into normal data. These datasets are then stored in a database, 
which contains around 20,971,520 records, and are used for 
both the training and testing of the IDS. There are more than 
13,000 attacks in the training and testing dataset that cover 
the four major attack categories. This dataset contains 41 
attributes, some of which may be used to detect as opposed to 
identify intrusions. Table 1 shows a number of records in the 
dataset. 

The traditional pre-processing algorithms, such as particle 
swarm optimization with random forest (PSO-RF), DE, 
genetic algorithm, and so on, are not adaptive to benchmark 
datasets, such as KDDCup99, DARPA, and NSL-KDD, due to 
the huge sizes of such datasets; thus, if they were to be applied  
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Table 1. Number of records in real-time dataset. 

Attack name Number of records 

Normal 5,917,854 

DOS 7,683,641 

U2R 165,920 

R2L 3,785,161 

Probe 3,418,944 

Total 20,971,520 

 

 
to such datasets, then this would result in large numbers of false 
recommendations.  

In this paper, a new hybrid technique, SSO-RF, is used. SSO 
is a simplified version of PSO and can be used to find the 
global minimum of nonlinear functions [21]. This approach is 
used to solve the problem of classification and reduce the 
dimensions of a dataset. Random forest (RF) methods are used 
to classify the best split from the data and to identify the most 
important attributes to detect intrusion [25]. Intrusion DR 
(IDR) is considered as a fitness measure of the SSO-RF 
classifier, and the particle with highest IDR in the swarm is 
considered to be the best. At each iteration, attribute selection is 
performed by SSO, and within its loop, RF is used to classify 
the data. The SSO loop terminates when a stopping condition 
(the maximum number of iterations or 100% IDR) is reached. 
The evolutionary algorithm for SSO-RF is as follows [31]: 
1. Let p be the population size, the maximum generation be 

MG, the maximum fitness function be MF, and the three 
predetermined constants be Cw, Cp, Cg.  

2. Generate a random number R = 0 to 1 for d-dimension data. 
3. Perform the comparison strategy where: 

If (0 ≤ R < Cw), then {xnd = xnd}; 
Else if (Cw ≤ R < Cp), then {xnd = pnd}; 
Else if (Cp ≤ R < Cg), then {xnd = gnd}; 
Else if (Cg ≤ R ≤ 1), then {xnd = new (xnd)}; 

4. RF (n, d) =1/exp  ( , )x n d   
Update (xnd). 

5. Update pbest. 
6. Update gbest. 
7. Process will repeat until the stopping condition is satisfied or 

the maximum IDR is reached. 
The experimental setup for intrusion detection is split into 

two steps. Initially, the SSO-RF algorithm is implemented to 
reduce the feature set for the IDS. Next, the result is validated 
using an RF classifier. The experiment is repeated ten times 
over both during the training and testing phases. The SSO-RF 
method is evaluated for 50 particles, and the iterations are 
repeated for 100 generations or until the maximum IDR is  

Table 2. Names of reduced attributes. 

Proposed SSO-RF 

1. Protocol type 

2. Service name 

3. Flag status 

4. Size of source in bytes 

5. Size of destination in bytes 

6. Emergency flag 

7. Connection status 

8. Number of outbound commands 

9. Accessed files count 

10. Host login status 

11. Guest login status 

 

 
reached.   

The proposed method filters the most suitable attributes 
based on the number of normal connections and reduces the 
dimensions of the live dataset. The eleven attributes (see  
Table 2) are further used in the fuzzy Wiener detection engine 
to analyze the intrusive behavior. The proposed method (SSO-
RF) produces near optimal results compared to other intelligent 
swarm techniques [31].  

2. Fuzzy Rule Generation Using Wiener Filter 

In the proposed system, initially, the fuzzy rules are 
automatically generated using Lagrange interpolation with the 
successive approximation method. This is based on a sequence 
of rule approximations that converge on the solution and that 
are constructed recursively (iteratively); that is, each new rule is 
calculated on the basis of the preceding rule generation.  

Let f(x) be a continuous function in the interval [a, b]. To 
locate the position of the initial rule of the function f(x) = 0, we 
divide the interval [a, b] into n subintervals as a = x0 < x1 < x2 < 
… < xn = b, where xi = x0 + ih, i = 0, 1, 2, … , n, h = 0. Let the rule 
generation equation be x = f(x) for x1, … , xn, … , such that x1 = 
f(x0), x2 = f(x1), x3 = f(x2) … xn =  f(xn–1). Iterate the same 
process until (xn – xn–1) is smaller than some specified tolerance 
(that is, the maximum IDR is reached). The result of the 
successive approximation is then processed using Lagrange 
interpolation to check whether the fuzzy rule belongs to one of 
seven linguistic values; attributes that fall within the seven 
linguistic values are further filtered using a Wiener filter to 
generate the data in terms of the normal or attack categories. 
The procedure for fuzzy rule generation using the Wiener filter 
is presented below.  
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A. Procedure for Fuzzy Rule Generation Using Wiener Filter  
to Detect Attacks 

Step 1. An input dataset, D, is divided into five subsets as D = 
{Di; where i = 1 ≤ i ≤ 5} based on a fuzzy predictor. The 
dataset is then sent as the input signal xi(n) to the Wiener filter. 

Step 2. The Wiener filter is modeled as a linear combination 
of normal dataflow si(n) and abnormal dataflow η(n), where 
xi(n) = si(n) + η(n). 

Step 3. The Wiener filter is used to remove abnormal data as 
the noise signal and extract the normal output data si. 

Step 4. To achieve a balanced estimator, the fuzzy predictor 
uses seven linguistic variables (that is, VS, S, SM, M, LM, L, 
and VL) to generate rules to achieve better results. 

Step 5. Based on the fuzzy rule, the Wiener filter is used as 
the error detector to classify the attack data in the network. The 
filter is broadly used to reduce the MMSE. 

Step 6. The correlation matrix generated by the Wiener filter 
is used in the chi-squared test, which returns an output result of 
either 0 or 1. 

Step 7. The result 0 indicates significant indifference (known 
as normal data), and the result 1 indicates significant difference, 
known as abnormal data. 

Figure 3 shows the process flow for automatic fuzzy rule 
 

 

Fig. 3. Process flow of proposed work. 
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generation. The transaction values are used to identify security 
threats that have already been classified according to a given 
predefined intruder detection rule. A normal network 
transaction can easily pass through this process (the loop 
executed in our computer to check data); however, an 
ambiguous transaction will be suspended from subsequent 
phases. In the case of an ambiguous transaction, an alert event 
and inspection criteria are triggered. If there is a rule to identify 
the ambiguous transaction, then the numerical and logical 
values are adjusted and fine-tuned to identify any attack related 
to the ambiguous transaction. If there is no rule to identify the 
ambiguous transaction, then a new rule is generated based on 
logical and numerical values. If a new rule has to be generated, 
then merging this new rule with the existing reference database 
makes the existing numerical and logical values stored in our 
database prone to change following further similar transactions 
with similar input values; this is the essential aspect of the 
machine learning procedure that makes the proposed system 
impregnable to attacks. The reference database is frequently 
analyzed and updated to group the harmonic parameters (11 
attributes) into a correlative group and the non-harmonic 
parameters into an auto-correlative group, in an accurate 
manner. 

B. SSO Module  

To improve the accuracy of the proposed method, SSO is 
used to evolve the optimal solution for the current population. 
The SSO algorithm repeatedly modifies the population based 
on the velocity of the particle moving from the pbest (personal) 
to the gbest (global) position. 

In the proposed system, each individual particle is given as 
input to the MF of the fuzzy decision module. The new 
concept of the adaptive fuzzy granule fitness function is used 
for fitness generation to evaluate DR and FAR. The fitness 
queue is based on the insufficient similarity of the individual; if 
an individual is sufficiently similar to a known fuzzy granule, 
then that granule’s fitness is used. 

The fuzzy fitness can be calculated using 

G { , , },

where , , , 1, 2, ... , ,

d d d

m
d d d

c L

c R R L R d l







   
 

where initially l = 0, to make the fuzzy queue empty, Cd is an 
m-dimensional vector of centers, σd is the width of the MFs of 
the dth fuzzy granule, and Ld is the granule’s life index. The 
granule G can be computed using 

, ,
,

1

( )in
d m j m

j d
r

x

n






  , 

where 
1 1 1 1

,1 ,2 , ,{ , , ... , , ... , }i
j j j j m j nX X X X X is the ith 

individual in the jth particle. The fitness of i
jX  is computed 
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either by the exact fitness function or estimated fitness function 

by associating it to one of the granules in the queue with high 

similarity to Xj
i rather than a predefined threshold as follows: 

  ,( ) if max 1, 2, ... , { }
( ) .

( ) computed by fitness function,otherwise

ij ddi
j i

j

f x d t
f X

f X

  
   

(15) 
Threshold θi increases as the best individual’s fitness in 
generation i increases. Hence, as the particle matures, the fuzzy 
fitness queue reaches the highest fitness valuation. 

V. Analysis of Experimental Results 

The live dataset collected based on Table 1 is used as the test 
data to evaluate the classifier. The experimental analysis was 
performed using 30% of the training data, and the full dataset 
(see Table 1) was used for the testing phase to analyze the 
performance of the proposed system. The training dataset, 
which is based on fuzzy rule generation, trains the classifier, 
and the Wiener filter is used as an error detector; both the 
classifier and the Weiner filter are trained based on fuzzy rule 
generation. To make the proposed system more accurate, a 
fuzzy granule fitness function is used to generate various 
fitness functions based on similarity and an SSO optimizer is 
used to further optimize the ID. Table 3 below shows the 
various parameters, such as DR and FAR, the training time, 
and the testing time. 

The soft computing method (fuzzy logic) within the IDS 
along with a Weiner filter helps the IDS to detect attacks more 
accurately. The proposed work is also compared with several 
machine learning techniques in Table 4, and it is found that the 
fuzzy rule generation with Wiener filter gives a strong 
performance in detecting various attacks, under the categories 
mentioned in this paper, in computer networks. Furthermore, 
this method is more flexible and convenient to this research 
work due to its automatic rule generation and adaptive fuzzy 
granule fitness queue. The DR and FAR are calculated based 
on the following: 

Total number of correctly classified attacks
DR 100,

Total number of instances
   (16) 

Total number of misclassified instances
FAR 100.

Total number of instances
   (17) 

The current research work on intrusion detection gives the 
best DR only in relation to DOS and probe attacks rather than 
the other two; however, in real-time scenarios, it is U2R and 
R2L that play the greater role. This research work focuses not 
only on DOS and Probe attacks but also on U2R and R2L  

Table 3. Performance of proposed system. 

Models Class name
Accuracy 

(DR)  
FAR 

Train time 
(s) 30% 

Test time (s) 
full dataset

Normal 88.72% 1.34% 71.2 203.0 

DOS 88.92% 1.34% 66.2 201.8 

Probe 87.92% 1.38% 71.2 203.0 

U2R 89.12% 1.32% 67.2 202.1 

Hybrid 
fuzzy 

Weiner 
method

R2L 89.14% 1.29% 67.5 202.2 

 

Table 4. DR and FAR results for other machine learning techniques.

Techniques DR FAR 

Fuzzy logic 74.5% 2.51% 

SVM + fuzzy logic 80.7% 2.30% 

Kalman filter + fuzzy logic 81.4% 1.97% 

GA + fuzzy logic 83.5% 1.80% 

Proposed fuzzy logic + Wiener filter 88.76% 1.34% 

 

 

 

Fig. 4. Data sequence using normal and Wiener filter.  

 
attacks in terms of both accuracy and FAR. 

Figure 4 shows a data sequence using normal and Wiener 
filters, where the x-axis represents data sequence and the y-axis 
represents data size.  

MSE values for individual attacks have also been 
experimented with in this paper, and Table 5 below shows 
individual MSE values both with and without the Wiener filter. 
From the above table, the MSE without the Wiener filter 
remains constant. While using the Wiener filter, MMSE values 
are reduced for all attacks, which increase the accuracy of the 
proposed system. Calculated MSE values for dataflow in our 
system are plotted as an input data sequence along the x-axis, 
and their data sizes are plotted along the y-axis, as shown in  
Fig. 5 (for individual attacks). Figure 5 indicates the dataflow 
values using the Wiener filter for a DOS attack. 
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Table 5. MSE values for individual attacks. 

MSE value 
Attacks 

Normal filter Wiener filter 

DOS 0.85 0.11 

Probe 0.85 0.02 

U2R 0.85 0.14 

R2L 0.85 0.43 

 

 

 

Fig. 5. MSE values for DOS attack.  
 

 

Fig. 6. MSE values for probe attack.  
 

 

Fig. 7. MSE values for R2L attack.  

 

Fig. 8. MSE values for U2R attack.  

 
The dataflow values reduce drastically for a probe attack (see 

Fig. 6). The proposed method works effectively and efficiently 
for U2R and R2L attacks. Figures 7 and 8 show the dataflow 
values for these attacks, respectively. From Figs. 7 and 8, it is 
clear from the yellow lines, which indicate the data flow from 
using a Wiener filter, that MSE values are reduced for all 
attacks. 

VI. Conclusion 

In this paper, automatic fuzzy rule generation combined with 
a Wiener filter is proposed for the live dataset and efficiently 
extracts numerous good rules for classification. In addition, 
simplified swarm optimization is used for optimization.  

As an application of intrusion detection, an IDS was 
developed for real-time scenarios to detect attacks. The results 
obtained from the proposed method show that use of fuzzy rule 
generation combined with a Wiener filter in our IDS, and also 
in our database, works efficiently for detection both in 
simulation and in real time.  

For intrusion detection, DR and FAR are considered as two 
important criteria for the developed IDS; as such, both of these 
are focused on in this research work along with training and 
testing times.  

Initially, in the proposed system, the feature selection method, 
SSO-RF, reduces the number of attributes more effectively 
than the methods cited in [31], which makes the IDS more 
compact for detection. To assess the efficiency of the proposed 
system, we compared it against other machine learning 
techniques, and the results prove that the use of the Wiener 
filter in fuzzy rule generation increases the accuracy of 
intrusion detection.  

In our proposed method, SSO is used to optimize the results 
obtained from the Weiner filter. The main advantage of SSO 
over other techniques is that there is no mutation or crossover 
required for processing individual populations, which may 
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reduce time-efficiency. 
The important functions of the proposed system are that it 

efficiently extracts numerous fuzzy rules automatically and the 
Wiener filter uses statistical calculation based on a chi-squared 
test, both of which mean that the data is normal or abnormal. 

The advantage of our automatic rule generation method is 
that it generates numerous rules based on real-time attacks; 
moreover, it automatically calculates deviations for normal 
connections. Our future work might focus on using various 
neural network techniques combined with fuzzy logic for 
detecting normal and intrusive data in a network. 
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