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This paper presents an achievable secure 
videoconferencing system based on quantum key 
encryption in which key management can be directly 
applied and embedded in a server/client videoconferencing 
model using, for example, OpenMeeting. A secure key 
management methodology is proposed to ensure both a 
trusted quantum network and a secure videoconferencing 
system. The proposed methodology presents architecture 
on how to share secret keys between key management 
servers and distant parties in a secure domain without 
transmitting any secrets over insecure channels. The 
advantages of the proposed secure key management 
methodology overcome the limitations of quantum   
point-to-point key sharing by simultaneously distributing 
keys to multiple users; thus, it makes quantum 
cryptography a more practical and secure solution. The 
time required for the encryption and decryption may cause 
a few seconds delay in video transmission, but this 
proposed method protects against adversary attacks. 
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I. Introduction 

The role of videoconferencing over the Internet has grown 
significantly to meet human requirements. Videoconferencing 
solutions are an alternative option to fulfill this growing 
demand — according to a next-generation videoconferencing 
white paper, 20 million workers globally will run corporate-
supplied videoconferencing from their desktops by 2015, and 
the market for videoconferencing will reach $8.6 billion [1]. 

However, general data communication services such as 
videoconferencing have many inherent vulnerabilities and 
associated security risks. Attackers can detect or capture video 
streams when video conferences are in session by monitoring 
data transmission patterns and further analysis in terms of 
protocols or a set of rules on how those users communicate 
messages to other people. This is a critical issue, whose 
resolution can probably prevent data loss and corruption. 

As a result, many research efforts have been aimed at 
designing a videoconferencing system based on security 
architecture. In general, two basic security mechanisms exist 
that focus on preserving confidentiality of video data — 
specific video encryption algorithms [2]–[4] and virtual private 
networks (VPNs) [5]; there are a number of VPN protocols 
being used for videoconferencing such as IPsec VPN [6]–[8] 
and SSL VPN [9]. However, there are some drawbacks and 
negative aspects in using either VPN mechanisms to create an 
encrypted tunnel or applying video encryption algorithms to 
scramble video contents.  

Regarding the aforementioned security issues (drawbacks), 
most video encryption algorithms are secured based on 
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pseudorandom numbers that are created from mathematical 
functions and provide outputs as periodic sequences and 
patterns. This could be a security drawback if keys were 
trapped or the patterns broken up. The second problem arises  
in key management and security associations. Although 
symmetric key cryptography is the most popular encryption 
algorithm used to create a VPN tunnel, it would be difficult to 
share symmetric keys between two remote devices securely. As 
a result, the distribution and management of keys seems to be a 
critical problem that remains an open research area and 
requires further study. 

To resolve the above problems, ensure end-to-end protection, 
and enhance security architecture for a videoconferencing 
system, additional support might be required, such as an 
authentication mechanism [10], a decentralized group key 
management [11], cryptographic algorithms [12]–[13], and a 
level of trust [14]–[15]. Therefore, the main contribution of this 
paper is a proposed new framework on how to transmit video 
contents over a public network in a secure domain. This 
framework comprises three different layers, the lowest of 
which is the quantum key distribution (QKD) layer, which 
provides a mechanism for securing key exchange between two 
parties based on the laws of quantum physics [16]. These secret 
keys will be used to encrypt video streams. The next layer up is 
the key management layer, which encompasses all activities 
related to the keys, such as storage, distribution, and destruction. 
The main function of the key management layer will be inter-
operated with the QKD layer by accumulating the quantum 
secret keys, creating a secure channel, exchanging key 
information, and distributing these keys to be used for further 
video encryption simultaneously; thus, the proprietary key 
management protocols [17] have been proposed regarding this 
layer. The last layer is the application layer, where the 
videoconferencing system comes into play. The media data of 
audio and video streams is encrypted based on symmetric key 
encryption by using quantum secret keys as a part of the 
encryption process. 

The rest of this paper is organized as follows. Section II 
presents the background research of QKD. Section III 
discusses the conceptual framework of trusted quantum 
networks in more detail. Our proposed key management 
framework is described in Section IV, while Section V 
presents a secure videoconferencing system based on the 
proposed key management protocols by using quantum key 
encryption to ensure robust and reliable video transmission. 
Section VI provides a comparative analysis between the 
existing structures and the proposed framework, and shows 
the experimental results of data encryption performance. 
Finally, Section VII features some concluding remarks and 
future works. 

II. Background of QKD 

Traditional computer processing is based on a foundation of 
binary digits represented as a set of bit string values in such a 
way that each bit must be either zero or one, while the 
occurrence of the two values simultaneously is not feasible. In 
fact, techniques for the creation of bit strings have been derived 
from mathematical equations that provide periodic patterns of 
key values. The drawbacks of generating keys based on 
mathematical equations may break down the ideal of 
information security; therefore, the final result can be exploited 
by unanticipated advances in algorithms and hardware when 
quantum computers [18] will become a reality. 

To figure out the traditional weakness of pseudorandom 
number generation, the concept of QKD, usually known as 
quantum cryptography [16], [19]–[21] has been proposed. This 
technology offers a promising, unbreakable way to steal keys, 
as well as providing secure communications over an untrusted 
network in such a way that if any eavesdroppers attempt to 
intercept secret keys during a quantum key exchange state, 
then detectable changes in the system will occur through the 
introduction of abnormal high bit error rates of a key. This 
appealing characteristic has been applied to create a strong key, 
stopped eavesdroppers, and increased security performances in 
videoconferencing systems. 

III. Conceptual Framework of Trusted Quantum 
Networks 

In general, a trusted quantum network can be divided into 
three different layers — a QKD layer, a key management layer, 
and an application layer. Our approach to a practical 
architecture design for a trusted quantum network consists of 
two quantum links and three physical nodes serving as links 
between three different locations that are structured as a star 
topology (see Fig. 1). 

1. QKD Layer 

In the QKD layer, a number of pre-configured and pre-
installed QKD devices perform quantum key generation. Each 
such device is linked together with its peer through a quantum 
channel to establish shared quantum secret keys. These 
quantum secret keys can only be shared between key 
management servers that have a directed quantum link in 
common.  

2. Key Management Layer 

After the quantum secret keys (a quantum secret key from 
here on in is referred to as simply a key) have been generated 
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Fig. 1. Proposed framework of secure videoconferencing system 
based on trusted quantum network. 
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by the QKD layer, a pool of ordered secret bits will be 
forwarded to the key management layer, where key 
management servers are installed. The tasks associated with 
these key management servers play an instrumental role in the 
formation of a secure channel among the servers.  

In our approach, a VPN connection is applied as an 
additional mechanism to improve system security during key 
management exchange processes. Thus, only information 
pertaining to keys, such as key_id and pairing_node, are 
transmitted from a key management server to a peer server 
through a VPN channel to check the correctness of the keys 
and whether paired users do in fact obtain the same keys, while 
the actual keys are kept secret in a key management server’s 
storage system. Consequently, the key management servers 
aim to provide secure key storage, transfer keys among key 
management servers, perform routing, and later distribute keys 
to be used in video encryption. Using a key-transfer technique 
based on a hop-by-hop key encryption paradigm allows a 
couple of users who are making requests and whom do not 
connect or belong to the same quantum link to share the same 
keys. 

3. Application Layer 

The application layer is where videoconferencing systems 
and transparent encryption software reside. When a secure 
video conference session starts, all of its related video streams 
will be encrypted with keys before being sent out through   
the Internet; the encrypted video streams will be decrypted 
after being received from the Internet. Therefore, various 
cryptographic services require a number of keys to provide 
secure communication.  

IV. Architecture of Secure Key Management 

In large-scale communication systems, secure and efficient 
key management schemes require complex replication and 
scaling architecture, both of which are difficult to implement. 
 Although a number of key management techniques have 
been submitted to the scrutiny of experts and follow industry 
standards such as ISO [22], ANSI [23], and NIST [24]–[26], 
many key management applications that contain their own 
unique proprietary protocols with the aim of avoiding issues 
relating to incompatibility have been proposed. 

Presently, cryptographic key management has been utilized 
in many practical applications, such as quantum 
communication networks. For instance, the DARPA quantum 
network [27]–[28] relies on the IPsec protocol suite and 
universal hash function. The SECOQC project [29]–[30] 
proposed a customized architecture and protocol stack for a 
QKD network. The idea was inspired by an Internet model 
consisting of both the Quantum Point-to-Point Protocol (Q3P) 
[31] and the QKDTL protocol [32]. In the meantime, the 
SwissQuantum project [33] has been designed and deployed to 
demonstrate the reliability and robustness of QKD in modern 
enterprise network scenarios. Recently, the Tokyo QKD 
network [34] was built to demonstrate eavesdropping attacks 
over secure video transmission. The network consists of key 
management agents and the key management servers. 

1. Structure Overview 

The key management and custom protocols of this paper are 
state of the art. This paper proposes a simple key management 
infrastructure for synchronizing and managing keys among 
key management servers and onward distribution of symmetric 
keys to corresponding applications. This paper focuses on how 
to utilize key management services to improve user satisfaction 
with efficient and secure support when using a 
videoconferencing system. Thus, key management tasks are 
related to managing and distributing quantum keys in parallel 
based on user requests. Our proposed key management 
protocol has been successfully implemented and demonstrated 
in a real-world test by adapting keys for further video 
encryption. Figure 2 illustrates an overview of our key 
management framework. 

2. Key Management Framework 

Our key management framework can be divided into five 
different protocols — key caching protocol, key transfer 
protocol, point-to-point encrypted transfer protocol (PPETP), 
key routing protocol, and key distribution protocol. These 
protocols perform different operations to provide a framework 
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of authentication and key exchange services. Moreover, the 
design of our key management method aims to support a 
compatible module in which the different protocols are able to 
work together with one another to achieve key management 
services. The details of each protocol are described in what 

 
 

Fig. 2. Interoperability among different custom protocols over 
key management layer [16]. 
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Fig. 3. Key caching protocol. 
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follows. 
 
A. Key Caching Protocol 

A key caching protocol, executed from a local site, is tasked 
with examining the correctness of the secret keys generated 
from the QKD devices by verifying their content. The main 
function of the key caching protocol of this paper is to ensure 
that, for all directed quantum point-to-point links, the secret-
key bits appear to have the same value as those bits of their 
peers.  

With reference to Fig. 1, there are link connections from site 
A to site B, and site A to site C. Thus, key management server 
A must contain keys that are identical to those held in key 
management server B; and vice versa. 

In addition, this process has added both a transaction 
identifier number and a timeout value to each key block; the 
aforementioned key blocks will be temporarily locked during 
the key caching process to prevent illegitimate access by other 
operations. The sequential steps of our key caching protocol 
are illustrated in Fig. 3. Upon completion of a round of key 
verification, all of the verified keys are transferred to their 
corresponding key management server. 

B. Key Transfer Protocol 

A key transfer protocol is employed to transfer secret keys 
from one key management server to another. If end nodes do 
not share the same keys or belong to the same directed edges 
along the multilink connection–based quantum channels that 
exist within the network structure then the key transfer protocol  

 

 

Fig. 4. Key transfer protocol. 
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comes into play.  
Figure 4 illustrates the sequential process of our key transfer 

protocol; for instance, node A needs to communicate with node 
C based on symmetric key encryption. A set of secret bits must 
be exchanged before this communication can begin. Firstly, 
node A randomly selects such a set of secret bits, which is 
denoted by R, such that r1⊆R{0,1}n, where r1 is a subset of a 
secret bit contained in R and n is a number of bits comprising 
0s and 1s. The aforementioned set R has been encrypted using 
a secret key that is shared between node A and a neighbor of 
node A, which we denoted by “X” in the figure. The 
corresponding ciphertext message can be calculated from c1 = 
r1  kAX. The ciphertext message c1 will be transmitted to node 
C over the Internet. To decipher the ciphertext message, node C 
has to wait for the corresponding key, kAX, from node A, which 
is passed through the neighbor node, node X, along quantum 
point-to-point links using a call service from the PPETP. As a 
result, node A and node C will use a shared key, r1, which is 
obtained from r1 = c1  kAX for further secure communication 
in a videoconferencing system.  

C. PPETP 

A PPETP is compiled and executed in the key management 
layer to solve the significant problem of how to share secret 
keys between two end nodes in a secure domain, whereby it is 
assumed that the two nodes rely on independent directed 
quantum channels. This protocol incorporates features of the 
hop-by-hop mechanism to transmit secret keys from a source 
to a destination across intermediate nodes. The PPETP protocol 
is designed to work together with the key routing protocol to 
obtain the appropriate route information that will help 
determine where a shared key is being sent in a secure manner.  

Using the “findnexthop” function, a source node will look for 
all possible adjacent nodes along the available quantum links to 
search for the best route for a secure key transfer according to 
the routing information provided by the key routing protocol. 

When the transmission path has been identified from the 
source node to the next hop, the corresponding key, kAX, which 
is used for further ciphertext decryption of node C will be 
encrypted with a secret key shared between node A and the 
next hop. Let us assume that node B is the next hop between 
node A and node C. At node A, the corresponding key, kAX, is 
to be first encrypted with a secret key, kAB, which is the key that  
is shared between node A and node B. The result of this 
encryption is defined as cAB = kAX  kAB. When the ciphertext 
message cAB reaches node B, node B has to perform two tasks 
— the decryption operation to retrieve key kAX from cAB, 
referred to as kAX = cAB  kAB, and the encryption operation to 
encrypt with a new key, kBC, which is a key that is shared 
between node B and node C to generate a new ciphertext  

 

Fig. 5. PPETP. 
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Fig. 6. Hop-by-hop key encryption technique. 
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message, cBC. 

To summarize, the process of transmitting keys from a 
source node to a destination node continues, along with the 
associated encryption and decryption operations, based on the 
route information obtained from the key routing protocol until 
a destination node has been reached. In the final step, node C 
uses the secret key kAX to decrypt the ciphertext message c1 to  
obtain the final secret key r1, as well as informing the source 
node of its successful decryption of the ciphertext message c1. 
A sequential diagram of the PPETP protocol and an overview 
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structure of key exchange across multiple hops is shown in 
Figs. 5 and 6, respectively. 

D. Key Routing Protocol 

A key routing protocol is used to determine optimal network 
data transfer and communication paths over network nodes in 
such a way that the shortest path from a local subnet to a 
destination node is always utilized. This protocol contains static 
route information (such as details of adjacent nodes), IP 
addresses (needed for sending data to the next hop), the total 
number of quantum links that exist in the quantum network, 
and the current status of routing. 

There is a routing table that stores route information and 
contains the next hop association, in which the next hop is 
indicated as the hop to which the message is sent. This next 
hop performs the same look-up and forwarding functions, and 
so on until the message reaches the destination. For the key 
routing protocol, each node in the network knows only the IP 
address and the next hop information of adjacent nodes that are 
interconnected. 

E. Key Distribution Protocol 

A key distribution protocol provides a comprehensive 
connection that allows users to communicate with a key 
management server for quantum key requisitions, including 
requesting a new key for data encryption and decryption. The 
key distribution protocol was designed based on two new 
buffers known as In-buffer and Out-buffer. If end users request 
keys for data encryption, then the encrypted keys will be placed 
in the In-buffer, while the corresponding keys are automatically 
placed in the Out-buffer to serve as decrypted keys for 
decryption purposes. 

To summarize, the main idea of our proposed secure key 
management is to overcome the limitations of a quantum 
point-to-point structure. Key management protocols not only 
ensure the creation of a trusted network but also offer key 
distribution among multiple users, even if such users do not 
connect or belong to the same quantum link. 

V. Secure Videoconferencing System Based on 
Quantum Key Encryption  

Quantum cryptography technology has been extensively 
advanced to the point that it can be used to increase the security 
of a videoconferencing system. The system works by 
establishing keys that provide instructions on how to encode 
and decode digital data streams, using key management 
services to manage the keys and distribute them to users. The 
keys will be discarded after successful communication. 

1. Understanding Video Streaming 

Many streaming media systems are based on the Real-time 
Messaging Protocol (RTMP) [35] for client and server 
communication. It is a basic data transfer protocol that works 
on top of the TCP/IP protocol. The main concept of the RTMP 
protocol is that it is designed to split payload data into 
fragments; the default fragment sizes are 128 bytes for video 
and 64 bytes for audio data. RTMP data sent by a client on port 
1935 will be encapsulated by the RTMP protocol in such a way 
that it is going to be tunneled inside HTTP through port 80 and 
subsequently sent to a destination server. 

2. OpenMeetings System 

This paper has integrated the “OpenMeetings 
Videoconferencing” application [36] as an example of a real-
time video demonstration with highly secure data transmission 
services based on quantum key encryption. Considering Fig. 7, 
the network structure is connected to the videoconferencing 
server, where it is located within a trusted network and listened 
to on port 1935. This videoconferencing server will wait for 
user requests and perform initial handshaking to establish a 
network connection between the videoconferencing server  
and clients. Therefore, all users must first login to the 
videoconferencing server according to the videoconferencing 
server’s IP address. The entire contents of any data streaming 
will be transferred to a TCP/IP network to or from the 
videoconferencing server in parallel; any corresponding data 
transmission rates are dependent upon the network’s 
bandwidth. 

3. Transparent Encryption Software 

Transparent encryption software is implemented to encrypt 
data streams sent by users before transmission over the 
Internet. The features of transparent encryption provide high 
levels of security in such a way that the power of keys is used 
for streaming-video encryption and decryption based on a 
one-time pad (OTP) encryption algorithm. Using quantum 
key encryption helps increase the security performance of 
secure video transmission over the Internet. The idea of 
transparent encryption software can be divided into four 
subsections. 

A. Packet Filter 

The packet filter works together with the kernel to collect 
network packets being sent to and from a network interface–
based iptables configuration. In this case, the transparent 
encryption software examines only the videoconferencing 
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server’s IP address with port 1935, while other IP addresses 
passing through this network interface will not be considered. 
Therefore, all packets being sent to and from the 
videoconferencing server must perform data encryption. 
 
B. Packet Process 

As data streams flow across the network, the packet process 
captures all packets passing through a network interface and 
analyzes each packet to identify the actual data payload 
according to the appropriate TCP segment format. Information 
about data payload has been continuously forwarded to 
payload encryption and decryption services to perform 
cryptographic operations. 

C. Payload Encryption and Decryption 

This is the process used to scramble the data payload before 
sending it out to the lower layer. All outgoing payloads must be 
encrypted with keys based on OTP encryption, while all 
incoming payloads must be decrypted. The corresponding keys 
will be loaded into a queue buffer, either an In-buffer or Out-
buffer, which has been organized by the key manager. 

D. Key Manager 

This function deals with how to manage the keys and 
distribute them to the corresponding users within the 
transparent encryption domain correctly. It consists of a key 
provider (to import and export the keys to or from the queue 
buffer) and a key distribution client protocol (this works closely 
with the key management server to request the keys for 
cryptographic purposes). 

In addition, transparent encryption software can install either 
within a client/server domain or through independent hardware 
encryption, but to achieve a better security result, this paper 

 

suggests the installation of a transparent encryption module as 
a separate part from the videoconferencing server and client 
computers to prevent Trojan attacks. As its functions, only the 
TCP payloads with port 1935 will be encrypted. Thus, the 
difference between the transparent encryption technique and 
VPN technique is that the VPN technique performs packet 
encryption for all incoming and outgoing message, whereas the 
transparent encryption technique performs packet encryption 
for only certain messages, based on a matching condition. 

VI. Security Analysis and Performance Evaluation 

In this section, we present and discuss the security analysis 
and performance evaluation of the proposed structure in more 
detail. This paper focuses on experimental results to 
demonstrate a videoconferencing system in real time; hence, 
they are performed under a trusted quantum network 
environment. Moreover, this paper includes a comparative 
evaluation at the end of this section that draws a comparison 
between the proposed framework and existing quantum 
networks. 

1. Experimental Results 

For the experimental setup, a videoconferencing server was 
assigned using http://192.168.20.2:5080/openmeetings, which 
was located within a private network. The transparent 
encryption was installed separately on different computers, 
which were located in front of the videoconferencing server 
and users’ computers (see Fig. 1). It is important to keep the 
encryptors within visible range to maintain control and 
guarantee there is no attack between an intermediate contour 
line (that which connects a videoconferencing server and 
encryptor). Accordingly, the proposed framework has been 
 

 

Fig. 7. Practical concepts for encrypted RTMP streams. 
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designed in such a way to prevent outsider attacks only, not 
insider attacks (as they are beyond the scope of this paper). 

First-time users logging in to the videoconferencing server, 
known as “OpenMeetings Videoconferencing,” have to fill  
out an authorized user account through the OpenMeetings 
Videoconferencing’s web interface. After successfully logging 
in, users can communicate with other users through the 
OpenMeetings Videoconferencing’s web interface. The 
program provides videoconferencing, instant messaging, 
document-sharing on a white board, screen sharing, and 
recording during meeting sessions. All encryption and 
decryption processes are received and responded to by the 
encryptors and key management servers. From our 
experimental results when integrating quantum key encryption 
with the OpenMeetings Videoconferencing system, the 
security has been improved by analyzing the achieved security 
level of the proposed scheme and assessing its performance. 
The results have shown that even the Wireshark program is 
unable to analyze and display the data content that has been 
transmitted over the Internet; in addition, third parties or 
eavesdroppers will not be able to understand the forms of user 
communication used.  

2. Encryption Efficiency Analysis 

The two main characteristics used to identify the efficiency 
of a videoconferencing system are security and the speed of 
data services. Security aspects usually deal with the encryption 
and decryption of video streams. In this context, an OTP-based 
quantum key encryption has been applied to fulfill the security 
requirements regarding the proposed framework. However, a 
time delay has been incurred due to encryption, decryption, and 
replacement. Figure 8 shows the times required for encoding 

 

and decoding for different message sizes with regard to the 
experimental setup. The setup has been tested under Ubuntu 
12.04 based on an Intel (R) Xeon (R) CPU 2.67 GHz 
environment. According to the figure, big data sizes require 
more time for encryption and decryption, but in fact, the data 
stream transmission technique over the Internet generally relies 
on the maximum payload of a TCP segment. Each TCP/IP 
packet supports datagrams up to 64 kilobytes per second. As a 
result, the time required for the video encryption and 
decryption of a 64 KB data payload is approximately 0.098 s, 
which is an insignificant effect on the transmission delay in a 
videoconferencing system. 

3. Comparative Analysis of Quantum Networks 

The key management method for the secure 
videoconferencing system featured in this paper is based on a 
quantum network. One of the benefits of a quantum network is 
that it can offer a clear perspective of scalability and pave the 
way toward truly secure long-distance communication. 
Recently, many different types of quantum network, in terms of 
structure and protocols, have been created (see [27]–[34]); 
these networks aim to maintain the integrity of keys. A 
performance comparison of some of these different quantum 
network structures is illustrated in Table 1. 

A. Security Model 

A quantum network is defined to be a technology that 
prevents eavesdropping attacks over optical channels and 
establishes a trusted quantum network for secure communication. 
Based on the proposed framework, the VPN technique has 
been officially applied to establish a private network among 
key management servers for exchanging key information, such 
 

 

Fig. 8. Time required for encoding and decoding for various message sizes. 
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Table 1. Performance comparison of different quantum network structures. 

Key management properties based on differential QKD networks 
Features 

DARPA network SECOQC network Tokyo network Proposed network 

Security model VPN encryption, IKE VPN encryption VPN encryption VPN encryption, Secure key management

Network topology Star Mesh Mesh Star 

Protocol design 

QKD protocol 

IPSec (IKE) 

QKD circuit management 

QKD protocol 

Q3P 

QKD-NL 

QKD-TL 

QKD protocol 

Key management agent 

Key management server 

QKD protocol 

Key caching protocol 

Key transfer protocol 

PPETP 

Key routing protocol 

Key distribution protocol 

Key distribution client protocol 

Key transportation Hop-by-hop encryption 

 

 
as key_id and pairing_node, to check the correctness of keys; 
that is, whether a paired user obtained the same keys for 
cryptographic purposes. At the same time, the actual keys are 
kept in secure storage. 

B. Network Topology 

Figure 1 shows that the QKD layer comprises three physical 
nodes, node A, node B, and node C, with two optical links. 
Each node is connected to a central node, as in a star topology. 
However, there is a drawback to having such a star topology; 
that is, a central point of failure. Hence, the entire network is 
dependent upon the central node; if it fails, then the network 
may become inoperable. The mesh topology is fault tolerant, 
so it can ensure data privacy and security because every 
message travels along a dedicated link. 

C. Protocol Design 

In a traditional framework, there is still no standardization of 
key management protocols to provide flexible and feasible 
solutions across quantum networks and services. Most existing 
projects have established a quantum network based on their own 
proprietary protocols. According to the proposed framework and 
experimental setup, six new protocols have been developed, in 
Thailand, to create a field prototype of a trusted quantum 
network. These protocols have been operated under a key 
management layer, with the exception of the key distribution 
client protocol, which was executed under the application layer.  

To summarize, the purpose of this paper is to design and 
develop a simple trusted quantum network to serve as a secure 
communication platform for a videoconferencing system. 

D. Key Transportation 

Basically, traditional quantum network structures have been 

 

Table 2. Cryptographic primitives. 

Types of algorithms 
Factors 

DES 3DES AES OTP 

Key length 56 bits 112/168 bits 
128/192/ 

256 bits 
Equal plaintext 

sizes 

Block size 64 bits 64 bits 
128/192/ 

256 bits 
Key streams

Cryptographic 
resistance 

Assumption Assumption Assumption 
Information 

theory 

 

 
constructed and composed from QKD systems featuring 
multiple point-to-point links; thus, keys are only shared among 
directed quantum channels. This is a limitation.  

Key management services with hop-by-hop key encryption 
have been adapted to expand the scope of key distribution  
and overcome the limitation of quantum point-to-point link 
connections, whereby the key management services not only 
ensure the creation of a trusted network but also offer key 
distribution among multiple users, even if such users do not 
connect or belong to the same quantum link. 

4. Foundation of Cryptography 

Table 2 provides a synopsis of cryptographic primitives in a 
security context, and it illustrates that there is evidence that 
quantum cryptography combined with OTP encryption makes 
a videoconferencing system more secure and efficient, as well 
as enhancing privacy solutions. 

VII. Conclusion 

Efficient key management protocols for secure RTMP video 
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streaming toward a trusted quantum network present a new 
model for the transmission of video streams in a secure domain 
over the Internet.  

The proposed method of key management, protocols, and 
well-designed video encryption algorithm belonging to this 
paper are all state of the art. The promise of the key 
management protocols along with their interoperability across 
a videoconferencing system based on RTMP encryption is    
a significant step toward data  protection and privacy in 
electronic communication, because the protocols rely on 
quantum key encryption. 

In addition to the strength of the key management in the 
proposed system, keys can be shared between two end points 
even though the end points do not connect or belong to the 
same quantum link. Furthermore, the application of hop-by-
hop key encryption provides secure key transfer — a strategy 
that is able to overcome the limitation of quantum point-to-
point link connection. A secure videoconferencing system has 
been considered based on a strong encryption algorithm. The 
system’s keys and key management offer fast, secure, and 
reliable data, voice, and video transmission. 
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