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This paper presents an overlapping pattern substitution 
(PS) method. The original overlapping PS method as a 
reversible data hiding scheme works well with only four 
pattern pairs among fifteen possible such pairs. This 
paper generalizes the original PS method so that it will 
work well with an optimal pair from among the fifteen 
possible pattern pairs. To implement such an overlapping 
PS method, changeable and embeddable patterns are first 
defined. A class map is virtually constructed to identify  
the changeable and embeddable pairs. The run-lengths 
between consecutive least probable patterns are recorded. 
Experiments show that an implementation of our 
overlapping PS method works well with any possible type 
of pairs. Comparison results show that the proposed 
method achieves more embedding capacity, a higher 
PSNR value, and less human visual distortion for a given 
embedding payload. 
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I. Introduction 

Digital data hiding techniques hide data into digital files  
and have been used for copyright protection, covert 
communications, tamper detection, and authentication of 
digital property. There are many watermarking techniques   
for color and gray-scale images [1]–[6]. However, these 
techniques cannot be used with binary images. Binary images 
have only one signal bit in every pixel; therefore, this makes 
binary image watermarking very challenging. 

There are two kinds of data hiding methods for binary 
images — lossy watermarking and lossless watermarking (also 
known as reversible watermarking). In the early development 
stages of binary image watermarking, most binary 
watermarking methods employed the method of lossy 
watermarking.  

Chen and others [7] divided an image into disjoint blocks 
and then embeded a message by flipping one bit (that is, binary 
pixel value) in every block to compute a weight score using a 
randomly generated weight matrix, where the score is equal to 
the secret message.  

Further improvements to the visual quality of an embedded 
image (stereo image) were made by introducing quality control 
when embedding data into blocks [8]. In every block, the 
number of black pixels can be either an odd or even number. 
The approach to embed one bit “1” or “0,” in [8], is to flip 
pixels to control the number of black pixels in one block to be 
even or odd. 

In [9]–[11], Wu and others proposed a flippability score 
considering the connectivity and smoothness of a square area 
comprising three-by-three pixels; Yang and Kot [12]–[13] 
proposed a flippability criterion.  

An authentication scheme with tampering localization was 
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proposed by Cheng that uses a different flippability criterion to 
reduce image distortion [14]–[16].  

Tzeng and Tsai [17] used an optimal code holder to embed 
binary data into every block.  

Yang and others [18] used a morphological transform to 
achieve high embedding capacity. Unfortunately, the 
algorithms used in the aforementioned studies were all of the 
lossy type. As a result, there are not many reversible 
watermarking methods for binary images available today. 

Tsai and others [19] have proposed a method called pair-wise 
logical computation (PWLC). It successfully exploits special 
patterns, such as “000000” and “111111,” and hides secret data 
within these patterns. The PWLC method identifies such 
patterns on the boundaries (that is, edge area) of an image to 
reduce visual perceptibility. Thus, even though there are many 
cases of such special patterns within a single binary image, 
only a certain number of such special patterns on the 
boundaries of the image are used. The embedding rule is 
simple. If the secret bit is “0,” then the third and fourth bit 
positions are flipped. Otherwise, if the secret bit is “1,” then the 
third and fourth bit positions are flipped. Of course, embedding 
capacity is dependent upon the number of such patterns at the 
boundaries. Since this method utilizes lengthy special patterns 
of six bits and flips only the center bit positions, boundaries can 
look untidy after data hiding. 

A pattern substitution (PS) method has been proposed by Ho 
and others [20] and is an improvement upon the PWLC 
method. The PS method hides data into the boundaries of a 
binary image. It locates the boundaries using an edge detector 
[21]. The authors’ PS method uses four bits for each pattern; 
thus, there are sixteen possible patterns in total. Among them, 
two pattern types — more probable pattern (PM) and less 
probable pattern (PF) — are used to hide data. For each PM, its 
counterpart, PF, is decided by the PS method. After this, the PS 
method records all the locations of the PFs in advance. The PS 
method hides a secret bit “0” by rewriting a PM or PF pattern 
to PM, and it hides a secret bit “1” by rewriting a PM or PF 
pattern to PF. Since a four-bit pattern is used instead of a six-bit 
pattern, the PS method is less likely to have a significant effect 
on the appearance of the boundaries of an image. 

There are two types of PS — block-wise disjoint PS (non-
overlapping PS) and block-wise overlapping PS (overlapping 
PS). In the case of block-wise disjoint PS, all blocks are 
mutually exclusive to each other (that is, disjoint). Thus, 
embedding and extracting procedures are relatively simple. 
However, the embedding capacity is not so large. On the other 
hand, if we allow some blocks to overlap each other, as in the 
case of block-wise overlapping PS, then this allows us to hide 
more data. Ho and others [20] have presented both methods. 

In Dong and Kim [22], a non-overlapping PS has been 

developed by reducing the PF location map. This method 
chooses the second least probable pattern, and it is defined as 
PFR in [21]. All the PF patterns are replaced with PFR patterns 
before the embedding process, and the sequence of PFs and 
PFRs is recorded using 0s and 1s in a new location map. The 
size of the new location map is equivalent to the sum of the PFs 
and PFRs. This approach can efficiently decrease the size of a 
PF location map; however, it can only be applied to a non-
overlapping PS. 

Xuan and others [23] have presented a different binary 
image reversible watermarking method. Their approach 
exploits a run-length histogram modification method. They 
construct a histogram of run-lengths from a binary image. A 
run-length pair consists of both a run-length of black pixels and 
a run-length of neighboring white pixels. By swapping one 
black pixel for one white pixel in the specific pairs, they can 
hide secret messages. The embedding capacity depends on the 
population counts of the most probable run-length and its 
neighboring run-length. 

Zhang and others [24]–[25] have presented an optimal 
reversible data hiding method for binary covers. This method 
tries to embed binary data into binary covers. A cover is 
segmented into disjoint blocks, each block being of the same 
length. In each block, the pixels with value “0” are overwritten 
with a payload, and the positions of pixels with value “1” are 
recorded and embedded into the next block to achieve 
reversibility. The number of 1s in the payload determines the 
distortion. If the size of the payload is small, then the method 
losslessly decompresses the payload so that the number of 1s in 
the payload is reduced; in this way, the level of distortion is 
decreased. 

In this paper, an improved version of the PS method in [20] 
is proposed. The overlapping PS version in [20] can be applied 
to only four pattern pairs among fifteen. Our method 
generalizes the algorithm so as to use all fifteen possible pattern 
pairs, which significantly increases the embedding capacity. 
We introduce two conditions for embedding based on two new 
concepts — changeable and embeddable patterns. If a pattern 
satisfies the two new conditions, then we can embed data into 
the pattern. These two new conditions reflect the interaction 
between the overlapping patterns that emerge after hiding data. 
If a pattern satisfies these two new conditions, even though this 
pattern may overlap with a neighboring pattern, then we can 
embed data without causing confusion in the extraction 
procedure. A new coding method is also proposed to decrease 
the size of the PF location map. 

The remaining part of this paper is organized as follows. 
Section II reviews the original PS method and identifies the 
problem with this method. Then, the proposed improved PS 
method is explained in Section III. Important new concepts, 
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such as changeable and embeddable patterns and class map 
(CCM), are also introduced in this section. Section IV shows 
that the proposed method works well with any kind of pattern 
pairs. In addition, this section analyzes the performance of the 
proposed method. Finally, the conclusion is presented with 
future works in Section V. 

II. PS Method 

In the PS method, the difference-value matrix, denoted as D, 
is firstly derived from an original binary image according to  

  

( , ) 1, 1,

( , ) ( , ) ( 1, ) 1, 1,

( , ) ( , 1) 1,

C i j i j

D i j C i j C i j i j

C i j C i j j

 
    
   

      (1) 

where  stands for the exclusive-OR logic operation; i and j 
are the indices of the rows and columns in the binary image, 
respectively; and C is the matrix of the original binary image. 
Equation (1) shows that there are three different types of pixels 
in the binary image. The first case (when i = 1, j = 1) is for the 
pixel at the top-left corner. The difference value of this pixel is 
the value of the pixel in the original binary image. The second 
case (when i  1, j = 1) is for the pixels in the first column, 
excluding the first pixel. The difference values of each of these 
pixels are defined as exclusive-OR with its upper pixel. In the 
third case (when j > 1), which is for the rest of the pixels, the 
difference values for these pixels is defined as exclusive-OR 
with its left pixel. One example of a binary image and its 
corresponding difference-value matrix is shown in Fig. 1. 

 Each set of four consecutive difference values within 
difference-value matrix D (corresponding to four consecutive 
pixels) is labelled as being a specific difference-value pattern 
(from hereon in simply referred to as a pattern). A single 
pattern contains four bits. Therefore, there are sixteen possible 
patterns in total; P0000, … , P1110, and P1111. One bit of secret 
data is hidden through one PS in D. To reduce the distortion 
caused by substitution, the corresponding patterns are listed in 
Table 1. 

Two patterns are chosen to embed data. These two patterns 
are known as a pattern pair and are denoted as PM and PF. To 
minimize image degradation, the following two requirements 
are necessary: 
■ The PM and PF elements that make up a pattern pair must 

come from the same pattern set. 
■ A PS is to achieve a Hamming distance of “1” between each 

set of four bits between the original and watermarked images. 
All the difference-value patterns are classified as belonging 

to either an “odd pattern set” or an “even pattern set” based on 
the number of 1s occurring within each of the difference-value 
patterns. 

 

Fig. 1. Binary image and its corresponding difference-value matrix.

0 

11 0 1 

111 0 1 

110 1 

1

 
 

Table 1. Binary bit pattern and corresponding possible substitutable 
patterns. 

Difference-value pattern Substitutable patterns 

P0001 P0010, P0111, P1101 

P0010 P0001, P0100, P1110 

P0011 P0000, P0101, P1111 

P0100 P0010, P0111, P1000 

P0101 P0011, P0110, P1001 

P0110 P0000, P0101, P1010 

P0111 P0001, P0100, P1011 

P1000 P0100, P1011, P1110 

P1001 P1000, P1010, P1111 

P1010 P0110, P1001, P1100 

P1011 P1000, P0111, P1101 

P1100 P0000, P1010, P1111 

P1101 P0001, P0111, P1101 

P1110 P0010, P0111, P1101 

P1111 P0010, P0111, P1101 

 

 
Each pattern pair consists of a PM and a PF. The PM and PF 

of a pattern pair should be chosen from the same pattern set 
(either from the odd pattern set or even pattern set). This 
statement can be explained with a simple example. Consider a 
binary bit stream “0010000” from an original image, and 
assume the bit in front of this stream is “0,” then this bit stream 
can produce the difference-value stream “0011000” by (1). For 
example, assume the binary stream in the image is “0010.” If 
the bit in front of this stream is “0,” then the binary stream is 
“00010;” the difference value is “0011.” Otherwise, if it is “1,” 
then the difference value is “1011.” The first pattern, that is 
P0011, can be replaced with P0010. Note that P0011 belongs to the 
even group, but P0010 to the odd group. As a result, the 
substituted string becomes 0010000, which produces the 
watermarked string 0011111 after an inverse transform. The 
important thing to note here is that the bit string following the 
first four bits in the watermarked stream is inverted from the 
original stream. This fact implies that the image quality after 
data hiding will become extremely poor. However, if the PF 
and PM are chosen from the same group, then this kind of 
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Fig. 2. Binary bit pattern B0001 (with a difference value of P0001) 
can be substituted for either B0011, B0101, or B1001 (with a 
difference-value pattern of either P0010, P0111, or P1101, 
respectively). 

B0001 P0001 

B0011 

B0101 

B1001 P1101 

P0111 

P0010 

 
 
thing does not happen. 

With regards to trying to achieve a Hamming distance of “1” 
between each set of four bits between the original and 
watermarked images, “a Hamming distance of 1” means that 
only one bit is flipped between the two bit streams in question. 
For a given bit stream, say Bwxyz, there are four different 
possible bit streams that produce a Hamming distance of “1” 
when paired with Bwxyz. For example, bit streams B1001, B0101, 
B0011, and B0000 are four possible streams with a Hamming 
distance of “1” to B0001. Note that there are PM and PF pairs 
ensuring a Hamming distance of “1” between the original and 
watermarked images.  

Consider the binary bit pattern B0001 and assume that its 
corresponding difference-value pattern is P0001. The candidates 
for substitution should then be of the form Bxxx1, where x stands 
for a “don’t care” bit. Consider the “Hamming distance of 1” 
requirement. As a result, three possible output patterns can be  
B1001, B0101, and B0011, for which the corresponding difference- 
value patterns are P0010, P0111, and P1101, respectively (see   
Fig. 2). It can be verified that this is also the case for when the 
previous bit value is “1.” Thus, P0001 can be a pair to P0010, P0111, 
or P1101. In other words, P0001 can be substituted by any one of  
P0010, P0111, and P1101. According to this, the substitutable 
difference-value patterns for any pattern can be found (see 
Table 1). 

Note that statistically P0000 is the most probable pattern. 
However, this pattern is not used due to the visibility problem. 
The most probable patterns among P0001, … , P1110, and P1111 
are named as PM. For each PM, the least probable pattern 
among the three candidates from Table 1 is named as PF. 

Data hiding will be carried out by PS. After determining a 
suitable PM-PF pair, the PS method will rewrite all PM-PF 
pairs to PM to hide a bit 0; likewise to PF to hide a bit 1. The 

location map of PF patterns has to be embedded to the image 
too. In this way, the secret data can be extracted and the original 
image can be recovered at the decoder. 

There are two variants of the PS method in Ho and others 
[20]. The non-overlapping PS method processes the difference-
value patterns one by one, and the different difference-value 
patterns contain no overlapping parts. However, different 
difference-value patterns intersect each other in the overlapping 
PS method; special care needs to be taken with this approach, 
since tricky situations to be discussed below can happen. 

Assume that there is a binary bit pattern contained within a 
binary stream, such as in 0000011111, and let us assume that 
P0001 and P0111 make up the corresponding PM-PF substitution 
pair. In this case, an encoder, scanning the stream one bit at a 
time, encounters the first PM — the underlined pattern P0001. 
The PM can be kept as it is when a bit 0 is hidden. A decoder 
can recover the hidden message and keep the original pattern 
as it is. On the other hand, the PM can be substituted by PF,  
in which case the resultant stream becomes 0001111111.  
However, the decoder assumes that the underlined pattern 
carries a hidden bit 0 — an incorrect interpretation. 

To avoid such a misinterpretation, Ho and others [20] 
proposed the following two rules: 
1. When the PM and PF overlap, take PF as the hidden pattern. 
2. If the numeral “1” occurs five times consecutively, then 

“11111” is deemed an unacceptable hiding place. 
Under the above rules, an encoder will skip an input string of 
“0000011111” in accordance with rule 2.  

When P0001 is first encountered in the following input string 
“0000011110,” the encoder searches for a P0111 pattern to see 
whether the PM and PF overlap each other. In this string, 
0000011110, since the two patterns overlap, the encoder skips 
the underlined P0001 pattern and uses the pattern P0111 to hide a 
bit according to rule 1. If the bit to be hidden is “0,” then the PF 
is changed into PM; that is, 0000000110. Otherwise, the PF 
remains as it is. Thus, there are two possibilities after data 
embedding — 0000000110 or 0000011110. As a result, there 
are no problems encountered in the decoding process. 

III. New PS Method 

The basic algorithm of the proposed method is quite similar 
to that featured in the work of Ho and others [20]. In this paper, 
two important concepts are considered — embeddability and 
changeability — to generalize the original PS method. These 
two concepts will be explained in the following examples. 

Even though Ho and others [20] proposed the two 
aforementioned rules to avoid misinterpretation at the decoding 
stage, these rules only work well with the following four 
specific pairs: <P0001, P0111>, <P1000, P1110>, <P0011, P1111>, and 
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Fig. 3. Three counterexamples to Ho et al.’s rules [20]. 

0 1 0 0 1 0 0 0 1 1 1 1 0 0 

0 0 1 1 1 1 0 0 0 1 0 0 1 0 

0 1 0 0 1 1 1 0 1 0 0 1 0 0 

(a)

(b)

(c)

<PM, PF>

<PM, PF>

<PM, PF>

<P0100, P0111>

<P0010, P1110>

<P0100, P0111>

 
 
<P1100, P1111>. Unfortunately, these rules do not work for other 
patterns. 

Figure 3 shows three counterexamples that cannot be 
correctly decoded by Ho and others’ work [20]. The input 
string in Fig. 3(a), 0100100, is encoded as 0111100 when the 
PM and PF pair is P0100 and P0111, respectively. In this encoding, 
only one bit has been hidden. However, the decoder will try to 
extract two bits of message. The decoder first encounters the 
underlined pattern P0111 in 0111100, which is decoded as 
0100100. Another underlined pattern, 0100100, is about to be 
decoded; the second decoding should not be carried out. 

The input string in Fig. 3(b), 0011110, is encoded as 
0010010, where the PM and PF pair is P0010 and P1110, 
respectively. In this encoding, only one bit is hidden using the 
PF pattern P1110 (that is, 0011110). However, the decoder tries 
to extract two bits of message. It first encounters the underlined 
pattern as P0010 in 0010010, which is decoded as 0010010. 
Another underlined pattern, 0010010, is about to be decoded. 

Consider the input string in Fig. 3(c), 0100111, where the 
PM and PF pair is P0100 and P0111, respectively. According to 
rule 1, an encoder can hide one bit into the PF, whereby the 
encoded string would become 0100100. The decoder will 
extract two bits even though just one bit has been hidden. The 
first bit is recovered from the first PM pattern (P0111) and the 
second bit from the second PM pattern (P0111) again. 

To generalize the original PS method, further refinement is 
needed. The refinement is made possible by categorizing 
patterns into five classes, as follows: 
■ Class 0: those that form a pattern not yet processed or that is 

waiting to be processed. 
■ Class 1: the proposed pattern containing neither PM nor PF. 
■ Class 2: the processed pattern of PM or PF, but not possible 

to embed data. 
■ Class 3: the processed pattern of PF and has been used to 

embed data. 
■ Class 4: the processed pattern of PM and has been used to 

embed data. 
Every pixel belongs to one class only. An illustration is 

shown in Fig. 4. A table holding the class information is 
referred to as a CM. Pixels that lie within a distance of one to 
three pixels from a pixel are called neighboring-range pixels; 
those that are at a distance of one to six pixels are called 

 

Fig. 4. Illustration of CM where PM is 0001 and PF is 0111. 

57 58 59 60 61 62 63 64 65 66

0 0 0 0 0 0 1 1 1 1

1 1 1 ? 0 0 0 0 0 0

Position 

Difference value

Class map

 
 

 

Fig. 5. Example of pattern that is not changeable when PM is 
0001 and PF is 0111: (a) before substitution, (b) after
substitution, and (c) final class of pattern 60. 

57 58 59 60 61 62 63 64 65 66

0 0 0 0 0 0 1 1 1 1

1 1 1 ? 0 0 0 0 0 0

(a) 

57 58 59 60 61 62 63 64 65 66

0 0 0 0 1 1 1 1 1 1

1 4 1 ? 0 0 0 0 0 0

(b) 

57 58 59 60 61 62 63 64 65 66

0 0 0 0 0 0 1 1 1 1

1 1 1 2 0 0 0 0 0 0

(c)  

 
 
relative-range pixels. A pattern’s representative position is the 
position of its first pixel. 

Let us assume that at position 60 (see Fig. 4) a pattern’s 
difference-value substring is 0001, which is a PM pattern (that 
is, P0001), and that this pattern is about to be processed by an 
encoder. Note that in Fig. 4 the PF pattern is 0111. Thus, the 
CM at positions 57 to 59 shows “1s”; the other patterns from 
position 61 onwards have not yet been processed; therefore, all 
are positions are showing a value of “0.” The CM being 
described here is shown in Fig. 4. 

At position 60, the PM pattern can be flipped to the PF 
pattern to embed a bit 1. In this case, after data hiding, the 
pattern 0001 is changed into the pattern 0111. In this case, after 
data hiding, the new pattern at position 58 becomes 0001, 
which is a PM pattern. Thus, the CM at position 58 is changed 
from “1” (before data hiding) to “4” (after data hiding: see Fig. 5). 
These kinds of changes to a CM can cause misinterpretation at 
a decoder. Such misinterpretation can be avoided. Thus, two 
kinds of patterns are introduced in the next paragraph. 

Here, two new concepts are defined — a changeable pattern 
and an embeddable pattern. As is clear from the 
counterexamples, not all of the PM or PF patterns can be used 
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for data hiding. A changeable pattern should be either a PM or 
a PF before data hiding. In Fig. 5, let us assume that position 60 
is the current position to be processed. In this case, the pixels at 
positions 57 to 59 and 61 to 63 are neighboring-range pixels. If 
the neighboring-range pixels of a CM do not change after PS, 
except in the cases of class 0 and class 2 pixels, then this PM or 
PF is known as a changeable pattern. Thus, changeability is 
dependent upon the values of neighboring-range pixels. In  
Fig. 5, the pattern at position 60 is not a changeable one, since 
after PS, at least one of the neighboring-range pixels is changed 
from a value of “1” to “4.” Thus, in this case, an encoder 
should skip data-hiding because it is known that the pattern is 
not a changeable one. Now, the CM shows a value of “2” at 
position 60. 

A changeable pattern should meet the following two 
conditions: 
■ The pattern should be PF or PM. 
■ After flipping the current pattern, any class 1 pattern in a 

neighboring range should remain as a class 1 pattern; any 
class 3 pattern should remain as a PF; and any class 4 pattern 
should remain as a PM. 
When a PF or PM pattern is about to be substituted to embed 

data, the substitution has to meet at least two requirements. 
First, it should not destroy the patterns in which we have 
already embedded data. This means that PM or PF patterns of 
the class 3 or class 4 type in a neighboring range should not be 
destroyed. In other words, any PF pattern of the class 3 type 
should remain as a PF, and any PM pattern of the class 4 type 
should remain as a PM. Thus, any pattern in class 1 should be 
in the same class. 

Assume a class 2 pattern is in the neighboring range. Due to 
the change of the current pattern (either PM or PF), the class 2 
pattern can be changed into a class 1 pattern or remain as it is. 
In the first case, the class 2 pattern can be changed to neither 
PF nor PM (that is, into a class 1 pattern) after flipping. In the 
second case, the class 2 pattern can be flipped to either a PF or 
a PM and still be classed as a class 2 pattern. Thus, a class 2 
pattern can be changed to any pattern without misinterpretation 
in a decoder. 

Can an encoder always embed data when a pattern is 
changeable? The answer is not always. Assume that PM and 
PF are 1001 and 1111, respectively (see Fig. 6). Note that the 
pixel processing order can be randomized for security purposes. 
For example, a hiding gap (HG) [20] has been proposed, and 
an HG value is shared by an encoder and decoder. 

Assume that the processing order is randomly decided as 
follows: for example, first, at position 72, second, at position 70, 
and finally at position 73. The pattern at position 72 is 0100, 
which is neither PM nor PF. As a result, its CM is “1.” At 
position 70, the pattern to be processed is 1001, which is a PM. 

 

Fig. 6. Changeable but not embeddable pattern when PM is 1001 
and PF is 1111, and processing order is at position 72, 
position 70, and position 73: (a) before substitution, (b) 
after substitution, and (c) final class of pattern 73. 

67 68 69 70 71 72 73 74 75 76 

0 1 0 1 0 0 1 0 0 1 

1 1 1 4 1 1 ? 0 0 0 

(a)  

77 78 79 80 81 82

0 0 1 0 0 0

0 0 0 0 0 0

67 68 69 70 71 72 73 74 75 76 

0 1 0 1 0 0 1 1 1 1 

1 1 1 2 1 1 ? 0 0 0 

(b) 

77 78 79 80 81 82

0 0 1 0 0 0

0 0 0 0 0 0

67 68 69 70 71 72 73 74 75 76 

0 1 0 1 0 0 1 0 0 1 

1 1 1 4 1 1 2 0 0 0 

(c)  

77 78 79 80 81 82

0 0 1 0 0 0

0 0 0 0 0 0

 
Thus, its CM is “4.” At position 73, the pattern to be processed 
is 1001, which is also a PM. This pattern is changeable 
according to the changeability rule. However, we want to see 
what happens if this pattern is substituted for 1111, which is a 
PF. If this pattern becomes 1111, then the previous pattern 1001 
at position 70 is not changeable at the decoder, and its class 
changes from “4” to “2” as shown in Fig. 6(b). Thus, the 
second PM pattern (at position 73) should be skipped without 
hiding any bit. One bit has been hidden into the first PM 
pattern at position 70, since it was both changeable and 
embeddable. However, an encoder has to skip the second PM 
pattern since it is not embeddable. The encoder can also hide 
one bit into the third PM pattern at position 76 since it is both 
changeable and embeddable under the assumption that the 
second pattern has been skipped. 

It is necessary to see whether a pattern is embeddable when a 
number of PM patterns repeat. An embeddable pattern should 
meet the following conditions: 
■ The pattern should be changeable. 
■ After flipping or substituting the current pattern, the 

changeability of any PF/PM pattern of relative-range pixels 
should not change, except class 0. 
The conditions for embeddability are stricter than those for 

changeability. We have only to check the changeability of a 
pattern when there are no consecutive repeated PM or PF 
patterns. However, it is necessary to check if a pattern is 
embeddable when a number of PM or PF patterns repeat. For 
this purpose, the current PM pattern is intentionally changed 
into PF, or PF into PM, to see whether the changeability 
condition of the previous pattern is kept. One bit of data can be 
embedded only into an embeddable pattern. 
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Changeability ensures that after substitution of the current 
pattern, the change should not generate a new PF or PM, nor 
should it destroy either a PF or a PM from any class 3 or 4 
patterns in the neighboring range. Turning changeable patterns 
into unchangeable ones, or vice versa, can also cause 
misinterpretation at a decoder. The embeddability condition 
ensures that the condition of changeability will not change after 
a substitution. 

Ho and others [20] used a tuple, (xi, yi), to record the ith PF 
pattern, PFi, where xi and yi are its coordinates. This technique 
needs 18 bits to encode one tuple for a 512 × 512 image, which 
is not efficient. In this paper, the positions of PF pixels are 
rearranged into a one-dimensional array, and its run-length 
between PF patterns is recorded to reduce the size of a location 
map. 

In the embedding procedure, the difference-value matrix is 
first scanned to get the pattern pair to embed data. In this 
process, the PM-PF pair is identified based on the population of 
each pattern. Side information should be sent to a decoder for 
correct decoding. This information will be hidden in a specific 
area in the image using bit replacement. The payload consists 
of the original bit stream replaced with side information, a 
location map, and the actual secret bits. Side information 
includes the PM and PF patterns, number of PF patterns, 
number of secret bits, and the number of bits used for run-
length coding for the PF patterns. 

A decoder first extracts the side information from a specific 
region. Next, the decoder constructs a CM to see whether a 
pattern is changeable and embeddable. The first part of the 
decoded message is used to recover the replaced pixel values 
with the original ones. The rest of the decoded message 
contains the location map and secret message. 
 

IV. Experimental Results 

The main purpose of this paper is to generalize the original 
PS method. Experiments show that the generalization is 
perfect; that is, any pattern pair can be used. The performance 
comparison between the proposed scheme, the PS method 
(overlapping case), and other approaches [19], [22]–[23] is 
carried out in this section. The host images are shown in Fig. 7, 
where the “Lena” and “Boat” images are converted to binary 
images; the “Mickey” and “Cartoon” images, which are 
downloaded from the Internet for research purposes, are binary; 
and the rest of them are documents. These three image types 
represent most of the binary images that exist in the world today. 

1. Comparison with PS 

To implement cyclic embedding and solve the uneven 
embedding problem, a HG [20] is used. For example, if HG = 
2, then the hiding places are the first bit, the third bit, the fifth 
bit, and so on. To obtain a good visual performance, HG should 
be bigger than a given threshold; since, in this way, any 
distortion can be spread over the entire image. With this in 
mind, we used HG = 23 throughout our experiments. 

Table 2 shows the PMs and PFs used by the original PS 
method [20] and proposed PS method. It shows that the 
proposed method can always choose the best PM-PF pairs to 
embed data. 

Figure 8 shows a comparison of results in terms of 
embedding capacity based on the number of available flippable 
pixels. Note that the original PS method can hide 6,251 bits 
since there are 6,233 PMs and 18 PFs in the Mickey image. 
However, since not all patterns are changeable or embeddable, 

 

Table 2. Comparison of original and proposed PS methods with HG value of 23. 

Original PS method Proposed PS method 
 

PF PM # of PFs # of PMs PF PM # of PFs # of PMs RL bits 

Mickey P1110 P1000 18 6,233 P0111 P0100 18 6,697 11 

Body P0111 P0001 4 5,959 P0111 P0100 4 6,644 11 

P1111 P1001 5 4,998 11 
English P1110 P1000 82 6,188 

P0111 P0100 82 10,536 10 

P1111 P1001 0 3,885 N/A 
Chinese P1110 P1000 19 6,134 

P0111 P0100 19 9,285 11 

P1101 P0001 19 11,296 11 
Handwriting P0111 P0001 23 11,296 

P0111 P0100 23 12,124 11 

Lena P0111 P0001 586 7,673 P1101 P0001 496 7,673 7 

Boat P0111 P0001 697 8,685 P1101 P0001 428 8,685 8 
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Fig. 7. Cover images used in experiments: (a) Lena (512×512), 
(b) Boat (512×512), (c) Mickey (500×370), (d) Cartoon 
(371×450), (e) English (560×273), (f) Chinese (560×273),
and (g) Handwriting (605×378). 

(a)  (b)  

(c)  

(e)  

(d)  

(f)  (g)  

 
 

 

Fig. 8. Comparison results on number of flippable pixels. 
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the number of flippable pixels is a little smaller than the 
number of PM and PF patterns. Note that the proposed method 
can flip only 6,191 patterns due to the changeability and 

 

Fig. 9. Stego images by PS, (a) and (c), and proposed method, (b) 
and (d). 

(a) 

(b) 

(c) 

(d) 

 

 
embeddability conditions when the pair P0100 and P0111 is used, 
even though there are 6,715 patterns. Thus, in this case, the 
proposed method can also use the pair P1000 and P1110, as in the 
original PS method. Thus, it is shown that the proposed method 
can always hide more bits than the original PS method. 

Figure 8 shows the proposed method obtains higher capacity 
than the original PS method. There are mainly two reasons for 
this. The first is that the original PS method can use only four 
(PF, PM) pairs including <P0001, P0111>, <P1000, P1110>, <P0011, 
P1111>, and <P1100, P1111>. Thus, these pairs may exclude the 
best pair for some images. In the proposed method, any pair 
can be used. The second reason is that the run-length-based 
approach uses fewer bits than the coordinate-based method; 
moreover, the location map can be contracted. The run-length 
coding for the location map can increase the capacity and also 
decrease the distortion. Table 2 shows the longest run-length 
requiring at most 11 bits. 

Figure 9 compares the original and proposed PS methods in 
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Fig. 10. Comparison of PSNR for (a) Lena (512 × 512) and (b)
Boat (512 × 512). 
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terms of visual quality. It shows that the original PS method 
produces fuzzier images than the proposed PS method. 

In Figs. 10 and 11, the PS method improved by [23] is 
labelled as “Optimal method,” our generalized PS is labelled as 
“Proposed,” and our method improved by [23] is labelled as 
“Proposed +.” In the Lena and Boat images in Fig. 10, the 
original PS cannot hide any data. Since the size of the location 
map is larger than the hiding capacity, there is no performance 
line for this PS method in Fig. 10. In the English and Chinese 
images, the proposed method is noticeably superior to the PS 
method. 

2. Comparison with Other Approaches 

Figures 10 and 11 also compare the performances of the 
PWLC [19], run-length [22], and optimal [23] methods. The 
run-length method cannot embed any data into Lena and Boat, 

 

Fig. 11. Comparison of PSNR for (a) English (273 × 560) and (b)
Chinese (513 × 262). 
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because the size of the location map is bigger than the hiding 
capacity. Hence, there is no performance line for the run-length 
method in Fig. 10. In the English and Chinese images, the 
proposed method can achieve better performance than the run-
length method. Since the location map of the run-length 
method cannot be compressed well, the performance is not 
good. 

The PWLC method only embeds data into the boundary. It 
has to flip two pixels for 1 bit embedding, so the capacity 
performance as well as the distortion is worse than those for the 
proposed method. 

The optimal method can be applied to any reversible 
watermarking method for binary covers to achieve better 
performance. Figures 10 and 11 show that the proposed 
method can achieve higher performance than the original PS 
method, and the proposed method with [23]’s improvement 
can achieve higher performance than the PS with [23]’s 
improvement. 
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V. Conclusion 

In this paper, the original PS method is extended to include 
all possible pattern pairs by proposing the concepts of 
changeable and embeddable patterns, and a class map is 
virtually constructed to identify such patterns. To reduce the 
size of the location map (that is, the position information of all 
PF patterns), the run-length information is used. Experiments 
show that the proposed method works well with any kind of 
PM-PF pairs and produces better results compared with the 
original PS in terms of embedding capacity and visual quality. 
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