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In this paper, secure multicasting with the help of 
cooperative decode-and-forward relays is considered for 
the case in which a source securely sends a common 
message to multiple destinations in the presence of a single 
eavesdropper. We show that the secrecy rate maximization 
problem in the secure multicasting scenario under an 
overall power constraint can be solved using semidefinite 
programing with semidefinite relaxation and a bisection 
technique. Further, a suboptimal approach using zero-
forcing beamforming and linear programming based 
power allocation is also proposed. Numerical results 
illustrate the secrecy rates achieved by the proposed 
schemes under secure multicasting scenarios. 
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I. Introduction 

To ensure secure communication in wireless networks, 
physical layer security schemes aim to maximize the amount 
of securely transmitted information to a legitimate receiver by 
exploiting the physical characteristics of wireless channels 
without a secrecy key [1]. An achievable secrecy rate is defined 
as the rate communicated between a source and its intended 
destination with eavesdroppers knowing no information 
regarding the messages. Because a positive secrecy rate may 
not generally be obtainable when the source-destination 
channel condition is worse than the source-eavesdropper 
channel condition, node cooperation has been widely studied to 
enhance the secrecy rate [2]–[6]. For node cooperation using 
relays, multiple relays located between a source and a 
destination are specifically designed to cooperatively perform 
one of three different operation modes: amplify-and-forward 
(AF), decode-and-forward (DF), or cooperative jamming. 
Whereas the above works consider a one-way relay network, 
the authors of [7] exploited a node cooperation approach to 
improve the secrecy sum rates in two-way AF relay networks. 

It is noteworthy that the abovementioned works consider 
secure communication from a source to a single destination. In 
this work, let us consider secure broadcasting in [8], where two 
scenarios have been investigated: 1) there is a common 
message to be delivered to multiple destinations, and 2) there 
are individual messages to be delivered to each destination. We 
focus on the first scenario (secure multicasting), in which a 
source has a common message to be delivered securely to 
multiple destinations in the presence of a single eavesdropper. 
Further, we consider that the secure multicasting is assisted by 
multiple DF relays to receive the signal from the source    
and cooperatively forward the weighted versions of their       
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re-encoded signal to multiple destinations. It is obvious that the 
conventional node cooperation schemes in [2] and [4] are 
tailored only for a single-destination case, which are unsuitable 
for secure multicasting. Recently, the authors of [9] considered 
a secure multicast transmission in which the destination nodes, 
which successfully decode the secure message from the source 
in the first phase, conduct the relaying operation in the second 
phase to forward their re-encoded signal to the other 
destination nodes, which fail to decode the message from the 
source, without considering the transmit power allocation or 
the cooperative relay beamformer optimization. 

In this work, our objective is to maximize the achievable 
secrecy rate by jointly optimizing the power allocation and 
relay weights under an overall transmit power constraint in 
secure multicasting scenarios assisted by node cooperation 
using multiple DF relays. We show that our optimization 
problem can be formulated as a semidefinite programming 
(SDP) problem [10]. For computational efficiency, we also 
propose a suboptimal approach using the zero-forcing (ZF) 
beamforming associated with max-min fair beamforming [11] 
and a power allocation with linear programming (LP) [12]. 
Numerical results are presented to show the secrecy rates 
achieved by the proposed schemes under secure multicasting 
scenarios. 

II. System Model 

Let us consider a wireless relay network consisting of one 

source node S, R
totN  trusted relays R, ND destination nodes D, 

and one eavesdropper E. Each node is assumed to be equipped 

with a single antenna. Each relay uses DF mode to decode the 

signal from the source node and forward the re-encoded signal 

to the destination nodes. Here, the eavesdropper is assumed to 

overhear the source node and relays. All channels between 

nodes are assumed to undergo flat fading. 

We assume that NR relays among R
totN  are selected for 

cooperative relaying with R R2 totN N   [13], and two time 

slots are used for DF relaying. In the first time slot, S sends its 

data symbol s with the unit power. The signals received at the 

relays, destination nodes, and eavesdropper can be given as 
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where PS is the transmit power of S, hSR and hSD are NR × 1 and  
ND × 1 complex channel vectors including the complex 
channel gains from the source node to the trusted relays and 
from the source node to the destination nodes, respectively, and 

hSE is a complex channel gain from the source node to the 
eavesdropper. Moreover, zR, zD, and zE denote additive white 
Gaussian noise with zero mean and variance 2 at the trusted 
relays, destination nodes, and eavesdropper, respectively. 

In the second time slot, each trusted relay decodes s 
successfully and transmits its weighted version of the       
re-encoded symbol. The received signals at the destination 
nodes and eavesdropper are expressed as 
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where HRD is an ND × NR complex channel matrix from the 
trusted relays to the destination nodes, hRE is a 1 × NR  
complex channel vector from the trusted relays to the 
eavesdropper, and w denotes an NR × 1 beamforming weight 
vector containing the weights of NR cooperative relays. Note 
that the trusted relays may use different codewords 
independent of the codewords of the source node, which can 
be randomly chosen from a secrecy codebook [14]. In this 
work, we assume that the source node and trusted relays use 
the same codewords as in [2] and [4] for analytical simplicity. 

Based on (1) and (2), the rates at the ith destination node and 
eavesdropper, respectively, are 
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†(.) denotes the conjugate transpose.  

Here, hSD,i is the ith entry of hSD, and hRD,i is the ith row of HRD. 
The ith destination node and eavesdropper can perform the 
maximal ratio combining [2], [4] to achieve RD,i and RE, 
respectively. Further, the rate at the jth trusted relay can be 
given as 

 R, 2 S SR,

1
log 1 ,

2j jR P            (5) 

where 2 2
SR, SR,| | / ,j jh   and hSR,j is the jth entry of hSR. 

Note that the scaling factor of 1/2 is due to the fact that two 
time slots are required for the DF relaying. 

III. Achievable Secrecy Rate Maximization 

In the multicasting scenario, it is known that the weakest 
destination link determines the common information rate [11]. 
This implies that, because we have to guarantee that all     
the destinations correctly decode the common message, the 
common information rate should be mini RD,i. Therefore, from 
(3) and (4), the achievable secrecy rate can be written as  
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D, E[min ] ,s i iR R R                (6) 

where [ ] max{ ,0}.x x    

It should also be guaranteed that each relay in DF mode 

correctly decodes the common message from the source node 

and forwards it to the destination nodes. This implies that the 

rates at the relays should be equal to or greater than the 

common information rate, which yields R, D,minj i iR R  for 

all j. Further, let us consider the overall transmit power 

constraint P0, in which the sum of the consumed powers during 

the two time slots (PS for the first time slot, and †w w  for the 

second time slot) should be equal to or less than P0. We expect 

that the proposed schemes described below can be extended to 

the case with an individual transmit power constraint, where 

each node has its own transmit power limit [15]. Considering 

the above constraints, we formulate the optimization problem 

to maximize the achievable secrecy rate shown:  
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Substituting (3) through (5) into (7), we have 
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where SR SR,min .j j   
In the following subsections, let us assume global channel 

state information, which is available when the eavesdropper is 
another legitimate user in the network whose transmission can 
be monitored [16]. In this scenario, we consider the 
eavesdropper to be a low-level user, and allow this user to 
access less information than the destination nodes. 

1. ZF-Based Beamforming and LP-Based Power Allocation 

First, we consider a suboptimal approach to solve (8). Let us 
design w  to null out the signal at the eavesdropper and 
maximize the minimum channel gain from the trusted relays to 
the destination nodes, which is given as 

 
R
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        (9) 

where Ik is a k × k identity matrix and PE is the orthogonal 

projection matrix onto the subspace spanned by hRE given as 

  1† †
E RE RE RE RE


P h h h h [2]. Note that the optimization 

problem in (9) can be solved by following the max-min fair 

beamforming approach given in [11], which employs the  

SDP with randomization techniques. After obtaining ,w  we 

compute ŵ  as 
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with †ˆ 1ˆ .w w  Substituting R ˆPw w  into (8), we have 

the following power allocation problem: 
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where PR is the total transmit power consumed by the 

cooperative relays and † 2
RD, RD,ˆ / .ˆi i  w R w  Using the 

Charnes-Cooper transformation with S S / .P P t   and 

R R /P tP   [17], we can rewrite (11) as an LP problem [12] 

shown as 
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In particular, let us define ̂  as the maximum value of τ  
obtained by solving (12). 

2. SDP-Based Optimization 

Now, let us focus on the optimal solution of (8). The problem 
in (8) is equivalent to 
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where † ,W ww  tr(.) denotes trace operations, and 0W   
indicates that W must be a Hermitian positive semidefinite 
matrix. In (13), we use the Charnes-Cooper transformation 
with PS = P/t and W = Z/t, and exploit a semidefinite 
relaxation to drop the rank constraint [18]. We then have 
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Further, (14) can be reformulated as an SDP problem [8] 
shown as 
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which can be solved using SeDuMi [19] and Yalmip [20]. Let 
P*, Z*, t*, and τ* be the solution to (15), where we obtain 

* * *
S /P P t  and * */ .tW Z*  

Because semidefinite relaxation is used, W* may have a rank 

higher than 1. When the solution is of rank 1, its principal 

eigenvector w* can be used to obtain * * ,w w  where 
* is the principal eigenvalue of W*. If the rank is higher than 

1, we employ the penalty function method (PFM) in [21]. In 

this work, we set (0) Z Z*  and apply the initialization step 

of the PFM to obtain Z(0) with 
(0)rank( ) 1.Z  Using Z(0) as a 

starting point, we apply the optimization step of the PFM. Both 

the initialization and optimization steps are an iterative process, 

where the following SDP problem is solved at the kth iteration: 
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where ( )
max ( )k Z  and ( )

max
kz  are the maximal eigenvalue 

and the corresponding eigenvector of Z(k), respectively. We use 
the principal eigenvalue and eigenvector of the converged 
solution of the PFM to obtain W. 

It is noteworthy that the converged solution of the PFM may 
still have a rank higher than 1 for a certain channel realization, 
which indicates that a rank-1 solution of (15) does not exist for 
the given τ*. In this case, let τmax be the maximum value of τ 
under the rank-1 constraint. It is then reasonable to assume that 

*
max̂     because we proved that the feasible rank-1 

solution exists for ̂  when using the ZF-based beamforming 
and LP-based power allocation described in Section III. Based 
on this observation, we employ the concept of a bisection 
technique [12]. Let us start with an interval [l, u]. Note that ̂  
and τ* are used for the initial interval. At the midpoint of the 
interval ( )/2,l u    we first solve 
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using SeDuMi [19] and Yalmip [20]. Then, using , ,P Z and 

t  obtained by solving (17), we apply the PFM described 

above to check whether a rank-1 solution is feasible for the 

given τ. If the converged solution of the PFM has a rank of 1, 

we update .l   Otherwise, u  is chosen. For the updated 

interval, we perform this rank-1 feasibility check process again 

until the interval is sufficiently small. 

3. Remarks 

It is noteworthy that there is a trade off between the 
exploitation of spatial degrees of freedom and the 
computational efficiency. Whereas the SDP scheme in  
Section III is able to exploit the full spatial degrees of freedom 
for the relay beamformer design, the relay beamformer of the 
ZF-LP scheme in Section III was designed to null out the 
signal at an eavesdropper such that some loss of spatial degrees 
of freedom is inevitable. On the other hand, the ZF-LP scheme 
is more computationally efficient than the SDP scheme. Note 
that the ZF-LP scheme solves the SDP problem in (9) only 
once for a given channel realization, whereas the SDP scheme 
applies the PFM to solve the SDP problem in (16) during all 
iterations associated with the bisection technique solving (17). 

IV. Numerical Results 

In this section, numerical results are presented to show the 
secrecy rates achieved by the proposed schemes under secure 
multicasting scenarios. As shown in Fig. 1, we assume that the 
source node and eavesdropper are located along a line and that  
dSE denotes the distance between them. Further, the trusted 
relays are assumed to be randomly located within a circle with 
a radius of dR, whose center is on the line. The distance 
between the source node and the center is denoted as dSR. 
Similarly, the destination nodes are randomly located within a 
circle with a radius of dD, whose center is also on the line, and 
the distance between the source node and the center of the 
circle is dSD. As in [2] and [4], channels between any two nodes 

are assumed to follow a line-of-sight channel model /2 ,c jd e   

where d is the distance between the nodes, θ denotes a random 
 

 

Fig. 1. Illustration of the simulation model. 
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phase distributed uniformly within [0,2π),  and c = 3.5 is the 
path loss exponent. In the following results, the total transmit 
power is P0 = 30 dBm, the noise power is 2 = –30 dBm, and 

R Dd d    is assumed for simplicity. We conducted Monte 
Carlo simulations consisting of 5,000 independent channel 
realizations and random locations of the trusted relays and 
destination nodes. As mentioned above, we selected NR relays  

among R
totN  relays, and R R

2

tot
tot

N

n

N

n

 
 
 

  relay selections are  

available. For each relay selection, we compute the secrecy rate 
and choose the relay selection that provides the best secrecy 
rate. 

Figure 2 compares the secrecy rates as a function of     

dSD when dSR = 20 m, dSE = 50 m, R 3,totN   and = 5 m. For 

comparison, we also evaluated the secrecy rate for a single 

destination node (ND = 1) using the result in [2]. It was 

observed that the secrecy rates decrease exponentially as the 

destination nodes move away from the source node. 

Comparing the secrecy rates for a single destination node and 

multicasting cases, we found that the decrease in secrecy rate 

with increasing dSD becomes steeper as ND increases. Further, 

the suboptimal ZF-LP scheme was shown to provide almost 

the same secrecy rates as the SDP scheme except for larger 

values of ND and smaller values of dSD. This implies that the 

loss of spatial degrees of freedom owing to the ZF 

beamforming becomes critical, as the destination nodes move 

closely to the trusted relays, and the number of destination 

nodes for multicasting increases. 

In Fig. 3, we show how the secrecy rates vary with ND for 

different values of  when dSR = 20 m, dSD = 50 m, dSE = 50 m, 

and R 3.totN   It is noteworthy that the secrecy rates of the 

SDP and ZF-LP schemes decrease exponentially with an 

increasing ND and that the performance gap between the SDP 

and ZF-LP schemes becomes more pronounced for larger 

values of ND. For both the single destination node and 

multicasting cases, it was observed that smaller secrecy rates 

are achieved for larger values of . For the multicasting cases, 

the decrease in secrecy rates owing to an increase in  is found 

to become severe. Particularly for ND = 5, the SDP and ZF-LP 

schemes with = 5 m achieve 72.4% and 68.9% secrecy rates 

for a single destination node case, respectively. However,  

with = 15 m, 63.8% and 60.8% secrecy rates for a single 

destination node case are achieved by the SDP and ZF-LP 

schemes, respectively. It is also remarkable that the decrease in 

secrecy rates with an increasing ND does not become steeper 

despite the increase in . 
Figure 4 shows the secrecy rates as a function of R

totN  for 

 

Fig. 2. Secrecy rate versus dSD with different values of ND when 
dSR = 20 m, dSE = 50 m, R 3,totN   and  = 5 m. 
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Fig. 3. Secrecy rate versus ND with different values of  when 
dSR = 20 m, dSD = 50 m, dSE = 50 m, and R 3.totN   
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Fig. 4. Secrecy rate versus R
totN  with different values of ND when 

dSR = 20 m, dSD = 50 m, dSE = 50 m, and  = 10 m. 
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Fig. 5. Secrecy rate versus dSR with different values of ND when 
dSD = 50 m, dSE = 50 m, R 3,totN   and  = 5 m. 
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different values of ND when dSR = 20 m, dSD = 50 m, dSE = 50 m, 

and = 10 m. The secrecy rates increase with an increase in 

R
totN . Compared to the secrecy rate for a single destination 

node case, the secrecy rate degradation owing to multiple 

destination nodes is more remarkable for smaller values of 

R
totN . Further, the performance gap between the SDP and ZF-

LP schemes was also found to be more pronounced for smaller 

values of R
totN  and larger values of ND. This implies that, 

when the number of trusted relays that are able to join the 

cooperative beamforming is small, whereas the number of 

destination nodes for multicasting is large, the loss of spatial 

degrees of freedom is found to be critical. 

Let us now illustrate how the secrecy rates vary with dSR 

when dSD = 50 m, dSE = 50 m, R 3,totN   and = 10 m. In  

Fig. 5, it can be observed that the best location of trusted relays 

for a single destination node case is found to be dSR = 15 m, 

whereas the best location for the SDP scheme with multiple 

destination nodes changes from 15 to 25, as ND increases. 

Further, it can be seen that the performance gap between    

the SDP and ZF-LP schemes becomes significant for smaller 

values of dSR. 

V. Conclusion 

In this paper, we investigated the secrecy rates under secure 
multicasting scenarios, where a source sends a common 
message securely to multiple destinations with the help of 
cooperative DF relays. Under an overall power constraint,  
we showed that the joint optimization problem for a relay 
beamformer design and the transmit power allocation to 
maximize the secrecy rate can be solved using the SDP with 

semidefinite relaxation and a bisection technique. Further,   
we also proposed a suboptimal approach using ZF-based 
beamforming and LP-based power allocation. Numerical 
results illustrate how the secrecy rates achieved by the 
proposed schemes vary in secure multicasting environments 
compared to the secrecy rate for a single-destination case. 
Further, the proposed suboptimal ZF-LP scheme was shown to 
provide a secrecy rate comparable to that of the SDP scheme. 
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