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Abstract 

 
The substation is a critical node in the power network where power is transformed in the power generation, transmission and 

distribution system. The IEC 61850 is a global standard which proposes efficient substation automation by defining interoperable 
communication and data modelling techniques. In order to achieve this level of interoperability and automation, the IEC 61850 (Part 6) 
defines System Configuration description Language (SCL). The SCL is an XML based file format for defining the abstract model of 
primary and secondary substation equipment, communications systems and also the relationship between them. It enables the 
interoperable exchange of data during substation engineering by standardizing the description of applications at different stages of the 
engineering process. To achieve the seamless interoperability, multi-vendor devices are required to adhere completely to the IEC 61850. 
This paper proposes an efficient algorithm required for verifying the interoperability of multi-vendor devices by checking the adherence 
of the SCL file to specifications of the standard. Our proposed SCL validation algorithm consists of schema validation and other 
functionalities including information model validation using UML data model, the Vendor Defined Extension model validation, the 
User Defined Rule validation and the IED Engineering Table (IET) consistency validation. It also integrates the standard UCAIUG 
(Utility Communication Architecture International Users Group) Procedure validation for quality assurance testing. Our proposed 
algorithm is not only flexible and efficient in terms of ensuring interoperable functionality of tested devices, it is also convenient for 
use by system integrators and test engineers.  
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I. INTRODUCTION 

The Substation Automation (SA) system is a supervisory 
management control and protection system for digital power 
substations [1]. It is composed of a number of Intelligent 
Electronic Devices (IED) interconnected via a high-speed 
communications network to achieve efficient control and 
protection of the substation. The success of a SA system depends 
on the effective interoperability of various vendor IEDs within 
the substation [2]. Therefore, the IEC 61850 standard is 
developed as a communication and automation protocol to 
provide the need for interoperability among multi-vendor 
substation equipment by defining a common engineering 
platform [3]. The IEC 61850 standard uses object oriented 
modelling approach [4][5] to define the substation equipment, 
information (data) exchange and communication method 
between these devices. The use of abstraction model allows the 
mapping between the data objects and services to any available 
protocol which meets the requirements for data transmission. The 
migration from IEC 61850 Edition 1 to edition 2 as a result of 
reported technical issues introduces data and communication 
model upgrades for effective substation automation [6]. 

A well-developed aspect of IEC 61850 is the SCL which 
contains all configuration information for the engineering of the 
digital substation. To achieve multi-vendor interoperability [7], it 
is important to ensure to validate the SCL file of each vendor IED 
and ensure compliance to the IEC 61850 standard. We therefore 
propose an algorithm which would assist system engineers by 
automating SCL validation process and thus ensure interoperable 

function in a real digital substation. Our proposed algorithm 
investigates into details the data, communication and object 
models of the SCL file in order to report any errors to the test 
engineer for further analysis and correction. 

Section I presents the IEC 61850 concept, modelling 
techniques and importance. The reminder of the paper is arranged 
as follows; Section II discusses the overview of SCL in digital 
substation. This includes the architecture of SCL, the engineering 
process for various SCL files and the reason why SCL is required 
in digital substations. The general introduction to SCL validation 
is presented in Section III and Section IV introduces the 
algorithm of our proposed SCL system validation. Finally, we 
conclude with a summary and revision of the importance of our 
proposed SCL algorithm in Section V.  
 
 

II. OVERVIEW OF SCL IN IEC 61850 DIGITAL 
SUBSTATION 

The IEC 61850 standard has defines the SCL to be used in 
describing the architecture of the substation design, the 
application-level communication (grouping of data into datasets 
for reporting) and also features of the IED [8][9]. The SCL 
employs the eXtensible Markup Language (XML) for the 
description of IEC 61850 based systems and equipment. To 
enable multi-level description of the system in the XML standard, 
the SCL specifies a list of configuration files including the IED 
Capability Description (ICD), Substation Configuration  

Description (SCD), System Specification Description (SSD) 
and the Configured IED Description (CID). 
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A. Architecture of SCL 

The architecture of the SCL object model [8][10] is 
composed of the hardware model which is composed of the IED 
device implementing the SA functions. The server is an object of 
the IED representing the external visible behavior of the device 
and also the communication model which specifies access to the 
communication system. LogicalDevice contained in the server of 
the IED consists of information produced/utilized by a group of 
domain-specific application functions (LogicalNode). LogicalNodes 
contains data, provide means to specify typed information e.g. the 
position of a switch with quality information and timestamp. 
Router is a function which connects an IED to multiple AccessPoints. 
The location of the subnet master clock is represented by the 
clock. The communication model which is made up of the 
components which form the physical communication network 
such as the AccessPoint and the Subnetwork. The AccessPoint 
represents the communication access point of the LogicalDevices 
of an IED to the subnetwork while the subnetwork represents a 
connecting node for direct link layer communication between 
access points. 

 
B. SCL File Format and Engineering Process 

The IEC 61850 engineering process is based on the use of 
different SCL documents including the ICD, SSD, SCD etc. as 
mentioned previously [11][12]. These files are summarized in 
Table 1. 
The engineering process, involves the use of a system 
configurator and an IED Configurator. The system configurator 
is a tool capable of importing configuration files into itself. These 
configuration files are related to the IED capabilities (defined 
by .ICD file), project-specific file (.IID), substation configuration 
exchange file (.SED) and the system specification (defined 
by .SSD file). 

It generates the substation related configuration file (defined 
by .SCD file). The IED configuration tool is a vendor specific 
tool used to import the system configuration output (.SCD) to 
provide IED specific configuration files to be loaded into each 
IED (.CID). 

 
 

III. GENERAL ALGORITHM FOR SCL VALIDATION 

A. Introduction to SCL Validation  

In order to maintain the compatibility across multi-vendor 
IEC 61850 compliant devices, the SCL file describe in details the 
server objects, event reporting, devices settings, addressing etc. 
SCL validation is a comprehensive process which involves using 
user interface tool designed to validate the syntax and semantics 
of all substation elements, communication network interconnections 
and associated data models as specified in the SCL [13]. In 
general, the data model supported by the SCL file is required to 
conform to the logical node classifications and also Common 
Data Classes of IEC 61850-7-4 and IEC 61850-7-3 respectively. 
It should also adhere to the syntax rules of XML and be able to 
pass through an SCL schema without any errors [14]. A 
simplified method for SCL validation involves; the basic checks 
including XML grammar conformance tests involving the 
validation of the XML elements and attribute name. The next 
stage typically involves checking the semantic structure of the 
data object definition [15]. Thus, the SCL validator is required to 
validate both the syntactic and data model of the SCL file using 
the XML based schema and the UML data model respectively. 

 
B. The Need for SCL Validation in Digital Substation  

The process of SCL information model validation is 
typically implemented at the engineering stage of the Substation 
automation (SA) system and thus before it’s commissioning. 
Also, to ensure full plug-and-play interoperable functionality, a 
repeat of the procedure is recommended upon the addition of a 
new IED to the SCD file at any subsequent stage [16]. 

It helps in supporting and maintaining consistency amongst 
devices in the SA systems. To maintain this, at least two devices 
are required; one IED device providing the needed data and 
another device receiving and analyzing the data for a specific 
output result. By using the defined system configuration of IEC 
61850, the receiving IED device can comprehend and utilize the 
sender’s information as the intended sender information is 
provided to the receiving IED via the SCD file. Also by using the 
SCL validator, new IEDs can be added at any time and would be 
compatible and interoperable with the existing system as 
configuration information is shared using the SCD file. Finally, it 
provides standardized data exchange structure for protection 
parameter applications. Since SCD file according IEC 61850 
contains configuration attributes values and also setting group 
parameters, it is possible to import/export parameter set values 
to/from protection IEDs.  

 
 

IV. PROPOSED ALGORITHM FOR SCL VALIDATION 

A. General Algorithm of Proposed SCL Validator  

The SCL is essential in defining the method of operation for 
IEC 61850 devices, systems and interfaces. To fulfil 
interoperability requirements within multi-vendor devices, we 
propose a detailed algorithm for the validation of the SCL file. 
The proposed algorithm consists of the many functionalities 
including; the Schema validation, Information model validation, 
User Defined Rule Validation, IET file consistency validation, 
Online CSV consistency validation and UCA (Utility 
Communication Architecture)-IUG (International Users Group) 

Table 1. SCL File Types 
Ext. Name Description  

.icd 
IED  

Capability 
Description 

It describes the IED capabilities, the system description,
the communication description of IED and the IED
allocation 

.ssd 
System 

Specification 
Description 

It describes the required LNs and the SA system 

.scd 
Substation 

Configuration 
Description 

It specifies all IEDs, communication configuration and
also the substation description 

.cid 
Configured  

IED  
Description 

It helps facilitate the communication between an IED
configuration tool, IED allocation within the substation 

.iid 
Instantiated  

IED  
Description 

Describe the configuration for a project specific IED 

.sed 
System  

Exchange 
Description 

It describes the exchange of configuration between
substation 
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Procedure validation. Fig. 1 is a summarized representation of all 
the functionalities which make up the proposed SCL validation 
algorithm is the order in which they are described in this paper. It 
is shows all the various aspects of the algorithm and aids in 
understanding the complexities of the proposed algorithm.   

Most conventional SCL validators available are able to 
execute only parts 1 and 2 [17] of the required functionalities in 
Fig. 1. In such instances, in order to implement the rest of the 
functionalities, the utility has to do a manual test which is 
typically time consuming and also cannot fully satisfy the 
requirements of the test engineer. We have developed a single 
algorithm which can implement the complete functionalities 
required for the validation of the SCL file. Our proposed SCL 
validation algorithm gives the test engineer the flexibility to test 
interoperability via testing of the SCL file of the multi-vendor 
IED. Fig. 2 below shows the proposed algorithm of the SCL 
validation tool. The numbers (1-6) on Fig. 2 corresponds to the 
different SCL validation functionalities as illustrated in Fig. 1.  
 
B. Detailed Algorithm for SCL Validation 

In this part, we present the details of all functionalities of the 
proposed SCL validation algorithm explaining how each work 
towards the validation of an SCL file. Each aspect as labelled (1-
6) in Fig. 2 is discussed into details.  

 
1) Schema Validation 

A well formed SCL file conforms to XML syntax rules. A 
valid SCL file is a well-formed document which conforms to the 
rules defined by the SCL schema [8][18]. The SCL schema is a 
set of grammatical rules which defines logical structure of the 
SCL file under test. It defines among other rules, the elements 
and attributes and is also written in XML grammar. In general, 
the SCL schema is used to check, data completeness, data 
structure and data correctness. Data completeness implies that the 

schema validation process checks to make sure that all 
information required by the SCL schema is present in the SCL 
file under test. Data structure involves checking the basic 
structure of the SCL file including the elements and attributes to 
ensure that it conforms to the SCL schema. Data correctness 
checks the SCL file to ensure make sure that the data matches the 
rules given in the SCL schema but does not the correctness of its 
meaning from the test engineer point of view. The SCL schema 
is standardized by the IEC 61850 based on recommendations 
published by the World Wide Web Consortium (W3C). Table 2 
shows the different schema files defined by the IEC 61850 for 
validation.  

Schema validation of an SCL file instance implies 
implementing a program or a process which analyzes the 
document to ensure strict adherence to the structure and content 
rule specified in the schema definition. 

If the file is not in conformance with the expected structure, 
it will be difficult for the IED at the receiving end to properly 
analyze and comprehend the information contents. The proposed 
algorithm for SCL schema validation is described by Fig. 3. The 
schema validation algorithm as shown in Fig. 3 consists of 
functionalities for the effective validation of the SCL file. These 

 
Fig. 1.  Functionalities of the proposed SCL validation qlgorithm. 
 
 

 
Fig. 2.  Proposed algorithm for SCL validation. 

 
 

Table 2. SCL Shema File Types and Description 
SCL schema file SCL schema description 

SCL_Enums.xsd Represents the SCL schema enumerations. 

SCL_BaseSimpleTypes. 
Represents the basic simple data types used by 

other parts. 

SCL_BaseTypes.xsd 
Represents the complex type definitions used by 

the other parts. 

SCL_Substation.xsd 
Represents the syntax definitions related to the 

substation. 

SCL_Communication.xsd 
Represents the syntax definitions related to the 

Communication. 

SCL_IED.xsd 
Represents the syntax definitions related to the 

IED. 

SCL_DataTypeTemplates.xsd 
Represents the syntax definitions related to the 

datatype templates. 

SCL.xsd 
Represents the main SCL schema syntax which 

defines the root element of each SCL file. 

 
 

 
Fig. 3.  Schema validation algorithm. 
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are the attribute validation, element validation and constraints 
validation. The attribute checking involves parsing all attributes 
of elements in the SCL file. These attributes are used to give more 
information about an element and can appear 0 to 1 times within 
a given element in the SCL file. Elements are the basic building 
block of all XML based files including the SCL which contains 
data. Each element within the XSD comprises of a “name” 
property which is the tag which will appear in the XML file. With 
the separation of the various functions of the schema, it is easy 
for the test engineer to identify an error and debug accordingly. 
This also facilitates by the use of an error guide as seen in Fig. 3. 
The error guide is a unique feature of the proposed SCL 
validation algorithm which directs maps the error message to the 
error line in the actual SCL file. This makes it easy to identify the 
error and also debug the SCL file directly. Table 3 shows 
examples of the rules implemented for schema validation.  

 
2) Information Model Validation 

The next aspect of the SCL validation involves checking the 
semantic structure of the data object definition. The DataType 
templates defines instantiable logical node types based on the 
CDC and compatible logical node definition of the IEC 61850 
standard part 6 and 7 respectively. The logical node is the 
fundamental data unit for IEDs which constitute the basic 
function of the IED. The logical node type (LNType) template is 
derived from data objects (DO) elements with type DOtype which 
comes from Data Class definitions in IEC 61850. The DA’s are 
built from data attributes which can either enumeration or basic 
type and also have functional constraints (FC). 

 
a) Standard Data Model Validation using UML 
The information model validation checks these aspects of 

the data model for the validation of the SCL file by using the 
UML model. The unified Modelling language (UML) is a visual 
modeling language, is an internationally accepted industrial 
standard which employs graphical illustrations for software 
design analysis. Formally it is described as “a language for 
visualizing, specifying, constructing and documenting the 
artifacts of a software-intensive program”. The UML model 
focuses on the description of abstract syntax (semantics) 
involving concepts and their relationships by way of metamodel 
definitions. It is also incorporated with the necessary semantic 
definitions to allow for extensive model interchangeability 
among various tools. It is built in with extensibility characteristics 
so various individual projects can extend the metamodel without 
any complication. The primary goal of UML is to provide all 

users with a visual modelling language which is easy to use. 
 
We propose the use of the UML data model in the validation 

of data model of the SCL file. Fig. 4 shows a complex example 
for the data model (logical diagram) with one subclass for the 
related meta-model class i.e. LNs, CDCs, FCDAs and DA’s [19]. 
The SCL at the logical node level provides the list of all 
mandatory and optional data including Vendor Defined 
Extensions model. Fig. 4 gives an example of the UML data 
model proposed by IEC 61850.  

 
b) Vendor Defined Extensions Model  
The Vendor Defined Extensions models are defined in the 

Model Implementation Conformance Statement (MICS). The 
IEC 61850 has already defined over hundreds of information 
models (Logical Node, Data Object and Common Data Classes) 
and the list is expected to grow. Therefore, SCL file elements has 
been extended to accommodate other extensions such as data 
model extensions, semantic extensions and data type extensions 
each with its unique constraints for additional engineering task. 
The data model extensions include the addition of new semantics 
for LNs, DOs and base type definitions. The acceptability of this 
extension depends on the proper representation of the name scope 
of all information models (LN, DO, CDC) with its correct data 
attributes. As per requirement of the standard most manufacturers 
are allowed to define these extensions in the MICS file. To allow 
users of the standard cope with Vendor Defined Extensions 
model, IEC 61850-7-1 outlines the “namespace” techniques. This 
would assist vendors to create interoperable and backward 
compatible devices. 

It is important to validate the Vendor Defined Extensions 
model. It would also provide a means to ascertain the validity of 
vendor extensions in order to maintain conformance to the IEC 
61850 standard and also improve interoperability between multi-
vendor devices. To validate the SCL file, set of rules concerning 
the data extensions, extracted from part 6 and 7 of the IEC 61850 
are inputted into the validation system [20]. 

 

Table 3. Example of SCL Schema Validation 
Schema 

Validation 
Category 

Schema validation Example 

Attributes 
validation. 

"version" attribute is required. 
"Revision" attribute is Required. 
"id" Attribute is required. 

Elements 
validation 

MinOcc of LNodeType Element must be 1. 
MinOcc of ConnectedAP Element must be 1. 
MinOcc of DO element must be 1. 

Constriants 
validation 

"name" (property name) must be unique in the 
"SCL/IED/AccessPoint" (Key). 
"id" (property name) must be unique in the 
"SCL/DataTypeTemplates/DAType" (Key). 
"version, revision" (property name) must be unique in the 
"SCL/Header/History/Hitem" (unique). 

 
 

Fig. 4.  IEC 61850 UML data model. 
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c) Information Model Validation Algorithm  
As mentioned, for complete SCL validation, there is the 

need to validate the data model including all its attributes as 
defined by the IEC 61850 standard. This is implemented using 
the UML data model proposed within the standard. The algorithm 
for information model validation is presented in Fig. 5.  

The data model of the SCL file is then validated using the 
inputted UML data model. The results are analyzed and the 
conformance report is generated. The Vendor Defined Extensions 
model contained in the MICS file is verified syntactically and 
semantically in accordance to the namespace rules in IEC 61850-
7-1. In case any inconsistency is discovered, an error message 
would be sent to the test engineer. Table 4 gives a sample of test 
rules which are used in the validation of both standardized UML 
data model and the Vendor defined data Extensions of the SCL 
file. 

 
3) IET Consistency Validation Functionality 

The IET (IED Engineering Table) is a utility specific file 
which contains information on the IEDs in the substation and 
their configuration. It is the requirement of utilities which ensures 
that a newly purchased IED is configured to operate in a real 
substation without any interoperability problems. The IET file 
contains the real substation site information including the IED 
data configuration so as to help manufacturers configure the new 

IED to fit perfectly into the already existing substation system. 
This implies that it is used to manually record every change in the 
IED functionality or practical substation configuration upon 
change, extension or addition. This helps the field engineer to 
keep track of the updates in the substation automation system. 
The IET file as explained above is typically an excel spreadsheet 
containing needed data for the engineering of the IED. The 
structure of the IET file is shown in Fig. 6. It consists of the IED 
name and structure including details of vendor-programmed 
dataset definitions, report control block definition (both buffered 
and unbuffered) and the Goose Control block. The IED Name 
consists generally of the Physical Device Name and IP Address 
for communication purposes. It also summarizes the Data, 
Dataset, Report Control Block (RCB) and Goose Control Block 
(GoCB) by setting up the max number for each.  

This information can also be found in the MICS file. The 
Dataset aspect comprises of the dataset object references and use 
application including MMS or Goose Service. The RCB also 
includes the RCB Reference, RCB ID, Buffer Type, Optional 
fields and Buffer Time. The optional fields and the trigger option 
contain all sub-definitions defined in IEC 61850 part 7-2. The 
GoCB also defines the application (APP) ID, MAC Address and 
Configuration (Config.) revision. 

Due to the fact that multi-vendors use the SCL file to 
describe the functionality of the various IEDs based on 
description of the IET, there is the need to validate their 
consistency to ensure interoperability. We propose an algorithm 
for consistency validation between IET and SCL [21]. Detailed 

Table 4. Information Model Consistency Functionality Example 
Information 

Model Category 
Information Model 

 Example 

UML Model 

Mandatory DO defined in the UML must be present in the
SCL. 

The DOI must exist in the LNodeType. 

Mandatory DA, SDO defined in the UML must exist in the
SCL. 

Vendor Defined 
Model 

The EnumType must match the Vendor Specific Model. 

The FC of the DA must match the Vendor Defined Model. 

Mandatory DA, SDO defined in the Vendor Defined Model
must exist in the SCL. 

 
 

 
Fig. 5.  Illustration of the Information model validation algorithm. 
 
 

Fig. 6.  Structure of the IET file. 
 

 
Fig. 7.  Illustration of the IET consistency algorithm. 
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algorithm is as shown in Fig. 7. To ensure correct consistency 
with the SCL file, we propose the use of a .xlsx based consistency 
engine to validate the revised (Rev.) IET file and the original IET 
file. Any inconsistency is reported to the test engineer. The final 
IET file is expected to represent the correct data model 
information of the substation under consideration.  
 

4) Algorithm for the Validation of CSV File Exported from an 
Online IED  

The consistency checking between the CSV (Comma 
Separated Value) file exported from an online IED and the SCL 
is a step-by-step checking to ensure that the data implemented by 
the IED is consistent with that of the SCL [22]. An extract of a 
practical IED information in a CSV file is shown in Fig. 8. The 
CSV file is a file format which is used in the storage of tabular 
IED data. It is manipulated as an excel spreadsheet and thus can 
be edited using programs such as Microsoft excel or any text 
editor. In the CSV file as seen in Fig. 8, each line in the file 
represents a row of data and within each row of data are different 
data fields separated by a comma. The file format consists of 
columns of IED data including the objectType, the Object 

reference, the Functional Constriants (FC), DataType, Data 
Length etc. As an example the highlighted case in Fig. 8 has an 
object reference is 102_6133_51PCTRL/CBT_GAPC1$CF$Mod% 
ctlModel and an integer (int) dataType.  

In order to design robust substation automation system, it is 
very important to check the consistency between the SCL file and 
the CSV file of an online IED. This would enable the engineer to 
confirm the data model of the online IED is according to the SCL 
file employed in the design and vice versa. Data consistency 
between the SCL and also the CSV file from the actual online 
IED is very crucial to the overall interoperability of the system. 
Therefore, it is very important to validate whether the CSV file 
has all the necessary information as compared to the SCL file. 

The CSV file is used for exported IED data due to the fact 
that it has much lower overhead, thereby using much less 
bandwidth and storage than XML. It is easier for exporting and 
importing data than XML but it is not machine readable. Since 
CSV files are simple file formats it can be processed by any 
processing tool which operates on text file. Consistency is 
achieved by checking the SCL hierarchical data model consisting 
of the LNType, DOType, DAType and EnumType as shown in 
Fig 9. 

The algorithm for checking the consistency between the 
SCL and the CSV file is illustrated by Fig 10. The consistency 
engine serves as the main engine for conversion of inputs to XML 
which is a machine-readable language. Consistency of various 
objects of both SCL and CSV FILE as described by Fig. 9 above 
is also performed by the consistency engine. 

As with the previous functionalities described, any case of 
inconsistency is reported back to the test engineer for further 
debugging. Table 5 gives an example of the rules which are 
validated when checking CSV/SCL file in order to ensure correct 
data model implementation by all multi-vendor IEDs. 

 
5) UCAIUG Procedure Validation 

The UCAIUG procedure validation is a test procedure for 
SCL validation by the UCAIUG Quality Assurance Program for 
smooth interoperable operation of multiple vendor equipment. 
The process includes checking the SCL file using predefined 
rules in the UCAIUG conformance test standard. It involves 
testing the SCL schema (IEC 61850-6) and the data model (IEC 
61850-7-3) including the data model extension. The UCAIUG is 
tasked with the primary duty to support testing of multi-vendor 
devices and applications to conform to the IEC 61850 standard. 
Members and non-members alike tend to provide feedback on 
interoperability issues encountered during testing. Based on this 
feedback information UCAIUG develops test procedures to 
ensure quality of the test procedure and also the interoperability 
results. The UCAIUG test procedure consists of the server 
documentation test case, server configuration file test case and 
data model test case  

The rules under each test case are defined in the standard [24] 

 
Fig. 8.  Example of a CSV file extracted from an online IED. 
 
 

 
Fig. 9.  Concept of CSV/SCL file consistency. 
 
 

 
Fig. 10.  CSV file consistency checker. 
 
 

;server101;3;12.04.2017 14:09:29

#ObjectType;ObjectReference;datatype;p1;p2;p3;r/w;old;new;"err

Data;D102_6133_51PCTRL/CBT_GAPC1$CF$Mod$ctlModel;int;8;0;

Data;D102_6133_51PCTRL/CBT_GAPC1$CF$StrTst3p$ctlModel;int;

Data;D102_6133_51PCTRL/CBT_GAPC1$CF$StrTst3p$operTimeout

Data;D102_6133_51PCTRL/CBT_GAPC1$CO$StrTst3p$Oper$ctlVal;

Data;D102_6133_51PCTRL/CBT_GAPC1$CO$StrTst3p$Oper$origin$

Data;D102_6133_51PCTRL/CBT_GAPC1$CO$StrTst3p$Oper$origin$

Data;D102_6133_51PCTRL/CBT_GAPC1$CO$StrTst3p$Oper$ctlNum

Data;D102_6133_51PCTRL/CBT_GAPC1$CO$StrTst3p$Oper$T;utc t

Table 5. CSV Consistency Functionality Example  
Category Example  

SCL / 
CSV 

The DO in the SCL file must be present in the objectReference of the
CSV file. 

The FCDA in the Dataset of the SCL file must match the CSV file. 

The GooseControlBlock in the SCL file must exist in the CSV file. 

CSV file R/W must match the SCL file according to standard ValKind
or FC. 

 
 



KEPCO Journal on Electric Power and Energy, Vol. 3, No. 2, December 2017 

95 

and are implemented based on the IED information defined in the 
manufacturer-documentation such as the PIXIT and MICS file. 
The rules are also generated based on available SCL schema and 
data model as shown by Fig. 11. An example of the UCAIUG 
procedure validation is shown in Fig 12 and Fig. 13. 

The algorithm would validate among other aspects that the 
configuration of the SCL file correspond with the current 
information, services and datatypes made available by the IED. 
The algorithm for performing the UCAIUG procedure validation 
is shown in Fig. 14. These cases are special extensions of the SCL 
schema and data model for checking the SCL file and other 
documentations during a conformance testing. Thus, the SCL 
schema and data model database is employed in this validation 
model. Recorded errors and warning messages are sent to the test 
for appropriate corrective measures. The test engineer can easily 

resolve all errors by directly debugging the file. Thus, no need for 
third party SCL editors. 

Table 6 shows an example of the set of UCAIUG procedure 
validation under each test case.  

 
6) User Defined Rule Validation 

The field engineer is typically tasked with project specific 
design and maintenance of an integrated system of multi-vendor 
devices in the substation [23]. Based on the knowledge of the IEC 
61850, the utility design philosophy, project specific requirements 
and also experience as a utility domain engineer, the field 
engineer may have to check some specific issues for the 
validation of the SCL file. The User Defined Rule provides the 
test engineer with the opportunity to create rules which are 
typically not available in the above mentioned sections. This also 
allows the utility engineer to make certain engineering 
assumptions in order to select the right communication model to 
enable full benefit of IEC 61850 Ethernet. Example of aspects 
which the test engineer might be interested in validating includes 
default SCL values including Goose Application ID (0001), IED 
IP address, the maximum number of datasets, maximum number 
of report Control blocks for both buffered and unbuffered 
reporting.  

The test engineer might also be interested in the default 
values for some measurement attributes including minimum and 

 
Fig. 11.  UCAIUG validation model. 
 
 

Fig. 12.  UCAIUG procedure validation [24]. 
 
 

 
Fig. 13.  Algorithm for UCAIUG procedure validation model. 
 
 

Table 6. Example of UCAIUG Procedure Validation Model 

Test Case  
Test Case 
Mapping 

Example 

Document 
Test Case 

PIXIT/ 
PICS/ 
TICS/ 
MICS 

Check if the major/minor software version of
PICS/PIXIT/MICS documentation and the DUT
match 

Configuration 
Test Case 

Schema 
Check the SCL version = “2007”, revision = B and the
namelength = 64 

Data model 
Test Case 

Data 
Model 

Verify the non-presence of conditional presence false
data objects for each LNtype and data attributes for
each DO type  

 
 

 
Fig. 14.  User defined rule checker. 
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maximum deadband configuration. Example the data object 
TotW (Total watts) of class MV (measured values in IEC 61850-
7-3) includes quality, range, limits and scale attributes which 
could be checked by the test engineer by applying the User 
Defined Rule Validation. Fig. 14, provides the algorithm for 
validating an SCL file using the User Defined Rule Validation. 
As can be observed, it uses the UML data model, the SCL schema 
to check if the rule is valid. The Tissue Implementation 
Conformance Statement can also be a source of the rules for 
forming the User Defined Rule. The SCL validation engine is in 
charge of validating the SCL file according to the User Defined 
Rule. Errors are reported to the test engineer as a message for 
further editing and debugging of the SCL file.  

The formation of the rule is very important as the rule has to 
be machine readable and also valid according to the schema and 
UML data model. Fig. 15 illustrates the method of rule formation. 

The first stage in forming a new rule for user defined 
validation is to select/form a single statement. A single statement 
is the simplest form of the SCL object reference used create a new 
rule. Examples of single statements include, 

 
i. Element value (select element from SCL tree view) is (actual 

value or attribute)  

ii. Length of (select element from SCL tree view) is ( , , ,
, ) (actual value or attribute) 

iii. (select element from SCL tree view) is (unique or required) 

From the single statements, it is easy to combine single 
statements for form compound statements based on conditions 
using joiners like if, else and then. Examples of such case are as 
follows;  

i. If (select element from SCL tree view) then (select element 
from SCL tree view) is (actual value or attribute) 

ii. If (select element from SCL tree view) is (actual value or 
attribute) then (select element from SCL tree view) is (actual 
value or attribute) 

Other complex rules can be formed by combining single 
statements using "and", "or" and also using other algebra 
notations. Examples of such cases are as follows;  

i. (select element from SCL tree view) ∈ (select element from 

SCL tree view) where ∈ means an element of 

ii. (select element from SCL tree view) ∉ (select element from 
SCL tree view) where ∉ means not an element of 

iii. (select element from SCL tree view) ∅ where ∅ means not 
empty 

iv. (select element from SCL tree view) ⊆ (select element from 
SCL tree view) where ⊆ means not contains 

Table 7 gives an example of the user defined rule for the 
validation of the SCL file;  
 
C. Advantages of the SCL Validation Algorithm 

With the extended features of the SCL Validation algorithm, 
it can be used for the complete validation of an SCL files and thus 
can assure the utility engineer of the interoperability of multi-
vendor devices in the substation.  

By automatically importing the UML model of IEC 61850 
part 7, it is easier to thoroughly validate the object model 
definitions of the SCL file. This simplifies and automates the 
conventional method of manually exported data object 
definitions in an excel spreadsheet. Secondly, the SCL Validation 
algorithm can systematically and automatically check and 
validate the utility profile validation in terms of the IET 
consistency checking and the user defined rule. This makes the 
tool very adaptable and more comprehensive to use. In addition, 
the use of the MICS file for the vendor specific validation 
prevents the possibility of errors which occur as a result of 
manual vendor specific checking. Errors due to undeclared 
private data elements are also prevented.  

Finally, the SCL validation algorithm is a complete and 
effective vendor independent tool for validating all types of IEC 
61850 conformant SCL from multi-vendor IED’s. The SCL file 
output of the above validation process due to the thorough and 
automated rule checking will be in strong conformance with the 
IEC 61850 standard and thus improve the interoperability 
between IED’s. 

 
 

V. CONCLUSION 

The main feature of the algorithm proposed by this paper is 
to develop a validation method which employs an automated rule-
based guide for substation maintenance engineers to easily 
identify error which occur in SCL files. Conversional SCL 
validators can identify errors which occur in SCL files but not the 
cause of the error. In such cases the substation engineer has to 
manually search through the XML based SCL to identify the 
cause of the error. This can be quite tedious as the SCL typically 
consists of several lines of XML code. Our proposed algorithm 
can identify most SCL related errors and the cause by the use of 
the rule-based functionalities making debugging easy for the 

 
Fig. 15.  Method of forming user defined rule validation. 
 
 

Table 7. Example of User Defined rule for SCL validation 
Category Example 

User 
Defined 

Rule 

SCL/DataTypeTemplates SCL/DataTypeTemplates/LNodeType :: id 

SCL/IED :: originalSclRevision is ∅ 

Length of SCL :: version == 1 

SCL/DataTYpeTemplates/LNodeType :: InClass ∉ LLNO 
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substation maintenance engineer. The rule based functionalities 
of our proposed algorithm are the schema validation, standard 
data model validation, vendor defined extension validation, IET 
consistency validation, CSV of online IED validation, UCAIUG 
procedure validation and user defined validation. The schema 
validation functionality validates the grammar of the SCL file in 
accordance to IEC 61850-6. The data model of the substation is 
then validates using the UML model to maintain the data 
consistency. The IET extends the SCL validation functionality by 
checking the utility specific IET file used in the configuration of 
the substation. The online IED validation also exports the IEDs 
CSV file and compares it with the SCL to maintain optimal 
interoperability. The UCAIUG validation provides optional 
support for quality assurance testing while the user defined 
validation provides the test engineer with the flexibility to check 
other SCL aspects which cannot be accessed by the previously 
defined means. By using these rule-based functionality, our 
proposed SCL Validation can ensure the smooth operation of 
independent multi-vendor IEDs. This would then ensure an 
effective and efficient substation automation system. 
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