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Abstract: In this paper, a smart optical fingerprint sensor technology that is robust against faked 
fingerprints. A new lens and prism accurately detect fingerprint ridges and valleys that are needed 
to express a fingerprint’s intrinsic characteristics well. The proposed technology includes light path 
configuration and an optical fingerprint sensor that can effectively identify faked fingerprint 
features. Results of simulation show the smart optical fingerprint sensor classifies the 
characteristics of faked fingerprints made from silicone, gelatin, paper, and rubber, and show that 
the proposed technology has superior detection performance with faked fingerprints, compared to 
the existing infrared discrimination method.     
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1. Introduction 

Fingerprint recognition technology is one of the most 
widely deployed and developed biometrics technologies. 
The first step in performing fingerprint recognition is to 
acquire an image. In conventional fingerprint image 
acquisition, ink is applied to the fingers and the fingers 
pressed onto paper. Currently, a fingerprint image is 
acquired directly from a sensor device, such as an optical 
fingerprint sensor, a semiconductor fingerprint sensor, or 
an ultrasonic fingerprint sensor. Although the various 
fingerprint sensor technologies are convenient, there is a 
problem in that fingerprint quality changes depending on 
the environment, and is inconsistent. Causes of the 
problem include the difference between a dry finger and a 
wet finger, finger surface damage, contact failure between 
finger and sensor, and sensitivity differences depending on 
the external light source and moisture [1, 2]. This paper 
addresses the problems of the most widely used optical 
sensors, and proposes smart optical sensor technology that 
is robust against faked fingerprints. The optical system 
consists of a prism, a lens, and a complementary metal-
oxide semiconductor (CMOS) sensor [3]. 

In the image acquisition method, a fingerprint is 
pressed on a prism, and the CMOS acquires the region 
where the light emitted from the light source is diffused 

and absorbed by the prism. Fig. 1 shows the basic structure 
of light source, prism, and lens. 

The optical sensor has an advantage in that the 
authentication rate is higher than other sensors, because it 
provides a good-quality image and can collect fingerprint 
information from a wide area. However, when the distance 
between the prism and CMOS sensor is close, it is difficult 
to downsize the image because the optical distortion is 
large in the obtained image. It has another disadvantage in 
that it is vulnerable to faked fingerprints from using the 
photography method. We proposes an optical design 
technique that can effectively defend against and detect 
faked fingerprints. Since the proposed technology cannot 

 

Fig. 1. The basic structure of an optical system. 
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contain moisture due to the characteristics of faked 
fingerprints, an optical design technique analyzes the 
properties of moisture. Section 2 of this paper describes 
the definition of faked fingerprints and the characteristics 
of the light sources used. Section 3 presents an optical 
design technique that is robust to moisture characteristics. 
Simulation and data analysis are discussed in Section 4, 
and then the paper is concluded.  

2. Definition of Fake Fingerprint and 
Characteristics of Light Source 

2.1 Definition of Fake Fingerprint 
A fake fingerprint attack refers to an unauthorized user 

creating a false fingerprint and illegally using it to engage a 
biometric system. Fake fingerprints can be made of various 
materials, as shown in Fig. 2, with paper, rubber, silicone, 
and gelatin the most commonly used materials [4, 5]. 

The reason for the increase in fake fingerprint attacks is 
that the user is directly vulnerable through the eight weak 
points of the biosecurity systems shown in Fig. 3, where 
the sensor serves as a doorway to the system. In a general 
door lock system, by the same logic, if the door is strong, 
accidents can be reduced accordingly [6, 7]. 

2.2 The Characteristics of the Light 
Source  

We uses a blue light source of 400~450 nm to optimize 
the optical design. For this wavelength, the blue in red, 
green, and blue is high, and the green and red are treated as 

noise, so that only the blue band is advantageous when 
designing the optical path. Also, due to the characteristics 
of the blue wavelengths, the amount of light absorbed and 
reflected by the skin has a distinct difference, comparing 
human and non-human fingerprints. Fig. 4 shows the 
temperature of the light by wavelength. 

3. Optical Design Technology Robust to 
Moisture Characteristics 

What is important in optical design is the magnification 
of the size of the image sensor and the fingerprint input 
window that you want to use. The lens can be composed of 
a plurality of lenses to increase the resolution, but the 
minimum number is set to show the required performance. 
The key point of an optical design that is robust to the 
proposed moisture characteristics is the prism, which 
enables fingerprint image acquisition even when water is 
on the hand. As shown in Fig. 5, incident light iθ  is 
refracted by tθ  at the interface of the medium. Therefore, 
you cannot see the image above the border at angles 
greater than tθ . For example, if in  is water and tn  is the 
prism, you cannot see the water image in an area more 
than tθ . 

In Fig. 6, when a finger is placed on the prism, the 
valley that becomes the fingerprint comes out through the 
� path, and the moisture like water between the ridge 
comes out as the ⓶ path. 

    
 

 (a) Silicon     (b) Rubber      (c) Film        (d) Paper    (d) Gelatin

Fig. 2. Fake fingerprint samples. 
 

Fig. 3. Eight points of weakness for attacks against a
biological system. 

 

  
 

 
     (a) Warm           (b) Natural          (c) Pure          (d) Proposed 

Fig. 4. Light source distribution depending on light 
temperature. 

 

 

Fig. 5. The refraction of the prism. 
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Therefore, if you hold the prism angle and the optical 
axis of the lens, as shown in Fig. 7, you can obtain pure 
images, even if you have water or sweat on the hands. The 
material of the prism is SF4. Since the refractive index is 
1.755, by 2: sin : sin ,i i in nθ θ= 1.33in = (water), 2θ =  

1

2

sin 49.29in
n

− = ° . 

Therefore, you cannot see the water if refractive index 
2θ  is more than 50° . So the prism is designed so that the 

angle of incidence is more than 50°  in SF4. Of course, 
prism angle 2θ  does not need to be 60° . However, when 
the angle of refraction increases, the water becomes 
indistinguishable, and when the angle becomes smaller, the 
ratio of the rectangle increases. Therefore, as shown in Fig. 
7, the background angle of the prism fingerprint 

connection surface is fixed at 57.6° . 
An MTF(Modulation Transfer Function) graph for the 

light path design of Fig. 7 is the same as Fig. 8. At this 
time, the modulation is designed to satisfy 100 lines from 
30%.  

When the prism fingerprint input area is square, the 
image becomes a rectangle. This is because the virtual 
image generated inside the prism has a rectangular ratio. 
Fig. 9 shows the clear area (CA), which is designed as the 
clean area required for image formation. A clear area(CA) 
is an area where a mirror is not contaminated or the path is 
blocked by the mechanism. At this time, the lens is 
designed so that the lens is not contaminated or the path 
blocked by the mechanism. 

4. Simulation 

The simulation for performance evaluation of the 
proposed optical design was as follows. First, various 
types of fake fingerprints were prepared for use in the test. 
By using the prepared samples and an actual fingerprint, 
image acquisition was performed with the proposed sensor 
and another optical sensor. The experiment consisted of 
200 real fingerprints and 200 fake fingerprints. Fake 
fingerprints were made by using silicone, rubber, gelatin, 
film, and paper, and a fake fingerprint database was 
created, as shown in Fig. 10. This database is composed of 
images at 260x300 and an accumulation of 24-bit 
fingerprint images. 

Fig. 11 is an image of test results by material. As seen 

 
(a) Fingerprint on prism 

 

 
(b) Angle change of the prism 

Fig. 6. The capture method. 
 

Fig. 7. Prism angle. 

Fig. 8. MTF graph for the light path design. 
 

 

Fig. 9. The drawing of the proposed optical design 
result. 
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in the figure, it can be confirmed that the image including 
the brightness difference of light for each material shows a 
different result. 

As shown in Table 1, 200 fingerprints were found to be 
detect for the silicon type, film type, Paper type fake 
fingerprints. In the case of the fingerprints, the fingerprints 

were 97.9% defective. However, there are no certified 
samples, so performance differences may occur depending 
on the sample to be produced. 

5. Conclusion 

The smart optical fingerprint sensor proposed in this 
paper can enhance the detected characteristics of real 
fingerprints by including moisture. With faked fingerprint 
materials, the distribution of water is weak, or there are 
many differences in reflectance and absorption rate 
compared to real human fingerprints from using water or 
oil from the outside. Future work includes faking 
fingerprints from various samples, more easily learning the 
characteristics of each material, and studying a stronger 
faked fingerprint sensor. 
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          (1) Real Fingerprint             (2) Silicon Fake Fingerprint 

 

 
   (3) Gelatin Fake Fingerprint       (4) Rubber Fake Fingerprint  

 

 
       (5) Film Fake Fingerprint       (6) Paper Fake Fingerprint  

Fig. 11. Test result images by material. 
 

Table 1. The comparison results (200set). 
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Detection
rate 
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Gelatin(granular) 192/200 96.0% 
Total average detection rate 97.9% 
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