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Intrusion detection is very important for network
situation awareness. While a few methods have been
proposed to detect network intrusion, they cannot
directly and effectively utilize semi-quantitative
information consisting of expert knowledge and
quantitative data. Hence, this paper proposes a new
detection model based on a directed acyclic graph
(DAG) and a belief rule base (BRB). In the proposed
model, called DAG-BRB, the DAG is employed to
construct a multi-layered BRB model that can avoid
explosion of combinations of rule number because of a
large number of types of intrusion. To obtain the
optimal parameters of the DAG-BRB model, an
improved constraint covariance matrix adaption
evolution strategy (CMA-ES) is developed that can
effectively solve the constraint problem in the BRB. A
case study was used to test the efficiency of the
proposed DAG-BRB. The results showed that
compared with other detection models, the DAG-BRB
model has a higher detection rate and can be used in
real networks.

Keywords: Network intrusion detection, Belief rule
base, Directed acyclic graph, Covariance matrix
adaption evolution strategy, Evidential reasoning rule.

I. Introduction

Network intrusion detection is a critical problem in
network situation awareness [1] because different attacks
pose different threats to networks. Network intrusion
detection is a complex multi-classification problem used to
identify attacks on a network, and it is a key factor for
assessing the state of network security. Currently available
methods for network intrusion detection can be divided
into two types. The first consists of direct methods such as
the neural network-based model [2]–[4], the support
vector machine (SVM)-based model, and belief-based
pattern classification models [5]–[7]. The second type of
network intrusion detection methods consists of
combination methods, such as the one-against-one SVM
[8] the one-against-all SVM [8], and the DAG-SVM [9].
As a popular direct method, the back propagation (BP)

neural network uses the principle of empirical risk
minimization to detect network intrusion [10]. However,
the BP neural network is a black box model, which makes
it difficult to integrate human expert knowledge into its
learning process. Moreover, the number of parameters and
the training time of the BP neural network increase with
the number of dimensions of data, and its detection
accuracy declines as the complexity of the problem grows.
The SVM model is a mainstream detection model that can
use the structural risk minimization principle for network
intrusion detection. Because an SVM can only distinguish
two types of network attacks, combinatorial SVMs have
been proposed, such as the DAG-SVM, which contains
SVMs combined by using the DAG structure [11].
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The above-mentioned models are data driven methods
that cannot effectively utilize semi-quantitative
information containing expert knowledge and quantitative
data. Moreover, these models cannot deal with uncertain
information, whereas a great deal of it needs to be
considered in real network systems.
The belief rule base (BRB) is an expert system that

can utilize semi-quantitative information [12], [13], and
has been applied to many fields [14]–[18]. Therefore,
the BRB can be used as detection model for network
attacks. However, the following problems need to be
considered:
(1) The original BRB model needs to be adjusted for
network intrusion detection. The excessively large number
of referenced values of the BRB model cause a
combinatorial explosion in classification because the
number of referenced values determine the rule number in
BRB [19]. Therefore, a new hybrid BRB model is
proposed in this paper, where a few BRB models establish
a multi-layered model by using a DAG structure.
(2) To detect network attacks, it is necessary to collect
network data, which is voluminous and contains protocol
type, duration, features of TCP connect, features of hosts,
and so on. Only a part of network data is associated with
network attacks, but this is challenging for experts to
identify and locate. Thus, principal component analysis
(PCA) is used in this paper. However, the network data
lose their meaning following dimension reduction by
using PCA. Therefore, when these related network data
processed by PCA are used as the antecedent attributes of
the BRB model, the experts cannot determine the
referenced values of these attributes. This paper shows
how to automatically determine the optimally referenced
values.
(3) Although the initial values of the belief degrees,
and the rule weights and attributes of the DAG-BRB
model can be provided by experts, these parameters
should be optimized to obtain more accurate results.
From the above, it is clear that the parameters to be

optimized in the DAG-BRB model are the referenced
values, the belief degrees, and the rule weights and
attributes. Thus, an objective function is constructed, and
an improved constraint covariance matrix adaptation
evolution strategy (CMA-ES) [20], [21], [22], [23] is
developed to train the parameters.
The remainder of this paper is organized as follows:

In Section II, based on the BRB model, the problem of
network intrusion detection is formulated. In Section III,
a new DAG-BRB classification model is constructed. In
Section IV, based on the improved CMA-ES algorithm,
the optimized process of the proposed model is

developed. A case study to detect network intrusion is
presented to test the proposed method in Section V, and
the conclusions of this paper are provided in
Section VI.

II. BRB Model for Network Intrusion Detection

1. Problem Formulation

Network intrusion detection is a complex multi-
classification problem. Network attacks can be broadly
divided into four types [24], [25]: the denial-of-service
(DoS) attack, which crashes a server by
sending massive amounts of network data; the surveillance
or probe (Probe) attack, which compromises the privacy of
other hosts using the scanning technique; the remote-to-
local (R2L) attack, which logs in through remote computers
by exploiting security loopholes; and the user-to-root
(U2R) attack, which executes unauthorized operations
using the highest privileges of a server. Different attacks
pose different threats. For example, the DoS attack is a
serious threat to a Web server, which can crash as a result.
As a prelude to the hacker attack, the Probe attack is a
lightweight threat to the network.
In light of the above, to more accurately assess of a

network’s security situation, network attacks need to be
classified accurately. In this paper, they are divided into
five classes: normal data, DoS, Probe, U2R, and R2L
attacks, and are denoted by 1, 2, 3, 4, and 5, respectively.
The purpose of this paper is to distinguish classes of
network attacks using the trained DAG-BRB model,
which uses both expert knowledge and observable data.
The basic principles of the BRB model and the ER rule
are detailed below.

2. Background of the BRB Model

Assume that xi denotes the ith antecedent attribute (i.e.,
the input of BRB) and M denotes the number of antecedent
attributes. Then, a belief rule is described as in [17]:

Rk : If x1 is Ak
1

� � ^ x2 is Ak
2

� � ^ � � � ^ xM is Ak
M

� �
;

Then D1; b1;k
� �

; D2; b2;k
� �

; . . . ; DN ; bN ;k

� �� �

With a rule weight hk and attribute weight d1; d2; . . . ; dM
(1)

where Rk(k = 1, 2, . . . , L) denotes the kth rule of the
BRB model, and Ak

i ði ¼ 1; 2; . . . ;MÞ denotes the
referential value of the ith input to the kth rule.
Dj(j = 1, 2, . . . , N) denotes the jth consequent, bj,k
denotes the belief degree of the jth consequent of the
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kth rule, hk denotes rule weight, and di denotes
attribute weight.
A BRB model is composed of a number of belief rules

as shown in (1). When the input data are available, the
evidential reasoning (ER) approach [26], [27], [28] is used
to aggregate the belief rules to generate the results of the
final assessment [13].

3. Background of the ER Rule

As the inference tool of the BRB model, the ER rule can
deal with multiple items of uncertain information and
integrate qualitative knowledge with quantitative data.
Assume that there are some basic attributes of a general

attribute in a two-level hierarchy. The ER rule can
integrate these basic attributes to obtain an evaluation of
the general attribute in terms of assessment grades. The
ER rule first uses the initial weights of the basic attributes
given by experts and converts them into a basic
probability mass. The basic combination principle of the
ER rule is introduced in (12)–(19).

III. DAG-BRB Model for Network Intrusion
Detection

1. Framework of the DAG-BRB Model

As mentioned above, network intrusion detection is a
complex multi-classification problem. Its practical
applications have shown that the detection rate is
particularly low, and certain special types of attacks
cannot be detected. This is because meaning of network
data is lost after reducing their number of dimensions
using PCA, and this is more evident in complex multi-
classification problems. Another reason is that the
differences between normal data and those used for
network attacks are minor.
To solve the above problems, a DAG-BRB model is

proposed where PCA is used to reduce the number of
dimensions of the input network data, and the

referenced values of the antecedent attributes are used
as the parameters to be optimized. Several BRB
models are then combined by using a directed acyclic
graph (DAG) structure, where a single BRB model is
mainly used to distinguish two types of network
attacks. The framework of the DAG-BRB model is
shown in Fig. 1.
In Fig. 1, the network dataset contains the attributes and

the labels of network data, such as the IP address, the TCP
fields, and the connection time. It is necessary to remove
unrelated data. Thus, the network’s dataset is first
processed using PCA.
In this paper, the outputs processed by PCA contain only

five attributes. The dataset is then divided into a testing
dataset and a training dataset. In the sorter operation, the
training dataset is divided into 10 subsets. Each contains
only two classes of network attacks. Every BRB model
needs to be trained by using the corresponding subset. For
example, a subset containing normal data and DoS attack
data, called the Normal-DoS BRB model, is used to train
the BRB model by using the constrained CMA-ES
algorithm and the ER approach. The detailed structure of
these BRB models is described below.

2. Combination BRB Model Based on DAG

In Fig. 1, several BRB models are used to form a
combination BRB model, as shown in Fig. 2, where every
node in the combination model is a BRB model that only
distinguishes two types of network attacks. When all BRB
models have been trained by using the corresponding
training subset, the testing dataset is entered into the
combination BRB model as shown in Fig. 2. The detailed
procedure is as follows:
Step 1. The testing dataset is first placed in the top node

(Normal-U2R BRB model), they are determined to be
normal data or U2R attack data.
Step 2. The testing data are entered into the other BRB

model in the second layer according to type. If the testing
data are normal, they are entered into the Normal-R2L

Dataset

Testing dataset

Training dataset

PCA

So
rte

r

BRB model

BRB model

BRB model

BRB model
Result

Fig. 1. Framework of the DAG-BRB model.
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BRB model, the right node in the second layer, and are
judged to be normal or R2L attack data.
Step 3. By repeating the above steps, the final result can

be obtained in the bottom layer. For example, when Probe
attack data are in the combination model, the procedure
can be described as shown in Fig. 3, where it is evident
that network data processing by PCA requires four BRB
models in the combination model. If the network data do
not belong to any type of BRB model, they are assigned to
the most similar type. In Fig. 3, the network data are first
handled by the Normal-U2R model and then judged as
belonging to the U2R attack type. The final result can be
obtained in the final layer.
The disadvantage of the DAG structure is that errors in

the top layer are transferred down (passed) to the other
layers. A mistake in the upper model may cause an error

in the final result. Therefore, it is important to improve the
accuracy of every BRB model.

IV. Improved CMA-ES Algorithm to Train the
DAG-BRB Model

As mentioned above, every BRB model in the Fig. 2
needs to be trained independently. The training process of
these models is described below.

1. PCA Process of the DAG-BRB Model

Since most attributes of network data are unimportant in
this context, it is necessary to reduce their number of
dimensions. In this paper, PCA [29] was used for this. The
basic process is as follows:
1) Calculating the mean value of network data. Assume
that X denotes network data:

X ¼
x11 . . . x1M
..
. . .

. ..
.

xT1 � � � xTM

0
B@

1
CA; (4)

where M is the number of the attributes that denote the
dimensionality of the network data and T denotes the
number of the network data samples. The mean value can
be calculated as:

meanh ¼ 1
M

PM

i¼1
xhi h ¼ 1; . . . ; Tð Þ; (5)

where h 2 (1, . . . , T) denotes the hth network data
sample and i 2 (1, . . . , M) denotes the ith dimension of a
sample.

2) X can be transformed into the following form:

Normal-U2R 
BRB model

DoS-U2R
BRB model

Normal-R2L
BRB model

Probe-U2R
BRB model

DoS-R2L
BRB model

Normal-Probe
BRB model

R2L-U2R
BRB model

Probe-R2L
BRB model

DoS-Probe
BRB model

Normal-DoS
BRB model

U2R R2L Probe DoS Normal

5

5

5

1

1

1

123344

3 4 2 3

425

1 Normal
2 DoS
3 Probe
4 R2L
5 U2R

Fig. 2. Combination BRB model using directed acyclic graph.

Normal-U2R 
BRB model

5
1 Normal

2 DoS
3 Probe

4 R2L

5 U2R

DoS-U2R 
BRB model

DoS-R2L 
BRB model

DoS-Probe 
BRB model

Probe

2

2

3

Fig. 3. Classification path of Probe attack data.
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X ¼
x11 � mean1 . . . x1M � mean1

..

. . .
. ..

.

xT1 � meanT � � � xTM � meanT

0
B@

1
CA: (6)

3) Calculating the covariance matrix:

cov ¼ X0 � X
T

; (7)

where X
0
denotes the transport matrix of X.

4) Calculating the eigenvalue e of the covariance matrix in
descending order.
5) Generating transformational matrix E using the
previous eigenvalue M

0
in e. The new network data ~X can

then be calculated as:

~X ¼ E� X; (8)

where M
0
denotes the number of attributes after reducing

the dimensionality of the data using PCA. In this paper,
~X always denotes the training dataset processed by PCA.

2. Sorting Process

The sorting process is used to separate the training
dataset into different subsets according to the
corresponding BRB model. As shown in Fig. 1, following
PCA, the training dataset ~X is fed into the sorter. ~X is
divided into 10 groups as shown in Fig. 2, and each
contains two types of attacks. ~Xr is described as

~Xr ¼
~xr11 . . . ~xr1M
..
. . .

. ..
.

~xrT 01 � � � ~xrT 0M

0
B@

1
CA; (9)

where ~Xr 2 ~X, and r denotes the rth BRB model in the
DAG-BRB model, r = (1, . . . , 10). The order of r is top
to bottom and left to right. T

0
denotes the number of

network data items of the rth BRB model.
However, one problem remains outstanding: when PCA

is applied to the BRB model, the meaning of ~Xr is lost, and
experts can no longer determine the referenced values of
the antecedent attributes. In the next section, the referenced
values are treated as parameters to be optimized.

3. Optimizing Objective Function of the DAG-BRB

When the processed data ~Xr are received, they are
first entered into the rth BRB model. The

inference process of the rthBRB model can be described
as follows:
1) The matching degree of a network data item
ð~xrh1; . . . ;~xrhM Þ is calculated, where h denotes the hth
network data item of ~Xr, and h = (1, . . . , T

0
). The

matching degree aki of the ith antecedent attribute of
ð~xrh1; . . . ;~xrhM Þ in the kth rule can be calculated by:

aki ¼
Alþ1
i �~xrhi

Alþ1
i �Al

i
k ¼ l Al

i �~xrhi �Alþ1
i

� �

1� aki k ¼ l þ 1
0 k ¼ 1; . . . ; Nðk 6¼ l; l þ 1Þ

8
><
>:

; (10)

where Al
i and Alþ1

i denote the referential values.
2) The activated weight wk of the kth rule is calculated
according to the following equation:

wk ¼
hk
QM

i¼1 aki
� �

PL

l¼1
hl
QM

i¼1 alið Þ
; (11)

where h denotes the initial weight of the rules.
3) The belief degrees of the outputs are calculated by
using the ER rule. When the activated weight is
calculated by (3), a belief rule can be activated if it is
not 0. Then, the belief degrees can be converted into
the following basic probability masses:

mj;k ¼ wkbj;k ; (12)

mD;k ¼ 1� wk

XN

j¼1

bj;k ; (13)

�mD;k ¼ 1� wk ; (14)

~mD;k ¼ wk 1�
XN

j¼1

bj;k

 !
; (15)

where mj,k denotes the probability mass of the jth class
Dj in the kth rule, mD,k denotes the rest probability mass
that is not distributed to any other class, and �mD;k

denotes the unimportant degree of the kth rule. If the
kth rule is completely important, �mD;k ¼ 0. ~mD;k denotes
the degree of incompleteness of the kth rule. If the
result of the evaluation of the kth rule is complete,
~mD;k ¼ 0.
Using the ER approach to combine the first k rules, the

probability mass of the jth class Dj can be calculated as:

596 ETRI Journal, Vol. 39, No. 4, August 2017

https://doi.org/10.4218/etrij.17.0116.0305



mj;I kþ1ð Þ ¼ KIðkþ1Þ
mj;I kð Þmj;kþ1 þ mj;I kð ÞmD;kþ1

þmD;I kð Þmj;kþ1

� �
; (16)

mD;I kð Þ ¼ �mD;I kð Þ þ ~mD;I kð Þ; (17)

~mD;I kþ1ð Þ ¼ KIðkþ1Þ
~mD;I kð Þ ~mD;kþ1 þ ~mD;I kð Þ �mD;kþ1

þ�mD;I kð Þ ~mD;kþ1

� �
; (18)

�mj;I kþ1ð Þ ¼ KIðkþ1Þ �mD;I kð Þ �mD;kþ1
� 	

; (19)

where I(k) denotes the combination of the first k rules
and mj,I(k) denotes the probability mass of the jth
class Dj having combined the first k rules using
Dempster’s combination rule. KI(k+1) can be
calculated as:

KIðkþ1Þ ¼ 1

1�P
N

j¼1

P
q¼1

N

q6¼j

mj;IðkÞmq;kþ1

: (20)

The belief degree of Dj can be calculated as:

bbj ¼
mj;I Lð Þ

1� �mD;I Lð Þ
j ¼ 1; 2; . . . ;Nð Þ: (21)

Through the above description, the belief degree
can be calculated by the following analytical
expression:

bb j¼l�
QL
k¼1

wkbj;kþ1�wk

PN
i¼1

bi;k


 �
�
QN
k¼1

1�wk

PN
i¼1

bi;k


 �� �

1�l�
QL
k¼1

1�wkð Þ
� � : (22)

l ¼
PN

j¼1

QL

k¼1
wkbj;k þ 1� wk

PN

i¼1
bi;k


 �

� N � 1ð Þ Q
L

k¼1
1� wk

PN

i¼1
bi;k


 �

2
6664

3
7775

�1

: (23)

The result with the highest belief degree is the final
classification, which is represented as bj. Assume that Eh

denotes the error in classification. If bj ¼ j, Eh = 0; if
bj 6¼ j, Eh = 1, where j denotes the original classification of
the network data. Then, the objective function can be
described as follows:

f Pð Þ ¼ 1
T 0
XT 0

h¼1

Eh
2; (24)

where P denotes the optimal parameter vector of the
BRB model that can be represented as:

P ¼ ½h1; . . . ; hL; b1;1; . . . ;bN ;L;A
1
1; . . . ;A

L
M �0; (25)

where (h1, . . . , hL) denotes the weights of L rules,
(b1,1, . . . , bN,L) denotes the belief degree of the outputs,
where they are N 9 L in number, ðA1

1; . . . ;A
L
M Þ denotes

the referenced values of the antecedent attributes, and they
are L 9 M in number.
Thus, the optimal problem can be described as:

min f Pð Þf g
s.t. 0� hk � 1; k ¼ 1; . . . ; L

0� bj;k � 1; j ¼ 1; . . . ;N ; k ¼ 1; . . . ; L

XN

j¼1

bj;k ¼ 1

lbi �Ak
i � ubi; i ¼ 1; . . . ;M ; k ¼ 1 ; . . . ; L

A1
i ¼ lbi

AL
i ¼ ubi; (26)

where lbi denotes the lower bound and ubi the upper
bound of the ith attribute. The bound of the antecedent
attributes should normally be set to the extreme value of
the data. Since the network data are normalized before
classification, the lower bounds are all set to 0 and the
upper bounds to 1.
Remark 1: From (25), it is clear that the referenced values
are treated as optimization parameters and experts cannot
determine their values. However, the DAG-BRB model is
still semi-quantitative because the other initial parameters
are determined by experts, such as the weight of the rules
and the belief degrees.
Remark 2: Note that the above training process is only
for one model in the combination model, as shown in
Fig. 1.

4. Optimization of the DAG-BRB Model

It is important to select an appropriate optimization
algorithm to solve the problem described as (26). The
following problems need to be considered:
1) From (26), it can be seen that the problem is a
constrained optimization problem.
2) The objective function of the optimization problem is a
complex, non-linear, and multi-peak function that needs a
global optimization algorithm.
The covariance matrix adaption evolution strategy (CMA-
ES) was proposed by Hansen [20]. It is a non-linear, non-
convex optimization algorithm considered to be the state
of the art [20]. The CMA-ES can quickly search for the
global optimal solution in a small population but is an
unconstrained optimization algorithm. An improved
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constrained CMA-ES algorithm is proposed to solve the
constraint optimization problem using constraint
conditions in this paper.
The improved CMA-ES algorithm can be divided into

four parts:
1) The sampling operation, which is used to an generate
initial population with a multivariate normal distribution.

Pgþ1
q � xg þ rgNð0;CgÞ ðq ¼ 1; . . . ; kÞ; (27)

where Pgþ1
q denotes the qth solution of the population in

the (g + 1)th generation; it also denotes the optimal
parameter vector as described above. k denotes the
population size, x denotes the mean of the population, and
the initial value of x0 is equal to that of the initial
parameter vector. r denotes the step size, N denotes the
normal distribution, and C denotes the covariance matrix
of the population.
2) Selection operation. This operation is used to select s
solutions from the population according to the fitness
values.
3) Recombination operation. This operation is used to
update the mean value of the population:

xgþ1 ¼
Xs

i¼1

giP
gþ1
i:k

Xs

i¼1

gi ¼ 1

 !
; (28)

where s denotes the size of the offspring population,
g denotes the weight coefficients, and Pg

i:k denotes
the ith individual of k individuals in the gth
generation.
4) Adjustment operation. This operation is used to update
the covariance matrix of the population. Assume that the
initial covariance matrix C0 is a symmetric and positive-
definite matrix; then, the new covariance matrix can be
calculated as:

Cgþ1 ¼ 1� c1 � c2ð ÞCg þ c1p
gþ1
c pgþ1

c

� �T

þ c2
Xs

i¼1

giW
gþ1
i:k Wgþ1

i:k

� T
; (29)

where c1 and c2 are the learning rates for updating the
covariance matrix. Ψ in (29) can be calculated by

Wgþ1
i:k ¼

Pgþ1
i:k � xg

� 

rg
; (30)

pc in (29) denotes the path of evolution, where the initial
pc = 0. pc can be updated as:

pgþ1
c ¼ 1� ccð Þpgc þ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
cc 2� ccð Þseff

p xgþ1 � xg

rg
; (31)

where cc ≤ 1 denotes the backward time horizon of the
path of evolution. seff is a variance-effective selection
mass, and can be calculated as:

seff ¼ gk k1
gk k2


 �2

¼ gk k21
gk k22

¼ 1

gk k22
¼

Xs

i¼1

g2i

 !�1

: (32)

The step size r can be updated as:

rgþ1 ¼ rg exp
cr
dr

kpgþ1
r k

EkNð0; IÞk � 1


 �
 �
; (33)

where dr denotes a damping parameter, EkNð0; IÞk
denotes the expectation of the Euclidean norm of Nð0; IÞ,
cr denotes the backward time horizon, and denotes the
conjugate evolution path, with the initial pr = 0, pr can be
updated by

pgþ1
r ¼ 1� ccð Þpgr þ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
cr 2� crð Þseff

p
C gð Þ�1

2
xgþ1 � xg

rg
:

(34)

5) Constraint operation. This operation is used to
satisfy the constraint conditions shown in (26) using
constraint processing technology. In this paper, the direct
modification method is used to process the constraints,
where the solutions generated by selection operation need
to be modified.
The above operations are executed in cycles. When the

constraint condition is satisfied, the best solution Pbest is
obtained, and the rth BRB model is trained.

V. Case Study

The network intrusion detection problem was
investigated using the KDD’99 dataset to test the efficiency
of the DAG-BRB model, where the inputs were the
network data and the outputs were types of network attacks.
A total of 3,156 samples representing five attack types

were selected from the dataset, and the numbers of
training and testing data items are shown in Table 1.
The training and testing data were selected randomly

according to the above distribution. A total of 30
independent runs using the improved CMA-ES algorithm
were performed for each instance. The case was
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implemented in MATLAB R2013a on a Core (TM) i7-
3632QM CPU 2.20 GHz with Windows 7 OS.

1. Results of the Trained DAG-BRB Model

There were nine rules for each model shown in Fig. 2,
and the results of each only contained two types of
attacks: 1 denotes one type and 2 the other. These models
used the same initial parameters as shown in Table 2,
where Ai denotes the initially referenced values.
Every BRB model in the combination model needed to

be trained with the corresponding training data by using
the improved CMA-ES algorithm. The initial mean of the
CMA-ES algorithm was equal to the initial parameter
vector in Table 2, and the improved CMA-ES algorithm
was used to optimize the parameter vector of each BRB
model. The optimization process is shown in Fig. 4,
where the vertical axis denotes the average fitness values
and the horizontal axis the number of iterations of the
improved CMA-ES algorithm.
The final output Pbest,r was used to establish the BRB

models and then the combination model. The results
generated by the trained model are shown in Fig. 5 and
Table 3.
As shown in Fig. 5 and Table 3, the results of the

trained DAG-BRB model were satisfactory and, in some
cases, the detection rate was at or close to 100%. It was
very difficult to obtain good results for R2L and U2R

because the sample size was too small, but the proposed
model performed well.

2. Comparison between DAG-BRB and BRB Models

To show that the combination BRB model can be applied
to network intrusion detection, a comparison between the
DAG-BRB model and the BRB model was conducted. In
the BRB model, the attacks were divided into five classes,
and the other sets of parameters were the same as in

Table 2. Initial parameters of belief rules.

Rule
Rule
weight

Reference points
Belief
degrees

1 1 0 0 0.5, 0.5

2 1 0 0.5 0.5, 0.5

3 1 0 1 0.5, 0.5

4 1 0.5 0 0.5, 0.5

5 1 0.5 0.5 0.5, 0.5

6 1 0.5 1 0.5, 0.5

7 1 1 0 0.5, 0.5

8 1 1 0.5 0.5, 0.5

9 1 1 1 0.5, 0.5

Table 1. Distribution of the samples.

Training
Data

Normal DoS Probe R2L U2R

1,000 1,000 310 120 200

Testing
Data

Normal DoS Probe R2L U2R

200 200 62 24 40

0 10 20 30 40 50 60 70 80 90 100
0
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Fi
tn
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Normal-DoS BRB model
Normal-Probe BRB model
Normal-R2L BRB model
Normal-U2R BRB model
DoS-Probe BRB model
DoS-R2L BRB model
DoS-U2R BRB model
Probe-R2L BRB model
Probe-U2R BRB model
R2L-U2R BRB model

Fig. 4. Optimization process of the DAG-BRB model.
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Fig. 5. Results generated by the trained DAG-BRB model.

Table 3. Detection rate of the model in Fig. 5.

Total Normal DoS Probe R2L U2R

97.22% 99.5% 100% 98.46% 100% 74.00%
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DAG-BRB. The comparative results are shown in Fig. 6
and Table 4.
From Fig. 6 and Table 4, it is clear that the results

generated by the original BRB model were poor, which
shows that it is unsuitable for network intrusion detection.

3. Comparison between Initial and Trained DAG-BRB
Models

As mentioned above, the initial parameters of the DAG-
BRB model were provided by an expert. To prove the
need for the optimization algorithm in the DAG-BRB
model, a comparison between the initial and the trained
models was conducted using the improved CMA-ES
algorithm, as shown in Fig. 7 and Table 5.
From Fig. 7 and Table 5, it is clear that the detection

rates of the trained DAG-BRB model with the CMA-ES
algorithm were more accurate than those of the initial
DAG-BRB model.

4. Comparison between Improved CMA-ES and other
Algorithms

Some other algorithms can be used to train the
parameters of the DAG-BRB. Sequential quadratic

programming (SQP) [30] and the constrained differential
evolution algorithm (DE) [31] were chosen for this. SQP
can solve a constraint problem by using a sequential
quadratic programming sub-problem. DE is an effective
algorithm with a simple mutation operation based on a
differential strategy. The parameters of the algorithms are
shown in Tables 6-7 and the comparative results in Fig. 8
and Table 8.

5. Comparison between DAG-BRB and other Models

DAG-SVM and BP were also used in the comparative
study, where PCA was used to reduce the dimensionality
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PCA-DAG-BRB model
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Fig. 6. Comparative results of the DAG-BRB and BRB models.

Table 4. Detection rate of the model in Fig. 6.

DAG-BRB
Total Normal DoS Probe R2L U2R

97.22% 99.5% 100% 98.46% 100% 74%

BRB
Total Normal DoS Probe R2L U2R

37.04% 100% 0% 0% 0% 0%

Total Normal DoS Probe R2L U2R
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1.0

Classes

D
et

ec
tio

n 
ra

te

Trained model
Initial model

Fig. 7. Comparative results of the initial and trained DAG-BRB.

Table 5. Detection rate of the model in Fig. 7.

Trained
model

Total Normal DoS Probe R2L U2R

97.2% 99.5% 100% 98.5% 100% 74%

Initial
model

Total Normal DoS Probe R2L U2R

46.1% 0% 100% 96.9% 0% 0%

Table 6. Parameters of the CMA-ES algorithm.

Individuals Iterations Step size c1 c2 cc

8 100 0.5 0.0473 0.3651 0.4502

Table 7. Parameters of the DE algorithm.

Individuals Iterations Step size

16 100 0.5
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of the samples and improved CMA-ES to train the
parameters of the models. The DAG-SVM model is a
multi-layered model combining several SVM
classification models using DAG. The parameters of the
DAG-SVM model and the BP model are shown in
Tables 9-10. Their results in comparison with the DAG-
BRB model are shown in Table 11. The performance
index, in terms of accuracy, specificity, sensitivity, AUC,
and precision and recall curves, is shown in Table 12 and
Fig. 9.

The above results show that compared with other
models, the DAG-BRB model had better intrusion
detection capability in the network.

VI. Conclusion

In this paper, a new DAG-BRB model was proposed for
network intrusion detection and a constraint CMA-ES
algorithm was also developed to train the parameters of
this model. The contributions of this paper can be
summarized as follows:
1) Directed acyclic graphs (DAGs) are used in the DAG-
BRB model, where several BRB models form a
combination model, and the referenced values of each
BRB model are considered part of the parameters to be
optimized.

Total Normal DoS Probe R2L U2R
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1.0

Classes

D
et

ec
tio

n 
ra

te

CMA-ES
DE
SQP

Fig. 8. Comparative results of CMA-ES and other algorithms.

Table 9. Parameters of the DAG-SVM model.

Models Kernel Type Gamma Cost

10 RBF C-SVC 1 1

Table 10. Parameters of the BP model.

Input neuron no. Hidden neuron no. Output neuron no.

5 8 5

Table 11. Detection rates of the models.

DAG-BRB
Total Normal DoS Probe R2L U2R

97.2% 99.5% 100% 98.5% 100% 74%

DAG-SVM
Total Normal DoS Probe R2L U2R

95.7% 99.5% 100% 95.4% 100% 62%

BP
Total Normal DoS Probe R2L U2R

77.0% 100% 100% 24.6% 0% 0%

Table 12. Performance index of the models.

Accuracy Specificity Sensitivity AUC

DAG-BRB 99.47% 100% 100% 0.93

DAG-SVM 98.18% 100% 100% 0.89

BP 96.51% 97.35% 99.00% 0.86
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Fig. 9. Precision and recall curves of the models.

Table 8. Detection rate of the model in Fig. 8.

CMA-ES
Total Normal DoS Probe R2L U2R

97.2% 99.5% 100% 98.5% 100% 74%

DE
Total Normal DoS Probe R2L U2R

92.0% 99.5% 100% 98.4% 0% 68%

SQP
Total Normal DoS Probe R2L U2R

37.6% 0% 100% 0% 0% 6%
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2) The ER rule and the constraint CMA-ES algorithms are
used to train the parameters of each BRB model in the
DAG-BRB.
A case study was conducted to demonstrate how the

DAG-BRB model can be used for network intrusion
detection. The results showed that compared with the
original BRB model, the initial DAG-BRB, as well as
other models and optimization algorithms shown in
Figs. 8 and 9, the trained DAG-BRB had superior
intrusion detection capability in the network. One
reason for the impressive results of by the DAG-BRB
model might be that the belief rules have a stronger
ability to describe uncertain network information.
Another might be that the CMA-ES algorithm can
better deal with optimization problems in the proposed
model.
In future work, the authors will investigate reducing the

computational complexity of the DAG-BRB model and
finding more practical applications.
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