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Recently, mobile phones have been recognized as the 
most convenient type of mobile payment device. However, 
they have some security problems; therefore, mobile 
devices cannot be used for unauthorized transactions 
using anonymous data by unauthenticated users in a 
cloud environment. This paper suggests a mobile payment 
system that uses a certificate mode in which a user receives 
a paperless receipt of a product purchase in a cloud 
environment. To address mobile payment system security, 
we propose the transaction certificate mode (TCM), which 
supports mutual authentication and key management for 
transaction parties. TCM provides a software token, the 
transaction certificate token (TCT), which interacts with a 
cloud self-proxy server (CSPS). The CSPS shares key 
management with the TCT and provides simple data 
authentication without complex encryption. The proposed 
self-creating protocol supports TCM, which can 
interactively communicate with the transaction parties 
without accessing a user’s personal information. 
Therefore, the system can support verification for 
anonymous data and transaction parties and provides 
user-based mobile payments with a paperless receipt. 
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I. Introduction 

A mobile payment is any transaction that is executed via a 
mobile device and involves either the direct or indirect 
exchange of fiscal values between parties. An interesting aspect 
of mobile payments is that mobile phones can be used as 
payment devices under all types of payment circumstances. 
Optimists believe that the new world economy will see the 
transition of mobile devices from a simple communication 
device to a payment mechanism [1]–[4]. 

Recently, some mobile payment systems keep information 
about the transaction parties on the mobile devices or use it in a 
transaction without authentication, which makes these systems 
vulnerable to attack. Most of these payment protocols are 
designed to preserve the traditional flow of payment data 
(Client–Merchant–Merchant Bank), which is a transaction that 
is carried out between a client and merchant. Therefore, it is 
vulnerable to attacks such as transaction or balance 
modification by a merchant. This increases the risk that the 
user’s account will be illegally accessed [5]–[12]. 

Current authentication systems for mobile payments do not 
support a protocol wherein a customer verifies the transaction 
parties such as the merchant and customer banks. In addition, 
the authentications of each transaction party suffer from a 
heavy certificate burden. 

Hence, a new mobile payment system that is unlike previous 
payment systems is required to reinforce the security of user-
based transactions and implement an efficient mobile payment 
method in the cloud environment. 

Therefore, our scheme prevents the merchant from 
associating a financial institution with the message that 
originated from the client and supports a user-based payment 
transaction with a paperless receipt for a product purchase. 

The remainder of this paper is organized as follows. Related 
work is presented in Section II, the Transaction certificate 
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mode (TCM) is presented in Section III, the mobile payment 
system using a cloud self-proxy server (CSPS) is detailed in 
Section IV, and the proposed method is evaluated in Section V. 
Section VI concludes the paper.  

II. Related Work 

Mobile phones have been involved in financial transactions 
such as mobile banking and mobile payment, both of which 
include the transmission of sensitive information [13].  

In [14], mobile payment usage was analyzed in the technology 
adoption model, in which the adoption of a technology is based 
on its perceived usefulness and ease-of-use. In [15], users were 
concerned about their trust in network reliability and having their 
phone accessed if it was hacked, lost, or stolen. In [16], shopping 
histories and purchases on mobile phones were studied and it 
was found that users had few trust concerns while making 
transactions on their mobile devices over the Internet. 

According to [17], [18], the authentication process only 
verifies names, so users require various other authentications 
for the authentication process.  

Some mobile transaction mechanisms [19]–[21] have 
proposed eliminating the requirement of a shared secret 
between the shop and mobile network operator (MNO). 
Although the shop has no link with the MNO, a message 
digitally signed by the MNO is considered authentic and its 
contents are trusted by the shop. When dealing with signed 
data, one has to distinguish between data authenticity and trust 
in the message contents, as authentic data may not be true [22].  

To address these issues, transaction protocols were based on 
the NFC cloud wallet model [20], [23]–[25], NFC payment 
application [21], and the scheme for secure cloud-based NFC 
transactions [19]. However, these systems have an insufficient 
architecture and protocol for cloud-based NFC payment 
applications. 

In order to provide any-to-any security where users can 
conduct transactions securely from anywhere and at any time, 
mutual verification methods among transaction parties are 
necessary. In addition, users require a paperless receipt to be 
received for a product purchase carried out using their portable 
devices. 

Therefore, easy and secure transaction certificates are 
required to provide a paperless receipt of a product purchase 
that is accessible by portable devices.  

III. TCM 

We assume that a user is not known to a merchant in our 
scheme and that the TCM manages the transaction certificate 
token (TCT) and interacts with the CSPS securely. Here, we 

assume that wireless communications are insecure and that 
there is an attacker. The attacker has the ability to intercept all 
messages communicated in the proposed scheme. It is assumed 
that a mobile device such as a mobile phone for mobile 
payments is permitted for the scheme. The mobile phone can 
support payment methods such as credit card-, debit card-, or 
account-based (bank transfer) transactions. Our scheme uses a 
mobile phone as a mobile device to investigate methods of 
secure mobile payment.  

We assume that a user plays a leading role in the cloud 
payment system (that is, the user is legitimate) because the user 
is the main agent of the transaction parties and is the first party 
verified by the Certificate Authority, which acts as a trusted 
third party (TTP). 

Our scheme needs security for outsourcing and managing 
large amounts of data in cloud computing. To authenticate 
mobile payment processing, it would preferentially verify a 
payment transaction using fewer keys.  

A user communicates with the server that directly operates 
the TCM without complex verifications, so the TCM 
communicates with a server and operates efficient mobile 
payments whenever a transaction occurs in the cloud 
environment. Because the TCM interacts with the CSPS, this 
makes the scheme secure against corrupt servers and provides 
more computational efficiency. The CSPS only utilizes keys 
associated with payment transactions. The general server 
knows the operation that was performed (for example, 
SELECT or UPDATE). However, the CSPS should be 
necessary only when the service provider requires a cipher key, 
and it does not know the operation is intended for a mobile 
payment. 

1. TCM Overview 

A TCM consists of a customer agent (CA), customer bank 
(CB), merchant agent (MA), and merchant bank (MB) as the 
transaction parties. The proposed TCT considers limited 
mobile phone resources; therefore, the TCT interacts with the 
CSPS whenever a transaction occurs and receives the simple 
information of transaction acceptance or rejection from the 
CSPS. The TCT interacts with the CSPS to avoid disclosing 
information to the customer and merchant server and to verify 
sensitive information for the mobile payment alone. It is a 
software token that acts as certificate that verifies the validity of 
transaction information for a mobile payment.  

As illustrated in Fig. 1, the TCM includes a TCT that 
comprises TCT1 and TCT2, where the CB issues TCT1 and 
the MB issues TCT2 instead of a franchise terminal. We 
assume that the TCT issuer is secure. 

The TCT issuer is managed by the TTP, which protects 
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Fig. 1. TCM construction. 
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Fig. 2. TCT processing architecture for mobile payments. 
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sensitive information using secure keys. The TCT issuer sends 
an information processing system to the TCT for mobile 
payment processing.  

After the remote cloud host communicates with the TCT, the 
TCT checks whether the remote cloud host is legitimate. To 
identify anonymous data from the remote cloud host and local 
host, the TCT issuer communicates with the TTP (the key 
manager, KM) to receive the keys that interact with the self-
proxy server (SPS) in the cloud, as shown in Fig. 2.  

The remote cloud host and local host device receive secure 
elements of the chosen cloud objects from the TCT issuer (see 
Fig. 2). The secure elements in the remote cloud host are 
managed by the TCT issuer. The TCT issuer generates the TCT 
after verifying secure keys from the TTP, which interacts with 
the CSPS. The local host (mobile phone) associates the TCT 
issuer with a trusted mobile transaction application when the 
CSPS and the TTP agree upon the identification of the TCT keys.  

2. TCM Contributions 

To overcome the inherent design weaknesses of mobile 
client-server environments and improve upon the secure key 
management of a mobile payment in a cloud environment, this 
paper proposes the TCM. In addition, our scheme needs 

security for outsourcing and managing large amounts of data in 
cloud computing. To authenticate mobile payment processing, 
it is better to verify a payment transaction using fewer keys. 

Therefore, our scheme needs the TCM, including a TCT, to 
interact with the CSPS that executes the protocol with self-
creating keys and encourages mutual authentication for 
transaction parties. The TCM is proposed to verify transaction 
parties and cloud objects in a simple manner. It provides 
efficient certificates and authentications of all payment 
transactions. It presents grounds for an argument about cloud 
financial services in a payment system. 

The major contribution of the proposed TCM is that it makes 
it possible for point-of-sale (POS) transactions to use a 
certificate mode that enables interaction with the transaction 
parties directly without requiring affiliation with a local 
franchise. After the user confirms the product purchase list and 
cost with his/her phone payment, the payment is completed 
upon his/her agreement. Because of the TCM, the user can 
save the product purchase receipt of the POS transaction on the 
personal mobile phone by downloading it. Therefore, a 
signature step is not necessary after the mobile payment, 
including card verification, is complete, thereby rendering a 
paper purchase receipt obsolete. 

As soon as the user’s mobile phone touches the POS 
terminal, the transaction is verified and a purchase receipt is 
copied from the POS terminal to the mobile phone by some 
application of data synchronization. The purchase receipt is 
stored in the mobile phone so a user can manage it directly.  

3. TCM Process 

TCM supports the transaction parties that are authenticated 
by mutual trust. To reduce cloud key computing, CSPS deals 
with the keys for the verifications of a payment transaction. 
The CSPS provides as few keys as possible by interacting with 
the TTP for efficient computing. 

After the TTP interacts with the CSPS, it sends the TCT 
issuer the permission, which generates the TCT (see Fig. 3). 
Confirming whether the host device is in the cloud or is a local 
host (mobile phone), the TCT issuer generates the TCT and 
sends it to each host device. Each host device communicates 
with users and sends them the TCT. Therefore, the TCM 
provides a mutual authentication solution for mobile payments 
that have a paperless receipt. 

TCM Process: 
1) The users of each host device require a certificate from a 

general server for mobile payment. 
2) After receiving the query message, the TCM requires the 

TTP to verify the transaction parties. 
3) After the TTP interacts with the CSPS, it sends the TCT 



138   Soonhwa Sung et al. ETRI Journal, Volume 39, Number 1, February 2017 
https://doi.org/10.4218/etrij.17.0116.0608 

 

  

Fig. 3. TCM process diagram. 
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issuer the permission, which generates the TCT. 
4) The TCT issuer generates a TCT and sends it to each host 

device for trusted mobile transaction applications. 
5) Each host device installs the TCT in the assigned secure 

software area. 
6) After the TCT is calculated in the assigned secure software 

area, each host device responds to say whether the TCT is 
legitimate or illegitimate. 

IV. Mobile Payment System Using a CSPS 

The proposed system operates a mobile payment protocol 
with the TCT using a CSPS. 

1. Mobile Payment Protocol Based on TCT 

The TCM mobile payment protocol commences when the 
CA requests a purchase from the MA and terminates when the 
CA receives a confirmation of payment from the CB. Unlike 
current payment protocols, the CA and CB proceed to a secure 
mutual authentication protocol for a payment after the CA 
confirms a legal MB using the TCT. Therefore, the protocol 
supports user-based payments that are different from the 
current payment mechanism, which is biased in favor of the 
merchants. For a secure channel, the TCT supports a secure 
mutual authentication protocol between the CA and CB by the 
acknowledgement that enables communication between the 
CA and MB. 

As shown in Fig. 4, the flow for payment transactions is as 
follows: 
1) The CA requests a purchase from the MA. 
2) The MA prepares an invoice and sends the merchant’s  

encrypted banking information and certificate with the 
invoice details to the CA. 

3) The CA sends the order information certificates to the MA. 

 

Fig. 4. Mobile payment protocol based on TCT. 
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4) The MA sends authentications to the MB. 
5) The CA requests the TCT2 from the MB. 
6) The MB acknowledges the TCT2 and sends it to the CA. 
7) The MB requests the TCT1 from the CB. 
8) The secure mutual authentication protocol is performed   

between the CA and CB. 
9) The CA receives a notification of payment from the CB. 
10) The MB sends payment approval to the MA. 
11) The MA communicates with the CA by a secure mutual 

authentication protocol. 
12) The MA sends a paperless receipt of product purchase to 

the user’s mobile device if the MA agrees with the CA. 

2. Secure Mutual Authentication Protocol 

The secure mutual authentication protocol in Fig. 4 provides 
for authentication between the MA and the CA. It encourages a 
secure payment transaction as a general verification and 
identifies keys associated with the TCT. 

The protocol consists of three phases: registration, login, and 
authentication. Table 1 explains the notation for the secure 
mutual authentication scheme. 

Registration Phase: 
User Uc submits IDc and Pwc to S in order to register with 

server S. Afterwards, S performs the following tasks. 
1) It calculates Vc = H(IDc, IMEI, Pris). 
2) It calculates Ac = H(IDc, IMEI, Pris)  Pwc. 
3) It stores (IDc, Vc, Ac, H(.)) in the TCT. 

Login Phase: 
In order to login to S, Uc provides IDc and Pwc for the TCT. 

The TCT then carries out the following tasks. 
1) It calculates Bc = AcPwc. 
2) It calculates Bc = AcPwc. 
3) It calculates Bc = AcPwc. 
4) It checks whether Bc = Vc. If the test fails, the request is 
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Table 1. Notation. 

Symbol Description 

Uc User of client 

S Server 

IDc Identity of the user 

Pwc Password of user 

Pris Server’s private key 

IMEI International mobile equipment identity 

Nc User’s generated nonce 

Ns Server’s generated nonce 

Sk TCT session key 

 Exclusive OR 

|| Concatenation 

 

rejected. 
5) It calculates C1 = Bc  Nc. 
6) It sends (IDc, C1) to server S. 

Authentication Phase: 
When S receives a login request (IDc, C1), it performs the 

tasks as detailed below. 
1) It tests the format of IDc. If the format is incorrect, the 

login request is rejected. 
2) It calculates Bs = H(IDc, IMEI, Pris). 
3) It calculates C2 = C1  Bs. 
4) It calculates C3 = Bs  Nc. 
5) It calculates C4 = H(C1||C3||Sk) where Sk = H(Bs||C2||Ns) is 

the common session key. 
6) It sends {C3, C4} to Uc to achieve unilateral authentication. 
Upon receiving {C3, C4} from S, Uc carries out the tasks as 

detailed below.  
7) It calculates C5 = C3  Bc and C6 = H(C1||C3||Sk) where Sk 

= H(Bc||C5||Nc) is the common session key. 
8) It checks whether C6 = C4. If the check is passed, Uc 

authenticates S and unilateral authentication is complete; 
otherwise Uc rejects S. 

9) It calculates C7 = H(Bc||C5||Nc) and sends C7 to S. 
Upon receiving C7 from Uc, S carries out the following tasks.  

10) It calculates C8 = H(Bs||C2||Ns). 
11) It checks whether C8 = C7. If the values are equal, S 

authenticates Uc and mutual authentication is achieved 
[26]. 

3. CSPS  

For the security of mobile payment data, key management 
should be carefully implemented. However, this is a 
challenging issue because of the large quantities of data in the 
cloud environment. To suggest better ways to protect the 

 

Fig. 5. Distributed CSPS in a cloud environment. 
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confidentiality of data, our scheme proposes the CSPS. 

The CSPS provides proxy keys instead of local keys 
whenever a mobile transaction occurs in a cloud environment. 
It manages keys for each kind of cloud payment service using 
the distributed CSPSn. The suggested protocol, called the self-
creating protocol, provides the key optimization for the 
necessary cloud payment service. That is, the CSPS generates a 
proxy key by itself after verifying a local key is legitimate 
whenever a transaction occurs. A proxy key is generated only 
one time and operates many times for the same data in a cloud 
environment. 

The distributed CSPS provides not only encryption and 
decryption keys but also immediate re-encryption keys for 
shared data. After communicating with the KM, it 
automatically receives the necessary keys from the KM using 
the self-created protocol. A distributed CSPS scheme is one 
solution where multiple proxy keys are automatically deployed 
in several clouds. Here, after the CSPS interacts with the TCT, 
the TCT sends a transaction approval to a user if the key of the 
transaction data is legitimate (see Fig. 5). 

4. Self-Creating Protocol 

The aim of the self-creating protocol is to minimize the 
number of keys for payment transactions with proxy keys 
using the CSPS. 

To reuse the keys of the TCT for payment transactions, the 
self-creating protocol operates between the CA and CB. 

In Fig. 6, a KM creates a proxy key αn about each distributed 
server CSPSn and sends the key αn to each distributed server 
CSPSn without identifying the servers. In addition, after the 
KM scans all n servers to encrypt the data, the inquiry q that the 
user created is saved by encrypting it in the cloud server along 
with each CSPSi. After the encrypted data scans all n servers, it 
is then decrypted to proxy key αn. 

The flow of the self-creating protocol in Fig. 6 is as follows: 
1) KM → CSPSi: αi. 
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Fig. 6. Self-creating protocol using CSPS. 
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2) ui → CSPSi: Eβu[q]. 
3) for i = 1, n, CSPSi: Eαi[Eβu(q), CSPSi]. 
4) CSPSn → ui: Eβu[q]. 
5) ui → DBMS: q. 
6) DBMS → ui: Eαi[γq]. 
7) ui → CSPSi: Eβu[Eαi(γq)]. 
8) for i = 1, n, CSPSi: D[Eβu[ 1

1

i
i jj

s
E
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1
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 (γq) represents the partial decrypted key with 

the first i − 1 of the CSPS. 
9) CSPSn → ui: Eβu[γq]. 
10) ui: Dβu[Eβu(γq)]. 

Therefore, even though a user withdraws his joining, the 
suggested system is flexible concerning key generation 
because of the self-creating protocol of the CSPS, which 
actively self-manages the key. 

V. Analysis 

This section discusses the security and efficiency of the 
proposed system. 

1. Security Analysis 

1) Session Key Perfect Forward Secrecy Attack 
Session key perfect forward security means that even if the 

secret key of a user and server are leaked, the generated session 
key should be safe from the attacker. In the proposed system, 
even if the password of user Pwc and the server’s private key 
Pris are compromised, the attacker cannot compute the TCT 
session key Sk = H(Bs∥C2∥Ns) because he/she cannot derive 
Bs, C2, and Ns from the authentication phase of the secure 
mutual authentication protocol. 

2) Known-Key Attack 

Known-key security means that a compromised past session 
key cannot be used to derive any further session keys. In the 
proposed system, the TCT session key Sk = H(Bs∥C2∥Ns) is 
the result of a one-way hash function, which is not recomputed. 
Therefore, the attacker cannot obtain any further session keys. 

3) Denial of Service Resulting from an Attack on the Server 
A denial of service attack is one where an adversary updates 

the wrong verification information of another legitimate user so 
that the legal user cannot login to the remote server successfully. 
In this system, there is no risky information stored on the server 
because the TCT issuer from the TTP updates sensitive 
information on the TCT whenever a user performs transactions 
for a payment. 

4) Mutual Authentication 
The proposed system uses the registration, login, and 

authentication phase to achieve mutual authentication. The 
login and authentication phases compute from C1 to C8 so that 
the user authenticates with the server and mutual authentication 
is achieved. 

 
The authentication protocol can be measured with respect  

to the following factors over the unreliable networks. Table 2 
compares certain cryptographic security attributes of the 
proposed scheme with those of some relevant schemes. 

In the proposed scheme, the authentication phase uses the 
common session key Sk = H(Bs∥C2∥Ns) of step 5 and Sk = 
H(Bc∥C5∥Nc) of step 7, and therefore, the scheme manages a 
session key. 

User Uc submits Pwc to S in order to register with server S in 
the registration phase and changes Pwc for the TCT in the login 
phase because the server and the TCT issuer are managed 
independently. Moreover, our scheme does not have a clock 
synchronization problem nor needs an extra hardware device 
such as a card terminal contact for a mobile payment because 
the TCT uses CSPS. Similarly, it requires very low bandwidth 
because the TCT works without complex encryption and key 
generation, whereas the reference scheme [27] requires one 
scalar point multiplication operation and two short messages 
 

Table 2. Comparison of security attribute functionality. 

Scheme  [27]  [28]  [29]  [30] Ours

Session key management Yes Yes Yes Yes Yes 

Mutual authentication Yes No No Yes Yes 

Password change Yes No No Yes Yes 

Clock synchronization 
problem 

No No No No No 

Extra hardware device No No No No No 

Bandwidth requirement Low Low Low High 
Very

low 
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on mobile stations for establishing each session after the initial 
one-time delegation key is verified. 

2. Computational Complexity Analysis 

To analyze computational complexity, Table 3 demonstrates 
the number of cryptographic operations involved for each party. 
There are three symmetric key encryptions and decryptions in 
the proposed protocol, that is, the number of XOR operations 
in the login phase is three, and the number of XOR operations 
in the authentication phase is three. There are two hash 
functions for the user in the registration phase and five hash 
functions for the server in the authentication phase. There are 
two keyed-hash functions for the server and no keyed-hash 
functions for the user. There are two key generations each for 
the user and server. Mutual authentications using the TCM 
may cause many hash functions for the server. Hence, it has 
more hash functions than other protocols. In another 
computation, the proposed protocol has been improved. 

Compared to the scheme proposed by Pourghomi and others 
[34], the proposed scheme uses a hash function seven times 
and key generation four times for the mutual authentication 
protocol, whereas the Pourghomi and others scheme uses 
symmetric key encryption nine times and key generation eight 
times for the transaction authentication protocol. Therefore, the 
proposed scheme results in a simpler transaction authentication. 
In contrast, the Pourghomi and others scheme incurs a high 
computational cost because of its complex key generations, 
several encryptions, and signature verifications. The scheme 
does not effectively manage the keys because it generates four 
keys (public, private, signing, and verification keys) for a 
MNO and generates eight keys for the whole scheme. In 
addition, the scheme utilizes two signature verifications with 
the signing and verification keys.  

3. Performance Analysis 

Figure 7 compares the proposed scheme with the previous 
cloud computing system with respect to processing delay time 
per unit time of the same size data. For a cloud simulation 
using Amazon CloudFront, inputs are set by the number of 
tasks, average processing time of a task, processing deviation, 
and the load of the task.  

The scheme of [35] improved the computation and 
communication rate by grouping user tasks according to the 
processing ability of cloud resources, but it did not resolve the 
minimization of application task flow of the [36] and [37] 
schemes. The scheme of [38] designed a task flow to minimize 
the fixed price and time needed to use another cloud resource, 
but did not consider the resource load to match resources with 
the task. Therefore, on comparison with the scheme in [38], the 

Table 3. Comparison of security operations. 

Cryptographic 
operations 

Number of cryptographic operations 

Scheme   [31] [32] [33] [34] Ours

Uc 5 3 3 4 3 Symmetric key

encryption/ 
decryption S 6 4 4 5 3 

Uc 2 2 2 N/A 2 
Hash function 

S 1 1 3 N/A 5 

Uc N/A 2 1 N/A N/A Keyed-hash 
function S N/A 1 3 N/A 2 

Uc N/A 2 2 2 2 
Key generation

S N/A 4 3 6 2 

 

 

Fig. 7. Comparison of processing delay time. 
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proposed scheme has improved processing delay time due to 
cloud composition of resources for matching tasks. 

VI. Conclusion 

In comparison with those of previous studies, our 
contribution provides a user-based mobile payment model with 
a paperless receipt and provides insight into the security and 
efficiency of a mobile payment system with paperless receipts 
using a CSPS that supports a self-creating protocol. 

We proposed the self-creating protocol for secure mobile 
payment in flexible transactions and a mutual authentication 
protocol between the CA and MA. The first protocol employs 
keys that have low cryptographic-computation requirements 
for all payment transactions because of the use of a proxy key. 
The second protocol, TCT, uses a software token for mutual 
authentication in mobile payment transactions.  

To provide efficient keys for mobile payment transactions, 
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the CSPS interacts with the TCT and manages proxy keys for it. 
Without a paper receipt for a mobile payment, the user-based 

mobile payment system requires less computation for each 
payment transaction because the CSPS manages the proxy key 
as well as a token code to avoid overlapping the key generation 
and withdrawal. 

In addition, the transaction information flow is followed by a 
user-based transaction that does not require access to the user 
information by the merchant. This decreases the user’s risk 
because sensitive transaction information cannot be copied and 
used later to access their account without authentication by the 
TCT. 

Our performance analysis shows that the system requires 
less computation because the proxy keys of the CSPS are 
managed and robust against attacks such as a session key 
perfect forward secrecy attack or denial of service resulting 
from an attack on the server. In addition, the proposed system 
provides a paperless receipt for a product purchase without 
extra hardware devices and operates efficient verifications for 
the mobile transactions without complex keys because of the 
TCT and CSPS. 
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