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Debugging in distributed environments, such as wireless 
sensor networks (WSNs), which consist of sensor nodes 
with limited resources, is an iterative and occasionally 
laborious process for programmers. In sensor networks, it 
is not easy to find unintended bugs that arise during 
development and deployment, and that are due to a lack 
of visibility into the nodes and a dearth of effective 
debugging tools. Most sensor network debugging tools are 
not provided with effective facilities such as real-time 
tracing, remote debugging, or a GUI environment. In this 
paper, we present a hybrid debugging framework (HDF) 
that works on WSNs. This framework supports query-
based monitoring and real-time tracing on sensor nodes. 
The monitoring supports commands to manage/control 
the deployed nodes, and provides new debug commands. 
To do so, we devised a debugging device called a Docking 
Debug-Box (D2-Box), and two program agents. In 
addition, we provide a scalable node monitor to enable all 
deployed nodes for viewing. To transmit and collect their 
data or information reliably, all nodes are connected using 
a scalable node monitor applied through the Internet. 
Therefore, the suggested framework in theory does not 
increase the network traffic for debugging on WSNs, and 
the traffic complexity is nearly O(1). 
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I. Introduction 

Wireless sensor networks (WSNs) [1]–[5], which are 
composed of numerous tiny sensor nodes, are the core for the 
realization of ubiquitous computing. Such WSNs provide 
various and convenient services to users through an organic 
liaison between objects and computers. To supply such services, 
hundreds and even thousands of sensor nodes are deployed in a 
spatially distributed terrain. For this reason, WSNs have gained 
attention worldwide in recent years because they have a great 
potential for many applications in scenarios such as military 
target tracking and surveillance, natural disaster relief, and 
biomedical health monitoring. 

Unlike traditional networks, a WSN has its own design   
and resource constraints. Resource constraints include a limited 
amount of energy, a short communication range, low 
bandwidth, and limited processing and storage in each node. 
Design constraints can be dependent on the fields to which the 
sensor networks are applied, and the regional characteristics are 
observed. Owing to these constraints, it is difficult to not only 
efficiently compose sensor networks with an extensive number 
of nodes deployed in various environments, but to also control 
and manage them. 

One of the various factors creating this difficulty is a simple 
bug [6] that occurs in sensor nodes and sensor networks from 
unexpected problems such as battery depletion, unintended 
sensing data, a blocked network link, network congestion, and 
packet loss. Because of these types of bugs, sensor nodes work 
aberrantly, and their networks can be stopped. To diagnose 
such bugs and fix them, it is therefore necessary to monitor the 
behaviors or events occurring in sensor nodes and their 
networks. To do so, two monitoring techniques [3], [7], [8] are 
used: active and passive monitoring. Existing debugging tools 
based on such monitoring have been developed, and include a 
variety of functions such as remote downloading/debugging 
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and event/data logging. However, debugging and bug detection 
are still iterative and occasionally laborious processes for 
programmers because of access limitations of the deployed 
sensor nodes and a lack of effective debugging tools. 

In this paper, we present a hybrid debugging framework 
(HDF) that works in a wireless sensor network. This framework 
supports query-based monitoring and real-time tracing of sensor 
nodes that are equipped with a device agent and a program agent. 
In addition, it provides a scalable node monitor that is able to 
look out over all deployed nodes. To support effective debugging, 
this framework includes functions such as remote downloading, 
program execution/reset/stop, real-time message output,    
real-time memory measurements, and node information 
transmitting/receiving. In addition, it has an interface that enables 
users to easily manage and control sensor nodes through a  
GUI-scalable monitor. For transmitting reliable debugging 
information, this framework uses a designed device agent called 
a D2-Box based on TCP/IP, which is attached to a sensor node 
using UART and JTAG, and communicates with the monitor 
through the Internet. Therefore, although the sensor nodes are 
monitored, traffic related to the observation is not considered in 
communications among the sensor nodes, and thus the amount 
of sensor network traffic is not increased. The suggested 
framework consists of sensor nodes loading the program agent, 
the D2-Box loading the device agent, and the hybrid monitor 
loading a scalable node monitor. 

The suggested framework can apply to a variety of wireless 
sensor networks, and in particular can be used more efficiently 
on linear wireless sensor networks. Because linear wireless 
sensor networks are utilized in many fields dealing with human 
health and national disasters, these networks should have 
higher rates of acquired sensing data and greater network safety 
than non-linear sensor networks with star and mesh topologies. 
However, linear wireless sensor networks have difficulty 
guaranteeing network safety and disadvantages in covering 
long-range monitoring. In this regard, it is necessary to strictly 
manage sensor nodes consisting of linear wireless networks [9], 
[10], and we therefore devised a device agent that can directly 
control such nodes without any interference to the deployed 
networks. Because an agent is attached to each sensor node, 
users can easily manage the node whenever needed. In this 
network environment, if there are any immediate signs of side 
effects to the sensor nodes, users can determine their causes in 
a control center in real-time and debug the causes, as well as 
change the node’s programming. Therefore, our suggested 
hybrid sensor network-debugging framework never affects the 
deployed sensor networks and can guarantee network safety. 
However, the device agent has a constraint in that it is always 
connected to the Internet, but is activated only when a control 
center with a hybrid monitor requests control or management 

commands; otherwise, the device agent turns to sleep mode, 
allowing the sensor network to operate without interference.  

The remainder of this paper is structured as follows. In 
Section II, we describe methods for observing sensor networks 
from the perspective of debugging, as well as previous 
debugging tools and issues of linear wireless sensor networks. 
In addition, the suggested framework, HDF, is described in 
Section III. In Section IV, we analyze the network cost for a 
designed framework based on theory, discuss the environment 
of the designed framework, and show a few snapshots of the 
framework. Finally, we offer some concluding remarks, and 
outline our directions for future research. 

II. Monitoring Methods for Debugging of Sensor 
Networks 

WSNs have been permeated rapidly in various fields 
including environmental surveillance, scientific observation, 
and traffic monitoring. However, almost all sensor nodes are 
installed in places that humans have difficulty accessing, such 
as environmentally restricted areas, and are therefore more 
emphasized than general computing systems in terms of 
reliability. This reliability can be affected by potential hardware 
and software faults from environmental risk factors, battery 
depletion, channel interference, abnormal synchronization, or 
packet loss, which may incur an unexpected failure. Detecting 
and modifying the cause of such failures is called debugging. 

To detect faults in a WSN, it is necessary to monitor the 
network behaviors or events at the node level, network level, 
and sink level. Both hardware and software faults can occur at 
each level. First, at the node level, hardware faults may occur in 
the sensors, network interfaces, batteries, memory, and so on, 
whereas software faults can occur in the routing programs, 
MAC programs, and data acquisition programs, among others. 
Next, at the network level, hardware faults can occur in the RF, 
and software faults can occur through a message collision, or in 
a communication link or routing path. Finally, at the sink level, 
hardware faults can occur in wired/wireless network interfaces, 
batteries, memory, and so on, and software faults may occur in 
the clock synchronization, sensor data collection, or query 
programs. To detect such faults, the information on each level 
is collected. Active [2], [11], [12] and passive [1], [13], [14] 
monitoring make it possible to collect such information in a 
WSN.  

1. Active and Passive Monitoring 

In an active approach, a probe code, such as an agent, is 
inserted into the sensor nodes. This approach can gather sensor 
data and their specified metrics. It can also collect information 
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Table 1. Summary of previous tools related to sensor network debugging. 

 Clairvoyant NodeMD Sympathy Memento Ember Pimoto DSN WSNT HFD 

Monitoring 
method 

Active 

(Binary 
instrumentation) 

Active 

(Source 
instrumentation) 

Active 

(System metrics)

Active 

(Failure 
detector) 

Passive 

(Wired 1:1 
mapping) 

Passive 

(Wireless 1:n 
mapping) 

Passive 

(Wired 1:1 
mapping) 

Passive 

(Wired 1:n 
mapping) 

Hybrid 

(Wired 1:1 
mapping) 

Remote 
download/ 
debugging 

No Yes No No Yes No Yes Yes Yes 

Operating 
system 

Event-driven 

(TinyOS) 

Multithread 

(Mantis) 

Event-driven 

(TinyOS) 

Event-driven

(TinyOS) 

Event-driven

(TinyOS) 

Multithread 

(NutOS) 

Multithread 

(NutOS) 

Event-driven 

(TinyOS) 
Multithread 

Event log 
pull/push 

Both Pull Push Push Both Both Both Both Both 

Communication 

RF interface 

(single channel: 
data & control) 

RF interface 

(single channel: 
data & control) 

RF interface 

(single channel: 
data & control)

RF interface 

(single channel: 
data & control)

RF interface &

Ethernet  
(separated 

comm. channel)

RF interface &

Bluetooth 
(separated 

comm. channel)

Separated RF 
interface 

RF interface & 

USB (integrated 
comm. channel) 

RF interface & 
Ethernet 

(separated 
comm. channel)

Additional 
device 

No No No No Yes Yes Yes 
Integrated device

(RF+USB) 
Yes 

Visualization 

(node/network) 
No No No No 

Yes 

(not scalable)
No No 

Yes 

(not scalable) 

Yes 

(scalable) 

Application In- and out-door In- and out-door In- and out-door
In-door 

(building) 
Lab. In-door 

In-door 

(building) 

In-door 

(building) 
Our-door 

 

related to network resources such as network processing power, 
battery consumption, and bandwidth. Although it can extract 
accurate information before adopting agent-based monitoring, 
this may lead to network overhead before additional traffic 
occurs during network monitoring. Memento [11], Sympathy 
[12], Clairvoyant [15], and NodeMD [16] are active 
monitoring- based sensor network debugging tools. 

A passive approach uses a device to watch the traffic as it 
passes by. Such devices can be special purpose devices, such as 
a Sniffer or OCxMon, and can be built into other devices such 
as routers, switches, or end nodes that are periodically polled. 
The positive aspect of this approach is that it does not increase 
the network traffic while conducting an observation. However, 
the polling required to collect the data, as well as the traps and 
alarms, generates network traffic. In addition, this approach is 
limited in its ability to isolate the exact fault location. Pimoto 
[1], DSN [13], SNTS [14], and WSNT [7] are passive 
monitoring-based network debugging tools. The active- and 
passive-based debugging tools mentioned previously are well-
known tools for sensor network debugging. However, they do 
not provide effective facilities such as real-time tracing, remote 
debugging, or a GUI environment. 

2. Related Works 

Sensor networks have characteristics of embedded and 
distributed systems, but the debugging techniques used in these 
systems are inapplicable to sensor networks. Thus, many 
various techniques have been developed to detect errors (for 

example, low-level to high-level faults) that occur in them. In 
this section, we describe existing debugging tools for sensor 
networks in detail, as shown in Table 1.  

As a comprehensive source-level debugger, Clairvoyant [15] 
supports standard debugging commands of GDB, as well    
as new commands that are specially designed for debugging 
WSNs. All Clairvoyant commands (hardware access 
commands, network-wide commands, and logging 
commands) are transferred through the network using a single 
channel, and thus Clairvoyant cannot receive messages while 
the node is in an application context, and its debugging 
operations are based on dynamic binary instrumentation. Using 
Clairvoyant, developers can wirelessly connect to a sensor 
network and remotely debug each sensor node and sensor 
network without requiring any additional hardware or wiring.  

NodeMD [16] is a fault management system that can be 
used for detection, notification, and the diagnosis of software 
failures in remote wireless senor nodes. This system both 
catches software run-time faults before they completely disable 
a remote sensor node, and provides diagnostic information to 
remotely troubleshoot the root cause of the fault. When a fault 
occurs in a sensor node, detected and stored fault logs are 
delivered to the host to offer a diagnosis. To do so, this system 
uses a mechanism allowing sensor nodes to detect software 
faults such as stack overflow, livelock, deadlock, and 
application-defined faults by themselves. The mechanism is a 
source code instrumentation approach. NodeMD implements a 
compile time preprocessor to insert fault checking codes at the 
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monitoring point of all procedures in the application and 
multithread-based operating system, Mantis OS. 

Sympathy [12] is an intrusive tool that provides functions for 
detecting and debugging failures in pre- and post-deployment 
sensor networks. To provide these functions, it has three 
mechanisms: (1) the collection of metrics from distributed 
sensor nodes, (2) the detection of two types of failures (no-data 
failure and insufficient-data failure), and (3) an analysis of the 
collected metrics to debug a failure. By doing so, Sympathy is 
used to debug a failure, or at least localize it to provide the user 
with sufficient information to determine a course of action. The 
Sympathy system consists of two parts: a Sympathy sink and a 
Sympathy node. A Sympathy sink indicates a non-resource 
constrained Linux-based system that conducts all of the failure 
detection and debugging functionalities. In addition, Sympathy 
nodes are sensor nodes that operate on the Sympathy code in 
addition to an application to actively transmit specified metrics 
to the Sympathy sink. 

Memento [11], a network management system for WSNs, 
provides failure detection and symptom alerts. In the system, 
the nodes in the network cooperatively monitor one another to 
implement a distributed node failure detector, a symptom alert 
protocol, and a logger. The nodes use the Memento protocol (a 
low-overhead delivery mechanism that attempts to report only 
changes in the state of each node). To detect failures, the failure 
detector monitors the up/down status of the nodes’ neighbors 
within radio range and reports its summary using the Memento 
protocol. The failure of any node is monitored by a number of 
other nodes in its vicinity.  

Ecosystem [18], [19], which was developed by Ember Co., 
works on TinyOS-based Zigbee. Ecosystem consists of an 
InSight tool and InSight adapter. This tool is the most 
integrated ZigBee network application development and 
debugging tool. By providing developers with a complete view 
of a network in a graphical interface, it can help accelerate the 
development of ZigBee applications. In addition, developers 
can automatically discover and connect to their target devices 
over a TCP/IP network using an InSight adapter, which enables 
the programming and debugging of sensor nodes. This adapter 
is attached to each node, and access to this adapter is provided 
by TCP/IP connections over a Power-over-Ethernet (PoE) 
capable 10/100 Ethernet connection. However, this system 
applied debugging facilities to indoor environments such as 
home and building automation. 

Pimoto [1] is a distributed passive monitoring system 
implemented for debugging and analyzing WSNs, and works 
on a multi-thread OS such as NetOS. This system has an 
additional device with two radio interfaces to monitor the 
sensor nodes passively. The first (an RF interface) is used to 
passively intercept radio packets to prevent any impact on the 

observed network behavior. The second (a Bluetooth Interface) 
sends received information to the next level in the monitoring 
hierarchy toward a central analysis station. 

A Deployment Support Network (DSN) [13] is a tool for 
developing, testing, and monitoring sensor-network applications 
in WSNs, and works on a multi-thread OS such as NutOS. The 
basic idea of this tool is to use a backbone wireless network 
consisting of so-called DSN-nodes that are directly attached to 
the target sensor nodes. Using the backbone network, a DSN is 
not only a replacement for the cables in wired testbeds, it also 
implements interactive (support pull/push mode) debugging 
services such as remote reprogramming, a Remote Procedure 
Call and data/event-logging. 

The Wireless Sensor Network Testbed (WSNT) [17] is an 
infrastructure that is completely independent of the WSN 
wireless data channel. Each node is connected to a USB hub 
through an on-board USB interface, and up to four nodes are 
connected to the hub. USB hubs are connected to a PC through 
the Ethernet, and PCs are then connected to the global WSN 
server. Therefore, the server can collect data from all sensor 
nodes based on TinyOS. In such an infrastructure, the WSNT 
basically has two main roles: the first is a remote power 
cycling/reset and a programming of the nodes, and the second 
is system state monitoring, debugging, and diagnosis to 
validate the correct operations of the WSN. However, the 
WSNT is composed of a 1:n mapping structure, and thus 
bottlenecks may occur in the USB hub, and may incur a  
delay for data/event tracing. Existing tools for monitoring or 
debugging sensor networks support various functions. As 
shown in Table 1, however, each tool has certain drawbacks 
such as remote debugging, real-time tracing, and visualization. 
Hence, we present an effective hybrid-based debugging tool 
that applies both active and passive monitoring. 

III. Hybrid Debugging Framework 

In this paper, we present a novel hybrid framework (HDF) 
for sensor network debugging. Without obstructing the 
deployed sensor networks, it is possible for the HDF to monitor 
and debug them in real-time. As shown in Fig. 1, the wireless 
communication layer (WCL) has deployed sensor nodes, 
which transmit their sensing data into the host using the sink 
node. The debugging communication layer (DCL) has a D2-
Box for one-to-one mapping with sensor nodes of the WCL, 
and the D2-Box receives various data from the sensor nodes. 
We define these data as “debugging data,” as shown in Fig. 1. 
The data are transmitted into the host through a HUB or AP. In 
addition, control signals (such as user commands) generated by 
the host are transmitted into sensor nodes through the D2-Box. 
① Debugging data: static/dynamic data regarding nodes, D2- 
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Fig. 1. Hybrid framework for sensor networking debugging. 
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JTAG, UART 

Host 
(hybrid monitor) Internet  

 
Box, and programs. 

- Static data: sensor ID, sensor location, sensor version, 
sensor type, user-defined max heartbeat/throughput, user-
defined min heartbeat/ throughput, and so on. 

- Dynamic data: sensing data, variable value, current 
heartbeat/throughput, and so on. 

② Control signal: commands sent to the nodes, D2-Box, and 
programs. 

- Command: start, stop, kill, execute, download, get, and so on. 
This framework supports query-based monitoring and real-

time tracing in the sensor nodes and D2-Boxes. Query-based 
monitoring means that users can query control debugging 
commands, such as control signals to sensor nodes and D2-
Boxes, because sensor nodes are equipped with a D2-Box and 
have a node agent. The node agent enables active monitoring 
that it executes for each sensor node. In addition, the D2-Box 
includes a debug agent that enables passive monitoring using 
UART, JTAG, Ethernet, and so on. Moreover, the suggested 
hybrid framework provides a user interface called a hybrid 
monitor, as shown in Fig. 1, which is used to observe all of the 
deployed nodes in real time. The nodes are displayed on this 
monitor effectively, and users manage and control them 
through the monitor. To reliably transmit and collect data from 
these nodes, all sensor nodes are connected with the hybrid 
monitor through the Internet. Thus, the monitor can trace data 
for the sensor nodes and D2-Boxes in real time. 

Basically, the structure of HDF is analogous to the general 
structure of a sensor network. Each sensor node with a node 
agent connects with a D2-Box through UART and JTAG, and 
each node then connects with a sink node through wireless 
communication such as ZigBee. The node agent is loaded in 
each sensor node and carries out the corresponding commands 
in response to requests (for example, user queries) from users. 
A sink node does not need a D2-Box because this type of node 
is a rich device similar to a D2-Box, and thus the debug agent 
works well. The D2-Box is linked to a PoE hub or a wireless 

AP, and serves as a reply between the sensor nodes and host. A 
hybrid monitor is also connected to the PoE hub or wireless AP. 
This type of monitor has certain functions for effectively 
controlling and managing all nodes: start, stop, kill, execute, 
download, get, and so on. The monitor thus allows users to send 
a command to the sensor nodes. In addition, the monitor 
supports a scalable display environment through node 
abstraction. In addition, the suggested hybrid framework has two 
communication channels, one for sensing data and the other for 
debugging data. Because two channels are used, and one of them 
is a dedicated channel for sensing data, a transmission delay of 
the sensing data does not occur at all if packet data for debugging 
(for example, debugging data) are generated. That is, sensor 
network traffic is unrelated with debugging traffic.  

1. Functions for Passive Monitoring 

To support passive monitoring for sensor nodes in the 
suggested framework, we devised a D2-Box, and designed its 
operating program. Figure 2 shows the hardware and software 
block of the D2-Box for passive monitoring. In its hardware 
block, the D2-Box is a Linux-based system and has three 
important interfaces: JTAG, SERIAL, and Ethernet (including 
PoE). The JTAG and SERIAL interfaces use three GPIOs and 
three UARTs, respectively. The reason for this is that small-scale 
devices, such as a sensor node, may have a multi-core CPU or 
multiple MCUs. That is, the D2-Box can support devices with a 
parallel computing environment. In addition, Ethernet with PoE 
allows a LAN cable to provide both a data connection and 
electrical power to the D2-Box using large- scale devices such as 
a hub and wired access point with power. Therefore, a D2-Box 
deployed with a sensor node does not require permanent power 
because power is provided to these devices through a PoE hub 
and switch. In addition, it is placed in the middle of the sensor 
nodes and hosts, and is a Linux-based system. 

In the software block of the D2-Box, “Serial Listener” and 
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Fig. 2. Hardware and software blocks of D2-Box for passive monitoring. 
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JTAG 
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UART0 

UART1 

UART2 

Power system 
(battery & charger) 

Software block 

 
Table 2. New debug commands for WSNs. 

Type Command Description 

target/release 
type id 

▪Acquire/Release sensor nodes 
- type: all, range, one 
- id: 0 (acquire all of possible nodes),  

x y (from x to y), x 
Target node 
information 

nodelist [p] 
▪ Show the list of sensor nodes acquired 

- p: show the list of sensor nodes that can be acquired 

Packet 
transmission 

packet data 
srcID destID 

▪ Transmit data from srcID to destID 
- srcID/destID: an unique number that sensor 
nodes have 

Display 
information 

get/set type 
nodeID 

▪Read/write corresponding value 
- type: value, pin, time, power, sensor, heartbeat 

value: data from memory/EEPROM/register 
pin: pin assignment information 
time: local time of nodes (RTC is required) 
power: remained power of battery 
sensor (optional): types of attached sensors 
heartbeat: program’s QoS 

- nodeID: sensor node’s id 
*write command is corresponding to the data/time

sense 
nodeID 

▪Request to measure by attached sensors and transmit 
measured information  

reset nodeID ▪Request to rest 
Operation 

control 
sleep min 
nodeID 

▪Request to sleep for min minutes 

MAC/NWK 
information 

read/write  
type nodeID 

▪Read/write corresponding value 
- type: frequency, power, scan, numPkt, neighbor, 

route 
scan: scan time 
numPkt: number of packets received/ transmitted 
neighbor: neighbor table information 
route: routing table information  

 

“JTAG Driver” are for communication with the sensor nodes, 
and “Host2Node Communicator” is in charge of communication 
with the host system. In addition, the remaining seven modules 
are for processing the debugging data and control signals. The 

software block ported in the D2-Box is called a “debug agent.” 
Through UART, all messages from the sensor nodes are 
transmitted to the host and vice versa. A UART device is related 
to a “Serial Listener.” Commands regarding the control and 
management are sent to sensor nodes through the D2-Box. 
Using the D2-Box’s UART, it is possible to achieve real-time 
communication between the sensor nodes and hosts, and trace 
the data without causing interference in the sensor networks.   
In addition, through the D2-Box’s JTAG, the remote           
re-programming of sensor nodes is possible. Basically, 
programming and debugging for embedded boards are provided 
through emulators using JTAG, but for most commercial 
emulators it is expensive to connect a huge number of sensor 
nodes even though they support functions such as GDB 
commands. However, D2-Box’s JTAG signals are generated by 
GPIO pins for downloading a program image received from a 
host to the connected sensor node, and thus it is also less 
expensive than existing emulators because it is possible to 
provide more advanced functions. The D2-Box supports several 
GDB commands (for example, breakpoints, watchpoints, 
continue, next, printing certain expressions, or memory) and new 
debugging commands devised for WSNs, as shown in Table 2. 
Commands related with the target node information are modeled 
to control the debugging targets. A packet transmission is then 
necessary to check the status of wired and/or wireless 
communication among sensor nodes. The display information is 
an important function for debugging. Its commands can read and 
write the corresponding value to a sensor node designated by the 
user. Moreover, it is necessary for the sensor node to operate well. 
Sensing, sleep, and reset functions can be helpful in checking the 
operation of a sensor node. Finally, most faults of a sensor node 
occur at the MAC and network layers. Thus, the MAC and 
network information should be checked. The radio frequency, 
transmission power, and scan time of the RF transceiver can  
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also be checked, as can the number of packets received and 
transmitted, the neighboring table information, and the routing 
table information. When these commands are implemented, a 
lightweight implementation should be considered to minimize 
the resource usage.  

Using Ethernet, the D2-Box communicates with a host in 
real-time. Using this function, all information extracted in a 
sensor node is sent to the host. Transmitted information is 
processed to the hybrid monitor, as shown in Fig. 3(b), and is 
displayed in real-time. 

2. Functions for Active Monitoring 

For active monitoring, sensor nodes have a node agent, as 
shown in Fig. 3(a). The node agent processes debugging 
functions (image downloading, image start/stop/reset, and state 
information transmission) that control and manage the sensor 
nodes remotely, and thus can accurately detect fault locations 
that occur in the sensor nodes and can minutely monitor the 
inner stances of the nodes. In addition, it collects two kinds of 
information related to the sensor nodes (health, battery, and 
sensors) and their programs (neighbor node table, various 
events, and data gathering). The collected information is not 
treated in the nodes but is directly sent to the D2-Boxes. 
Ultimately, the hybrid monitor that works on a host receives 
and analyzes the information. As shown in Fig. 3(a), the   
node agent consists of eight modules. “Query Analyzer”   
and “Message Communicator” are used for out-of-band 
communication (D2-Box and hybrid monitor), and the 
remaining six modules are used to dispatch the status 

information of the nodes. Such dispatched information is 
important for debugging nodes. The debugging agent can be 
executed as a debugging intermediator in the D2-Box of an 
attachable device to a sensor node. For this, it is easy to support 
active monitoring for sensor node debugging. The debugging 
agent intermediates any messages, queries, images, and files 
between the node agent and hybrid monitor. It also provides 
functions (program start/kill, process monitoring, and real-time 
memory monitoring) for observing the D2-Box itself. The 
reason for monitoring the D2-Box is as follows: If the D2-Box 
breaks down for various reasons, the hybrid debugging 
framework will not work. Therefore, functions for controlling 
the D2-Box in real-time are used. 

Figure 4 shows message protocols defined in the HDF that 
are used to monitor sensor nodes and D2-Boxes. In this figure, 
the communication range between the host and D2-Box is 
called the out-band, and the communication range between the 
D2-Box and the sensor nodes is called the in-band. In the out- 
band, there are two protocols, (A) and (B). In the in-band, there  

 

 

Fig. 3. Software block for active monitoring: (a) node agent of 
senor node and (b) hybrid monitor of host. 
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Fig. 4. Message protocol defined in HDF. 
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are three protocols, (C), (D), and (E). The host uses two cases: 
(A) → (C) and (A) → (E). The sensor nodes use one case: (D) 
→ (B). Three modules in the D2-Box, packet analyzer,  
JTAG driver, and serial listener are used to process messages, 
commands, and queries in the D2-Box. The packet analyzer 
plays an important role in the D2-Box for sensor network 
debugging. It classifies commands and queries from the host, 
and then transmits them to the sensor nodes using UART or 
JTAG. Messages from the sensor nodes are transmitted to the 
D2-Box through the serial listener. In message protocol (A), the 
first column, “Msg Delimiter,” has four types: JTAG, UART, 
D2-Box, and GDB. For example, if the delimiter is “#,” there is 
a message related to JTAG, and “#0” indicates that the nodes 
are terminated. In addition, “#3 | D2-Box | a.out” indicates that 
D2-Box’s a.out is executed. In this message format, “Start 
Delimiter” and “End Delimiter” are “#” and “$,” respectively, 
“Source Type” indicates a core type (for example, a CPU or 
GPU), and a “Message Type” that is basically 0, where 0 
indicates that all messages are printed in a console. 

As Fig. 3(b) shows, the hybrid monitor, which consists of ten 
modules, is a user interface working on a host computer. When 
this interface communicates with a D2-Box’s debug agent, the 
hybrid monitor collects a variety of information occurring in 
the sensor nodes and D2-Boxes, and then analyzes the 
collected information. Lastly, the analyzed results are displayed 
using the Node Visualizer, Memory Visualizer, Statistical 
Analyzer, Event Logger, and Network State Checker. For 
example, output messages (variables, error messages, events, 
and so on) of the nodes are displayed in this interface in real-
time. The message protocol (D) in Fig. 4 arises from the sensor 
nodes and D2-Boxes. 

IV. Implementation 

The system requirements of our suggested framework, HDF, 
are as follows: the D2-Box is a Linux system and has JTAG, 
UART, and Ethernet interfaces; the node agent is a C-language 
based program working on small-scale devices; the debug 
agent is a C-language based program working on a Linux 
based system such as a D2-Box; and the hybrid monitor (as a 
stand-alone program) is a .NET-based program working on a 
Windows-based system. HDF consists of two software agents, 
one user interface, and one hardware device. 

In Fig. 5, the white circles indicate sensor nodes, the red 
circles indicate sink nodes, the blue rectangular boxes indicate 
D2-Boxes, and the user interface (located at the bottom center) 
is a hybrid monitor. Figure 5 shows the state before and after 
the HDF is applied. The left side shows a general sensor 
network that does not apply the HDF, and the right side shows 
a suggested sensor network applying the HDF. In a general  

Fig. 5. Before and after applying HDF. 
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sensor network, the sink node cannot help but incur a serious 
bottleneck when management of the sensor nodes is desired. 
There are a few reasons for this:  
1) Sensor nodes use a single channel without a gathering or 
managing mode. 
2) All packets are concentrated in a sink node. 
3) The processing time of a sink node is delayed. 

The suggested sensor network, however, incurs absolutely 
no bottleneck when managing sensor nodes with the aim of 
debugging and control. The reason for this is as follows: 
1) It does not use a channel used in sensor networks. 
2) Because a D2-Box is used, debugging or controlling nodes 
barely affect the sensor network itself. 
3) Packets and data for debugging and controlling a node do 
not pass through the sink nodes. 

As shown on the right side of the figure, let us suppose there 
are two sensor network groups: groups A and B. Each group 
has seven nodes, shown in the circles, and two sensor nodes are 
commonly included in both groups. To monitor the sensor 
nodes or sensor networks without a bottleneck, each sensor 
node must attach a D2-Box, as shown on the right side of   
Fig. 5. For this reason, the sink node does not have a bottleneck 
because the D2-Boxes are directly connected with the hybrid 
monitor through the Internet. In a hybrid monitor with a GUI, 
sensor nodes attached to D2-Boxes are represented as a 
rectangular box in the middle of the interface by the “Node 
Virtual Visualizer” when operated normally. The left side of the 
interface, Node Explorer, lists visualized nodes as a tree 
structure, and the right side shows their properties (for example, 
the node type, node ID, group ID, application ID, D2-Box IP, 
and D2-Box MAC). The bottom of the screen shows a console 
box to log various messages occurring in the sensor nodes/D2-
Boxes/hybrid monitor and the real-time memory of each D2-
Box whenever users select the displayed nodes. This interface  
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Fig. 6. Experimental environment using do-it-yourself D2-Box 
and commercial sensor node. 
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supports a pop-up menu for each node, as shown in Fig. 5. The 
menu consists of four menu groups. The first group has Start, 
Stop, Restart, and Exit, and the second group has Download 
and View Msg. The third group has List Process, Change 
Group, and Property. The fourth group has Monitor Node and 
Exit Monitor. For example, users use the Download of the pop-
up menu, shortcut icons, or the menu bar, and can then 
download programs into both an MSP (used in sensor nodes) 
and ARM (used in D2-Boxes).  

A D2-Box can have more than three communication 
interfaces: UART, JTAG, and Ethernet. The programming of a 
sensor node is generally conducted using a commercially 
provided emulator. It is necessary for a D2-Box to have an 
emulator to provide remote programming with the JTAG 
interface, but a commercial emulator is too expensive to connect 
to all sensor nodes. Thus, a JTAG interface using GPIO pins was 
designed. The GPIO pins correspond to TDI, TDO, TCLK, and 
TRST pins. Moreover, some pins are used to select the 
destination processor of the multiprocessor. As one of several 
processors is selected, an image file is distinguished by 1 byte, 
and a TAP controller is initialized. Each byte of data is delivered 
and shifted by a JTAG signal. After the programming is finished, 
the processor is reset by the reset signal, and the programmed 
application begins running. In addition, Reset, Start, and Stop 
functions can be conducted through a TRST signal. Therefore, 
using this interface, an application can be upgraded and executed  
even though potential bugs are detected and sensor nodes have 
been halted. Figure 6 shows that our developed D2-Box and a 
commercial sensor node are connected using JTAG. 

V. Analysis of Suggested Framework 

In this section, we discuss an analysis of the suggested 
framework, which employs both active and passive monitoring. 
First, we justify the network cost for an active monitoring- 

based debugging technique. Before its analysis, there are some 
notations and assumptions for describing a self-defined sensor 
network. The network does not consider the sensing power, 
communication range, or battery level. That is, we assume that 
all sensor nodes are under the same conditions. 

1. Active-Monitoring Based Debugging Technique  

Pk = {n1, n2, n3, n4, n5, n6, n7, nk–1, nk}.        (1) 

In (1), Pk indicates a set of nodes with communication paths in 
a sensor network, where node n1 is a source node and node nk 
is a destination node. It is set with one case linked from n1 to nk. 
The path length is L, where L is the number of hops from n1 to 
nk. The network cost of each node is denoted by Cpactket(i→j), 
where packet(i → j) indicates a single link between ni and nj 
and sends a packet to nj from ni. The packet consists of a data 
packet and a control packet, as in (2). 

The attributes of the sensor network cost are as follows: 
a) Cpactket(i→j): Transmitter cost of a packet in ni. 
b) C(Pk)pactket: Total transmitter cost of a packet in Pk. 
c) C(Pt) total: Total transmitter cost of all packets in Pk. 
d) α: The number of packets in Pk. 
e) β: Total bottleneck in a sensor network. 

packet ( ) control( ) data( ) ,i j i j i jC C C            (2) 
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Equation (3) shows the cost consumed for each node of Pk 
when the node sends a packet to its own neighbor node. The 
cost consumed is similar to the power of the RF transceiver 
[20]. The equation indicates a portion of all possible paths in a 
sensor network. In sensor network Pk, the number of packets is 
, the number of control packets is x, and the number of data 
packets is y. Let  be the sum of x and y ( = x + y). In addition, 
many communication paths may exist in sensor network Pk, 
and thus, we assume that Pt is set using the total paths of the 
sensor network, and M is set using the number of total paths of 
Pt in order to calculate the cost of a whole sensor network. 

 total packet
1

( ) ( ) .
M

t k
i

C P C P


              (4) 

Equation (4) shows the total cost related to all control and data 
packets occurring in sensor network Pt. There is a point to 
consider in this equation. When a sensor network is debugged 
through active monitoring, additional packets are certainly 
generated. These packets are equal to or greater than x and y of 
the packets mentioned above. The reason for this is that the 
node’s debugging is iterative and successive, and thus many 
packets are incurred. Therefore, the total cost from the 
debugging is similar to (4). 
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2. Passive-Monitoring Based Debugging Technique 

There are four ways to implement passive monitoring: (1) 
wireless-based 1:n mapping; (2) wired-based 1:n mapping; (3) 
wired-based 1:1 mapping; and 4) wireless-based 1:1 mapping, 
where the first number indicates the number of monitoring 
nodes for overhearing packets of the sensor nodes, and the 
latter number indicates the number of sensor nodes. Wireless-
based 1:1 mapping is generally not applied to debugging 
techniques, because it influences the communication channel 
between nodes. Until now, there have been no debugging 
techniques applying wireless-based 1:1 mapping. Passive 
monitoring does not need a precondition, such as Pk mentioned 
in active monitoring. The reason for this is that an external 
device like a D2B node for monitoring the sensor nodes 
captures packets occurring in each node. Instead, we set the 
environment for passive monitoring using sensor nodes, 
monitoring nodes, and sink nodes, where a monitoring node is 
an external device. 

1 2 3 4

1 2 3 4

1
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           (5) 

In (5), N indicates a set of deployed sensor nodes, M is a set of 
monitoring nodes that observe the packets of the sensor nodes, 
and S is a set of sink nodes (the number of sink nodes is 1 here). 
In addition, 1:n mapping or 1:1 mapping is used for the sensor 
network environment mentioned above.  

stmt1: if sizeof (N) > sizeof (M) then 
∃m in M has at least two sensor nodes. 
(for example, m1 = {n1, n2}, m2 = {n3, n4, n5} 

stmt2: else if sizeof (N) = sizeof (M) then 
mj corresponds precisely to ni.  
(for example, m1 = n1, m2 = n2, … , mj = ni) 

end if 
In the above, stmt1 signifies a 1:n mapping technique and 

stmt2 signifies a 1:1 mapping technique. There are two types of 
methods for communicating between N and M, and between M 
and S; that is, wireless and wired communication. 

The attributes of a sensor network cost are as follows: 
a) Cmedium(i→j): Transmitter cost of a packet in ni, where the 
medium is wireless or wired, C is the cost associated with 
sensor node n, and i → j indicates a link between ni and mj. 

b) C(mj)medium: Transmitter cost of ∀n related to mj for a packet. 

c) C(M)medium: Total cost of ∀m including packets. 

d) C(s1): Transmitter cost of monitoring nodes related to s1 for a 

packet. 

e) C(S): Total packet cost between ∀m and s1. 

f) C(T): Total packet cost of a whole sensor network. 

g) x : The number of sensor nodes linked in ∃mj. 

h) y : The number of M (sets of monitoring nodes). 

i) α	: The bottleneck cost in M (ni ⟹	mj). 

j) β	: The bottleneck cost in S (mj ⟹	s1). 
Network cost in 1:n mapping  
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Network cost in 1:1 mapping: 

medium medium( )( ) .j i jC m C                 (7) 

Equation (6) is used to theoretically analyze the passive 
monitoring based debugging cost with 1:n mapping. There are 
some assumptions in this equation: (a) All sensor nodes have 
the same condition, such as the battery power, interval, range, 
Tx, and Rx, and thus, Cwireless(i→j) is equal to Cwired(i→j). (b) The 
transfer rate of a wireless communication is equal to that of a 
wired communication, as is the receiving rate, and thus the 
bottleneck cost is the same. In (7), the 1:1 mapping technique 
does not have a bottleneck cost, and thus there is no  in this 
equation. Equations (6) and (7) are the network cost for a 
packet. The network cost for a whole sensor network based on 
the premise in (5) is as follows. 

In 1:n mapping and 1:1 mapping: 

medium medium
1

( ) ( ) ,
y

j
j

C M C m


            (8) 

1
1

( ) ( ) ,
y

i

C S C s


                 (9) 
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As determined from these equations, the network costs of 
1:n mapping and 1:1 mapping are the same. However, 	and β 
vary with the aforementioned assumption, and therefore, the 
cost depends on 	 and β. Almost every passive monitoring 
based debugging technique periodically receives packets from 
the sensor nodes. Thus, C(T) will increase persistently as the 
number of packets increases. Our suggested framework can 
reduce 	and β by employing hybrid monitoring, and its C(T) 
increase will then be insignificant as compared with existing 
debugging techniques. 

3. Experimental Results through Theoretical Analysis 

For a theoretical analysis of active/passive-monitoring based 
debugging techniques and our suggested framework, we 
created reasonable simulated data based on the aforementioned 
equations and assumptions, as shown in section III. The factors 
that compose the data are dependent on both active and passive 
monitoring. The factors of active monitoring are the number of 
sensor nodes, path length (ni to nk), the value of Pk, the number 
of control/data packets, the transceiver power, the number of 
bottleneck nodes, and the bottleneck cost. The factors of 
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passive monitoring are composed of the number of sensor 
nodes, the number of control/data packets, the number of 
monitoring nodes, the size of the bottleneck while monitoring 
the nodes and the sink node, and the bottleneck cost. Of these 
factors, the transceiver power refers to the MSP430 chipset 
series [20]. Its active mode spends 350 μA and its standby 
mode spends 1.3 μA. Thus, the transceiver power is 350 μA 
and the bottleneck cost is 1.3 μA. In addition, the numbers of 
control/data packets are 2 and 4, respectively. The number of 
bottleneck nodes is dependent on the path length and value of Pk 
(for example, the path length is 90 and the value of Pk is 10 when 
there are nine bottleneck nodes, whereas the path length is 70 
and the value of Pk is 7 when there are five bottleneck nodes). 

Figure 7 shows the experimental results regarding active 
monitoring based on a debugging technique. In this graph, 
Active Monitoring-1 indicates that the relationship between the 
path length and the value of Pk is proportionate, and Active 
Monitoring-2 indicates the inverse relationship. The two lines 
in the figures are values calculated using (4). In these lines, the 
slope of Active Monitoring-1 is more than that of Active 
Monitoring-2. The bottleneck nodes increase because of the 
increase in the value of Pk with a long path-length in Pk. That is, 
α and β affect C(Pt)total. Therefore, we can conjecture that the 
network cost increases consistently as the number of sensor 
nodes increases. 

Figure 8 indicates the experimental results regarding passive 
monitoring based on 1:n mapping, including 1:1 mapping and 
the HDF of the debugging framework suggested in this paper. 
In this graph, passive monitoring results in about 1:n mapping 
and 1:1 mapping. Each value of the x-axis has the network cost 
for five cases (where the number of monitoring nodes is 20, 40, 
60, 80, and 100). The number of monitoring nodes indicates 
the number of observed sensor nodes. To use the nodes, we 
calculate the sensor nodes related to one monitoring node. For 
example, if the number of sensor nodes is 100 and the number 
of monitoring nodes is 20, one monitoring node is associated 
with five sensor nodes. The number of monitoring nodes 
affects the bottleneck costs, α and β. That is, if the number of 
monitoring nodes increases, the bottleneck between the sensor 
nodes and monitoring nodes is reduced, but the bottleneck in 
the sink node increases. In Fig. 8, the blue dots along the x-axis 
are listed vertically, and indicate a certain value. As the number 
of monitoring nodes increases, the network costs also increase 
on the whole. Next, we describe our suggested HDF. Its 
network cost does not increase even though the number of 
sensor nodes increases. Theoretically, our framework’s 
network cost is nearly O(1). The reason for this is that our 
framework uses a 1:1 mapping technique, and debugging 
packets occurring in the framework do not pass through the 
sink nodes; thus, the packets are directly sent to a host system 

 

Fig. 7. Network cost: active-monitoring based debugging technique.
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Fig. 8. Network cost: passive monitoring based on debugging 
technology versus HDF. 
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with the hybrid monitor, and a bottleneck cost for debugging 
the packets is not incurred. 

VI. Conclusion 

We proposed a hybrid debugging framework (HDF) that 
supports both active and passive monitoring for debugging 
distributed computing devices. For active monitoring, we 
designed a node agent loaded in the sensor nodes. For passive 
monitoring, we designed a D2-Box device that can be attached 
to the sensor nodes and a debug agent loaded in the D2-Box. In 
addition, we designed a hybrid monitor to provide users   
with debugging facilities such as query-based debugging 
commands, real-time tracing, process/memory monitoring, and 
visualization. The hybrid monitoring framework supports 
distributed computing environments such as sensor networks, 
and can therefore reduce the traffic overhead that occurs during 
active monitoring by nearly O(1), although it requires an 
additional device such as a D2-Box. 
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