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요  약

본 논문에서는 암호통신 응용을 위한 로렌츠 카오스 회로를 구현한다. 이산형 카오스 로렌츠 시스템을 구현하기 

위하여, PIC18F 계열의 마이크로 콘트롤러가 사용되었으며, 제안하는 카오스 회로는, 연산증폭기 기반 아날로그 회

로와는 다르게, 8 비트PIC 마이크로 콘트롤러 칩과 3개 R-2R 타입의 디지털-아날로그 변환기로 이루어진다. 마이크

로 컨트롤러 포트 B, C 및 D에서 시간 파형 X, Y 및 Z가 출력되도록 하였다. 모의실험을 위하여 MATLAB 및 

PROTEUS 소프트웨어 플랫폼이 사용되었다. 제안하는 회로에 대하여, MATLAB 및 프로테우스 프로그램에 의한 

모의실험을 통하여 시간파형, 주파수 특성, 2차원 위상특성 해석을 실시하였다. 최종적으로, 카오스 시간파형, 2차원

(2D) 어트랙터 가 얻어졌고, 카오스 신호에 기반한 아날로그 신호의 암호통신 검증을 실험을 통하여 확인 하였다.

ABSTRACT

This paper presents a implementation of a chaotic Lorenz system for data secure communication applications. Here we 
have used PIC18F family-based microcontroller to generate the chaotic signal, and simulated waveform patterns confirm 
that the chaotic behavior of the microcontroller based discrete time chaotic Lorenz system. There are three R-2R ladder 
type A/D converters have been implemented for conversion of direct microcontroller digital output into analog waveform, 
utilizing this specific microcontroller relevant to this experiment work, microcontroller ports B, C and D have been 
utilized for its time waveform outputs X, Y and Z respectively. XC8 compiler used for the compilation of the program. 
MATLAB and PROTEUS software platforms are used for simulation. Finally, chaotic time wave forms, 2D chaotic 
attractors were obtained and secure communication analog waveforms were also verified by experimental measurement.
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Ⅰ. Introduction

The discovery of Lorenz chaotic system has opened 
new possibilities in the study of chaotic behavior in 
nonlinear systems, which is indeed a matter of great 
interest [1-4]. Besides the Lorenz system, today chaotic 
circuits and their prolific applications have received 
major attention in various fields. Now a day’s 
cryptographic technology is very popular and widely 
accepted because of maximal usage of computer and 
network systems. However, encryption and decryption 
methodologies have similar significance, so it should be 
developed in synchronous manner. From macroscopic 
view, extension of encryption methods may increase 
decryption complexity, workload and difficulty as well, 
prolong security time, protect information safety. 
Therefore, multiplex encryption method study is a nature 
demand of information security domain. In recent year 
chaos-based cryptography is given lot of attention for 
intractable qualities [5-7]. Time sequence produced by 
iteration of chaos system is sensitive to initial 
conditions, its structure is complex and being hard for 
encryption analysis and prediction. Chaos produce 
Pseudorandom sequence with favorable random, 
correlation and complexity properties [8-9], its unique 
cryptography characteristics makes it very suitable for 
encryption. Chaos cryptography belong to stream cipher 
(It is an important private-key cryptosystem) category. 
With the rapid development of the embedded system 
technology has increased the production of semiconductor 
device industry in last few years. Chaotic system has 
also been implemented in discrete time domain by using 
a discrete method, in order to achieve a minimum 
degradation with respect to the chaotic system in a 
continuous time release. In this process, the digital 
devices that constitute the core part of the embedded 
systems, such that microcontrollers DSPs and FPGAs 
are commonly used to reproduce the behavior of the 
chaotic system in discrete time domain.

The hardware implementation of chaotic generators 
by using electronic circuits, including discrete type and 

fully integrated type [3] is very challenging topic among 
researchers for providing secure communications [2-4], 
[10-13] and data encryption applications. There are two 
types of chaotic signal oscillators, analog circuit based 
and digital chaotic signal oscillators. The analog circuit 
based chaotic waveform generator, works in continuous 
time mode and generally built up with electronic devices 
such as diodes transistors resistors capacitors, inductors 
and operational amplifiers and it is also capable to 
generate analog signal output [10-18]. but it has a lot of 
disadvantages, like if some necessary modification is 
required to change the waveform pattern of analog signal 
output, we have to change the resistor component values 
of the internal analog circuitry. Fig. 1 shows the 
schematic representation of analog chaotic waveform 
generator circuit.

Fig. 1 Schematic diagram of analog Lorenz circuit.

compared to analog chaotic waveform genarator 
Microcontroller based Lorenz system have shown 
excellent results in communication security. The 
ubiquitous ability of microcontrollers, its peripherals and 
memory design for specific purpose, plays very vital role 
in various areas such as robotics television automotive 
and automation [19]. So, lot of research is going on for 
their wide applications in embedded systems from last 
decades, which have shown outstanding results in 
various sectors such as military, industry, banking 
e-commerce, telemedicine, computing and cryptography 
etc. [20-23] Therefore In this paper we are focusing on 
simulations and impementation of microcontroller based 
chaotic Lorenz system for data communication security. 
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Ⅱ. Lorenz system equations and Algorithm 
implementation

In the year 1963 Ed. N. Lorenz, has proposed three 
differential equations These differential equations were 
derived from analyzing weather phenomena. Mathematically, 
the Lorenz attractor is simple, but the result shows 
chaotic behavior [1-4]. Each x, y and z component of 
Lorenz equations are as follows:

    
      
    

In the above-mentioned differential equations x, y and 
z parameters can be vary with respect to time. To 
achieve chaotic Lorenz behavior p, r and b parameters 
are assigned to some specific constant values, for 
example, we have considered p = 10, r = 30.5 and b = 8/3 
in aforementioned equations. For implementing the 
Lorenz chaotic system in the microcontroller, at first 
Lorenz system differential equations need to be 

converted into discrete time domain and further 
differential system equation is also converted into 
programming language code. The Lorenz chaotic system 
strictly depends on the its initial conditions, so, the 
parameters are initialize at first, here we have considered 
the initial values as ; x=0.1, y = -10, and z =0.1. So, after 
initializing the parameters, constant values are assigned 
such as p=10, b=8/2 and r, but r parameter generally vary 
in the range of 10 to 40 to receive better chaotic 
performance, but in our case r parameter is varied in 
10,20 and 30, these steps shown in Fig. 2. 

The above diagram reveals the basic stages of the 
algorithm for microcontroller functions. Stage parameters 
need to be updated at the port assignments level and also 
depict the recursive function loops shown in Fig. 2.

Ⅲ. Implementation of microcontroller based 
Lorenz system

Fig. 3 Schematic diagram of the microcontroller based 
chaotic lorenz system.

Fig. 2 Flow diagram of the algorithm.
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In this paper, microcontroller based chaotic oscillator 
is designed by using PIC18F family, based 
microcontroller and XC8 compiler has been selected for 
compilation the source code written in C language. In the 
circuitry, three 3 D/A converters are implemented to 
convert digital signal into analog signal output. As a 
result, microcontroller will generate the chaotic Lorenz 
signal output i.e. x(t), y(t) and z(t) from its port B, port 
C, and port D respectively (Fig. 3)

The PIC18F family based microcontroller experimental 
board is shown in Fig. 4. Several ports are present in the 
PIC18F family based microcontroller board, but in this 
experiment port A, B and C along with A/D converter 
are employed to generate the chaotic signal output. Fig. 
5 shows the analog time wave outputs i.e. Y(V) Vs time 
and Z(V) Vs time generated by microcontroller ports B 
and C respectively. 

Fig. 4 PIC18F microcontroller experimental board

Fig. 5 Chaotic time waveform Y and Z axis vs time.

Fig. 6 Two dimensional chaotic attractor Z(V) vs Y (V) 
axis.

Hence, the chaotic time waveform output obtained 
from respective ports (A, B&C), where x, y and z 
resemble the time waveform. So, the two-dimensional 
chaotic attractor can be easily generated using Z(V) and 
Y (V) chaotic data. The plotted chaotic attractor has been 
shown in Fig. 6.

Ⅳ. Secure chaotic communication

Fig. 7 Chaotic communication system block diagram

Fig. 7, shows the simplified diagram of chaotic secure 
communication system. There are two main blocks of 
this system one is transmitter and the other one is the 
receiver. At the transmitter side, original data signal 
(message signal) is encrypted using microcontroller 
generated chaotic waveform (chaotic carrier signal), then 
this secured information signal, transmitted to receiving 
end through a unsecured public channel i.e., chaotic 
modulated signal, since chaotic waveform is very 
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unpredictable waveform by nature, it provides secured 
chaotic encrypted waveform. In the process, the received 
waveform will be decrypted by synchronizing with 
another chaotic oscillator at the receiving end. Finally, 
the original data (message signal) can be extracted by 
receiver. The experimental process of chaotic 
communication is shown as in Fig. 8.

Fig. 8 Secure data transmission through public channel
(a) Message signal (b) Chaotic carrier signal. (c) 
Chaotic modulated signal. (d) Recovered signal.

Fig. 9 Experiential setup for chaos communication.

Fig. 9 shows the experimental setup for the hardware 
test of microcontroller based Lorenz system for secure 
communication applications. For capturing the measured 
waveform of chaotic signal, information signal, modulated 
signal and the recovered signal, Tektronix DPO-4054 

digital oscilloscope was used. The hardware implementation 
was based on the commercial kit (EasyPIC PRO V7) 
with the option of a microcontroller PIC18F87K22.

Fig. 10 Measured chaotic waveform and attractor

The measured output of chaotic in the time domain 
and the phase state (also named as the strange attractor) 
in the X-Y domain are shown in Fig. 10. Combining two 
outputs (X and Y waveform of the Lorenz system), the 
chaotic attractor can be obtained. For changing the 
control parameter (which is b in the mathematical 
Lorenz equation), two button were used to increase or 
decrease the value b and displayed on the LCD (Liquid 
Crystal Display) screen for the ease of monitoring.

Chaotic signal

Message signal

Modulated signal

Recovered signal

Fig. 11 Experimental verification of chaos communication

After checking the successful operation of the Lorenz 
system with the chaotic behavior at the outputs, the 
chaotic signal was finally used for demonstrating a 
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fundamental test for the purpose of secure communication. 
Fig. 11 shows the scheme of this test case. As illustrated 
in Fig. 7, the chaotic signal from the Lorenz system on 
the microcontroller was used to modulate with the 
message signal (encrypted signal). This encrypted signal 
is then transmit through the communication channel and 
was recovered as shown in Fig. 11. This verifies the 
feasible implementation of the proposed scheme. 

Ⅴ. Conclusion

In this paper, a new and useful technique for data 
secure communication based on the chaotic modulation 
using a Lorenz system has been presented. The proposed 
scheme was firstly checked and tested with the support 
of the simulation in the Proteus software to verify the 
operation of the microcontroller-based Lorenz chaotic 
system. Secondly, the implementation of the system was 
implemented on the hardware using the commercial 
microcontroller kit. As the last stage, the generated 
chaotic signal from the Lorenz system was used to 
demonstrate a show case of data secure communication 
where the original information was successfully 
recovered.
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