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1 |  INTRODUCTION

The Internet of Things (IoT) enables physical devices like 
appliances, video cameras, and vehicles to generate data 
and exchange it through the Internet. They have improved 
the efficiency of technology, brought economic benefits, 
and reduced human intervention. There were around 11.20 
billion IoT devices in use in 2018, and the number is es-
timated to reach approximately 20.4 billion by 2020. The 
prediction should not be a surprise because virtually any 
physical object can be turned into an IoT device if it can be 
managed through the Internet [1]. Nonetheless, increasing 
numbers of IoT devices have also created a stage for ma-
licious actors to perform cyber attacks. Hackers can com-
promise IoT devices due to five main reasons: continuous 
operation, low protection, defective maintenance, sizeable 

attack traffic, and minimum user intervention [2]. Once a 
device is compromised, it becomes part of a botnet, which 
is a network consisting of infected devices called bots or 
zombies. Then, the hacker uses the botnet to launch DDoS 
attacks sending enormous amounts of data to exhaust the 
bandwidth and resources of the victim's server or network 
infrastructure, thus depriving the intended users of ser-
vices [3]. Even though IoT devices are equipped with lower 
computing power compared to regular computers, they are 
able to launch massive disruptive DDoS attacks due to their 
large numbers [2]. The number of DDoS attacks reached 
a record high of 1.35 terabyte per second in 2016, carried 
out by the Mirai IoT Botnet. Around the same time, an-
other attack launched by the Mirai botnet took down many 
popular websites around the globe like Amazon, Twitter, 
Paypal, Netflix, Spotify, GitHub, CNBC, etc [5]. Security 
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organizations have suggested that new variants of the Mirai 
botnet will continue to take part in the upcoming DDoS 
attacks [5].

In general, DDoS attacks can be categorized into volume‐
based attacks, protocol attacks, and application layer attacks. 
Volume‐based attacks focus on saturating the victim's band-
width. Protocol attacks center on exhausting resources of the tar-
get's server or related communication devices. Application layer 
attacks concentrate on incapacitating the web server [7]. Both 
volume‐based attacks and protocol attacks are infrastructure 
DDoS attacks. Based on Akamai's [6] fourth quarter 2017 report, 
99% of the DDoS attacks were infrastructure attacks, and only 
1% were application layer attacks. Among the infrastructure at-
tacks, the top three were UDP Fragment, DNS, and CLDAP [6].

As DDoS attacks continue to thrive, researchers try hard to 
keep up with the defense systems by utilizing machine learn-
ing algorithms, statistical models [8], data mining tools, [9] or 
new technologies like fog, software‐defined networks (SDN) 
[10], blockchain, [11] or mobile edge computing (MEC) [12]. 
Network intrusion detection methods can be classified into signa-
ture‐based and anomaly‐based. Signature‐based techniques are 
able to detect existing intrusion patterns with high accuracy, but 
they are not capable of identifying new attack cases outside of 
the established inspection rules [10]. Anomaly‐based approaches 
are able to detect unknown intrusion patterns without predefined 
pronouncements. With the ability to learn knowledge from the 
data without specifically programming the system to do so, ma-
chine learning algorithms provide a human‐independent solution 
for the intrusion detection problem [8]. There are three types of 
machine learning, namely supervised, semi‐supervised [15], and 
unsupervised [16]. The advantage of unsupervised learning is 
that it does not require labeled data. Labeling data require time 
and domain knowledge, which may create bias in the data.

Most intrusion detection models offer centralized solu-
tions by deploying systems with additional servers at the host 
site, on the cloud, or at a third party location. Nevertheless, 
a centralized method may not deliver an efficient solution. 
Once the attack traffic suffuses the target's bandwidth, the 
mitigation system may not be able to allow normal traffic to 
access the server [17]. Since the existence of the first com-
mercial ISP in the year 1989, it has been the connector be-
tween the users and Internet. Due to the infrastructure and 
self‐governing control of the ISP, it has been proposed to be 
the best location to deploy DDoS attack defense systems [18]. 
Recently, Liu's team proposed the Umbrella to be deployed 
at the ISP for efficient and privacy‐protected DDoS mitiga-
tion services [19]. With the aim of decongesting the victim's 
bandwidth, the ISP can either drop or block the attack traffic 
prior to being routed to the victim.

Netflow data collected from the BGP router via Passive 
Optical Tap, as shown in Figure 1, include not only the 
source IPs that have direct communication but also those 
that have indirect communication with the DDoS attack 

victim's server. The indirect communication netflow traffic, 
which may provide additional information that may enhance 
the performance of the mitigation system, cannot be col-
lected from the end user's router, as illustrated in Figure 1. 
Therefore, if a host‐based approach utilizes netflow traffic 
gathered from the end user's router at home, at a company 
or at a school, the dataset only encompasses part of the net-
flow traffic compared to the ISP's dataset. For instance, if the 
victim's IP is “1.1.1.1” and has direct communication with 
“2.2.2.2”. The end user's router is only able to collect netflow 
traffic sent by “2.2.2.2” to the victim or from the victim to 
“2.2.2.2.” However, the ISP is able to gather netflow traffic 
sent from other IPs to “2.2.2.2” or from “2.2.2.2” to other IPs. 
This information reveals the number of destination IPs asso-
ciated with “2.2.2.2.” The number of destination IPs should 
be much lower if the source IP is part of a botnet because the 
attack traffic is targeted at the victim.

The data collected by the ISP are unlabeled big data, and 
as such, we selected an artificial neural network unsupervised 
learning algorithm, the self‐organizing map (SOM), that has 
shown great success in various data mining and machine learn-
ing applications [8]. Correspondingly, we present a hierarchical 
two‐layered SOM equipped with two different feature sets for 
classifying near real‐time netflow data collected by the ISP. The 
proposed system includes four improvements upon our previ-
ously developed model [20]. Firstly, we extended the horizon-
tal expansion process to extract global features, which include 
source IPs that have indirect communication with the target, in 
order to increase the separability of the data. Secondly, we in-
corporated two logic controllers to guard against incorrect maps 
generated by the system. Thirdly, we added one additional layer 
of the SOM. Fourthly, we built the model to select two different 
sets of features for each layer of the SOM. There were a few 
challenges while conducting this research. Firstly, the dataset 
was large, and the system needed to be able to provide results 
quickly. Therefore, it was important to reduce the size of the 
data without losing critical information before training the 
model. Secondly, the ISP's data contained only seven features 
so it was imperative that the system was able to extract signif-
icant features without costing excessive additional computa-
tional resources. Finally, it was difficult to verify the accuracy 
of the proposed model utilizing unlabeled data. Three major 
contributions of our work are as follows:

• The system was designed to take advantage of the netflow 
traffic collected by the ISP to increase the separability of 
the data to improve the performance of the system.

• A two‐layered SOM was deployed within the ISP domain 
to mitigate DDoS attacks more efficiently, thus preventing 
service interruption to the victim and other generic users 
on the same link. By employing an additional layer of the 
SOM, the system was able to discern normal traffic that 
failed to be identified by the first layer of the SOM.
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• Our approach was capable of identifying more than 99% 
of the malicious traffic, and as such, the ISP is able to stop 
the attack traffic propagating further from the ISP to the 
victim. Therefore, it can minimize the overall wasted re-
sources such as hardware and bandwidth by DDoS attacks.

The remainder of this paper is structured as follows. Section 2 
describes related work on SOM. Section 3 discusses the archi-
tecture of the purposed system. Section 4 presents the exper-
imental design. Section 5 shows the results. Section 6 is the 
conclusion and describes future work.

2 |  RELATED WORK

The SOM is an unsupervised artificial neural network learn-
ing algorithm that has been demonstrated to offer good so-
lutions to complicated problems [8], specifically in network 
intrusion detection, where it has been extensively utilized 

[21]. The SOM is capable of uncovering hidden patterns in a 
dataset via producing a topology preserving map that reveals 
correlation among points in the dataset by placing points with 
similar characteristics in the same or neighboring grids on 
the map [22]. Additional advantages of using the SOM in-
clude simplicity and ease of understanding of the algorithm; 
moreover it requires no labeled data. On the one hand, the 
inherent disadvantage is that it may take a long time to train 
the model if the number of neurons is not optimized [23‒25].

Dao's [12] team had successfully applied the SOM for 
an IoT DDoS defense system. They utilized MEC technol-
ogy to supply multiple smart filters at the edge of a critical 
network to prevent an IoT DDoS attack. A central control-
ler managed the cooperation among the smart filters. Each 
smart filter contained a SOM that was trained using fea-
tures suggested based on attack behavior analyses provided 
by the controller for traffic classification. Additionally in-
tegration of the SOM with other machine learning algo-
rithms has proven to enhance the performance of network 

F I G U R E  1  ISP and the end user netflow capture
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intrusion detection. For example, integration of one‐class 
support vector machine (SVM) with a SOM netflow‐based 
intrusion detection system was designed for a next‐gener-
ation network, which is an IP‐based platform. Both one‐
class SVM and a SOM worked in sequence to enhance the 
performance of the attack classification model. The prom-
ising results were validated by testing the model with three 
datasets, including Sperotto's dataset, advanced persistent 
threats combined with a malware dataset, and a VoIP data-
set [26]. Furthermore, some intrusion systems have in-
creased detection accuracy by incorporating the SOM with 
fuzzy logic. For instance, in order to decrease computation 
complexity and increasing intrusion detection performance, 
an enhanced Gauss membership function and a minimum 
rule applied fuzzy logic SOM were proposed. Moreover, a 
Person Correlation Coefficient was employed to determine 
the optimum SOM grid size. The results showed that the 
system was able to outperform other algorithms in detect-
ing accuracy and computing time [27]. Midzic et al. also 
proposed a hybrid intrusion detection system by employing 
fuzzy logic to classify data points that failed to be catego-
rized by the SOM. The results showed an improvement in 
accuracy [28]. In addition, the periodic self‐organizing map 
(PSOM) utilized periodic patterns exhibited in netflow traf-
fic caused by users' repetitive online behavior for anomaly 
detection [29]. PSOM was tested with the Yahoo webscope 
anomaly detection dataset [30], and the results outper-
formed other periodic series‐based detection models like 
Holt‐Winters [31‒34], Seasonal Arima (SARIMA) [35], 
and the Unsupervised Behavior Learning (UBL) [29,36]. 
In addition to the single layer of the SOM, Kayacik has 
demonstrated that adding an additional layer to the SOM 
was able to increase intrusion detection rates [37]. More 
recently, Phan's team proposed an integrated approach via 
incorporating a support vector machine and a SOM with 
the enhanced history‐based IP filtering (eHIPF) scheme 
[38]. The model was implemented in an SDN‐based cloud 
with service function chaining (SFC), and the result proved 
to be effective against DDoS attacks.

Even though the SOM has advantages over supervised or 
semi‐supervised machine learning algorithms, it does have 
disadvantages as well. In order to develop a better DDoS 
mitigation system, it is necessary to address the pitfalls of 
the SOM. Since netflow data are big data, a fast responsive 
system is necessary for discovering malicious traffic. As 
mentioned earlier, one of the downsides of the SOM is that 
a number of neurons will affect the training speed and the 
detection rate [23‒25]. Having an excessive number of neu-
rons is computationally expensive. Another drawback of the 
SOM is that the completion of the training phase is not clear 
[29]. Nonetheless, researchers have been able to improve 
SOM's detection rates by incorporating it with other methods 
like statistical models, fuzzy logic, additional layers of the 

SOM, and other machine learning algorithms to overcome its 
disadvantages.

The main difference between our approach and these works 
is that they center on developing DDoS mitigation systems to be 
deployed at the end user's location, which can downgrade or en-
gender service interruption to the victim and other generic users 
on the same link. Our system utilizes additional information that 
is only available to the ISP to enhance the separability of the data. 
Our approach concentrates on identifying normal traffic at each 
layer of the SOM to reduce delay on routing normal traffic to 
their destination. Furthermore, in order to deal with the SOM's 
pitfalls, the system employs a smaller number of neurons to re-
duce the training time. We were able to determine the completion 
of the training phase by using the number of normal traffic before 
the DDoS attack as the threshold. Additionally we deployed the 
logic controllers to guard against incorrect maps generated by the 
SOM to achieve consistent performance.

3 |  SYSTEM ARCHITECTURE

Netflow data collected by the ISP are big data, and hence reduc-
ing their size without losing important information is essential. 
However, information conservation may not be sufficient if the 
existing features fail to provide sufficient information. Even 
though users' online behaviors exhibit periodic patterns [29], 
network intrusion attack technology has been trying to mimic 
human behaviors, which escalates the level of difficulty for in-
trusion detection, thus decreasing the separability of the data 
and downgrading the performance of the unsupervised model. 
The separability is closely related to the features selected to 
train the model. In order to increase the separability and the per-
formance of the model, the proposed dual SOM is composed 
of four units. The system includes a data transformation unit, 
a feature selection unit, a first‐layer SOM, and a second‐layer 
SOM, as shown in Figure 2. The data transformation unit con-
tains a horizontal expansion and vertical compression (HEVC) 
engine [20], which extracts features from the data globally and 
locally. The local data contain netflow traffic that has direct 
communications with the victim. The global data include net-
flow traffic that is directly and indirectly associated with the 
victim. The global data are not available to be collected by the 
victim, but provide additional information that enhances the 
separability. The feature selection unit was designed to select 
different subsets of features for each layer of the SOM [20]. 
Additionally the two layers of the SOM work in sequence to 
improve the performance.

4 |  EXPERIMENTAL DESIGN

In order to simulate an IoT DDoS attack, we used the BoNeSi 
simulator tool to generate 1 gigabyte of attack traffic for 
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creating a labeled malicious dataset with 50 000 spoofed IPs. 
Next, two random samples of 4988 spoofed IPs selected from 
the malicious data were combined with two target IPs selected 
from the normal dataset that were provided by the ISP to cre-
ate two synthetic labeled datasets to test the performance of 
the proposed system. Additionally we tested the proposed 
system on a real DDoS attack dataset. The first target had 
communications with 78 unique source IPs and the second 
target had communications with 281 unique source IPs. Due 
to the large size of the dataset, the Apache Spark framework 
deployed in a Linux system was employed for data transfor-
mation and feature selection. Both data transformation and 
feature selection were accomplished via the Spark Python 
API PySpark, and the SOM was implemented with Minisom. 
An implementation design is shown in Figure 3.

4.1 | Data transformation
The original features contained in the netflow data col-
lected by the ISP were source IP (srcIP), destination IP 
(dstIP), protocol (prot), source port (srcPort), destination 

port (dstPort), octets, and packets. The HEVC engine in the 
data transformation unit consisted of two major components 
in charge of horizontal expansion and vertical compression 
[20]. Horizontal expansion was used to extract features hid-
den in the existing columns. Additionally it generated the 
same value for rows associated with each unique source IP 
to facilitate vertical compression, thus reducing the amount 
of data in that direction. Feature extraction can be divided 
into singular and multiple extraction, which respectively 
refer to acquiring information from a single column and 
from multiple columns. Features extracted from multiple 
columns are numerical variables. Feature extraction was 
done differently depending on the types of variables. With 
numerical variables, mean and standard deviation were cal-
culated. With categorical variables, unique values of each 
variable were calculated, and then applied to a linear kernel 
function of x  +  y  +  z. Features extracted superseded the 
indigenous features like octets, packets, protocol, source 
port, and destination port.

4.1.1 | Horizontal expansion
Feature extraction can be divided into two hierarchies: global 
and local.

• Global feature extraction
• Local feature extraction
• Feature removal

At the global level, data are partitioned by unique source 
IPs. For instance, all information associated with the source 
IP of “1.1.1.1” is counted or calculated as one unit. At the 
local level, data are grouped by pairing up a source IP with 
a destination IP, for example, all rows with the source IP 
of “1.1.1.1” to the destination IP of “2.2.2.2” and from the 
source IP of “2.2.2.2” to the destination IP of “1.1.1.1” are 
deemed as one set. Firstly, we extracted features from srcIP 
and dstIP, named global unique IP (gUIP), which counted 
the number of destination IPs associated with each unique 
source IP. During a DDoS attack, traffic from a spoofed 
source IP is most likely to target the victim's IP, and as 
such, the gUIP should be very low for a malicious source 
IP. On the other hand, a normal IP should have higher gUIP 
value. Secondly, we extracted features from octets and 
packets including global sum of octets (gOSum), global 
sum of packets (gPSum), and global octets per packet 
(gOPP). Thirdly, we extracted features from categorical 
attributes like protocol, source port, and destination port, 
including global unique value of protocol (gUProt), global 
unique value of source port (gUSPort), and global unique 
value of destination port (gUDPort). Then, a linear kernel 
was applied on gUProt, gUSPort, and gUDPort to extract 
the feature of combined unique values (gU3). Fourthly, we 
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calculated the global mean and global standard deviation 
of the octets (gOMean, gOStd), packets (gPMean, gPStd), 
and the global octets per packets (gOPPMean, gOPPStd). 
Finally, we counted the global number of traffic flows from 
each unique source IPs (gTC) and calculated the time for 
each traffic flow (gTCPd).

Local feature extraction was based on the paired source 
IPs and destination IPs. Firstly, we filtered out any source 
IP or destination IP that was not associated with the victim's 
IP. Secondly, we counted the local traffic flows (lTC) and 
calculated the mean and standard deviation of the local traf-
fic count (lTCMean, lTCStd). Next, we calculated the ratio 
of the global traffic count to the local traffic count (glTCR). 
Then, we discarded original attributes such as octets, packets, 
protocol, source port, destination port, and octets per packets.

4.1.2 | Vertical compression
The purpose of applying vertical compression was to reduce 
the depth of the dataset. It was carried out by aggregating 
the data based on each unique source IP. Next, we calculated 
the communication direction between an IP pair, in which 1 
means unidirectional communication and 2 means bidirec-
tional communication. Finally, we filtered out any rows with 
the victim's IP as the source IP since only incoming traffic 
was critical. Since all rows with identical source IP carry a 
uniform value, information associated with each source IP 
can be represented by a row. Therefore, the result of vertical 
compression was a dataset containing the number of rows 
equivalent to the number of unique source IPs.

4.2 | Feature selection unit
The transformed data consisted of a feature set A = {gUIP, 
gOSum, gPSum, gOPPMean, gOPPStd, gOMean, gOStd, gP-
Mean, gPStd, gU3, gTC, lTC, glTR, lTCMean, lTCStd, gTCPd, 
lCD} that was used to train a random forest model. The data 
were split into a training set and a testing set with a ratio of 0.7 
to 0.3. Next, the feature importance (fi) was calculated. Any 
feature with fi = 0 was discarded. Additionally since gOSum, 
gPSum, gOMean, gOstd, gPMean, gPStd, gOPPMean, and 
gOPPStd were related to octets and packets, only gOPPMean 
and gOppStd were selected because they had higher fi values. 
Next, set A1, including the features selected from the first itera-
tion, was used to train another random forest model to obtain 
the fi values. Features with fi  =  0 were removed. The pro-
cess repeated until all fi of attributes were greater than 0. The 
final feature set A1 consisted of seven variables. Moreover, 
we applied the forward selection on set A1 to select the set 
A1st = {gOPPMean, gOPPStd, glTR, lTC, gTCPd} to train the 
first layer of the SOM. Then, we applied the forward selection 
again on set A1 to obtain the set A2nd = {gUDIP, lTC, gU3} for 
training the second layer of the SOM.

4.3 | First layer of the SOM
The transformed data with features in set A1st were used to train 
the first layer of the SOM [39]. Firstly, the data were converted 
from the PySpark dataframe to the Pandas dataframe. Secondly, 
a MinMaxScaler was applied to normalize the dataset with the 
range of (0, 1). Thirdly, the number of neurons was chosen as 
225, and the number of iterations was 200. The learning rate 
L(t) and the neighborhood function Θ(t) in (1) were 0.5 and 1, 
respectively. The weights of each neuron were generated ran-
domly and the neurons were trained in batches.

Fourthly, after the first SOM was generated, set 
N1 ={n|ndist ≥dmax} containing normal traffic with a distance 
greater than dmax = 0.6, which was calculated by (2) shown below 
(x = number of neurons, y = number of features, −0.1 ≤ λ ≤ 0.1, 
and 0 < dmax < 1). λ, was used to adjust the performance.

Since the SOM was created by randomly assigning the 
weights of the neurons, the map generated may not cluster 
the data points accurately. To avoid generating an incorrect 
map, a logic controller was deployed, as shown in (3). If the 
cardinality of N1 > s (s = the number of normal traffic asso-
ciated with the target before the attack) or the size of N1 was 
less than the controlling coefficient α times s, the map was 
regenerated. The controlling coefficient α in (3) was set to 
0.15, and the map was retrained if the logic controller was 1.

Finally, data points in the set N1 were labeled as 1 and filtered 
out to create a subset N ={n|n∉N1} containing suspicious traf-
fic that had been labeled as 0. Traffic with label 1 were routed 
by the ISP to the victim's server, and traffic with label 0 were 
sent to the second layer of the SOM for further investigation.

4.4 | Second layer of the SOM
Set N consists of suspicious data and the features in the 
A2nd were used to train the second layer of the SOM. A 
MinMaxScaler was applied again with the range of (0, 1). 
The number of iterations was changed to 50, and the dmax 
became 0.7. However, the number of neurons, the neigh-
borhood function Θ(t), and the learning rate L(t) remained 
the same. After the second SOM was generated, data points 
with a distance greater than dmax were collected in the set 
N2 ={n|ndist ≥dmax}. Additionally a second logic controller, 

(1)W(t+1)=W(t)+Θ(t)L(t)(I(t)−W(t)).

(2)dmax =

[
log2

(
x0.5

)

y

]

0.5

+�.

(3)f (c1)=

{
1 if size (N1)> s or size (N1)<𝛼×s

0 otherwise
.
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as shown in (6), was employed to guard against an inaccu-
rate map. If the total number of normal data points found 
in both SOM layers was greater than 1 plus the controlling 
coefficient times s, the map was regenerated. If after re-
generating the map three times, the map was still incorrect, 
the result from the first layer of the SOM was treated as the 
final classification. Then, traffic with label 1 was routed 
to the victim's server, and traffic with label 0 was blocked.

5 |  RESULTS

Due to the lack of benchmarking data collected by the ISP, we 
created two labeled datasets via selecting two targets with dif-
ferent traffic patterns from the normal netflow data provided 
by the ISP. Then, we combined the normal datasets with the 
UDP simulated attack traffic generated from the BoNeSi [40] 
DDoS attack tool installed on a server located at the university. 
The proposed system was tested with two synthetic datasets 
and a real DDoS attack dataset. The evaluation metrics for 
checking the performance of the proposed model are recalled 
in (5), precision in (6), and F1 score in (7). Recall measures the 
probability of detecting normal traffic. Precision checks the ac-
curacy of normal traffic that has been identified. The F1 score 
is the combination matrix of recall and precision, which helps 
to evaluate a model by identifying the trade‐off between recall 
and precision. From the ISP's perspective, it is critical to avoid 
service interruption and recall provides important information 
regarding the amount of normal traffic. However, high recall 
may lead to low precision, and may require much longer train-
ing time, which downgrades services for the victim and users 
on the same link. As such, the F1 score was used to determine 
the design of the model. There are four parts in the results. The 
first section shows the effectiveness of the HEVC engine [20] 
by comparing the results of various supervised models trained 
with transformed data. The second section compares the per-
formance of different unsupervised models on the same data. 
The third section discusses the performance of the hierarchi-
cal dual SOM on synthetic labeled datasets. The fourth section 
displays the classification result on a real DDoS attack dataset.

5.1 | Effectiveness of HEVC
With the intent of inspecting if the HEVC engine selected the 
appropriate features for each layer of the SOM, all supervised 
learning algorithms like Gradient Boosted Trees (GBT), K‐
Nearest Neighbors (KNN), Logistic Regression (LG), Naive 
Bayes, Random Forest, and Support Vector Machine (SVM) 
were trained with 5% of both datasets and with default setting. 
The results are presented in Table 1. Based on the results, it 
is safe to say that the extracted features via the HEVC engine 
were able to provide quality information for classification.

5.2 | Unsupervised model comparison
In order to compare the proposed system with other unsuper-
vised models, the second victim's data were used to train a K‐
Mean and a single SOM model. Each model was trained 10 
times to obtain the average of recall, precision, and F1 score. 
The result of all three models is displayed in Table 2. The K‐
Mean model was trained in the Spark framework and it took 
less than 10 seconds to obtain the results. However, the perfor-
mance did not vary at all even with repetitive training, which 
indicates the best result is shown in Table 2. The training time 
of the single SOM lied between the K‐Mean and the dual SOM, 
but it showed the worse performance. Even though the dual 
SOM took the longest time to train, the amount of training time 
was less than the time the ISP took to collect the next set of net-
flow data. Additionally it outperformed the other two models, 
which makes it a better choice for DDoS mitigation system.

5.3 | Performance on synthetic 
labeled datasets
In order to demonstrate the performance of the proposed 
model, two examples are given. Each example was tested 
with different victim's data. For example 1, the first layer of 
the SOM of the first victim is shown in Figure 4 and indi-
cates that some normal traffic marked as “   ⃝ ” contained in 
the coordinate of (10, 0) failed to be discerned because some 
malicious traffic marked as “✖” exhibited similar behaviors 
as normal traffic. The confusion matrix of the first SOM is 
shown in Table 3. After generating the second layer of the 

(4)f (c2)=

{
1 if size (N1)+size (N2)> (1+𝛼)×s

0 otherwise.

(5)Recall=

∑
True positive

∑
Condition positive

,

(6)Precision=

∑
True positive

∑
Predicted positive

,

(7)F1 score=
2

1

Recall
+

1

Precision

.

T A B L E  1  Supervised learning model performance comparison

Algorithm Recall (%) Precision (%) F1 Score (%)

GBT 90.00 100.00 94.09

KNN 100.00 100.00 100.00

LR 100.00 100.00 100.00

Naive Bayes 100.00 100.00 100.00

Random Forest 89.74 100.00 94.46

SVM 100.00 92.11 95.89
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SOM, as shown in Figure 5, the amount of normal traffic 
found was much greater than the number of source IPs before 
the attack; thus the value of the logic controller was 1 and 
the map required regeneration. The confusion matrix of the 
incorrect map is shown in Table 4. Then, the second layer of 
the map was regenerated as shown in Figure 6. The confusion 
matrix of the recreated map is shown in Table 5. The regener-
ated map was able to classify 28 miss‐classified normal traf-
fic patterns and 268 malicious traffic patterns correctly.

In example 2, the amount of normal traffic in victim 2 
was almost four times that of the first victim. It is depicted 
in the map as shown in Figure 7. The normal traffic occu-
pies a larger area on the map compared to the map from the 
first victim. Additionally the majority of the normal traffic 
clustered together, which suggests that the normal traffic has 
similar patterns, but less similar to the malicious traffic. Even 
though the second SOM, shown in Figure 8, has some normal 
traffic contained in the coordinate of (8, 2) and (14, 4) that 
were not classified correctly, the overall performance of the 
stacked SOM is better with the second victim's dataset. The 
confusion matrix is presented in Table 6

5.4 | Classification on real attack dataset
We tested the proposed model with a real attack dataset. 
The attack was launched in 2018 during an online game 

T A B L E  3  Example 1–confusion matrix 1 of the first SOM

Cond positive Cond negative

Pred positive 49 0

Pred negative 29 4988

F I G U R E  5  Example 1–second layer of the SOM that required 
retraining
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T A B L E  4  Example 1–confusion matrix 2 of the second SOM 
that required retraining

Cond positive Cond negative

Pred positive 50 268

Pred negative 28 4720

F I G U R E  6  Example 1–second layer of the SOM after retraining

0 2 4 6 8 10 12 14

14

12

10

8

6

4

2

0

1.0

0.8

0.6

0.4

0.2

T A B L E  5  Example 1–confusion matrix 2 of the second SOM 
after retraining

Cond positive Cond negative

Pred positive 78 0

Pred negative 0 4988

F I G U R E  4  Example 1–first layer of the SOM
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T A B L E  2  Unsupervised learning algorithm performance 
comparison

Algorithm Recall (%) Precision (%) F1 Score (%)

K‐Mean 88.46 100.00 93.00

Single SOM 67.18 95.16 83.66

Dual SOM 92.51 100.00 95.83
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tournament around 7:30 p.m. Before the attack, the target 
had communication with 176 unique source IPs. The first 
layer of the self‐organizing map generated by our system is 
illustrated in Figure 9. The volume of normal traffic found 
was 143. The second layer of the self‐organizing map cre-
ated by our model is shown in Figure 10. The second map 
classified 17 additional normal traffic volumes. Both lay-
ers of the SOM classified a total of 160 normal source IPs. 
Since the dataset was unlabeled, it is not possible to check 
the accuracy of the result. Nonetheless, the maps display 
normal traffic marked as “   ⃝ ” in the lighter color grids, and 
malicious traffic marked as “✖” in the darker color grids. 
Additionally there are more “✖” on the map, which is in 

accordance with the fact that there are more malicious traf-
fic compared to the normal traffic. By utilizing an additional 
layer of the SOM with a second set of features, the system 
was able to further classify malicious traffic with similar 
patterns to normal traffic such as “✖” marks in the lighter 
color grids located at the coordinates (2, 5), (4, 5), (8, 1) etc 
in Figure 9.

6 |  CONCLUSIONS AND FUTURE 
WORK

The evolution of Mirai malware, along with the increasing 
number of IoT devices in use, ensures DDoS attacks to continu-
ously pose threats to network security. Deploying the mitigation 
system within the ISP domain offers a more effective solution, 
and our proposed hierarchical dual SOM has demonstrated to 
outperform the K‐Mean model by 3.04% and the single SOM 
by 14.55% on the F1 score. Adding one more layer of the SOM 

F I G U R E  7  Example 2–first layer of the SOM

0 2 4 6 8 10 12 14

14

12

10

8

6

4

2

0

1.0

0.8

0.6

0.4

0.2

F I G U R E  8  Example 2–second layer of the SOM
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T A B L E  6  Example 2–confusion matrix

Cond positive Cond negative

Pred positive 276 0

Pred negative 5 4988

F I G U R E  9  First layer of the SOM with real attack data
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F I G U R E  1 0  Second layer of the SOM with real attack data
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increased the probability of detecting normal traffic by 37.70% 
over a single SOM. Even though the proposed model seems to 
perform well on labeled data, we are not certain how the system 
performs on the real attack data. Based on the result, utilizing 
an additional layer of the SOM improved the performance of 
the model, and hence our future work will focus on developing 
methods that utilize a deep learning approach with the SOM to 
enhance the performance of the mitigation system.
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