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1 |  INTRODUCTION

A cyber‐physical system (CPS) is a new mechanism con-
trolled or monitored by computer algorithms, which inter-
twines physical and software components such as smart grids, 
autonomous automobile systems, medical monitoring, pro-
cess control systems, robotics systems, and automatic pilot 
avionics [1]. Unlike traditional systems, a full‐fledged CPS 
is typically designed as a network of interacting elements 
with physical inputs and outputs, rather than as standalone 
devices. Therefore, although the development of algorithms 
and technologies can significantly improve the resilience of 

integrated systems, as the number of cyber‐attacks continues 
to increase, CPS security has become an important subject of 
research and development [2].

Cyber security is constantly evolving in response to in-
creasingly sophisticated cyber attacks. Advanced persistent 
threats (APTs) [3] are becoming a major cyber security issue, 
making traditional defense mechanisms gradually ineffective. 
Their salient features are as follows: First, they are usually 
initiated by an incentive‐driven entity with specific targets. 
Second, they are persistent in achieving their goals and may 
involve multiple stages or long‐term ongoing operations. 
Third, they are highly adaptive and stealthy to avoid being 
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detected. In fact, there are hundreds of malware variations, 
which render the protection from APT attacks extremely 
challenging [4]. However, APT‐related command and con-
trol network traffic can be detected using sophisticated meth-
ods at the cyber layer, where both deep log analyses and log 
correlation from various sources can assist in detecting APT 
activities [5].

Honeypots are an active defense technology [6] whereby 
some hosts, network services, or information are arranged as 
bait so that attack behaviors may be detected and analyzed 
[7]. Therefore, honeypots are an effective complement to tra-
ditional security systems against APT attacks. Unlike other 
security tools, most honeypots can only generate logs, owing 
to their low degree of automation; hence, human involvement 
is required to detect and analyze the attacks on most honey-
pots. In addition, honeypots may be either high‐interaction 
(HIH) or low‐interaction (LIH). The former can completely 
mimic real servers [8], whereas the latter can provide only 
partial service [9]. To the best of our knowledge, there is 
currently little work on the use of honeypots in the APT at-
tack‐defense game. Considering their limited resources and 
classification, honeypots are not sufficient for handling ac-
tual attacks, which motivates the present study.

In this study, the traditional honeypot cost requirement is 
exceeded because the human analysis cost is also considered 
[10]. Hence, we propose a honeypot game‐theoretical model 
with low‐ and high‐interaction modes (LHHG) to study the 
offensive and defensive CPS interactions and processes as 
an incomplete information game with limited resources. 
We prove the existence of several Bayesian Nash equilibria 
(BNE) in different situations and obtain the optimal defen-
sive strategy. We further optimize the detection effect by allo-
cating deployment resources and distributing human analysis 
costs between LIHs and HIHs. The results demonstrate that 
the proposed model and method can optimize the defensive 
effect with limited resources. The main contributions are 
summarized below.

1. We introduce a new honeypot game‐theoretical model 
for CPS security against APT‐attacks. Moreover, we 
classify honeypots into high‐ and low‐interaction modes 
for a more accurate interaction process.

2. We also introduce honeypot allocation and human analy-
sis costs as limited resources in the honeypot game‐the-
oretical model and optimize the defense payoff, as the 
defender's budget is usually insufficient in practice.

The rest of the paper is organized as follows. Section 2 
provides a summary of related work. Section 3 describes the 
proposed honeypot game‐theoretical model based on limited 
resources. In Section 4, the existence of BNE is proved, and the 
defensive effect with limited resources is optimized. In Section 
5, extensive numerical simulations using MATLAB are carried 

out to evaluate the proposed method. Finally, Section 6 con-
cludes the paper.

2 |  RELATED WORK

In this section, we briefly summarize related work on security 
issues in CPSs, honeypots for network attacks, and the use of 
game theory for modeling offense and defense processes.

2.1 | Security issues in cyber‐
physical systems
This study is related to recent investigations into several 
prominent security issues in CPSs, such as smart grids, high 
confidence medical devices and systems, robots, distributed 
robotics, and transportation. Some studies primarily focus on 
intrusion detection. For example, Faisal et al [11] proposed 
an intrusion detection system (IDS) architecture that uses the 
AMI data flow in a smart grid to analyze the performance 
of existing data flow mining algorithms and IDS data sets. 
However, IDSs are less effective in defending against several 
long‐term delitescence attacks such as APT attacks. Howser 
et al [12] proposed a modal model for Stuxnet attacks that 
use the operator's trust to remain undetected. They defined 
operators that allow the manipulation of belief and trust states 
within the model. In fact, trust in a CPS is a key to the success 
of the attack.

We list several possible APT threats related to CPS se-
curity as follows: (i) high complexity may cause unknown 
vulnerabilities; (ii) CPSs contain different networks, whose 
interaction may easily lead to new types of attacks and, even-
tually, to the collapse of the defense system; and (iii) multiple 
nodes in the network are potential threats because they are 
highly vulnerable to attackers.

2.2 | Honeypots for advanced persistent 
threat attacks
Existing studies focus on the use of different types of defense 
mechanisms for APT‐related attacks on both the cyber and 
physical layers of the system. Cyber solutions include moving 
target defense [13], trust mechanisms, and defense‐in‐depth 
techniques [14]. Physical‐layer solutions include watermark-
ing, adding redundancies, and resilient control mechanisms. 
In addition, holistic cyber‐physical solutions for APT‐re-
lated attacks have been studied in [15]. That study presents 
a secure and resilient mechanism that employs customized 
cryptographic tools to encrypt the data of a control problem 
and develops verification methods to ensure the integrity 
of the computational results from the cloud. Although this 
mechanism can achieve data confidentiality and integrity, its 
defensive process is passive and leads to increased security 
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input cost. Honeypots are an active defense technology and 
are used to induce attacks so that attack behaviors may be 
detected and analyzed. Therefore, honeypots are an effective 
supplement to CPS defense systems against APT attacks.

The concept of honeypot first appeared in the book “The 
Cuckoo's Egg” [16], where honeypot technology is used to 
discover and trace the story of a commercial espionage case. 
Since 1998, this technology has gradually attracted the at-
tention of security researchers who have developed honey-
pot software tools specifically designed to deceive attackers. 
Provos [17] presented “honeyd,” which is a honeypot software 
package that monitors large‐scale honeynets. Vetsch [18] fo-
cused on Web application attacks, such as remote and local 
file packages, to simulate the exploit process and generate 
response results. In addition, the realization of the spoofing 
environment construction mechanism determines the degree 
of interaction that the honeypot can provide to the attacker.

To the best of our knowledge, most APT‐related research 
primarily uses security vulnerabilities or configuration 
weaknesses in network services to pose a threat to the tar-
get CPS. Xiao et al [19] proposed a Q‐learning‐based cloud 
storage defense scheme for detecting APTs and investigated 
its performance against subjective APT attackers in dynamic 
subjective APT games. However, most existing APT games 
ignore the strict resource constraints in the APT defense, such 
as the limited number of central processing units (CPUs) of 
a storage defender and an APT attacker. Therefore, Min et 
al [20] proposed a hot booting PHC‐based CPU allocation 
scheme that chooses the number of CPUs on each storage de-
vice based on the current state. However, as effective security 
vulnerability defense tools, honeypots have not been widely 
adopted or used to defend APT attacks in CPSs. Fronimos et 
al [21] discussed the utilization of LIHs that could indicate 
early signs of jeopardy from APT attacks. Jasek et al [22] 
described the methods and procedures of APT attacks, and 
analyzed and proposed solutions for detecting these threats 
using HIHs. In addition, some previous studies pointed out 
the idea that honeypots can be deployed in a CPS for defense 
against DDoS attacks [23]. It should be noted that the impact 
of human analysis cost on the honeypot defensive effect has 
been ignored in previous studies.

2.3 | Game theory for modeling
The application of game theory (which is a useful method 
for modeling offensive and defensive process in CPSs) to 
APT modeling has been studied in [24] and [25]. In [24], 
the FlipIt game is proposed as the framework for an of-
fensive and defensive process in which players compete 
to obtain a shared resource. The attacker can periodically 
compromise a system completely, in the sense of learning 
its entire state, including its secret keys. In [25], moving 
target defense is used as a defense mechanism to mitigate 

the impact of APT attacks. Both studies analyze the offen-
sive and defensive strategy based on a complete informa-
tion game. However, the information of both offensive and 
defensive sides is usually not equal in practice. Therefore, 
a Bayesian game is a suitable model, as the interaction be-
tween the attacker and the defender is usually an incom-
plete information game in which the defender or attacker 
is not sure of the type of other players. Wang et al [23] 
analyzed the interactions between the attacker and the de-
fender, derived optimal strategies for both sides through 
a Bayesian game, and assumed that the resources of the 
defender are sufficient. In addition, some studies proposed 
using deception in game models. Zhuang et al [26] applied 
game theory to model strategies of secrecy and deception 
in a multiple‐period attacker—defender resource allocation 
and signaling game with incomplete information. Ceker et 
al [27] used a formulation method similar to Zhuang's for 
single‐period games. References [26] and [27] focused on 
cyber security and did not consider physical components. 
Rao et al [28] studied the strategic interactions between an 
attacker and a defender using game‐theoretic models that 
consider both cyber and physical components. Moreover, 
Rao et al [29] further studied a class of infrastructures 
characterized by the number of discrete components that 
can be disrupted by either cyber or physical attacks and are 
protected from cyber and physical reinforcements. In con-
trast with the above studies, the present study introduces 
honeypot technology as an active defense mechanism for 
detecting APT attacks.

Under normal circumstances, the defense resource is bud-
geted. Although most studies currently consider defensive re-
sources to be sufficient, the reality is that defensive resources 
are always insufficient. In addition, owing to the incomplete 
information, a reasonable CPS security assumption is that an 
attacker can observe and learn the defender's behavior before 
taking action, and the defender may not even be aware of the 
attacker's existence. Therefore, we consider the constraints 
of the honeypot allocation and human analysis costs in the 
study of defensive strategy and effect; this is closer to reality. 
Regardless of the behavior analysis of an industrial or vir-
tual network, application scenarios are essentially based on 
strategy selection. Accordingly, an investigation of strategy 
selection with limited resources is more general.

3 |  GAME MODEL

In this section, we describe the proposed honeypot game‐
theoretical model, including its information structure, the ac-
tion spaces of both attacker and defender, and their payoffs. 
The model extends the single‐mode honeypot in [23] to a 
multimode honeypot and includes limited resources for the 
defender.
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3.1 | Basic game model
In the proposed honeypot game‐theoretical model, we study 
the interaction between visitors and a CPS. When a visitor is 
a legitimate user, the router assigns the visitor to the normal 
server. However, if the visitor is an attacker, he/she will be 
tricked into accessing a honeypot that actively exposes its 
vulnerability. Despite the assumption that HIHs and LIHs 
can be accessed with equal probability, the extension from 
the single‐mode to the multi‐node case is still challenging 
owing to the complexity of the generalized BNE with limited 
resources. The player, who is the legitimate user/owner of the 
honeypots, is called the service provider (SP), whereas the 
other player is called the attacker.

The SP benefits from detecting APT attacks through LIHs 
and HIHs, where an HIH imitates server activities in the CPS 
and collects large amounts of information. The attacker can 
access all commands and files in the system with access right. 
Thus, this honeypot mode has the greatest chance of collect-
ing APT information but consumes the greatest defense re-
sources as well. Unlike HIHs, an LIH imitates partial server 

activities and is thus less risky and less complex to maintain. 
The attacker benefits from identifying honeypots and com-
promising real servers. In addition, we assume that the at-
tacker has two types of APTs: strong and weak access attacks. 
In the former, compromised systems are exploited so that 
other systems may be attacked and restrictions such as those 
set by firewalls may be avoided; the latter indicates an APT 
attack type that has been publicly exploited [3]. Compared 
with other threats, an APT first invades the system, then con-
tinuously collects data and passes them on to the attacker, and 
finally decides whether to interrupt the normal operation of 
physical devices. In this scenario, we did not model the entire 
APT attack. Instead, we modeled an important stage in which 
the APT intrusion invaded the system to identify the honey-
pots. For CPS security, we will use vulnerabilities to enter the 
network and identify honeypots so that a real server attack 
may be detected; this is considered the early stage of an APT 
attack. Hence, it is conceivable that the SP participating in 
the game includes only honeypots without real servers. In this 
study, we introduce a strict defense resource constraint for the 
SP. This is a practical assumption that has been ignored in 
most previous studies.

We define the honeypot game‐theoretical model as a tuple 
G

Δ
=<Z, W, FZ , FW , UZ , UW >. Z  ∊  {Z1,  Z2} is the SP mode, 

where Z1 denotes an LIH and Z2 denotes an HIH. W ∊ {W1, W2} 
is the type of access attack, where W1 denotes weak access at-
tack and W2 denotes strong access attack. FZ ∊ {Ω1, Ω2} is a 
binary strategy used by SP in mode Z, where Ω1 indicates that 
the SP operates normally and Ω2 indicates that services are not 
provided. FW ∊ {ν1, ν2} is a binary strategy used by attackers of 
type W, where ν1 indicates that access attack is launched and ν2 
indicates attack access is not launched. (FW1

, FW2
, FZ1

, FZ1
) is a 

set of game strategies for the attacker and SP. UZ and UW repre-
sent the payoffs of the SP and attacker, respectively. The detailed 
list of notations is provided in Table 1.

Specifically, ɛ1 or ɛ2 is the value of the attacker identifying 
the honeypot and interrupting the normal operation of physi-
cal devices; lc or hc denotes the human analysis cost required 
for LIH or HIH, respectively; Ϛ1 or Ϛ2 is the deployment cost 
required for LIH or HIH, respectively; β indicates the value 
of the physical system under normal operation. For example, 
if the CPS is a power grid, ɛ1 and ɛ2 represent the load cut by 
the grid, and β represents the electricity fee charged by the 
grid under normal operation.

As in [30], we consider an asymmetric model in which the 
attacker's information is stealthy and the SP's information is 
observable. This asymmetric information structure is crucial 
in modeling stealthy attacks in cyber security.

3.2 | Service provider's problem
The probability of honeypots detecting APT attacks is related 
to the mode of honeypots. Table 2 shows the probability Pi 

T A B L E  1  List of symbols

Symbols Description Symbols Description

Z1 LIH Z2 HIH

W1 Weak offensive 
access

W2 Strong offensive 
access

ν1 Access attack 
launched

ν2 Access attack 
not launched

ε1 Reward of LIH ε2 Reward of HIH

γ1 The cost of weak 
access attack

γ1 Cost of strong 
access attack

lc Human analysis 
cost of LIH

hc Human analysis 
cost of HIH

Ω1 SP provides 
service

Ω2 SP does not pro-
vide service

ζ1 Allocation cost 
of LIH

ζ2 Allocation cost 
of HIH

n̂ Number of LIHs 
with human 
analysis cost

n̄ Number of LIHs 
without human 
analysis cost

m̂ Number of HIHs 
with human 
analysis cost

m̄ Number of 
HIHs without 
human analysis 
cost

N Number of 
honeypots

m Number of 
HIHs

n Number of LIHs C Total cost of 
deployment

Ch Total cost of 
human analysis

β Reward of CPS 
under normal 
operation
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of failing to detect APT attacks, which is also the probability 
that LIHs and HIHs fail to detect the two types of APT at-
tacks. Hence, when an LIH provides effective service and a 
weak access attack is not detected, the payoff for the SP is 
−Ϛ1 (Ϛ1  >  0 denotes the reward for successfully attacking 
LIHs). However, if a weak access attack is detected, the pay-
off for the SP is β (β > 0 denotes the reward of CPS under nor-
mal operation). Similarly, when an LIH provides services and 
a strong access attack is not detected, the payoff for the SP 
is −Ϛ1. In contrast, when a strong access attack is detected, 
the payoff for the SP is β. Furthermore, if an HIH provides 
effective service and a weak access attack is not detected, the 
payoff for the SP is −Ϛ2 (Ϛ2  >  Ϛ1 denotes the reward for 
attacking HIHs). Moreover, if an HIH provides effective ser-
vice and a strong access attack is not detected, the payoff for 
the SP is −Ϛ2.

The detection probability for LIHs and HIHs varies with 
their number. The expected non‐detection probability of strong 
and weak access attacks with respect to the number num of 
LIHs and HIHs is given by the function Ψi

(
num|pi, ai, k

)
,  

where (a) pi

Δ
={p̂i, p̄i} is a binary variable, and p̂i denotes 

the non‐detection probability with human analysis cost, (b) 
Ψi

(
num=1|pi, ai, k

)
=pi because if there is only one honey-

pot, the non‐detection probability of access attacks for the SP is 
the non‐detection probability for the honeypot, (c) ai

Δ
={âi, āi} 

is a binary variable, and âi is the minimum non‐detection prob-
ability of an access attack with human analysis cost, (d) k is also 
a binary variable, and k = 1 indicates that human analysis cost 
is included, and (e) Ψi is strictly decreasing and convex because 
the non‐detection probability of similar access attacks by sim-
ilar honeypots decreases and finally flattens out as the number 
of similar honeypots increases [31]. This set of conditions on 
the function Ψi is referred to as generic conditions, and those 
functions that satisfy the generic conditions are referred to as 
generic functions.

In the honeypot game‐theoretical model, the SP does not 
know the type of access attacks in advance, but it has a priori 
information about certain statistical metrics, such as the distri-
bution of access types. Hence, we assume that p(W1) = 1 − α, 
p(W2) = α, where α is the probability of strong access attack. 
In addition, as the SP should understand the attacker's strat-
egy, we use Bayesian rules to obtain the posterior probabil-
ity of the SP's behavior and use it to calculate the expected 
maximum benefit of the SP. Obviously, the strategies (FZ1

, FZ2
)  

that the SP may use are as follows: {(Ω1,  Ω1), (Ω1,  Ω2), 
(Ω2, Ω1),  (Ω2, Ω2)}, where (FZ1

, FZ2
) indicates the strategies 

of both LIHs and HIHs. We call these strategies as follows: 
(Ω1, Ω1) is strategy1, (Ω1, Ω2) is strategy2, (Ω2, Ω1) is strat-
egy3, and (Ω2, Ω2) is strategy4.

3.3 | Attacker's problem
In the honeypot game‐theoretical model, the attacker 
should be trapped by a honeypot and should therefore at-
tack on either an LIH or an HIH. Accordingly, the attacker 
should select an attack strategy that maximizes its payoff. 
If a weak access attack on an LIH is not detected, the payoff 
for the attacker is Ϛ1 − γ1 (γ1 represents the cost of a weak 
access attack). However, if a weak access attack is detected 
by an LIH, the payoff for the attacker is −γ1. Similarly, if 
a strong access attack on an LIH is not detected, the payoff 
for the attacker is Ϛ1 − γ2 (γ2 > γ1 represents the cost of a 
strong access attack). By contrast, if a strong access attack 
is detected by an LIH, the payoff for the attacker is −γ2. 
Furthermore, if a weak access attack on an HIH is not de-
tected, the payoff for the attacker is Ϛ2 − γ1. However, if 
a weak access attack is detected by an HIH, the payoff for 
the attacker is −γ1. Similarly, if a strong access attack on an 
HIH is not detected, the payoff for the attacker is Ϛ2 − γ2. 
By contrast, if a strong access attack is detected by an HIH, 
the payoff for the attacker is −γ2.

In addition, the attacker does not know the probabil-
ity distribution of the SP mode, where p(Z1)=n∕(m+n),  
p(Z2)=m∕(m+n). Analogously, all potential strategies 
(FW1

, FW2
) that the attackers can use are {(ν1, ν1), (ν1, ν2), (ν2, 

ν1), (ν2, ν2)}, which indicates the strategies for both weak and 
strong access attacks. These strategies are called as follows: 
(ν1, ν1) is strategy1, (ν1, ν2) is strategy2, (ν2, ν1) is strategy3, 
and (ν2, ν2) is strategy4.

4 |  OPTIMAL DEFENSIVE 
STRATEGY OF SERVICE PROVIDER

In this section, we study the set of BNE of the honeypot game‐
theoretical model and analyze the optimal strategies for both 
players. We then optimize the defensive effect to maximize 
the payoff for the SP by allocating limited resources between 
LIHs and HIHs under certain BNE.

4.1 | Bayesian Nash equilibria of 
game model
To analyze the set of BNE, we first express the payoff of the 
SP based on different modes under different strategies. When 
an LIH provides service, the payoff is

(1)UZ1

(
�1

)
= (1−�)×ULIH,Weak(�1)+�×ULIH,Strong(�1),

T A B L E  2  Probability of failing to detect access attack

Probability LIH HIH

Weak access attack p̂1 p̂2

Strong access attack p̂3 p̂4
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where ULIH,Weak(Ω1) indicates that the LIH faces weak access 
attack and provides service, whereas ULIH,Strong(Ω1) indicates 
that the LIH faces strong access attack and provides service. 
ULIH,Weak(Ω1) and ULIH,Strong(Ω1) are defined below.

When an LIH does not provide service, the payoff can be com-
puted as

Similarly, when a HIH provides service, the payoff UZ2
(�1) is

where UHIH,Weak(Ω1) indicates that an HIH faces weak ac-
cess attack and provides service, whereas UHIH,Strong(Ω1) in-
dicates that an HIH faces strong access attack and provides 
service. UHIH,Weak(Ω1) and UHIH,Strong(Ω1) are defined below.

Analogously, when an HIH does not provide service, the payoff 
can be computed as

From (1), (3), (4), and (6), regardless of the change of 
Ϛ1, Ϛ2, Ψ1, Ψ2, Ψ3, Ψ4, hc, lc, and α in the feasible domain, 
the relations UZ1

(𝛺1)>UZ1
(𝛺2), UZ2

(𝛺1)>UZ2
(𝛺2) always 

hold true. Therefore, it is obvious that the SP has a strict dom-
inant strategy (Ω1, Ω1).

For the attacker, the payoff for a weak access attack using 
strategy ν1 is as follows:

where UWeak,HIH(ν1) denotes a weak access attack on an HIH, 
whereas UWeak,LIH(ν1) denotes a weak access attack on an LIH. 
UWeak,HIH(ν1) and UWeak,LIH(ν1) are defined below.

The payoff for a weak access attack using strategy ν2 is

Similarly, the payoff for a strong access attack using strategy 
ν1 is

where UStrong,HIH(ν1) denotes a strong access attack on an 
HIH, whereas UStrong,LIH(ν1) denotes a strong access attack on 
an LIH. UStrong,HIH(ν1) and UStrong,LIH(ν1) are defined below.

Analogously, the payoff for a strong access attack using strategy 
ν2 is as follows:

By (7), (9), (10), and (12), the payoffs are dependent on the 
value of the parameters. Hence, the attacker does not have a 
strict dominant strategy.

Theorem 1 A BNE strategy (ν1,  ν1,  Ω1,  Ω1) exists in the 
LHHG model if

(2)

ULIH,Weak(𝛺1)

=
n̂

n

[
Ψ1(k=1)(−𝜀1−𝜍1− lc)+(1−Ψ1(k1 =1))(𝛽− lc)

]

+
n̄

n

[
Ψ1(k=0)(−𝜀1−𝜍1)+(1−Ψ1(k=0))𝛽

]
,

ULIH,Strong(𝛺1)

=
n̂

n

[
Ψ3(k=1)(−𝜀1−𝜍1− lc)+(1−Ψ3(k=1))(𝛽− lc)

]

+
n̄

n

[
Ψ3(k=0)(−𝜀1−𝜍1)+(1−Ψ3(k=0))𝛽

]
.

(3)UZ1

(
𝛺2

)
=

n̂

n
(− lc)−𝜀1−𝜍1.

(4)UZ2

(
�1

)
= (1−�)×UHIH,Weak(�1)+�×UHIH,Strong(�1),

(5)

UHIH,Weak(𝛺1)

=
m̂

m

[
Ψ2(k=1)(−𝜀2−𝜍2−hc)+(1−Ψ2(k=1))(𝛽−hc)

]

+
m̄

m

[
Ψ2(k=0)(−𝜀2−𝜍2)+(1−Ψ2(k=0))𝛽

]
,

UHIH,Strong(𝛺1)

=
m̂

m

[
Ψ4(k=1)(−𝜀2−𝜍2−hc)+(1−Ψ4(k=1))(𝛽−hc)

]

+
m̄

m

[
Ψ4(k=0)(−𝜀2−𝜍2)+(1−Ψ4(k=0))𝛽

]
.

(6)UZ2

(
𝛺2

)
=

m̂

m
(−hc)−𝜀2−𝜍2.

(7)UW1

(
�1

)
=UWeak,HIH(�1)+UWeak,LIH(�1),

(8)

UWeak,HIH(v1)

=
m̂

N

[
Ψ2(k=1)(𝜀2−𝛾1)+(1−Ψ2(k=1))(−𝛾1)

]

+
m̄

N

[
Ψ2(k=0)(𝜀2−𝛾1)+(1−Ψ2(k=0))(−𝛾1)

]
,

UWeak,LIH(v1)

=
n̂

N

[
Ψ1(k=1)(𝜀1−𝛾1)+(1−Ψ1(k=1))(−𝛾1)

]

+
n̄

N

[
Ψ1(k=0)(𝜀1−𝛾1)+(1−Ψ1(k=0))(−𝛾1)

]
.

(9)U
W1

(
�2

)
=0.

(10)U
W2

(
�1

)
=UStrong,HIH(�1)+UStrong,LIH(�1),

(11)

UStrong,HIH(v1)

=
m̂

N

[
Ψ4(k=1)(𝜀2−𝛾2)+(1−Ψ4(k=1))(−𝛾2)

]

+
m̄

N

[
Ψ4(k=0)(𝜀2−𝛾2)+(1−Ψ4(k=0))(−𝛾2)

]
,

UStrong,LIH(v1)

=
n̂

N

[
Ψ3(k=1)(𝜀1−𝛾2)+(1−Ψ3(k=1))(−𝛾2)

]

+
n̄

N

[
Ψ3(k=0)(𝜀1−𝛾2)+(1−Ψ3(k=0))(−𝛾2)

]
.

(12)U
W2

(
�2

)
=0.

m̂

N
Ψ2 (k=1) 𝜀2+

m̄

N
Ψ2 (k=0) 𝜀2

+
n̂

N
Ψ1 (k=1) 𝜀1+

n̄

N
Ψ1 (k=0) 𝜀1−𝛾1 ≥0,

m̂

N
Ψ4 (k=1) 𝜀2+

m̄

N
Ψ4 (k=0) 𝜀2

+
n̂

N
Ψ3 (k=1) 𝜀1+

n̄

N
Ψ3 (k=0) 𝜀1−𝛾2 ≥0.
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Proof  To make (ν1, ν1, Ω1, Ω1) a BNE strategy for attacker, 
the payoff from an access attack is greater than the pay-
off from not attacking, that is, UW1

(v1)>UW1
(v2) and 

UW2
(v1)>UW2

(v2). Then,

When the SP is an LIH and the parameters satisfy (13), 
ν1 is the optimal strategy for the attacker; otherwise, ν2 is the 
optimal strategy, and the attacker will not launch an access at-
tack to identify the LIH. Similarly, if the SP is an HIH and the 
parameters satisfy (14), ν1 is the optimal strategy for attacker. 
Therefore, we can obtain the optimal strategy (v1, v1) when 
the parameters satisfy (13) and (14).

We now further check whether the strategy (Ω1,  Ω1) is 
the strict dominant strategy from the perspective of the SP. 
Assuming that UZ1

(Ω1)>UZ1
(Ω2) and UZ2

(Ω1)>UZ2
(Ω2), we 

consider the following:

When the parameters satisfy (13) and (14), (15) and (16) 
hold true because 0<Ψi <1. We verify (15) as an example:

Specifically,

always holds true. Therefore, it is obvious that the strat-
egy Ω1 will be the dominant strategy, and the attacker 
strategy (ν1, ν1) is the strict dominant strategy for the SP. 
Analogously, the proof of (16) is similar to that of (17). 
Hence, when the SP is an HIH, the strategy Ω1 is also a 
dominant strategy for the SP.

In addition, when UW1
(v1)=UW1

(v2) and UW1
(v1)>UW1

(v2),  
both attacker strategies (�1, �1) and (�2, �1) are the same; fur-
thermore, both (ν1, ν1, Ω1, Ω1) and (ν2, ν1, Ω1, Ω1) are BNE. 
Hence, an attacker can randomly choose a strategy for weak 
offensive access. Analogously, when UW1

(v1)>UW1
(v2) and 

UW1
(v1)=UW1

(v2), both (ν1, ν1, Ω1, Ω1) and (ν1, ν2, Ω1, Ω1) 
are BNE.

In summary, from (13)–(17), we can obtain a BNE 
strategy (ν1, ν1, Ω1, Ω1) for the honeypot game‐theoretical 
model, and Theorem 1 can be proved. Analogously, three 
other BNE strategies (ν1, ν2, Ω1, Ω1), (ν2, ν1, Ω1, Ω1), and 
(ν2,  ν2,  Ω1,  Ω1) exist in the game under other previously 
discussed conditions. Furthermore, the Bayesian Nash strat-
egies for the honeypot game‐theoretical model can be ob-
tained by Algorithm 1.           ■

We have assumed that the participants are fully rational 
in the game. However, according to [26,32], the participants 
are often boundedly rational in the model. Therefore, to 
compare the fully rational case with the boundedly rational 

(13)

m̂

N
Ψ2 (k=1) 𝜀2+

m̄

N
Ψ2 (k=0) 𝜀2

+
n̂

N
Ψ1 (k=1) 𝜀1+

n̄

N
Ψ1 (k=0) 𝜀1−𝛾1 >0,

(14)

m̂

N
Ψ4 (k=1) 𝜀2+

m̄

N
Ψ4 (k=0) 𝜀2

+
n̂

N
Ψ3 (k=1) 𝜀1+

n̄

N
Ψ3 (k=0) 𝜀1−𝛾2 >0.

(15)

(1−𝛼)
{

n̂

n

[
Ψ1(k=1)(−𝜀1−𝜍1− lc)

+(1−Ψ1(k=1))(𝛽− lc)
]
+

n̄

n

[
Ψ1(k=0)(−𝜀1−𝜍1)

+(1−Ψ1(k=0))𝛽
]}

+𝛼

{
n̂

n
[Ψ3(k=1)

×(−𝜀1−𝜍1− lc)+ (1−Ψ3(k=1))(𝛽− lc)]+
n̄

n

×
[
Ψ3(k=0)(−𝜀1−𝜍1)+ (1−Ψ3(k=0))𝛽

]}

≥
n̂

n
(− lc)−𝜀1−𝜍1,

(16)

(1−𝛼)
{

m̂

m
[Ψ2(k=1)(−𝜀2−𝜍2−hc)

+(1−Ψ2(k=1))(𝛽−hc)]+
m̄

m
[Ψ2(k=0)(−𝜀2

−𝜀2)+ (1−Ψ2(k=0))𝛽]
}
+𝛼

{
m̂

m
[Ψ4(k=1)

×(−𝜀2−𝜍2−hc)+ (1−Ψ4(k=1))(𝛽−hc)]+
m̄

m

× [Ψ4(k=0)(−𝜀2−𝜍2)+ (1−Ψ4(k=0))𝛽]
}

≥
m̂

m
(−hc)−𝜀2−𝜍2.

(17)

UZ2
(Ω1)

= (1−𝛼)
{

n̂

n
[Ψ1(k=1)(−𝜀1−𝜍1− lc)

+(1−Ψ1(k=1))(𝛽− lc)]+
n̄

n
[Ψ1(k=0)(−𝜀1−𝜍1)

+(1−Ψ1(k=0))𝛽]
}
+𝛼

{
n̂

n
[Ψ3(k=1)(−𝜀1−𝜍1− lc)

+(1−Ψ3(k=1))(𝛽− lc)]+
n̄

n
[Ψ3(k=0)(−𝜀1−𝜍1)

+(1−Ψ3(k=0))𝛽]
}

=
n̂

n
(− lc)+ (−𝜀1−𝜍1)

[
(1−𝛼)

n̂

n
Ψ1(k=1)+ (1−𝛼)

n̄

n

∗Ψ1(k=0)+𝛼
n̂

n
Ψ3(k=1)+𝛼

n̄

n
Ψ3(k=0)

]
+𝛽

∗

[
(1−𝛼)

n̂

n
(1−Ψ1(k=1))+ (1−𝛼)

n̄

n
(1−Ψ1(k=0))

+𝛼
n̂

n
(1−Ψ3(k=1))+𝛼

n̄

n
(1−Ψ3(k=0))

]

>
n̂

n
(− lc)+ (−𝜀1−𝜍1)

[
n̂

n
Ψ3(k=0)+

n̄

n
Ψ3(k=0)

]

+𝛽

[
(1−𝛼)

n̂

n
(1−Ψ1(k=1))+ (1−𝛼)

n̄

n
(1−Ψ1(k=0))

+ 𝛼
n̂

n
(1−Ψ3(k=1))+𝛼

n̄

n
(1−Ψ3(k=0))

]

=UZ2
(Ω2)+𝛽

[
(1−𝛼)

n̂

n
(1−Ψ1(k=1))

+(1−𝛼)
n̄

n
(1−Ψ1(k=0))+𝛼

n̂

n
(1−Ψ3(k=1))

+𝛼
n̄

n
(1−Ψ3(k=0))

]
.

(18)
𝛽

[
(1−𝛼)

n̂

n
(1−Ψ1(k=1))+ (1−𝛼)

n̄

n
(1−Ψ1(k=0))

+𝛼
n̂

n
(1−Ψ3(k=1))+𝛼

n̄

n
(1−Ψ3(k=0))

]
>0
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model, we use the Prelec function [32] defined below for ac-
curately modeling the subjective probability perceptions of 
each player.

For example, the BNE strategy (ν1, ν1, Ω1, Ω1) exists by the 
following (cf. (13) and (14)):

Therefore, when the parameters satisfy (13), (14), (20), and 
(21), the BNE strategy is still (ν1, ν1, Ω1, Ω1). However, when 
the parameters satisfy (13) and (14) but not (20) and (21), the 
BNE strategy will change.

4.2 | Simplified optimization problems
In the last subsection, we derived the BNE for the attacker 
and the SP. However, the payoff of the SP still changes 
although the BNE has been determined. To maximize the 

payoff, we should also maximize its utilization with lim-
ited resources. Therefore, the payoff optimization problem 
for the SP can then be simplified as follows. First, we ex-
press the payoff:

Then, we propose a simplified method to solve the opti-
mization problem. Here, we introduce UP as evaluation fac-
tors. There are two types of UP: UPH and UPD. UPH denotes 
the unit payoff of human analysis cost and UPD denotes the 
unit payoff of honeypot allocation cost. Furthermore, the ex-
pressions of UP can be obtained as follows (see the previous 
subsection):

Equations (23) and (24) represent the unit human analysis 
cost payoff for LIHs and HIHs, respectively. We can obtain the 
optimal human analysis cost allocation method as follows: If 
UPHZ1

 is greater than UPHZ2
, we tend to allocate more human 

analysis cost to LIHs. By contrast, if UPHZ2
 is greater than 

UPHZ1
, we tend to allocate more human analysis cost to HIHs.

In addition, (25) and (26) represent the unit payoff of hon-
eypot allocation cost for LIHs and HIHs, respectively. We can 
obtain the optimal honeypot allocation cost allocation as fol-
lows: If UPDZ1

 is greater than UPDZ2
, then initially, we tend to 

allocate more allocation cost to LIHs. By contrast, if UPDZ2
 

is greater than UPDZ1
, then initially, we tend to allocate more 

allocation cost to HIHs.
To this end, the optimal payoff of the SP can be obtained 

as follows:

(19)w(Ψi)= e−(−lnΨi)
𝜎

, 0<𝜎<1.

(20)

m̂

N
w(Ψ2(k1 =1))𝜀2+

m̄

N
w(Ψ2(k1 =0))𝜀2

+
n̂

N
w(Ψ1(k1 =1))𝜀1+

n̄

N
w(Ψ1(k1 =0))𝜀1−𝛾1 ≥0,

(21)
m̂

N
w(Ψ4(k1 =1))𝜀2+

m̄

N
w(Ψ4(k1 =0))𝜀2

+
n̂

N
w(Ψ3(k1 =1))𝜀1+

n̄

N
w(Ψ3(k1 =0))𝜀1−𝛾2 ≥0.

(22)PayoffSP =

n∑

d=1

UZ1,j

(
Ω1

)

N
+

m∑

g=1

UZ2,i

(
�1

)

N
.

(23)UPHZ1
=

UZ1
(Ω1)

lc
,

(24)UPHZ2
=

UZ2
(Ω1)

hc
,

(25)UPDZ1
=

∑n

d=1
UZ1,i

(Ω1)

n×�1

,

(26)UPDZ2
=

∑m

g=1
UZ2,j

(Ω1)

m×�2

.

(27)(m, n, m̂, n̂)∗ = arg max
m, n, m̂, n̂

payoffSP,

(28)

⎧
⎪
⎪
⎪
⎨
⎪
⎪
⎪
⎩

m+n=N

m×𝜍2+n×𝜍1 ≤C

m̂×hc+ n̂× lc≤Ch

m̂+ m̄=m

n̂+ n̄=n

.
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It is well known that the payoff of the SP is related to the 
parameters in the utility function. Thus, we further analyze 
the impact of the parameters on the payoff. For example, we 
analyze the impact of the number of LIHs with human analy-
sis cost on the utility of weak access attack:

where (𝜕Ψ2(k1 =1))∕𝜕m̂<0 always hold true by property 
(e) of Ψi(num|pi, ai, k) and 1>Ψ2(k1 =1)>0 always hold 
true. Therefore, if (𝜕Ψ2(k1 =1))∕𝜕m̂>−[(Ψ2(k1 =1))∕m̂],  
the utility of weak access attack increases with the num-
ber of LIHs with human analysis cost. In contrast, if 
(𝜕Ψ2(k1 =1))∕𝜕m̂<−[(Ψ2(k1 =1))∕m̂], the utility of weak 
access attack decreases as the number of LIHs with human 
analysis cost increases. In addition, other parameters in the 
utility of weak access attack are linear. For example, we con-
sider the cost of weak offensive access:

Obviously, [𝜕UW1
(𝜈1)]∕𝜕𝜍1 <0 always hold true, and 

therefore the utility of weak access attack decreases as the 
cost of LIHs increases. Other parameters can be analyzed 
analogously.

In general, the conditions for determining the BNE strat-
egy selection are mutually exclusive. These conditions divide 

the parameter space into four parts and correspond to different 
BNE strategies. When a parameter changes within a subspace, 
it affects only a specific value of the utility and does not affect 
the strategy selection; when the parameter changes across the 
boundary into another subspace, it not only affects the specific 
value of the utility but also causes the strategy to change.

5 |  NUMERICAL RESULTS

In this section, we present numerical simulation results for 
the proposed honeypot game‐theoretical model. We study the 
payoffs of both the attacker and the SP in N = 100 honey-
pots and analyze the impact of various parameters, including 
limited resources C, Ch, α, and ɛ2/ɛ1. We further study the 
payoffs and strategies for both players in the BNE strategy 
(ν1, ν1, Ω1, Ω1) and analyze the impact of limited resources. 
In addition, we verify the impact of bounded rationality on 
the selection of BNE strategies. The details of the numerical 
simulation settings are explained first, and numerical simula-
tion results are given later.

5.1 | Numerical simulation settings
To study the payoffs and analyze the impact of various pa-
rameters, we first assume the performance of LIHs and HIHs: 
the non‐detection probabilities for the combinations of LIHs 
and HIHs are (p1, p2, p3, p4) =  (0.5,  0.4,  0.7,  0.6) and the 
minimum non‐detection probabilities are assumed to be (a1, 
a2, a3, a4) = (0.20, 0.15, 0.30, 0.25). In addition, considering 
the generic condition of the function Ψi(num|pi, ai, k) [33], 
we assume one simple case as follows:

(29)𝜕UW1

(
𝜈1

)

𝜕m̂
=

1

N
Ψ2

(
k1 =1

)
+

m̂

N

𝜕Ψ2

(
k1 =1

)

𝜕m̂
,

(30)

𝜕UW1
(𝜈1)

𝜕𝜍1

=
m̂

N

[
−Ψ2(k1 =1)− (1−Ψ2(k1 =1))

]

+
m̄

N
×
[
−Ψ2(k1 =0)− (1−Ψ2(k1 =0))

]

+
n̂

N
×
[
−Ψ1(k1 =1)− (1−Ψ1(k1 =1))

]

+
n̄

N
×
[
−Ψ1(k1 =1)− (1−Ψ1(k1 =1))

]
.

(31)Ψi = |k−1|
(
h̄ip̄

num
i

+ āi

)
+k

(
ĥip̂

num
i

+ âi

)
.

F I G U R E  1  Non‐detection probability varies with the number of honeypots. (A) With human analysis cost; (B) without human analysis cost
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F I G U R E  2  Effects of C, Ch, where in all figures, lc = 1, hc = 1.14lc, α = 0.5, Ϛ2 = 30, Ϛ1 = 10, γ2 = 2, γ1 = 1, ɛ2 = 30, ɛ1 = 15, and β = 150 
in (A) and (B). (A) SP's payoffs; (B) Attacker's payoffs
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F I G U R E  3  Effects of α, where in all figures, lc=1, hc=1.14lc, 𝜍2 =30, 𝜍1 =10, m=50, m̂=30, 𝛾2 =2, 𝛾1 =1,𝜀2 =30,𝜀1 =15, and β = 150 in (A) 
and (B). (A) SP's payoffs; (B) Attacker's payoffs
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F I G U R E  4  Effects of ɛ2/ɛ1, where in all figures, lc=1, hc=1.14lc, 𝜍2 =30, 𝜍1 =10, m=50, m̂=30, 𝛾2 =2, 𝛾1 =1,𝜀1 =15,𝛼=0.5, and β = 150 in 
(A) and (B). (A) SP's payoffs; (B) Attacker's payoffs
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In particular, ĥi =1− âi∕p̂i and h̄i =1− āi∕p̄i. We investi-
gate the properties of the function Ψi

(
num|pi, ai, k

)
 by adopt-

ing four sets of parameters hi, pi, ai in two cases: with and 
without human analysis cost. As shown in Figure 1, as the 
number of deployed honeypots increases, the non‐detection 
probability of strong and weak access attacks decreases and 
asymptotically tends to the minimum non‐detection probabil-
ity. This property is consistent with the theoretical prediction.

Obviously, the human analysis cost and the alloca-
tion cost of an LIH and an HIH are different. Specifically, 
if Ch < [n∕(m+n)]lc, the human analysis cost is not suf-
ficient for an LIH, and no honeypot will function prop-
erly. Analogously, if C  <  NϚ1, the allocation cost is 
not sufficient to deploy N honeypots. Hence, we con-
sider the case [m∕(m+n)]hc≥Ch ≥ [n∕(n+m)]lc and 
Ch = [(3hc+7lc)∕10]N, and the case NϚ1  <  C  <  NϚ2 and 
C= [N

(
�2+�1

)
]∕2.

5.2 | Numerical simulation results
To verify that (ν1, ν1, Ω1, Ω1) is the BNE strategy based on 
the previous simulation setting, we first study the impact 
of C, Ch, α and ɛ2/ɛ1 on the payoffs in Figures 2, 3, and 4. 
In Figure 2, the payoffs of strategy1, strategy2 and strat-
egy3 for the SP and the attacker have been plotted, where 
the first strategy is the BNE strategy, and the payoff of 
strategy1 is larger than that of other strategies. In addition, 
the payoffs of strategy1 and strategy2 for the SP increase 
when the number of HIHs is smaller than 30 and decrease 
otherwise. This is because the deployment of 30 HIHs will 
reach the upper limit of human analysis costs according to 
the setting. In contrast, the payoffs of strategy1, strategy2, 
and strategy3 for the attacker are decreasing owing to the 
human analysis cost constraints. Furthermore, we have not 

simulated strategy4 for either player because if a player 
prefers not to participate in the game, the payoff will be 
none. Finally, we perform numerical simulations to verify 
the impact of bounded rationality and full rationality on 
BNE strategy selection.

In Figure 3, the payoffs of strategy1, strategy2, and strat-
egy3 for the SP and the attacker have been plotted to study 
the impact of α. When the probability of strong access attack 
increases, the payoff of the SP increases. Moreover, the pay-
off of strategy1 is still larger than that of other strategies, as 
we discussed in Section 4. It is interesting to observe that the 
payoffs of strategy1 and strategy2 for the attacker tend to be 
equal as α tends to 1 because when α = 1, there is no weak 
access attack.

In Figure 4, we vary ɛ2/ɛ1 and fix the other parameters. It 
is obvious that the payoffs of strategy1 for both the SP and 
the attacker are larger than those of other strategies, which 
verifies the selection of the BNE strategy in Section 4. In 
addition, as the reward ratio of HIHs and LIHs increases, the 
payoffs of the SP decrease, whereas the payoffs of the at-
tacker increase.

We then study the rational allocation of resources to 
maximize the payoff of the SP by comparing UPDZ1

, UPDZ2
 

and UPHZ1
, UPHZ2

 in Figure 5. It is obvious that when hc/
lc is greater than 1.14, we tend to allocate human analysis 
costs to LIHs; otherwise, we tend to allocate human anal-
ysis costs to HIHs. Analogously, if Ϛ2/Ϛ1 is greater than 
1.14, we tend to deploy LIHs first; otherwise, we tend to 
deploy HISs first.

We compare the full rationality case with the bounded 
rationality case in Figure 6. We analyze the two parameters 
m̂ and n̂, which directly affect the non‐detection probabili-
ties. Obviously, when full rationality changes into bounded 
rationality, the BNE strategy is not fixed. For example, when 

F I G U R E  5  Effects of UPH and UPD, where in all figures, lc=1, 𝜍1 =10, m=50, m̂=30, 𝛾2 =2, 𝛾1 =1,𝜀2 =30,𝜀1 =15,𝛼=0.5, and β = 150 in (A) 
and (B). (A) UPH with varying hc/lc; (B) UPD with varying Ϛ2/Ϛ1
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m̂=28, n̂=32, BNE2 is the selection strategy in full ratio-
nality, whereas BNE1 is the selection strategy in bounded 
rationality.

6 |  CONCLUSIONS

We proposed a honeypot game‐theoretical model for protect-
ing the servers of a CPS against APT attacks, where the de-
fender's behavior is observable and the defender has limited 
resources. We proved the existence of several BNEs in the 
honeypot game‐theoretical model and obtained the optimal 
defensive strategy. We further studied the impact of limited 
resources and proposed a simplified optimization method. 
Finally, the proposed method was evaluated through numeri-
cal simulations and proved to be effective in obtaining the 
optimal defensive effect.
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