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1 |  INTRODUCTION

With the increasing prominence of the Internet plus concepts 
in recent years, the security of personal information is be-
coming increasingly important. Biometrics technology is an 
important method of protecting personal information by ana-
lyzing the inherent physiological or behavioral characteristics 
of human beings. The biological characteristics of a human 
body mainly include fingerprints, face, irises, voice, gait, sig-
nature, and so on, and iris features are considered to be the 
most secure biometric authentication technology at present 
[1‒3]. Academic and business circles are paying increasing 

attention to identity a recognition technology based on iris 
feature extraction. Lasker et al [4] proposed a new approach 
to recognize an iris from distantly acquired facial images by 
utilizing multiple feature descriptors and classifiers. Wang et 
al [5] investigated cross‐spectral iris recognition using a se-
ries of deep learning architectures. Iris recognition has been 
employed in some departments that require a high security 
performance, such as banking systems and security agencies, 
and some environments with high requirements for identity 
verification.

However, owing to the insecure nature of iris image 
information in the process of network transmission, a 
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malicious attacker has an opportunity to leak or destroy 
the original image information by an attack [6]. Because of 
the uniqueness and immutability of an iris image, once it 
is leaked, our privacy information may at the risk of long‐
term disclosure. In view of the malicious destruction of the 
iris image information and undesired spreading of the pri-
vate information of a victim, a method of improving iris 
image security remains an imminent problem that requires 
a solution.

Therefore, numerous recent works have focused on 
designing biometric encryption algorithms. Fridrich 
et al [7,8] developed a block cipher based on a two‐di-
mensional chaotic cryptosystem, which used a two‐di-
mensional chaotic system, such as Baker mapping and 
standard mapping, to achieve effective encryption of the 
image data. Simoens et al [9] proposed a framework for 
the template security and privacy protection protocols 
in biometric authentication systems based on a cryp-
tographic template. Torres et al [10] used homomorphic 
encryption for secure iris recognition. However, the rec-
ognition of the iris was mainly based on the Hamming 
distance for the similarity measurement, and the time 
complexity of the program was high. Bringer et al [11] 
used a chaotic circuit to complete the calculation and 
matching of all iris distances.

Although the above encryption methods are limited to iris 
privacy protection on a semi‐honest model, malicious attack-
ers may steal information from a server or tamper with it. 
Therefore, in the current well‐known concept of clouds, if a 
cloud is used to store the user iris information, then it may be 
compromised [12,13].

Differential privacy can effectively solve the above 
problems. It has become the mainstream privacy protection 
method owing to its reliable mathematical foundation. It 
achieves the effect of privacy protection by adding a random 
noise to the original data, and the added noise is strictly indis-
tinguishable. Therefore, an attacker cannot accurately know 
the amount of noise added. Even if an attacker has a certain 
background knowledge, it is difficult to effectively attack the 
data. Differential privacy not only reduces the risk of privacy 
leakage but also guarantees the availability of data to a cer-
tain extent. It is a rigorous anti‐attack mode with strong pri-
vacy protection [14].

Another problem is how to evaluate the privacy protection 
performance of iris images. An image hashing algorithm is 
often used for image similarity comparison. It maps an image 
into a fixed‐length digital sequence by a hash function, and 
uses a visual information feature to construct the hash value. 
Constructing an image hashing algorithm usually requires 
attention to robustness and uniqueness. In this study, an iris 
image is protected by differential privacy, and the original 
image and differential privacy image are similarly detected 
by the image hashing algorithm.

The contributions of this paper are given below.

1. We provide two differential privacy protection methods 
to protect iris image privacy that is improve the security 
of an iris image and avoid the risk of privacy leakage.

2. We present a hash algorithm to compare the differential 
privacy protection performance after the differential pri-
vacy protection of iris images using a Laplacian noise and 
Gaussian noise.

2 |  RELATED WORK

Various works have investigated how to use or design im-
proved differential privacy algorithms to meet privacy re-
quirements. Zhang et al [15] adopted a face image publishing 
method based on the Fourier transform and differential pri-
vacy technology. The Laplace noise mechanism was used 
to add noise to the selected coefficients so that the whole 
process satisfied ɛ‐differential privacy. Benjamin et al [16] 
achieved low bounds on the differential privacy enforced by 
algorithms. They systematically searched for large privacy 
violations, with which they could compute the low bounds of 
the differential privacy from multiple random algorithms. To 
ensure that a training model contains numerous representa-
tive datasets without exposing private information, Martin et 
al [17] trained deep neural networks to learn and fine‐tune 
the privacy costs within the differential privacy framework. 
Thee et al [18] used the matrix‐variate Gaussian mechanism 
to solve the problem of traditional mechanisms failing to 
take advantage of the matrix structure features after adding 
an independent and identically distributed noise. Abhishek 
et al [19] designed new optimal locally differentially private 
mechanisms for statistical learning problems for all privacy 
levels, and presented practicable approaches for large‐scale 
locally private model training that were previously impossi-
ble. All these works supposed that differential privacy plays 
a significant role in the field of privacy protection.

Another research topic that is related to this study is 
the design of a similarity effect evaluation method for iris 
images. Venkatesan et al [20] first proposed the concept 
of “image hashing.” The algorithm used a random signal 
processing strategy to irreversibly compress an image into 
a random binary string and exhibited robustness to the 
image changes due to compression, geometric distortion, 
and other attacks. Kalker et al [21] introduced perceptual 
hashing into the research field of hash algorithms. Fridrich 
et al [22] proposed an image hashing algorithm based on 
the DCT coefficients and compressed sensing. Lu et al 
[23] constructed an image hashing extraction method suit-
able for image copy detection by extracting robust Harris 
corners and normalized triangle meshes. Kozat et al [24] 
jointly proposed the use of matrix invariance to construct 
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image hashing. The image was regarded as a numerical ma-
trix, and the features of the secondary image were extracted 
by an singular value decomposition (SVD) transform to 
form an image hashing value. This method guarantees the 
robustness of image hashing by the invariance of SVD and 
achieves a good ability to resist the normal operation of 
images. Tang et al [25] proposed a novel image segmen-
tation algorithm that still showed a strong robustness after 
an image was attacked by a rotational transformation. Hao 
et al [26] studied string similarity search for both short 
and long strings, and proposed two new hash‐based label-
ing techniques. Zhen et al [27] proposed a texture feature 
to extract image hashing values. This method effectively 
improved the uniqueness and perceptual robustness of the 
hash values, but the amount of computational data was 
large. However, it is worth mentioning that all these works 
were done from the perspective of the image pixel matrix.

3 |  PROBLEM FORMULATION

In this section, we describe the iris features, introduce dif-
ferential privacy, and then state the main problem that we are 
interested in.

3.1 | Iris feature description
Iris feature extraction is an important step in iris recognition. 
Feature extraction encodes the obtained image texture infor-
mation and forms a code corresponding to the texture infor-
mation [28]. Good features should meet the characteristics of 
high resolution and low dimensions.

Wavelet transform zero‐crossing can represent the muta-
tion information of a signal. Mutation information reflects 
the important features in an iris texture. Boles [29] proposed a 
zero‐crossing detection and encoding method based on wave-
let transform, which used the wavelet transform zero‐crossing 
information of iris digital images as the iris features. In this 
method, before encoding the iris texture images, an iris digi-
tal image is sampled by the concentric circle centered on the 
center of the iris, and the two‐dimensional iris digital image 
is converted into a one‐dimensional signal. Finally, it is trans-
formed by a specific wavelet function. The specific wavelet 
function is defined as the second derivative of a smoothing 
function. The definition of the mother wavelet function is

In the formula, θ(x) is a smooth function. According to the defi-
nition of the dyadic wavelet transform,

The dyadic wavelet transform, W2j f (x), of f(x) is pro-
portional to the second derivative of f(x) smoothed by 
�2j (x)=

(
1∕2j

)
�
(
x∕2j

)
. The zero‐crossings of the transform 

correspond to the inflection points of f (x)×�2j (x), which is the 
part of the function curve that changes drastically.

3.2 | Differential privacy
Differential privacy is not required to guarantee the integrity 
of a dataset but to protect the privacy of each individual in the 
dataset. Its concept is that each single element has a limited 
impact on the output in the dataset. Therefore, an attacker 
after observing the query result cannot infer which individual 
in the dataset is affected. Specifically, an attacker cannot 
know whether an individual exists in such a dataset.

Definition 1 Differential privacy [30]: For a random algo-
rithm, M, Pm is a set of all the values that algorithm M 
can output. If for any pair of adjacent datasets D and 
Dʹ, any subset Sm of Pm, the algorithm, M, satisfies

Then the algorithm, M, satisfies ɛ‐differential privacy, 
where the parameter, ɛ, is a privacy protection budget. 
From the above equation, the smaller the parameter, ɛ, the 
more similar is the probability distribution of the query re-
sults returned by the differential privacy algorithm acting 
on a pair of adjacent datasets. The more difficult it is for 
an attacker to distinguish this pair of adjacent datasets, the 
higher is the degree of protection. In extreme cases, when 
ɛ = 0, an attacker cannot distinguish between a pair of ad-
jacent datasets, and the degree of protection is the highest. 
Conversely, the larger the parameter, ɛ, the lower the degree 
of protection.

The differential privacy mechanism maps the query re-
sult of a normal query function, f( ⋅ ), to a randomized value 
range, and returns a query result to the user with a certain 
probability distribution. The parameter, ɛ, is used to control 
the proximity of the probability distribution on a pair of ad-
jacent datasets so that the output results are almost identical 
on a pair of adjacent datasets. Therefore, an attacker cannot 
distinguish this pair, and the purpose of protecting the indi-
vidual private information in a dataset is realized.

Differential privacy can protect user privacy informa-
tion by adding noise to the query results, and the amount of 
the noise is a key amount. To ensure both, the added noise 
protects the user privacy and the data are not available due 
to excessive noise. Function sensitivity is an important pa-
rameter for controlling noise. By controlling the generated 
noise size by the global sensitivity, a privacy protection 
mechanism that satisfies the differential privacy require-
ment can be realized.

(1)�(x)=
d2�(x)

dx2
.

(2)W2j f (x)=22j d2

dx2

(
f ×�2j

)
(x).

(3)Pr [M(D)∈Sm]≤ e� Pr [M(D�)∈Sm].
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Definition 2 Global sensitivity [31]: For a query function, 
f, its form is f: D → R, where D is a dataset and R is 
the result of the query function. For a pair of arbitrary 
adjacent datasets, D and Dʹ, their global sensitivity is 
defined as follows:

where || f (D)− f (D�)||1 is the Manhattan distance be-
tween f(D) and f(Dʹ).

Global sensitivity reflects the maximum range of the 
changes that a query function can make when querying a pair 
of adjacent datasets. It is independent of the dataset and only 
determined by the query function itself.

3.3 | Problem of interest
In this study, a differential privacy‐preserving algorithm for 
iris images is investigated, and two common mechanisms of 
differential privacy protection algorithm are used to protect iris 
privacy. The following issues will be addressed in this paper:

1. How to adopt the differential privacy of two noise 
mechanisms to protect the privacy of iris images?

2. What type of noise mechanism can achieve the optimal 
performance when the privacy protection parameters are 
consistent?

4 |  IRIS FEATURES HIDDEN 
APPROACH

We have introduced iris features and the differential privacy 
method. The next step is to define the iris privacy‐preserv-
ing approach and provide an algorithm to verify iris image 
similarity. As shown in Figure 1, after the iris features are 
extracted from an iris image, they are differentially protected. 
Image similarity verification is performed on the processed 
and original iris images using an image hashing algorithm. 
Then the privacy protection effects of the differential privacy 
based on the different noise mechanisms on the iris images 
are compared.

4.1 | Iris privacy‐preserving approach
The main technology to achieve differential privacy is the 
noise mechanism, which mainly uses a noise to disturb 
the output, thus achieving differential privacy protection. 
Because a noise mechanism is subject to the global sensitiv-
ity and privacy budget, this paper focuses on the Laplacian 
mechanism and Gaussian mechanism.

Definition 3 Laplacian mechanism [32]: Given a private 
dataset, μ, the random algorithm expressed in Equation 5  
satisfies (ɛ, 0)‐differential privacy.

where V represents the noise following the Laplacian 
distribution, and its probability density function is

The scale parameter is b=Sf∕�. In the process of data re-
lease, the Laplace mechanism can be used to add the noise of 
the original query result to the Laplacian distribution so that 
it can realize (ɛ, 0)‐differential privacy protection.

Definition 4 Gaussian mechanism [33]: Given a private 
dataset, μ, the random algorithm expressed in (6) satis-
fies (ɛ, δ)‐differential privacy.

where W  ∼  N(0,  σ2) represents the noise with the 
Gaussian distribution,

In the data release process, the Gaussian mechanism can 
be used to add a noise following the Gaussian distribution to 
the original data of the query so that it can realize (ɛ, δ)‐dif-
ferential privacy protection.

The Laplacian mechanism and Gaussian mechanism 
implement differential privacy protection by adding a 
noise to the original data. The noise level is related to the 
sensitivity, Δd, and privacy protection budget, ɛ. When ɛ is 
constant, the smaller the Δd is, the lesser the added noise 
is. When Δd is constant, the smaller the ɛ, the more noise 
is added.

The Laplacian mechanism satisfies (ɛ, 0)‐differential pri-
vacy, and the output on each pair of adjacent datasets is ap-
proximately the same. For the Laplacian mechanism that has 
been practiced, the Gaussian mechanism is used for (ɛ, δ)‐
differential privacy to add a noise following the Gaussian 
distribution during the data release process. Gaussian noise 
and Laplacian noise distribution images have similar wave 

(4)S( f )=max
D,D�

|||| f (D)− f (D�)||||1 ,

(5)ML(�)=�+V ,

(6)F(x)=
1

2b
e
−

|x|
b .

(7)MG(�)=�+W,

(8)𝜎≥
cSf

𝜀
, c2 >2 ln

1.25

𝛿
.
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trajectories, ensuring that the overall statistical output of the 
original data is unchanged after adding the noise.

In this paper, there are two types of differential privacy 
based on the distinctive noise mechanisms being added to pro-
tect the iris image information. The corresponding algorithms 
are provided in Algorithms 1 and 2.

In these algorithms, we need to set some initial values. The 
iris image matrix is denoted by I. Sf is the sensitivity index, and 
ɛ is the noise parameter. ψ is a random variable matrix follow-
ing a uniform distribution in the range, (−0.5, 0.5), namely, 
ψ  ∼  Uni(−0.5,  0.5). ζ and ξ are random variable matrices 
following a uniform distribution in the range, (0, 1), namely, 
ζ ∼ Uni(0, 1), ξ ∼ Uni(0, 1). Their dimensions are the same 
as those of matrix I. We traverse all the image pixel values in 
the iris image matrix, I, and add a noise that meets the privacy 
requirements. Then a new matrix of pixel values is obtained. 
If the image pixel value in the generated matrix exceeds 255, 
then the image pixel value is assigned 255. According to the 
above steps, we obtain the iris image matrix after differential 
privacy.

4.2 | Iris similarity verification approach
Picture similarity detection is used to extract the features 
from different photos and compare them. If they closely 
resemble each other, these pictures can be considered to 
be similar. The algorithms of picture similarity detection 
mainly include the average hash(aHash) algorithm, percep-
tual hash(pHash) algorithm, and deference hash(dHash) al-
gorithm [34,35].

The aHash algorithm is based on a pixel domain design 
that takes advantage of the low‐frequency components in the 
picture. First, the high‐frequency components in the picture 
are culled by zooming out the image, thereby preserving the 
low‐frequency information in the picture. Second, the‐high 
frequency components in the picture are further removed by 
grayscale processing. Then, the hash value of the image needs 
to be calculated, and the size between each pixel and the aver-
age value of the pixels in the grayscale image are compared. 
If a single pixel in the grayscale image is larger than or equal 
to the mean value, it is recorded as 1; otherwise, it is 0. The 
resulting binary string is the aHash value of the image. The 
image size scaling has less influence on the image hashing 
value.

F I G U R E  2  Original iris
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The pHash algorithm is based on the frequency‐domain im-
plementation. In specific, the algorithm sees an image as a su-
perposition of the different frequency components. The image 
is first converted to the frequency domain by a DCT. It can be 
seen that the smaller the coefficient of the frequency compo-
nent is, the higher is the proportion of the picture coverage it 
occupies. This applies in the same way in opposite scenarios.

The coefficient matrix element values show a decreas-
ing trend along the diagonal direction from the upper left 
to the lower right corner. Moreover, the upper left corner 
element of the matrix is used to calculate the harsh value 
as well as the size between each element on this corner 
compared to the average value of the total elements. If the 
single element in the coefficient matrix of the upper left 
corner is either larger than or equal to the mean, it is re-
corded as 1; otherwise it is 0. In addition, the frequency 
component values with large coefficients are usually con-
centrated on the upper left corner of the coefficient ma-
trix. The obtained binary string is the pHash value of the 
image. The DCT significantly preserves the low‐frequency 

components of the picture. As long as the overall structure 
of the image does not change, the hash value of the image 
can remain unchanged.

Finally, the dHash algorithm is constructed based on the 
pixel domain design. In particular, the picture hash value is 
calculated from the difference between many adjacent pixels. 
First, the reduced image is converted into a grayscale image 
by grayscale processing. Second, the size relationship between 
the adjacent pixel values is compared with regard to the same 
line performance on the pixel matrix. If the pixel value on the 
left is larger than the pixel value on the right, it is recorded as 
1; otherwise, it is recorded as 0. The closer the relationship 
between the pixels of two images, the higher the similarity 
between them. Therefore, the hash value of the image can be 
obtained by comparing all the rows of the pixel matrix.

To assess their potential and advantages, three similarity 
detection algorithms are compared, and the following results 
are obtained. First, the pHash algorithm is optimal in terms of 
the recognition effect, and the dHash algorithm is better than 
the aHash algorithm. Second, in terms of the implementa-
tion speed, the aHash algorithm is the fastest, and the dHash 
algorithm works better than the pHash algorithm. Third, the 
dHash algorithm is in the middle position in terms of both the 
recognition effect and implementation speed.

Therefore, in this study, the pHash algorithm is used to 
verify the similarity between the iris image of the differential 
privacy protection and original images. The detailed process-
ing steps are as follows:

1. Reduce the size of the image: The size is decreased quickly 
to remove the high‐frequency and detailed information of 
the image. Only the structure and brightness of the image 
are preserved. This can exclude the difference between 
the different sizes and different proportions of the image;

2. Simplify the color of the image: Grayscale processing is 
performed on the image, and the influence of the color dif-
ference on the processing result is eliminated. In addition, 
the operation can also significantly improve the efficiency 
of the subsequent algorithms;

3. DCT: This transform further compresses the image to be 
processed. After DCT, the DCT coefficient energy of the 
image is mainly concentrated in the upper left corner of 
the image so that only the area of the upper left corner, 
80 × 80, needs to be retained. Finally, the DCT coefficient 
mean is obtained;

4. Obtain a hash sequence: Comparing the pixels in the region 
with the mean value of the DCT coefficient, the position of 
the pixel larger than or equal to the mean is recorded as 1. 
Then, the number of different hash sequences in the image 
to be detected and image template is compared. The num-
ber represents the Hamming distance. Finally, the obtained 
Hamming distance is saved to provide the basic data for 
setting the subsequent discriminant threshold;

F I G U R E  3  Iris image after adding Laplacian noises with 
different noise parameters ɛ
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5. Compare the Hamming distance: The Hamming distance 
between the iris images is obtained by the image hash-
ing technique, and the original image is denoted as h. The 
smaller the Hamming distance, h, the more similar the two 
images are.

5 |  RESULT AND DISCUSSIONS

To show the privacy protection effect, we present numeri-
cal examples in this section. Figure 2 is an iris picture taken 
from the iris database of the Chinese Academy of Sciences 
[36]. In our simulation examples, there exists differential 
privacy based on two noise mechanisms to hide the iris fea-
tures. The left images of Figure 3 show the iris images after 
adding Laplacian noises with different noise parameters, 
ɛ. Meanwhile, the enlarged local iris images after adding 
Laplacian noises with different noise parameters ɛ are pre-
sented in the middle pictures of Figure 3. For a clearer display, 
the images on the right in Figure 3 magnify the images in the 
red box. Figure 4 presents the iris images and enlarged local 
iris images after adding Gaussian noises with different noise 
parameters, ɛ. According to the simulation results, it can be 
seen that the iris image after the differential privacy protection 
based on the Laplacian noise and Gaussian noise mechanism 
hides the features of Figure 2. As the noise parameter, ɛ, in-
creases, the effect of the iris feature being hidden is better.

This study uses MATLAB to simulate 50 iris images of 
with 640 × 480 pixel values taken from the Chinese Academy 
of Sciences iris database. Some details of the iris images 
will be hidden when the iris image information is scaled to 
80 × 80 dimensions. The 0 and 1 sequence values generated 
by an iris image are the hash values of the image for a total of 
6400 bits. Figure 5 shows the magnitude of the hash differ-
ence between the iris image after the privacy protection based 
on the two noise mechanisms and the original image when the 
noise parameters are ɛ = 0.02, 0.04, and 0.06. When the hash 
difference is larger than 100, it implies that the two pictures 
are not completely similar. When the Laplacian noise param-
eter value is ɛ = 0.02, we can see that the corresponding hash 
difference is above 100, which verifies that our de‐identifica-
tion method can well protect the privacy characteristics of the 
iris. From the results, it can be seen that the image differential 
privacy of the Gaussian noise is slightly better than that of the 
Laplacian noise under the same noise parameters.

6 |  CONCLUSION

This paper proposes a privacy‐preserving method based 
on a differential privacy model to protect the privacy in-
formation of iris features, and achieves a good iris fea-
ture hiding effect. Specifically, we employ the Laplacian 

mechanism and Gaussian mechanism to hide the iris biom-
etric features in the images when the privacy requirement 
parameter is given. As the noise parameters increase, the 
privacy protection level becomes stronger. We verify the 
performance of the two mechanisms by simulation. The 
simulation results show that the privacy protection based 

F I G U R E  4  Iris image after adding Gaussian noises with 
different noise parameters ɛ
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(D)

(E)

F I G U R E  5  Comparison of the hash differences between 50 iris 
privacy‐protected images and original images based on the two noise 
mechanisms
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on the Gaussian noise is slightly better than that based 
on the Laplacian noise for the same noise parameter. Our 
future work is to design a mobile applet with the proposed 
algorithm, in this paper, to avoid the illegal use of iris‐
sensitive information.
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