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1 |  INTRODUCTION

A variety of faults may cause performance degradation or even 
downtime of virtual machines (VMs) under the cloud comput-
ing environment. For example, a software fault in a VM may 
lead to a high CPU utilization rate; a memory leaking in a VM 
may result in a decrease in the amount of free memory and an 
increase in the CPU utilization rate; a read or write operation 
to a malfunctioning physical disk may cause huge I/O time 
and long CPU idle time. Anomaly detection plays an important 
role in detecting anomalous VMs before real failures occur, 
thus improving the dependability [1,2] of the cloud platform.

In literature, a variety of monitoring data, including sys-
tem logs [3,4], system call [5], and network traffic [6,7], are 

widely adopted to detect anomalous VMs under the cloud 
environment. However, the anomalies of VMs are compli-
cated and diversified, especially in the cloud environment. 
Therefore, it is difficult to accurately detect anomalous VMs 
from a single kind of monitoring data.

Usually, performance degradation or even downtime of 
VMs appears gradually along with anomalous consumption of 
physical or virtual resources (such as CPU, memory, I/O, and 
network resources). This is reflected in various performance 
metrics of the subsystems of VMs. To better characterize 
the state of a VM, all possible performance metrics (dozens 
or even hundreds) are collected [8,9]. However, much cor-
relation and redundancy exist among performance metrics. 
Some metrics may even be mixed with measurement noise. 
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In a cloud environment, performance degradation, or even downtime, of virtual ma-
chines (VMs) usually appears gradually along with anomalous states of VMs. To bet-
ter characterize the state of a VM, all possible performance metrics are collected. For 
such high‐dimensional datasets, this article proposes a feature extraction algorithm 
based on unsupervised fuzzy linear discriminant analysis with kernel (UFKLDA). 
By introducing the kernel method, UFKLDA can not only effectively deal with non‐
Gaussian datasets but also implement nonlinear feature extraction. Two sets of ex-
periments were undertaken. In discriminability experiments, this article introduces 
quantitative criteria to measure discriminability among all classes of samples. The 
results show that UFKLDA improves discriminability compared with other popular 
feature extraction algorithms. In detection accuracy experiments, this article com-
putes accuracy measures of an anomaly detection algorithm (i.e., C‐SVM) on the 
original performance metrics and extracted features. The results show that anomaly 
detection with features extracted by UFKLDA improves the accuracy of detection in 
terms of sensitivity and specificity.
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This may reduce the accuracy of anomaly detection. In con-
trast, high‐dimensional datasets increase the complexity of 
data processing and require higher CPU times. Therefore, the 
original high‐dimensional performance metric dataset should 
first be transformed into a low‐dimensional space, while re-
serving the most useful information at the same time. This 
leads to the requirement for feature extraction techniques.

In brief, feature extraction techniques for anomaly de-
tection under the cloud environment face the following 
challenges:

1. Unlabeled sample dataset. For a production cloud plat-
form or a newly deployed one, it is usually difficult 
to obtain the labels of samples. Therefore, unsupervised 
techniques are preferred.

2. Non‐Gaussian data. As stated in the experiments in 
Section 5, the collected performance metrics data under 
cloud environment usually do not follow the Gaussian dis-
tribution. Therefore, feature extraction algorithms based 
on the Gaussian distribution assumption, for example, 
PCA, LDA, UFLDA [10], cannot guarantee excellent 
performance.

3. The extracted features should avail anomaly detection. 
Feature extraction should not only reduce data dimen-
sionality but also enlarge differences among all classes of 
samples. That is, the samples within a class after feature 
extraction should assemble together as close as possible, 
whereas the samples that belong to different classes should 
separate as far as possible to avail subsequent anomaly 
detection. Therefore, to quantitatively evaluate the perfor-
mance of feature extraction techniques, quantitative crite-
ria should be introduced to measure the discriminability 
among all classes of samples.

To overcome the above challenges, this article proposes a fea-
ture extraction algorithm based on unsupervised fuzzy linear 
discriminant analysis with kernel (termed UFKLDA). The main 
contributions of this article are listed as follows: 1) It proposes 
a more effective unsupervised feature extraction algorithm, 
that is, UFKLDA, and proves its correctness. 2) It introduces 
quantitative criteria to measure the discriminability among all 
classes of samples. And 3) it presents two sets of experiments 
conducted on artificial and real datasets to prove the effective-
ness of UFKLDA.

2 |  RELATED WORKS

The dependability of a system is defined as the comprehensive 
abilities of the system to deliver service(s) that can justifiably 
be trusted [1]. To understand the dependability of cloud plat-
forms, Guan et al [8] investigate the impact of virtualization 
on cloud dependability. They propose a cloud dependability 

analysis (CDA) framework with mechanisms to characterize 
the failure behavior in cloud computing infrastructures.

VMs are an important carrier for cloud services. They are 
isolated from one another in the cloud platform. Deliberate or 
nondeliberate faults, including hardware faults [11], software 
defects [12], misconfiguration [13], and attacks [14], may 
lead to performance degradation or even downtime of VMs, 
thereby lowering the dependability of the cloud platform.

Detecting anomalous states of VMs before failures occur 
is important to improve the dependability of cloud platforms. 
Generally, to better characterize and understand the state of 
a system, all possible state variables (i.e., performance met-
rics) are collected. For distributed systems, it is necessary 
to collect performance metrics from all subsystems (CPU, 
memory, I/O, and network) per physical or virtual node [15]. 
For example, 518 performance metrics in total are collected 
every minute in [8].

However, the most important performance metrics are 
usually unknown in practice, or they cannot be measured 
directly. Therefore, the first issue before anomaly detection 
is to extract the most effective features from the original 
performance metrics. Feature extraction also reduces the 
dimensionality of datasets and, therefore, accelerates data 
processing.

Davis and Clark [16] review data preprocessing tech-
niques in anomaly‐based network intrusion detection. They 
refer to feature extraction as feature construction, which aims 
to create additional features with a better discriminative abil-
ity than that of the initial performance metric set. However, 
they do not define or introduce quantitative criteria to mea-
sure such discriminative ability.

In large‐scale cloud systems, component failures are 
a norm rather than an exception [17]. Smith et al. [17] 
collect health‐related performance metrics of every node 
to detect anomalous nodes. These metrics are collected 
from different layers, including hardware, hypervisor, 
operating system, and application. A feature extraction 
technique based on Bayesian network and principal com-
ponents analysis (PCA) are used to extract the main fea-
tures that affect the health state of each node. However, 
they do not verify the effectiveness of the adopted fea-
ture extraction technique compared with other popular 
techniques in literature.

Lan et al. [15] address anomaly identification in large‐
scale systems. They introduce independent component 
analysis (ICA)‐based feature extraction to convert multidi-
mensional performance metric data into a lower dimensional 
space for quick and better analysis. One limitation of their 
study is that the number of independent components in ICA 
is set based on a criterion used by PCA, which may discard 
some useful information in the data.

For anomaly detection in hyperspectral imagery, Zhao 
et al. [18] propose a kernel‐based ICA algorithm, which 
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combines kernel principal component analysis (KPCA) and 
ICA. Kernel ICA implements nonlinear feature extraction and 
makes the extracted features mutually independent. However, 
the intention of introducing the kernel method is not clari-
fied, and the effectiveness of kernel ICA is not verified.

In a production cloud computing system, the state of a 
physical or virtual node is usually not absolutely normal or 
abnormal; that is, the boundary between normal and abnor-
mal states is not obvious. Therefore, in the case of unlabeled 
sample datasets, the ideas in fuzzy mathematics can be in-
troduced into linear discriminant analysis (LDA), which is a 
supervised algorithm. Li et al [10] extend LDA to the unsu-
pervised situation. They propose a clustering algorithm, that 
is, fuzzy linear discriminant clustering (FLDC), as well as an 
unsupervised feature extraction algorithm, namely, unsuper-
vised fuzzy linear discriminant analysis (UFLDA). However, 
UFLDA works well only when the samples in a cluster show 
a Gaussian‐like distribution.

To improve the accuracy of anomaly‐based intrusion de-
tection, Gan et al. [19] proposed a combined algorithm based 
on partial least square (PLS) feature extraction and core vec-
tor machine (CVM) algorithms. However, they do not verify 
the effectiveness of the combined algorithm compared with 
other popular techniques.

For kernel‐based feature extraction methods, Zamani et 
al. [20] discuss the choice of the kernel function and its pa-
rameters considering the classification information and error 
for the mapping features. They propose kernel principal com-
ponents analysis (KPCA) using a nonlinear combination of 
kernels based on genetic programming and the classifica-
tion error fitness function. Through experiments, they verify 
that the proposed KPCA outperforms conventional KPCA 
in terms of clustering validity indices and classification 
accuracy.

Nonlinear feature extraction algorithms, such as manifold 
learning [21], wavelet [22], principal curves [23], genetic pro-
gramming [24], and artificial neural networks [25], are also 
studied in literature. The principles of these nonlinear algo-
rithms are usually complicated. Additionally, these algorithms 
are usually difficult to implement. Therefore, this article will 
not focus on these nonlinear algorithms. Notwithstanding all 
this, through introducing the kernel method and choosing 
kernel functions, the proposed UFKLDA can also implement 
nonlinear feature extraction.

Compared with the above studies, this article aims at 
introducing kernel methods to improve the insufficiency 
of UFLDA [10] in dealing with non‐Gaussian sample 
data, therefore proposing UFKLDA and proving its cor-
rectness. In addition, this article defines quantitative cri-
teria to measure discriminative ability among all classes 
of samples, and presents experiments conducted on arti-
ficial datasets and real datasets to verify the effectiveness 
of UFKLDA.

3 |  REVIEW OF FEATURE 
EXTRACTION ALGORITHMS

3.1 | Preliminaries and notations

Definition 1 Performance metric: For a physical or 
virtual node, any individually measurable variable (e.g., 
CPU utilization rate, available memory size, I/O time, 
network traffic) is defined as a performance metric.
Definition 2 Feature: For a dataset containing mul-
tiple performance metrics, each dimensionality of the 
data after feature extraction is called a feature.
Definition 3 Feature extraction: Feature extraction 
transforms a dataset containing multiple performance 
metrics into a lower dimensional space with fewer fea-
tures to implement faster data analysis.
Despite fewer extracted features, the information most 

relevant to the problem is reserved after feature extraction. 
Moreover, the data presented in a low‐dimensional subspace are 
easier to be separated into different classes [15]. Therefore, fea-
ture extraction can improve the accuracy of anomaly detection.

The following definition is based on definitions in litera-
ture [1,15].

Definition 4 Anomaly and anomaly detection: An 
anomaly refers to the state of a detected system (or a node 
in the system) that deviates from the expected normal 
state of the system (or most of other nodes in the system). 
Anomaly detection is the function of detecting anoma-
lous states of a system or anomalous nodes in a system.
To distinguish different symbols, this article follows the 

notations as given below:

1. An italic lowercase letter (with or without subscript(s)) 
(e.g., x, xij) represents a scalar value.

2. A bold and italic lowercase letter (with or without 
subscript(s)) (e.g., x, xi) represents a vector. All vectors 
in this article are column vectors. In addition, a vector in 
the Hilbert space is represented as a bold lowercase letter  
(e.g. x).

3. A bold and italic uppercase letter (e.g., X) represents a 
matrix. A matrix in the Hilbert space is represented as a 
bold uppercase letter (e.g., X).

4. An italic uppercase letter (e.g., X) represents a random 
variable.

5. A bold and italic uppercase letter (e.g., X) represents a 
random vector. Random vectors are also column vectors.

Assume that an observed VM has n metrics, Xi, i = 1, …, n. 
Each metric can be considered as a random variable. The 
n metrics constitute a random vector X. Further, assume 
that a total of l samples of all VMs in a monitoring do-
main are obtained in a certain time period. These l samples 
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constitute an n‐by‐l original sample matrix, Xn×l, as shown 
in (1).

In Xn×l, each row represents all the sample data of a per-
formance metric Xi and each column represents the sampling 
values of all performance metrics of a VM in a point‐in‐time, 
that is, xi is a sample of X, i = 1, …, l.

3.2 | Linear discriminant analysis
The study of LDA dates back to Fisher's classic article pub-
lished in 1936 [26]. Mika et al. [27] first introduce the kernel 
method into LDA and propose kernel LDA (KLDA). The 
basic idea of LDA is to search for the vectors maximizing the 
Fisher criterion function (i.e., (7)) as the best projection di-
rections. The projection on these best directions obtains max-
imum between‐cluster scatter and minimum within‐cluster 
scatter to make the samples within a class assemble together 
as close as possible, whereas the samples that belong to dif-
ferent classes separate as far as possible at the same time.

Assuming that the l samples can be divided into c classes, 
H

i
= {x

(i)

1
, … , x

(i)

l
i

} ⊂ R
n is the subset of ith class samples, li 

is the number of samples in ith class, i  =  1,  ...,  c, 
l = l1+ l2+ ⋅ ⋅ ⋅+ lc. The within‐cluster scatter matrix (SW) is 
defined as:

where

are the within‐cluster scatter matrix and mean of the ith class, 
respectively.

The between‐cluster scatter matrix (SB) is defined as:

where

is the mean of all samples.
The total scatter matrix (ST) is defined as the sum of SW 

and SB, that is,

Based on matrices SW and SB, the Fisher criterion func-
tion is defined as

The problem of searching projection directions in LDA 
is converted into solving the following eigenvalue problem.

The obtained eigenvectors, w1, w2, …, ws, constitute trans-
formation matrix Ps×n.

3.3 | Unsupervised fuzzy linear 
discriminant analysis
Based on the suggestion that the division into clusters should be 
characterized by within‐cluster similarity and between‐cluster 
(external) dissimilarity [28], Li et  al. propose an unsupervised 
feature extraction algorithm, namely, UFLDA [10].

The unsupervised within‐cluster and between‐cluster 
scatter matrices are defined as

and

where

uij is the membership indicating the degree of sam-
ple xj belonging to the ith class. uij meets the following 
constraints:
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μij indicates the ratio of uij to the total memberships of all sam-
ples belonging to the ith class.

As the theorem in [10] shows, scatter matrices of LDA 
((2) and (4)) are the special cases of the unsupervised scatter 
matrices of UFLDA ((9) and (10)). That is to say that in the 
supervised situation, SU

B
 and SU

W
 are the same as SB and SW, 

respectively. The problem of searching projection directions 
in UFLDA is ultimately converted into solving the eigenvalue 
problem (SU

rW
)-1SU

B
v

i
=�

i
v

i
 where S

U

rW
 is a regularization of 

SU
W

.

4 |  THE PROPOSED UFKLDA 
ALGORITHM

4.1 | The principles of UFKLDA
As stated in Section 2, UFLDA works well only when the 
distribution of clusters shows a Gaussian‐like distribution. 
This is because UFLDA is derived from LDA, and LDA is 
based on the Gaussian distribution assumption. UFLDA did 
not improve LDA on this point. Aiming at solving the prob-
lem of non‐Gaussian data, this article introduces the kernel 
method into UFLDA and proposes UFKLDA. By introduc-
ing the kernel method, UFKLDA can not only effectively 
deal with non‐Gaussian datasets but also implement nonlin-
ear feature extraction.

The basic idea of UFKLDA is (i) first, by using a non-
linear map, Φ, it transforms the sample data x from the 
input space Rn to the Hilbert space  so as to make Φ(x) 
approximately follow the Gaussian distribution; because 
the Gaussian kernel function is usually chosen, the prob-
lem is converted into choosing the only parameter, λ; (ii) 
next, it uses UFLDA to extract features from mapped sam-
ple data. Because  may be a high‐dimensional or even an 
infinite‐dimensional space, the kernel method should be 
introduced so as to compute the kernel function directly 
without knowing the map function Φ. In other words, 
UFKLDA does not need to really map the samples into 
the  space.

Let 
{
Φ(x1), … ,Φ(x

l
)
}
 be the mapped sample set; as-

sume K(x, x') be the kernel function associated with map Φ. 
In Hilbert space , the between‐cluster scatter matrix and 
within‐cluster scatter matrix are defined as:

where mΦ

i
=
∑l

j=1
�ijΦ(xj)is the mean of ith class of mapped 

samples and mΦ =
1

l

∑l

j=1
Φ(xj)is the mean of all mapped 

samples.
The Fisher criterion of UFKLDA is

According to the theory of reproducing kernels, any solu-
tion w can be represented as the linear combination of all 
mapped samples [27], that is,

The following theorem shows that the Fisher criterion of 
UFKLDA ((15)) can be transformed into the expression of 
weight vector α, where
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Proof  First, to represent the numerator of (18) with 
α, the key operations are to represent wTm

Φ
i

 and wTmΦ 
with α.

Because

according to (17) and (20), equation wTm
Φ
i
=�TM

Φ

i
 is 

established.
Similarly, because

according to (17) and (21), equation wTmΦ =�TM
Φ is estab-

lished. Therefore, the numerator of (18) can be transformed as 
follows. 

The denominator of (18) also can be transformed into the 
expression of α according to the above methods; therefore, 
equation wTS

UΦ

W
w=�TT

UΦ

W
� is established.          

According to the above theorem, the problem of solving 
projection vector w can be transformed as solving the weight 
vector α, where the latter can be further transformed as solv-
ing the eigenvectors of matrix (TUΦ

W
)−1T

UΦ

B
.

In practice, matrix T
UΦ

W
 is regularized by 

T
UΦ

rW
= rT

UΦ

W
+ (1−r)diag

(
T

UΦ

W

)
, where diag(TUΦ

W
) is the di-

agonal part of matrix TUΦ

W
 and r∈ [0, 1] is a regularization 

parameter. Finally, the original problem is transformed into 
solving the eigenvectors of matrix (TUΦ

rW
)−1T

UΦ

B
.

4.2 | The proposed UFKLDA
The first key step in UFKLDA is to find the optimal matrix U 
under the criterion max

U
tr

[(
T

UΦ

rW

)−1
T

UΦ

B

]
 by using the inte-

rior‐point optimization method, as detailed in [10]. U is a c × l 
matrix that contains all the membership degrees. The second 
step is to solve the eigenvectors of matrix (TUΦ

rW
)−1T

UΦ

B
, thereby 

constructing the transformation matrix with former s eigen-
vectors. The concrete steps of UFKLDA are listed as follows.

Algorithm  UFKLDA
Input: l unlabeled n‐dimensional samples, x1, x2,  ..., xl; 

the number of extracted features, s.
Output: The transformation matrix Ps×n; the sample ma-

trix after feature extraction Ys×l.
Step 1: Initialize the membership matrix U= [uij]1≤i≤c,1≤j≤l 

with random values from [0, 1] such that element uij of U sat-
isfies 

∑c

i=1
uij =1, j=1, … , l.

Step 2: Choose kernel function K(x, x').
Step 3: Take max

U
tr[(TUΦ

rW
)−1

T
UΦ

B
] as the objective func-

tion, use the interior‐point optimization method to find the 
optimal U that satisfies

Step 4: Compute TUΦ

B
 and TUΦ

W
 with the optimal U ob-

tained in Step 3 and regularize TUΦ

W
as TUΦ
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.

Step 5: Solve the eigenvector problem (TUΦ
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)−1

T
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B
w

i
=�

i
w

i

with �1 ≥�2 ≥⋯≥�s.
Step 6: Let the transformation matrix be PT = [w1 w2 ... ws].
Step 7: Transform the sample matrix Xn×l from n‐dimen-

sional space to s‐dimensional space by the transformation 
Ys×l = Ps×n × Xn×l and obtain Ys×l.

5 |  EXPERIMENTS AND ANALYSES

This section first introduces artificial datasets and real data-
sets adopted in the experiments (Section 5.1). Then, it de-
scribes the experimental methods (Section 5.2). Finally, it 
presents two sets of experiments and corresponding analyses 
(Section 5.3).

5.1 | Datasets

5.1.1 | Artificial datasets
The advantage of artificial datasets is that it is possible 
to generate random data following specified probability 
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distribution according to the requirement of experiments. 
The research team of Professor Ludmila Kuncheva presents a 
framework for generating data to simulate changing environ-
ments [29] and provides several artificial datasets [30]. These 
datasets are widely used in literature for testing algorithms in 
feature selection, feature extraction, classification, and clus-
tering. The scatter diagrams of these datasets are shown in 
Figure 1A to 1H. All these datasets have a certain degree of 
nonlinear structure. Therefore, they are very challenging for 
linear feature extraction algorithms.

5.1.2 | Real datasets
In the cloud environment, the performance or state of VMs 
can be characterized by performance metrics. This article 
collects samples of VMs from an organization‐wide cloud 
platform consisting of 60 physical computing nodes. 0–4 

VMs are deployed on each node. This number is dynamically 
changed according to the deployment assigned by the man-
agement server. This article collects 53 performance metrics, 
which indicate the heath state of a VM. These performance 
metrics can be classified into five categories: computation, 
storage, disk I/O, process, and network. The histograms of 
four optionally chosen performance metrics are given in 
Figure 2. It is verified that the performance metrics usually 
do not follow the Gaussian distribution.

In addition, to construct real datasets including abnormal 
samples and normal ones, four types of anomalies are in-
jected to 0–30 randomly selected VMs in the cloud platform, 
which are listed as follows:

1. Anomaly in computation resource consumption 
(ComAnomaly): Besides the normal computation threads 
on the selected VMs, the extra injected threads compete 
for the CPU resource with the normal threads.

2. Anomaly in memory resource consumption 
(MemAnomaly): Besides the normal threads, the extra in-
jected threads generate memory leaking, which continue 
consuming memory without releasing it.

3. Anomaly in disk I/O operation (DiskAnomaly): Besides 
the normal threads, the extra injected I/O intensive threads 
keep reading and writing a large number of bytes from 
local disks.

4. Anomaly in network access (NetAnomaly): Several users 
run LoadRunner from their own physical personal com-
puters to simultaneously access a web application server 
deployed on a randomly selected VM, generating a large 
number of HTTP connections to simulate anomalous net-
work behavior.

Based on the above methods, the required real datasets are con-
structed for experiments.

F I G U R E  1  Eight artificial datasets: (A) four‐Gauss, (B) easy 
doughnut, (C) difficult doughnut, (D) boat, (E) petals, (F) saturn, (G) 
half‐ring, and (H) two spirals

(A) (B) 

(C) (D) 

(E) (F) 

(G) (H) 

F I G U R E  2  Histograms of four performance metrics
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5.2 | Experimental methods
It is necessary for feature extraction algorithms to ensure a 
high dimensionality reduction rate. If the number of extracted 
features is specified to be the same value for different algo-
rithms, the reduction rates are the same. Another target of 
feature extraction algorithms is to extract a set of most ef-
fective features for classification (e.g., anomaly detection) 
from multiple performance metrics. This may achieve good 
discriminability among all classes of samples characterized 
by these features. Therefore, first it is necessary to define 
quantitative criteria to measure the discriminability among 
all classes of samples.

5.2.1 | Quantitative criteria
By reference to the idea of total, between‐cluster, and 
within‐cluster scatter matrices (i.e., ST, SB, and SW) 
in LDA, this article defines the following three square 
distances:

d(X): total average square distance,
dW(X): within‐cluster average square distance, and
dB(X): between‐cluster average square distance.

For the sample matrix before feature extraction, Xn×l, let x(i)

k
∈H

i
, 

x
(j)

t ∈Hj be the samples of the ith and jth classes, respectively, 
�(x

(i)

k
, x

(j)

t ) be the square distance between these two samples, 
pi, pj be the priori probabilities of these two classes; then d(X) 
is defined as:

The Euclidean distance is applied in this article, 
therefore:

where x(i)

k
and x(j)

t  are both n‐dimensional column vectors.
In addition, for an n‐dimensional column vector x, the fol-

lowing equation holds:

The following theorem shows that d(X) can be computed 
as the trace of ST.

Theorem 2 d(X) equals to the trace of ST, that is,
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Similarly, the following equation can be proved.

Therefore, dB(X) can be computed as

For the sample matrix after feature extraction, Ys×l, the 
square distances d(Y), dW(Y), and dB(Y) can also be com-
puted in a similar way.

For a given feature extraction algorithm, if the number 
of extracted features is specified, the smaller the dW(Y), the 
more closely the projected samples assemble together in each 
class and the larger the dB(Y), the farther the projected sam-
ples that belong to different classes separate. Therefore, the 
better the discriminability of the projected samples, the better 
the performance of the feature extraction algorithm.

5.2.2 | Experimental methods
Two sets of experiments are conducted to verify the effec-
tiveness of UFKLDA: discriminability experiments and de-
tection accuracy experiments.

The first set of experiments compares the discriminability 
abilities of four unsupervised feature extraction algorithms 
(PCA, UFLDA, UFKLDA, and KICA) on artificial and real 
datasets. For uniformity, the number of extracted features is the 
same for all the involved feature extraction algorithms for each 
dataset. The values of the quantitative criteria (i.e., dW(Y) and 
dB(Y)) achieved by each algorithm are computed and listed to 
intuitively compare the performances of different algorithms.

The second set of experiments computes and compares 
the accuracy measures of a same anomaly detection algo-
rithm (i.e., C‐SVM [31,32]) on the original performance met-
rics (i.e., no extraction) of real datasets and on the features 
extracted by the above four feature extraction algorithms. 
A single kind of anomaly or combination of two kinds of 
anomalies is injected to randomly selected VMs in the cloud 
platform to collect and construct datasets. This article adopts 
the following two accuracy measures to evaluate the perfor-
mances of these combined anomaly detection mechanisms: 
(FP, False Positive; FN, False Negative; TP, True Positive; TN, 
True Negative).

1. Sensitivity: The proportion of True Positive (i.e., cor-
rectly detected anomalous VMs) to the number of actual 
anomalous VMs.

2. Specificity: The proportion of True Negative (i.e., cor-
rectly detected normal VMs) to the number of actual 
normal VMs.

5.3 | Experimental results and analyses

5.3.1 | Discriminability experiments
Two real cloud datasets are generated, each containing 500 
and 1,000 samples, respectively. The proportions of all kinds 
of samples (i.e., normal state and four types of anomalies) 
are the same on the whole in each dataset. Table 1 lists 
the experimental results of four unsupervised feature ex-
traction algorithms on these two cloud datasets. The num-
ber of extracted features is specified as 16. Therefore, the 
dimensionality reduction rates of these four algorithms are 
(53 − 16)/53 = 69.81%. Each cell in the latter four columns 
contains two values; the former is dW(Y) and the latter is 
dB(Y). The results in Table 1 show that, among these four 
algorithms, the performances of PCA and UFLDA are the 
worst; KICA performs better than these two algorithms; 
whereas UFKLDA works the best among these four algo-
rithms. Specifically, the achieved dW(Y) value of UFKLDA 
in each group of experiment is the smallest, which means the 
samples in each class represented by the extracted features 
assemble most closely, whereas the dB(Y) value is the big-
gest, which means the distance among each class of sam-
ples is the farthest. Therefore, UFKLDA achieves the best 
discriminability.

The results of these four unsupervised feature extraction 
algorithms on eight artificial datasets are listed in Table 2. 
The results show that for the Gaussian‐like distribution data-
sets (i.e., the first five datasets), the performance of UFLDA 
is evidently superior to that of PCA; whereas, for the non‐
Gaussian distribution datasets (i.e., the latter three ones), 

(29)dW (X) = tr
(
SW

)
.

(30)dB (X)=d (X) − dW (X) .

(31)Sensitivity=TP∕(TP+FN).

(32)Specificity=TN∕(FP+TN).

T A B L E  1  Experimental results of four unsupervised feature extraction algorithms on two real cloud datasets

No. No. of metrics No. of features
PCA 
(dW(Y), dB(Y))

UFLDA 
(dW(Y), dB(Y))

UFKLDA 
(dW(Y), dB(Y))

KICA 
(dW(Y), dB(Y))

1 53 16 (26.5577, 7.7328) (25.4137, 8.0145) (24.1529, 8.5319) (24.9137, 8.3823)

2 53 16 (29.0449, 8.1540) (28.1227, 8.4016) (27.1729, 8.8115) (27.8329, 8.5171)
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there is no obvious advantage for UFLDA. However, the pro-
posed UFKLDA works better than the other three algorithms 
on all the eight datasets: its dW(Y) values are the smallest, 
and its dB(Y) values are the largest; for the first three datasets 
containing 12 performance metrics, extracting only 1 feature 
also can assure good discriminability. Especially for non‐
Gaussian distribution datasets, UFKLDA performs obviously 
better than UFLDA.

5.3.2 | Detection accuracy experiments
Note that feature extraction algorithms not only reduce data 
dimensionality and data volume but also enlarge the differ-
ence among each class of samples represented by the ex-
tracted features. Moreover, they reduce or even eliminate 
the correlation and redundancy among features. Therefore, 
feature extraction algorithms are expected to enhance the ac-
curacy of anomaly detection algorithms.

In this set of experiments, all the four feature extraction 
algorithms extract 16 features from 53 performance metrics 
of the real datasets. Table 3 lists the experimental results 
of four single‐anomaly tests. Each cell in the last five col-
umns contains two values, the first being sensitivity and the 
second being specificity. Each experiment is conducted 10 
times, and the results are averaged. The results of all experi-
ments are also averaged in the bottommost row. Although the 
original performance metric set contains all the information 
for anomaly detection, much correlation and redundancy 
exist among the performance metrics. Some metrics may 
even be mixed with measurement noise. Therefore, anom-
aly detection with all original performance metrics (i.e., no 
extraction) is not the best choice, which is verified in Table 
3. The results also show that, compared with the features 
extracted by PCA, UFLDA, and KICA, anomaly detection 
with features extracted by UFKLDA achieves the highest 
detection accuracy in terms of sensitivity and specificity.

Table 4 lists the experimental results of six combination‐
anomaly tests. The bottommost row averages the results from 

all experiments. Compared with single‐anomaly tests, the de-
tection accuracies of six combination‐anomaly tests are rel-
atively low. This is because the most important features are 
more difficult to extract under the conditions of combination 
anomaly. In spite of this, UFKLDA plus SVM still achieves 
the highest detection accuracy among the five anomaly detec-
tion mechanisms.

Form the above two sets of experiments, it is concluded 
that the proposed UFKLDA outperforms the other three al-
gorithms. The main underlying reasons are listed as follows:

1. UFKLDA inherits the advantage of LDA, that is, the 
solved projection directions are effective for classification.

2. By introducing kernel methods, UFKLDA not only over-
comes the insufficiency of UFLDA in dealing with non‐
Gaussian sample data but also can implement nonlinear 
feature extraction.

6 |  CONCLUSIONS AND FUTURE 
WORK

To overcome the insufficiency of UFLDA in dealing with 
non‐Gaussian sample data, this article introduces the kernel 
method and proposes a feature extraction algorithm based on 
unsupervised fuzzy linear discriminant analysis with kernel 
(termed UFKLDA). Experiments on both artificial and real 
datasets prove the effectiveness of UFKLDA.

In summary, UFKLDA successfully addresses the three 
challenges stated in Section 1. First, UFKLDA is an un-
supervised feature extraction algorithm and, therefore, ap-
plicable for unlabeled sample datasets. Second, UFKLDA 
improves the performance of UFLDA in dealing with 
non‐Gaussian sample data by introducing kernel meth-
ods. Third, the experimental results show that UFKLDA 
achieves the best discriminability among the involved 
algorithms. The future work of this article will focus on 
some popular nonlinear feature extraction algorithms. A 

T A B L E  2  Experimental results of four unsupervised feature extraction algorithms on eight artificial datasets

No. No. of metrics No. of features
PCA 
(dW(Y), dB(Y))

UFLDA 
(dW(Y), dB(Y))

UFKLDA 
(dW(Y), dB(Y))

KICA 
(dW(Y), dB(Y))

1 12 1 (0.7115, 0.9307) (0.6363, 0.9912) (0.5991, 1.1375) (0.6193, 1.0549)

2 12 1 (1.6765, 0.0415) (1.4327, 0.2193) (1.2916, 0.3961) (1.3291, 0.3196)

3 12 1 (1.6890, 0.0213) (1.4217, 0.3007) (1.2035, 0.6113) (1.3009, 0.4578)

4 2 1 (0.8666, 0.1543) (0.7595, 0.4331) (0.6152, 0.6129) (0.6630, 0.5451)

5 2 1 (0.4831, 0.8102) (0.3993, 0.8391) (0.3121, 0.9765) (0.3429, 0.9163)

6 2 1 (1.0078, 0.0037) (0.9911, 0.0149) (0.6929, 0.4026) (0.8327, 0.2175)

7 2 1 (0.4989, 0.9335) (0.4803, 0.9461) (0.3095, 1.0121) (0.4017, 0.9326)

8 2 1 (1.0031, 0.0708) (0.9809, 0.0915) (0.7127, 0.3723) (0.8391, 0.2532)
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comparison between UFKLDA and these nonlinear algo-
rithms is expected in future.
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