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1 |  INTRODUCTION

Currently, low-cost electronic devices are applied pervasively 
to the Internet of Things. The security of these devices is 
heavily dependent on the security of digital secret keys stored 
in nonvolatile memory (NVM). However, NVM-based key 
storage mechanisms are vulnerable to physical attacks (eg, 
invasive, semi-invasive, and side-channel attacks), resulting 
in several security and privacy issues. As a substitute for the 
traditional key storage scheme, physical unclonable functions 
(PUFs) [1] offer an effective countermeasure to address the 
security issues aforementioned.

A PUF can be regarded as a physical random function that 
reflects the relationship between a set of challenges (inputs) 

to a set of particular responses (outputs); it is based on unpre-
dictable and uncontrollable manufacturing variations. This 
unique physical feature can be regarded as the “fingerprints” 
of integrated circuits and has been used as a promising light-
weight security primitive in many security-related fields, 
such as authentication [2], random number generator [3], key 
storage [4], and other basic applications [5].

The inputs and outputs of a PUF are called challenge-re-
sponse pairs (CRPs). According to the number of CRPs, a 
PUF is categorized as a weak PUF and a strong PUF in [6]. 
Weak PUFs, such as the SRAM PUF [7], butterfly PUF [8], 
and ring oscillator PUF (ROPUF) [9], have few CRPs; even 
in the extreme case, only one CRP is used and is primar-
ily applied to key storage and generation schemes. Strong 
PUFs, on the contrary, can generate a large number of CRPs, 
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An arbiter physical unclonable function (APUF) has exponential challenge-re-
sponse pairs and is easy to implement on field-programmable gate arrays (FPGAs). 
However, modeling attacks based on machine learning have become a serious threat 
to APUFs. Although the modeling-attack resistance of an MA-APUF has been im-
proved considerably by architecture modifications, the response generation method 
of an MA-APUF results in low uniqueness. In this study, we demonstrate three design 
problems regarding the low uniqueness that APUF-based strong PUFs may exhibit, 
and we present several foundational principles to improve the uniqueness of APUF-
based strong PUFs. In particular, an improved MA-APUF design is implemented in 
an FPGA and evaluated using a well-established experimental setup. Two types of 
evaluation metrics are used for evaluation and comparison. Furthermore, evolution 
strategies, logistic regression, and K-junta functions are used to evaluate the security 
of our design. The experiment results reveal that the uniqueness of our improved 
MA-APUF is 81.29% (compared with that of the MA-APUF, 13.12%), and the pre-
diction rate is approximately 56% (compared with that of the MA-APUF (60%-80%).
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for example, the standard arbiter PUF (APUF) [10], XOR 
arbiter PUF (XOR APUF) [11], feed-forward arbiter PUF 
(FF-APUF) [12] and lightweight secure PUF (LSPUF) [13]. 
Typically, strong PUFs can be used in authentication systems.

PUFs are regarded as promising low-cost security prim-
itives, but their response unreliability limits their practical 
applications. A number of methods have been proposed to 
mitigate errors in PUF response, including the BCH code 
[11] and soft-decision decoding [14]. However, these meth-
ods incur area and power overhead. Vijayakumar and others 
[15] constructively applied machine learning (ML) modeling 
and used models to predict and then discard CRPs that would 
be unreliable with respect to noise and aging. This method is 
not suited to PUFs that cannot be modeled by (ML).

With further research on PUF techniques, some attacks toward 
PUFs have been proposed, such as cryptanalysis [16], ML-based 
modeling attacks [6,17], and side-channel attacks combined 
with modeling attacks [18‒20]. ML-based modeling attack is 
regarded as powerful attack for strong PUFs. After trained by 
sufficient CRPs, a numerical delay model of a strong PUF can be 
built, which can be applied to predict the corresponding output 
for any new input. Ulrich and others [6] were the first to build an 
APUF model by ML attack with extremely high accuracy.

Logistic regression (LR) and evolution strategies (ES) 
are two ML techniques used in ML-based modeling attacks. 
In a previous study [17,19,20,22], these methods were uti-
lized to evaluate the resistances of APUF, ROPUF, XOR-
PUF, FF-APUF, and LSPUF in operating modeling attacks. 
Nevertheless, ML-based attacks perform poorly with increas-
ing number of XORs and bit-length of PUFs. Side-channel 
information can be used to simplify XOR APUFs and 
LSPUFs to individual APUFs; thus, attacking complexity 

can be reduced significantly. This approach has been proven 
efficient in [19‒21].

As shown in Table 1, numerous countermeasures against 
ML-based attacks can be implemented—changing the struc-
ture of strong PUFs, adding nonlinearity blocks, and obfuscat-
ing the mapping relationship between challenge and response 
by some protocols. These countermeasures exhibit excellent 
resistance to ML attacks. However, a few aspects require im-
provement. For example, the results of [15,23] are based on 
the simulations for application-specific integrated circuits 
(ASICs). A double arbiter PUF (DAPUF) reduces the steadi-
ness, as the structural complexity increases [24]. Furthermore, 
for the obfuscating method, a random number generator 
(RNG) is used to randomize the mapping relationship between 
challenge and response, which results in a high-area overhead 
[25‒27]. Herein, we focus on strong PUFs with improved 
structures.

An excellent structure-improved APUF is the multiplex-
ing aware arbiter physical unclonable function (MA-APUF) 
proposed in [28]. The MA-APUF adopts a new method that 
combines sectors and delay detectors, thus resulting in high 
steadiness, randomness, and correctness but poor uniqueness. 
To improve the uniqueness and ML attack resistance, we 
herein propose an improved MA-APUF. More specifically, 
our contributions are as follows:

• We analyze the causes of low uniqueness of MA-APUFs 
and propose foundational principles for uniqueness 
improvement.

• Based on the aforementioned analysis, we propose an 
improved MA-APUF design. The changes include (a) 
inserting inverters; (b) changing the delay detection and 

T A B L E  1  Summary of countermeasures against ML attack

Types of PUFs
Types of nonin-
vasive attacks Strengths Weaknesses

PUF using nonlin-
ear tables [22]

SVM, LR, 
ES, Bagging, 
Gradient Boost

Provide better resistance against all attacks, especially 
LR

Relatively higher area overhead

Nonlinear current 
PUF [23]

SVM Show excellent security properties measured in terms 
of its resistance to machine learning attacks

Based on simulation for application-spe-
cific integrated circuits

Nonlinear VTC 
PUF [15]

SVM Improve ML attack resistance. The proposed circuit 
is simple, exhibits high uniqueness and randomness. 
Enhance PUF reliability

Based on simulation for application-spe-
cific integrated circuits

Double Arbiter 
PUF [24]

SVM Enhance the unpredictability of responses. Improve 
the uniqueness and randomness.

Reduces the steadiness

RPUF [25] Heuristic 
algorithm

Effectively resist modeling attacks, with negligible 
effects on uniformity, uniqueness, and reliability.

Require additional hardware resources 
because of adopting RNG components

OB-PUF [26] LR Enhance security of the proposed OB-PUF. Reduce 
hardware complexity.

Require additional hardware resources 
because of adopting RNG components

Slender PUF [27] ES Provide a much higher level of resiliency against all 
known ML attacks

Need TRNGs and micro-controllers. 
Require additional hardware resources.
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response generation model; and (c) adding a tuning block, 
which improves the uniqueness and increases resistance to 
modeling attacks.

• The improved MA-APUF design is implemented effi-
ciently in field-programmable gate arrays (FPGAs) and 
evaluated using a well-established experimental setup. The 
test results show that our design has a better uniqueness of 
81.29% (43.6%) compared with the MA-APUF. In addi-
tion, a better ML prediction rate of 56% is obtained com-
pared with the MA-APUF.

The remainder of this article is organized as follows. We 
briefly present the background and related studies in Section 
2, including the APUF, modeling attacks and MA-APUF 
structure. Section 3 details the proposed R-XOR APUF. 
Experiments on FPGAs are described in Section 4. Finally, 
we conclude the article in Section 5.

2 |  BACKGROUND AND RELATED 
STUDIES

2.1 | Arbiter PUF

As shown in Figure 1, an n-stage APUF comprises n paral-
leled multiplexer pairs and one flip-flop. A rising edge signal 
is simultaneously provided to the first paralleled multiplexer 
pairs. The path where two signals are propagated can be con-
figured by an external n-bit challenge C(C1 ··· Cn). For each 
stage, when the challenge bit is “0,” the signals travel straight; 
when the challenge bit is “1,” the signals are crossed. At the 
final stage, the arbiter generates a 1-bit response by determin-
ing which signal arrives first. The response depends on the 
differential delay of two paths, which is based on the manu-
facturing process variations of the transistors and wires. An 
APUF with n stages has 2n CRPs.

However, two primary shortcomings exist in APUFs: vul-
nerability to modeling attacks and low uniqueness. The circuit 
of an APUF is simple, and the delays caused by the individ-
ual components of the signal paths are linear additive. Hence, 

attackers can build a module and learn the delay parameters 
of each stage to emulate the challenge-response behavior of 
APUFs from many CRPs using software. Furthermore, the 
APUF always suffers from the biasing in FPGA implemen-
tation, which is another factor for the low uniqueness and 
security.

2.2 | APUF model

An APUF can be emulated or modeled by exploiting a linear 
additive model because a 1-bit response is generated by com-
paring the summation of each delay segment for each stage 
(two 2-1 multiplexers) depending on the challenge C [6,17]. 
The model allows us to predict the response for a new chal-
lenge. We can use the following notation to model an APUF.

where �1 = (�0
1
−�1

1
)∕2, �i = (�0

i−1
+�1

i−1
+�0

i
−�1

i
)∕2 for 

�n+1 = (�0
n
+�1

n
)∕2, i=2, … , n. In this model, �⃗� × Φ⃗ ex-

presses the final delay difference between the upper and lower 
paths, where �⃗� and Φ⃗ are vectors of dimension n + 1. sgn is 
the sign function. We denote �⃗� as the delay for the subcom-
ponents in the APUF stages. Vector Φ⃗, that is, the challenge 
feature, is a function of the applied n-bit challenge C(C1 ··· 
Cn). �

0∕1

i
 are the notations of the delay in the i-th stage for the 

uncrossed (Ci = 0) and crossed (Ci = 1) signal paths through 
the multiplexers, respectively. The goal of an attacker wass to 
acquire the parameter �⃗�, according to the vector Φ⃗ calculated 
by collected CRPs. Consequently, the attacker can predict 
unknown responses using the model, which could result in a 
successful cloning of the target APUF.

2.3 | Employed ML methods

2.3.1 | Logic regression

LR is a well-investigated supervised ML framework that 
has been adapted to build the APUF model in [6] and [17]. 
In this framework, each challenge of the APUF has a cor-
responding probability p(C,t|�⃗�), which expresses the possi-
bility of the response t∈{−1, 1}. {−1, 1} is used instead of  
{0, 1} to ease calculations. The vector �⃗� thereby encodes 
the relevant internal parameters, for example, the particu-
lar delays of individual PUFs into the coefficient of the 
model. The probability is calculated by the logistic sigmoid 
acting on a function f (�⃗�) parameterized by the vector �⃗� as 

(1)�⃗�= (𝜔
1
, 𝜔

2
, … ,𝜔

n
,𝜔

n+1
),

(2)Φ⃗(C⃗)= (Φ1(C⃗),… , Φn(C⃗),1)T,

(3)r= sgn(�⃗� ×Φ⃗),

F I G U R E  1  Basic APUF design
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p(C,t|�⃗�)=𝜎(tf )= (1+e−tf )−1. Therefor, the decision bound-
ary of equal output probabilities is f = 0. For a given training 
set M of the CRPs, the delay time vector can be obtained by 
the following formula:

An analytical solution cannot be used to acquire the opti-
mal parameter vector �⃗� directly because an iterative optimi-
zation is required. Therefore, the gradient information is used 
to determine �⃗�.

The RProp gradient descent was used in this study to con-
firm the optimal parameter vector, which reference to [6].

2.3.2 | Evolution strategy

ES [6] were inspired by the evolutionary adaptation of a pop-
ulation of individuals to certain environmental conditions. 
Using the ES-based modeling attacks, an attacker imitates the 
delay model of an APUF implementation by initializing a ran-
domly generated �⃗� (an n + 1 dimension delay time vector). 
The initial �⃗� is treated as a parent to generate many offspring 
delay vectors based on random mutations. According to a fit-
ness metric based on known CRPs, the best child is selected 
and used as the parent for the next generation. This process 

is repeated until a delay time vector of sufficient accuracy is 
formed.

2.4 | MA-APUFs

Paper [28] proposed a novel MA-APUF based on the APUF. 
The MA-APUF adopts a new structure and method to gen-
erate responses, as shown in Figure 2. In the MA-APUF, 
each unit is composed of four 4-1 multiplexers and requires 
a 2-bit challenge to configure four pathways, where rising-
edge signals are propagated. The delay detection block is 
composed of six DFFs (DFF1 ··· DFF6) that are used to de-
tect the delay difference between every pair of signal output. 
According to the output of each arbiter, the order of arrival 
of the four signals (a, b, c, d) can be specified. When the 
outputs {r1, r2, r3, r4, r5, r6} are {1, 1, 1, 1, 1, 1}, the 
order of signal arrival should be a > b, a > c, a > d, b > c, 
b > d, and c > d. Therefore, the order is (a), (b), (c), and (d). 
Each of the four signals can be encoded into a 2-bit identi-
fication number, for example, signals (a), (b), (c), and (d) 
encoded into 00, 01, 10, and 11, respectively. The earliest 
and latest arriving signals are coupled to generate a 4-bit 
response. When the order of signal arrival is (a), (b), (c), and 
(d), the response is 0011. This response generation method 
improves the randomness, steadiness, and correctness of the 
MA-APUF structure.

The MA-APUF achieved substantially improved ran-
domness, steadiness, and correctness [28]. Furthermore, 
this structure could afford an improved resistance to the ML 
attack, which was not shown in [28]. In our study, two ML 

(4)
̂⃗𝜔= argmin�⃗�l(M,�⃗�)

= argmin�⃗�

∑

(C,t)∈M

− ln (𝜎(tf (�⃗�,C))).

(5)∇l(M,�⃗�)=
∑

(C,t)∈M

t(𝜎(tf (�⃗�,C))−1)∇f (�⃗�,C).

F I G U R E  2  Architecture of MA-APUF
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algorithms, LR and ES, were used to evaluate the security of 
the MA-APUF.

3 |  FOUNDATIONAL PRINCIPLES 
FOR UNIQUENESS IMPROVEMENT

The modeling-attack resistance of strong PUFs is attributed 
to the complexity of the challenge to response mapping in 
each chip and the uniqueness of the mapping across chips. 
Although the modeling-attack resistance of the MA-APUF 
was improved significantly by architecture modifications, the 
response generation method of the MA-APUF results in poor 
uniqueness. This issue exists in many APUF-based designs. 
In this section, we demonstrate several foundational princi-
ples to improve the uniqueness of APUF-based strong PUFs. 
In particular, we present the MA-APUF as an example.

3.1 | Cascading block architecture

Circuit blocks that are cascaded exhibit process variations: 
a unique feature that is central to the uniqueness of PUFs. 
However, an asymmetrical delay pathway can hide manufac-
turing variations, thus resulting in low uniqueness.

For the MA-APUF, four types of signal pathways exist in 
each block, as shown in Figure 3A. When a challenge is 00, 
01, or 10, any two of the four pathways are approximately 
equal. The responses of these challenges are determined by 
the manufacturing variations. However, for challenge 11, 
two long pathways (a and d) and two short pathways (b and 
c) exist, both of which have the same transmission path. 
Therefore, as shown in Table 2, the outputs of DFF1, DFF2, 
DFF5, and DFF6 will be 0, 0, 1, and 1, respectively, which are 
determined by programmable routing instead of manufactur-
ing variations. For challenges 00, 01, and 10, where any two of 

the four pathways are approximately equal, the number of re-
sponse combinations for the MA-APUF is 12 (A2

4
). However, 

for challenge 11, the number of combinations is reduced to 
eight (C1

2
×C1

2
×2), thus deceasing the uniqueness and secu-

rity significantly. Only when n “11” and n/2 “01” exist in the 
challenge and their arrangements resemble those in Figure 
3B, the four pathways will be symmetrical, and the response 
will be determined by manufacturing variations. Furthermore, 
paper [28] indicates that the signal arrivals method of the MA-
APUF contains logical contradictions. The uniform disposes 
of logical contradictions will partially reduce the uniqueness.

3.2 | Routing problems on FPGAs

Figure 4 shows the placement and routing of the basic APUF 
on FPGAs. Owing to the fixed FPGA units, the routing at 
the first stage and the arbiter of the APUF are asymmetric, 
although the others exhibit a symmetrical pattern. For some 
challenges, the asymmetricity is so large that the manufac-
turing variations cannot be reflected in the responses. For the 
APUFs, Majzoobi and others [29] proposed using a tuning 
block to alleviate the inequality of the wire length and cancel 

F I G U R E  3  Signal pathway for different challenges: (A) four 
types of signal pathways, (B) symmetrical pathway.

00 01 10 11

a
b
c
d

11 01 11

(A)

(B)

a
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c
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T A B L E  2  Response of MA-APUF

Response Value

r1 0

r2 0

r3 0

r4 x

r5 0

r6 0

F I G U R E  4  Routing problem in APUF implementation on FPGA
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out the delay bias caused by routing asymmetry. First, the 
bias of the APUF can be evaluated using a large number of 
CRPs. Subsequently, the asymmetry delay line is tuned by 
adding some delay blocks in one of the delay lines. Finally, 
the bias of the new circuit is tested. If the test results are sat-
isfactory, restart from step 1 for the next set of parameters.

3.3 | Cascading block architecture

The circuit blocks, such as the inverters, have cascaded 
harness process variations, which is central to the unique-
ness of PUFs [22]. Paper [22] established the foundational 
principles that guide ML attack resistance in strong PUFs 
that are based on cascaded structures. The switches per-
form selection, while the cascaded blocks provide a trans-
fer function that introduces process variations. Many of 
the previously proposed strong PUFs such as the nonlin-
ear current PUF and nonlinear VTC PUF have a similar 
structure and exhibit excellent uniqueness [15,23]. Hence, 
the uniqueness of the MA-APUF can be further improved 
using nonlinear blocks.

4 |  THE IMPROVED MA-APUF

In this section, we use the MA-APUF as an example to dem-
onstrate how the uniqueness of delay-based strong PUFs 
can be improved based on the strategy aforementioned. 

Furthermore, the improved uniqueness will increase the re-
sistance of ML attacks.

For the problem described in Section 3.1, one promising 
solution is to modify the arbiter block that generates the 
response using the symmetric signal pathway. For example, 
for challenge 11 in Figure 5, the two long pathways are se-
lected to generate response r1 and two short pathways are 
selected for r2. Therefore, for any challenge, this response 
generation method always compares the symmetrical 
pathways ((a) and (d); (b) and (c)), which adequately re-
flects the process variations and increases the uniqueness. 
Furthermore, the response does not exhibit logical contra-
dictions. For routing problems on FPGAs, the tuning block 
can be used to alleviate the inequality of the wire length. 
Compared with the MA-APUF, only two responses (r1 and 
r2) are to be tuned in our proposal, which decreases the 
difficulty of equalizing the wire length. Furthermore, the 
uniqueness can be further improved by nonlinear blocks. In 
our proposal, some inverters can be inserted between every 
two-stage multiplexer.

The architecture of the improved MA-APUF is illustrated 
in Figure 5. For an n-stage IMA-APUF, n/2 units exist. Each 
unit consists of four 4-1 multiplexers and four inverters. The 
intra-stage network between inverters and multiplexers is 
shown in Figure 5B. The output of inv0 is linked to the first 
input of mux0, the second input of mux1, the third input 
of mux2, and the fourth input of mux3. Similarly, the out-
put of inv1 is linked to the second input of mux0, the first 
input of mux1, the fourth input of mux2, and the third input 

F I G U R E  5  Architecture of the improved MA-APUF: (A) schematic of the improved MA-APUF, (B) intra stage network of the improved 
MA-APUF.
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of mux3; the output of inv2 is input to the third input of 
mux0, the fourth input of mux1, the first input of mux2, and 
the second input of mux3; the output of inv3 is input to the 
fourth input of mux0, the third input of mux1, the second 
input of mux2, and the first input of mux3. Two cross-cou-
pled NAND gates are used as the arbiter. The outputs of 
mux0 and mux3 in the last unit are compared by the first ar-
biter for generating r1, while mux1 and mux2 are arbitrated 
by the second arbiter for r2. The response of the IMA-APUF 
is generated by XORing the result of the arbiters. The over-
all architecture comprises four paths where the rising-edge 
signal is propagated.

The improved uniqueness also contributes to the ML attack re-
sistance. The difficulty in ML attack is in building the right model 
to simulate the delay behavior. The model of the basic APUF is 
shown in Figure 6. The model parameter is regarded as the differ-
ence of two MUXs in each stage. The structure of the improved 
MA-APUF is determined by the challenge; thus, it can effectively 
resist modeling attacks. Figure 7 shows the propagation paths of 
the APUF, MA-APUF, and our proposal, when the challenge 
is changed. We use two challenges C0 = {0000 ⋯ 0000} and 
C1 = {1000 ⋯ 0010} as examples. When the challenge is C0, 

the wires of the structures are expressed using solid black lines. 
When the challenge is C1, the wires are expressed using solid red 
lines. The components generating the response is marked using 
red circles. For the traditional APUF, the wire is changed by the 
challenge. However, for the MA-APUF and IMA-APUF, when 
the challenge is changed, both the component and the wire are 
changed.

In the ML attack, a certain number of CRPs should be 
collected to build the PUF model. For an APUF, two MUXs 
are fixed at each stage. Therefore, the model parameter is 
fixed and a unique numerical model corresponding to it ex-
ists. However, for the MA-APUF and IMA-APUF, both the 
wire and the component are changing. Therefore, the model 
parameter will be unstable. Therefore, it is difficult to build 
a model based on the universal delay model. Furthermore, 
the decreased bias and increased nonlinearity of the IMA-
APUF can further improve the resistance of ML attacks [22].

5 |  EVALUATION SETUP

In our experiments, we implemented an APUF, 2-XOR APUF, 
MA-APUF, and IMA-APUF (where n is 64) on four Xilinx 
Virtex-5 FPGA boards. Figure 8 shows the experimental setup. 
From the Virtex-5 board to the workstation (CPU), the chal-
lenges and responses are sent through an Ethernet communica-
tion interface at 1 GB/s using the SIRC API based on Mehrdad 
Majzoobi's public PUF program [29]. The MATLAB scripts on 
the workstation were used to evaluate the performance of the 
PUF. Xilinx ISE 14.7 and Xilinx PlanAhead 14.7 were used for 
logic synthesis and floor planning.

The attacking process is shown in Figure 9. The challenges 
are generated in a PC and transmitted to the FPGA board. 
Subsequently, the corresponding responses are collected in 
the PC. It is assumed that an attacker can obtain some of these 
CRPs as a training group to model the PUF by legitimate access. 

F I G U R E  6  Basic APUF design
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During the training phase, challenges are transformed into a 
feature vector in order to simplify the ML process. After feature 
extraction, a model parameter �⃗� is constructed during the train-
ing phase. The accuracy of this model parameter must be tested 
by comparing the response extracted from the FPGA board and 
that generated by the PUF model. Finally, our MATLAB code 
generates a prediction rate.

6 |  EXPERIMENTAL RESULTS

In this section, we depict some basic properties of the PUF im-
plementations based on the aforementioned evaluation setup. 
However, no standards have been established to enable the 
quantitative performance evaluation of PUFs. In this study, we 
used two test indicators that are widely accepted and used in 
prior studies. Maiti and others [30] proposed the following four 
parameters: uniqueness, reliability, bit-aliasing, and uniform-
ity. The five parameters proposed by Hori and others [32] are 
uniqueness, randomness, correctness, steadiness, and diffuse-
ness. Figure 10 shows the relation between these parameters. 
Three parameters from each group have similar definitions.

For the quantitative security evaluation, two widely used ML 
algorithms, LR and ES, were employed to evaluate the secu-
rities of the APUF, 2-XOR APUF, MA-APUF, and the IMA-
APUF. To further study the resistance for ML attack, a more 
powerful evaluation scheme suite was used. This test can be re-
garded as a provable framework for ML attacks against a PUF 
family, whose underlying mathematical model is unknown [31].

6.1 | Quantitative performance evaluation

In our experiments, we tested the uniqueness of the improved 
MA-APUF with 16 implementations on four Xilinx Vertex-5 
FPGAs and extracted 8 192 000 responses from each IMA-
APUF. As shown in Figure 11, the uniqueness is approxi-
mately 43.6%.

The reliability test results of the improved MA-APUF for 
temperatures from 0°C to 60°C with a step of 5°C are shown 
in Figure 12. We set the response at 25°C as the reference. 
The reliability declines when the temperature is extremely 
high or low. The maximum reliability is >96%, while the 
minimum reliability is <92.5%. As shown, the average reli-
ability is approximately 94.34%.

Table 3 shows the test results based on the indicator re-
ported in [32]. The uniqueness of the improved MA-APUF 
is more than six times that of the MA-APUF. An improved 
uniqueness can significantly improve the authentication accu-
racy and security of the authentication system based on strong 
PUFs. The diffuseness is highly similar to the uniqueness in 
[30]. Therefore, it is also better than MA-APUF to some ex-
tent. It is useful when a PUF has a large challenge-response 
pair space as that of the APUF, where several identifiers can 
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be produced from a single chip. Although the uniqueness and 
security have improved significantly for our proposal, the other 
characteristics of our proposal degraded slightly (approxi-
mately 6%) compared with the MA-APUF. The improved MA-
APUF adopts the appropriate response generation method. 
Symmetrical signal pathways are arbitrated, thus resulting in a 
small delay difference between the two paths. The small delay 
difference can be hidden easily by noise, which results in low 
reliability. Furthermore, the IMA-APUF is less random than 
the MA-APUF because tuning block cannot completely elimi-
nate the pathway inequality.

Table 4 compares the performance of the IMA-APUF 
with those of the APUF, DAPUF, RPUF, and OB-PUF 
based on the method shown in [30]. The improved MA-
APUF shows better resistance for ML attacks; 69% of the 
responses from the 2-1 DAPUF could be predicted [24]. 
When the author adopted the 3-1 double arbiter PUF, the 
prediction rate was only 56.75%. However, the steadiness 
of the 3-1 double arbiter PUF declined to <15%. For the 
RPUF implemented in FPGAs, the average prediction rate 
was 64.45% [25]. When the randomization level was 2, the 
prediction accuracy of the RPUF declined to 57.3%. An 
OB-PUF was proposed as a primitive for a secure and light-
weight PUF-based authentication protocol in [26]. This 
protocol sends obfuscated challenges to an OB-PUF where 
the subsequent recovery of the obfuscated challenges by a 
server (verifier) is guaranteed. This authentication mech-
anism can prevent an adversary from exploiting model 
building attacks to break the authentication mechanism and 
yet allows the server (or verifier) to successfully authen-
ticate OB-PUF-based pervasive devices (or prover). The 
OB-PUF reported in [33] showed an improved ML resis-
tance, in which the prediction rate was 56.87%. However, 

the RPUF and OB-PUF require the RNG module to ran-
domize the relationship between challenge and response, 
which necessitates additional resources. The uniqueness 
of our proposal is improved compared with those of the 
APUF and MA-APUF but less than that of the DAPUF. It 
is significantly difficult to balance the place and route of 
the APUF. Hence, the DAPUF is used as it can cancel the 
difference of the wiring bias by competing signals that are 
propagating on the same route. Therefore, the DAPUF has 
better uniqueness. Furthermore, the bit-aliasing feature of 
the IMA-APUF is better compared with that of the APUF, 
indicating that different chips may not produce nearly iden-
tical PUF responses.

6.2 | ML attack resistance

In our tests, LR and ES were executed based on different 
numbers of training samples and testing samples from 1000 
to 50  000 CRPs. Half of these data were used as training 
samples and the other half as test samples. For each sample, 
many iterative operations were performed in the attack. The 
optimal prediction rate of iterative operations was selected as 
the final accuracy rate.

For the MA-APUF, the response feature was based on the 
delay comparison for every two in four paths. Two 2-bit identi-
fications were used to form a 4-bit response to the earliest and 
the latest delay paths. An attacker can collect many CRPs and 
classify CRPs according to the 4-bit response. For instance, if 
a response obtained by the adversary is 0011, they can clearly 
know that the signal (a) is the earliest and (d) is the latest. 
Therefore, he will know that the outputs of DFF1, DFF2, DFF3, 
DFF5, and DFF6 are 1. Other responses are inferred similarly. 

  Randomness Steadiness Correctness Diffuseness Uniqueness

APUF 0.8469 0.9848 0.9828 0.9839 0.3675

MA-APUF 0.9912 0.9891 0.9988 0.9689 0.1312

The improved 
MA-APUF

0.9251 0.9340 0.9240 0.9881 0.8129

T A B L E  3  Performance comparison

T A B L E  4  Comparison of metrics of different PUF designs

Metrics APUF [34] DAPUF [24] RPUF [25] OB-PUF [26]
The improved 
MA-APUF Ideal

Prediction rate (%) 95.00a 69.00 64.45 71.99 56.00 50

Uniqueness (%) 23.00 48.06 52.20 N/A 43.60 50

Reliability (%) 95.20 89.95b 94.80 86.24 92.84 100

Bit-aliasing (%) 19.57 N/A N/A N/A 51.58 50
aThese values are obtained from our experiments. 
bThe result of [24] is represented as steadiness. 
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Therefore, we can collect enough outputs for each arbiter and 
evaluate the resistance of the MA-APUF using LR and ES.

Figures 13 and 14 depict the results of the ML attacks 
based on ES and LR for the APUF, 2-XOR APUF, and IMA-
APUF. The APUF exhibits the maximum accuracy rate of 
over 95% when the number of CRPs are more than 10 000. 
The accuracy rate of the 2-XOR APUF declines to approxi-
mately 80% because the XOR operation increases the non-
linearity. For the IMA-APUF, the prediction rate is always 
<61% even for samples with as many as 50 000 CRPs. A 
similar tendency is shown between the ES and LR. From the 
experimental results, it is clear that our proposal has a stron-
ger resistance for ML attacks than the APUF, 2-XOR APUF, 
and MA-APUF.

Furthermore, Ruhrmair and others [19] and Mahmoud 
and others [21] discussed the first power and timing side 
channels on strong PUFs; additionally, an efficient exploita-
tion via adapted ML techniques were described, which was 
illustrated by an XOR APUF and a lightweight PUF. This 
method reduces the attack complexity. In greater detail, the 
power and timing side channels provide information on the 

single outputs of the paralleled APUF in the XOR APUF or 
lightweight PUF. They indicate how many of these single 
outputs are “1” or “0” before the final XOR gate. According 
to this side-channel information, we could not determine 
which of the single outputs were 0 or 1. However, if com-
bined with suitably adapted ML techniques, the side-channel 
information can be efficiently utilized to infer the secret in-
formation from the PUF. However, as shown in Figures 13 
and 14, responses r1 and r2 before the XOR operation in the 
IMA-APUF are extremely difficult to predict with high ac-
curacy. Therefore, the improved MA-APUF can be used for 
such a case.

Numerous ML attacks, including LR and ES, rely on 
the assumption that a mathematical model of the PUF 
functionality is known in advance. Paper [31] provided a 
provable framework for ML attacks against a PUF family, 
whose underlying mathematical model is unknown. The 
author suggested that the number of Boolean variables k 
affecting the Boolean function should be computed. To 
prevent a potential adversary from modeling the PUF, the 
function representing our PUF should satisfy the following 
condition: k≫ ln (n) or k  =  0, where n is the PUF stage. 
Table 5 shows the Boolean variables k of our PUF. The 
results further corroborate that the improved MA-APUF 
could resist some potential attacks without using a math-
ematical model.

6.3 | Hardware resource consumption

Table 6 shows the hardware resource consumptions of the MA-
APUF and IMA-APUF. As shown, the improved MA-APUF 
consumes twice as much hardware resources as the MA-APUF. 
This is primarily attributed to the inverters and the tuning block. 
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Response k

r1 0

r2 62

r 0

T A B L E  6  Results of MA-APUF for ML attacks based on ES and  
LR

    Selector Detection Response Others Total

MA-APUF FF 0 6 0 0 6

LUT 128 0 8 6 142

The 
improved 
MA-APUF

FF 0 0 0 0 0

LUT 256 4 1 56 317
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The inverters are inserted at each selector block to improve the 
nonlinearity, and the tuning block is added to tune the asym-
metry delay path caused by the routing feature in the FPGA. 
Therefore, in our design, the tradeoff is that as the uniqueness 
and security improve, the hardware consumption increases.

7 |  CONCLUSION

In this study, we demonstrated several foundational prin-
ciples to improve the uniqueness of APUF-based strong 
PUFs. In particular, we used the MA-APUF as an example 
to demonstrate that symmetrical delay lines and nonlinear 
blocks affected the uniqueness of delay-based strong PUFs. 
Subsequently, we proposed an improved MA-APUF. The im-
proved MA-APUF demonstrated improved uniqueness and 
ML attack resistance. However, our modifications resulted in 
decreased reliability. Our future work will focus on this issue.
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