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요  약

최근 유튜브와 같이 영상 콘텐츠를 보거나 제작하는 것에 관한 관심이 급증하고 있습니다. 그러나 개인 정보 보호 

기술이 없이 동영상을 제작하게 되면, 출연을 원하지 않는 사람들이 공개적으로 노출되어 개인 정보 보호권을 침해

할 수 있습니다. 본 논문은 이러한 문제를 해결하기 위해 얼굴을 식별하여 특정한 얼굴만 화면에 나오고 그 외에 다른 

얼굴들은 Gaussian blur filter를 이용하여 흐리게 하여서 초상권을 보호하는 기술을 제안합니다. 이 논문의 핵심은 실

시간 비디오에서 인물의 초상권을 보호하기 위한 주요 기술인 얼굴 식별 기술의 정확도를 높이기 위한 노력입니다. 
본 논문은 얼굴 식별의 정확도를 높이기 위하여 추적 알고리즘을 사용하였으며 실시간 비디오에 적용하기 위하여 알

고리즘을 변경하였습니다. 이 논문에서는 추적 알고리즘이 있는 경우와 없는 경우를 비교하여 결과를 보여줍니다.

ABSTRACT 

Recently there is sharply increasing interest in watching and creating video contents such as YouTube. However, 
creating such video contents without privacy protection technique can expose other people in the background in public, 
which is consequently violating their privacy rights. This paper seeks to remedy these problems and proposes a technique 
that identifies faces and protecting portrait rights by blurring the face. The key contribution of this paper lies on our 
deep-learning technique with low detection error and high computation that allow to protect portrait rights in real-time 
videos. To reduce errors, an efficient tracking algorithm was used in this system with face detection and face recognition 
algorithm. This paper compares the performance of the proposed system with and without the tracking algorithm. We 
believe this system can be used wherever the video is used.
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Ⅰ. Introduction

Over the past years, there has been a dramatic 
increase in the number of digital content creators. Some 
people make videos at home, where-as travelers or 
V-loggers make videos outdoors. They often add other 
people's face in their content. Such a situation is 
uncomfortable for both the person whose face is in the 
camera and the creator as well.

The creator should remove their face before uploading 
the video which is not an easy task and needs a lot of 
time. They use one of the auto face blur system like 
YouTube blur system (this is a system provided by 
YouTube which, before uploading a video, scans the 
faces in the video file and the user can choose a scanned 
face to make it blurred or visible.)

Fig. 1 One person registered face using this blur system

he difference between YouTube blur system and our 
system is the real-time processing. YouTube blue system 
or other blur systems take a video file as input. However, 
our system can do all such tasks in real-time. 

In Fig 1, we registered a specific person in out system 
to remove the blur effect and show that a face appears. 
Like this figure, our system can register a new face, 
make unregistered faces blurred, and un-register any 
face from the database and all of this is done in real-time. 
In other words, users can register a new faces whenever 
they want. This system makes the recording of pictures 
and videos easy for digital creators, and other people 
around the creators do not need to be worried about 
creator's real-time videos. This is the first central topic in 

this system.
The second is tracking algorithm for reducing errors. 

Reducing the errors in blur system is obviously very 
important. If the system loses a blurred face even for one 
frame, the face could not be protected and it could have 
very serious outcomes. For this reason, this system has 
not only detection and recognition algorithm but also 
tracking algorithm for reducing the errors.

The basic system consisting of only detection and 
recognition algorithms was compared with our system 
consisting detection, recognition and tracking algorithms.

Ⅱ. Face Tracking and Protection System

There are two basic processes for face blurring. First 
step is noise removal [1] and face detection and the 
second step is face recognition [2][3]. MTCNN (Multi 
task cascaded convolutional networks) [4][5] is used for 
face detection algorithm and the output of MTCNN is 
face boundary box. Actually, in the ouput of MTCNN, 
we can get not only the boundary box but also the 
positions of the eyes, nose, and mouth as well as 
boundary box. However, we only used the boundary box 
of the face. FaceNet (FaceNet: A Unified Embedding for 
Face Recognition and Clustering) [6] is used for face 
recognition algorithm and the output of FaceNet is 
feature data about the face. 

Fig. 2 Overall architecture of the proposed system

In this paper, we have explained the three important 
aspects about our system. Fig 2 shows our overall 
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architecture. The first is how to combine MTCNN, 
FaceNet, Deep SORT (Simple Online and Real time 
Tracking with a Deep Association Metric) [7] [8]. The 
second is how to register person and the last is how to 
keep a registered person in the database when you turn 
this system off and then on.

The method of combining detection, recognition and 
tracking algorithm is explained first. MTCNN gives the 
face boundary box (detection) [9], FaceNet receives the 
face boundary box from MTCNN and gives the face 
features inside the boundary box. The Deep SORT 
algorithm calculates the IOU (intersection over union) 
distance using the face boundary box provided by 
MTCNN and also calculates feature distance using the 
face features extracted from FaceNet (the cosine 
similarity is used to calculate the face features distance.) 
In other words, Deep SORT's detector is MTCNN and 
the encoder is FaceNet.

The second important aspect of our system is how to 
register a person. The Deep SORT algorithm keeps a 
track of the features of each face from the last 30 frames 
in the past. When the new face is registered, the features 
and the name associated with that face are saved in the 
registered features list and registered name list and the 
object (face) status is changed.

Fig 3 explains how the object status is changed in 
Deep SORT and our system. In fig 3, the left side 
process is basic Deep SORT algorithm and right side 
process is our system. The left process's basic object 
status upon detection is TENTATIVE. TENTATIVE 
means some face is in the video, but not being tracked. 
When the object has this status, the basic process of just 
checking IOU matching is performed. If this object 
moves out of the video for 60 frames, the object status is 
changed to DELETED. DELETED means that the object 
is deleted from the system. If TENTATIVE object is in 
the video for more than 3 frames, the status of this object 
is changed to CONFIRMED. CONFIRMED means that 
the object is being tracked. For the CONFIRMED status 
object, feature matching is performed. When the feature 
matching fails, it checks the IOU matching. If 

CONFIRMED object is out of the video for more than 
60 frames or if the recognition fails even for the face in 
the video, the status is changed to DELETED.

Fig. 3 Face registration and deletion process

In this system, if the detected object is not registered, 
it has the same process as the Deep SORT system 
process. However the process flow of registered objects 
is different. Registered object can have three states from 
REGISTERED, CONFIRMED and DELETED. The 
state of a registered object cannot be TENTATIVE. If 
the registered face is out of video for any duration, they 
will have the REGISTERED status. Our system is 
continuously matching the features of all the faces in the 
video against all the registered faces in the database. If 
the face features in video and database are matched for 
more than 3 frames, the status of the face is changed to 
CONFIRMED. If the tracking system losses the tracking 
of the CONFIRMED to REGISTERED.

The third important aspect of our system is how to 
retain the information when the user restarts the system. 
When the system is turned off, the registered face's 
features and names are saved in the database. The 
registered feature list is an array of the shape [n, frames, 
features]. The 'n' means the number of the registered 
objects, 'frames' means how many frames were used to 
save the features. If the number of frames is 30, it means 
that the face features have been stored for 30 frames. The 
last thing is 'features' that mean feature dimensions. The 
registered names list is just a list of names. The order of 
the registered name list is same with n's order.

When the user restarts the system, it reads the data 
saved in the database. If there is no data, the system start 
immediately. However, if there is data in the database, 
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the system creates as many objects as saved number of 
'n' and the status of all the objects is REGISTERED.

The developed system can perform blur processing 
through this methods. And this system integrated face 
detection, face recognition, blur, face data save and 
delete process. In addition, the existing tracking algorithm 
was modified for can be saved face data in our system.

Ⅲ. The Result

Fig. 4 Left side is the results of non-tracking blur system 
where a registered person is recognized as a new person 
and blurred. On the right side is tracking blur system 
where the ID is consistent in each frame.

Difference of non-tracking blur system and tracking 
blur system is the ratio of false positives. The videos 
were used for this experiment. those are clipped group 
interview videos.　Each video is 18~22 seconds long 
and have 600~800 frames, so the total number of frames 
is 7128. If a person in the video is assigned an ID and the 
same person is assigned a different ID in a different 
frame of the video, it is counted as a false positive. 

In our experiment, the non-tracking blur system has a 
false positive score of 857 in 7128 frames, whereas our 

tracking blur systems has a false positive rate of only 17 
in 7128 frames. The non-tracking system is the 
face-recognition 1.3.0 library provided by python.

In fig 4, The system shows difference between 
non-tracking system and tracking system. The left line of 
the fig 4 is non-tracking system and the right line is 
tracking system. In the first line of the fig 4, the 
non-tracking system detected the two person as the same 
person number(Same number of the both person means 
the system recognized the same person.). In the second 
line, the non-tracking system recognized one person as 
registered and another person as not registered. And in 
the last line, the non-tracking system recognized two 
person as unknown person even the two person still be 
same position. But the tracking system recognized all 
person as different person in all three frame.

By integrating tracking in auto blur system, the errors 
in auto blur system were reduced. The basic system 
without the tracking algorithm processes each frame. It 
means that the frames are not related with each other. In 
this case, when two or more similar people appear in 
same frame, the system can not accurately recognize 
them and the names of the faces may change from person 
to another person in each frame.

The tracking system can solve this problem. In our 
system, the current frame is related to the previous 
frames. Therefore, the IOU value is calculated by 
remembering the position of the face's bounding box in 
the previous frames [10].

This eliminates the situation where the name of the 
similar people changes. This is the biggest advantage of 
a system with tracking algorithm over a basic system 
with no tracking algorithm.
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Fig. 5 Face information is retained in the database 
when a registered face disappears from the view and 
then reappears.

Fig. 6 Face is blurred when a registered face is deleted 
from the database.

Fig. 7 When an unregistered person is registered by 
the user, the face is now exposed (unblurred) 

Ⅳ. Conclusion

This system has three functions. The first is to register 
person(Fig 7), second is to delete the saved person(Fig 
6). The last thing is that the registered person continues 
to be recognized as the same person even leaving and 
entering(Fig 5). And to make those function, we change 
the algorithm of the existing tracking system.

This system used a tracking algorithm to reduce errors 
in the auto blur system and presented a solution to 

process the video in real-time. By making the auto blur 
system, it can be used more flexibly. By reducing errors, 
a more reliable system was created for portrait rights 
protection. 

This paper says that the purpose was for creators or 
people from the digital industry. However, the system 
can be applied to other situations as well. 

By using this system, if you have a database of 
registered people who work in a building, you can easily 
find outsiders while protecting the faces of employees. 
Also these days, people's faces are easily exposed in the 
car black boxes wherever they are. This system can 
prevent such situations. We believe this system can be 
used wherever the video is used.
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