
        1  |   INTRODUCTION 

 Achieving secure transmissions in an open- medium envi-

ronment is of great significance in wireless communication. 

Studies show that physical layer security, which applies dif-

ferent signal- processing techniques to protect wireless trans-

missions from passive and active attacks by adversaries or 

malicious users, is an interesting topic for secure communica-

tions [ 1 ]. In practical applications, the legitimate transmitter 

has to attain channel state information (CSI) through the pilot 

training process. However, this handshaking process enables 

an eavesdropper to conduct a pilot spoofing attack (PSA) [ 2 ]. 

This type of attack is known as an active spoofing attack in a 

wiretap channel model with three terminals, that is, one legit-

imate transmitter (Alice), one legitimate user (Bob), and one 

malicious user (Eve) [ 3 ]. Because the public pilot signal is 

repeatedly used and publicly known, an intelligent Eve may 

broadcast the same pilot sequences synchronized with Bob. 

Meanwhile, the estimated channel at Alice is a combination 

of legitimate and illegitimate channels. 

 A literature review indicated that different methods have 

thus far been proposed for detecting an active PSA. One di-

rect strategy is to deliberately alter the pilot sequence [ 4– 8 ]. 

However, this strategy becomes ineffective if Eve is sufficiently 
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     Abstract 
 In this study, a spatial spectrum method is proposed to cope with the pilot spoofing 

attack (PSA) problem by exploiting the of uplink– downlink channel reciprocity in 

time- division- duplex multiple- input multiple- output systems. First, the spoofing at-

tack in the uplink stage is detected by a threshold derived from the predefined false 

alarm based on the estimated spatial spectrum. When the PSA occurs, the transmit-

ter (That is Alice) can detect either one or two spatial spectrum peaks. Then, the 

legitimate user (That is Bob) and Eve are recognized in the downlink stage via the 

channel reciprocity property based on the difference between the spatial spectra if 

PSA occurs. This way, the presence of Eve and the direction of arrival of Eve and 

Bob can be identified at the transmitter end. Because noise is suppressed by a spatial 

spectrum, the detection performance is reliable even for low signal- noise ratios and 

a short training length. Consequently, Bob can use beamforming to transmit secure 

information during the data transmission stage. Theoretical analysis and numerical 

simulations are performed to evaluate the performance of the proposed scheme com-

pared with conventional methods.  
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intelligent to probe such an alteration in the pilot. Tugnait [ 7 ] 

superimposed a random sequence on the training sequence 

at the legitimate receiver and used the minimum description 

length (MDL) criterion to detect a pilot contamination attack. 

Wang et al. [ 8 ] proposed a random channel training scheme in 

which multiple orthogonal pilot sequences (PSs) are simulta-

neously allocated to a legitimate user. This user then randomly 

selects one PS from the assigned PS sets to transmit. Kewen 

et al. [ 9 ] established a new PSA model for time- division- 

duplex (TDD) systems, in which multiple collusive Eves are 

collaborated to improve the wiretapping capability. Xiong 

et al. [ 10 ] proposed an energy ratio detector (ERD) to exploit 

mismatches in the signal power of Alice and Bob when Eve ' s 

spoofing pilot is involved. Subsequently, a two- way training 

method (TWTD) was designed to handle the PSA [ 11 ]. The 

designed method can detect the PSA and simultaneously es-

timate the CSI of both legitimate and eavesdropper channels. 

Liu et al. [ 12 ] recently introduced a trusted auxiliary node and 

designed a three- phase uplink training method to efficiently 

detect the eavesdropper, which also participates in the uplink 

training process and assists in PSA detection. However, ensur-

ing the reliability of this node is still a challenging problem. 

Considering the limited training length, the channel estimation 

accuracy and detection reliability are seriously degraded in the 

case of a low signal- noise ratio (SNR). Moreover, majority of 

the abovementioned investigations focused on multiple- input 

single- output cases, which may be less effective in practical 

multiple- input multiple- output (MIMO) systems that may 

originate from a significantly high training overhead. 

 In the present study, we consider the MIMO scenario 

with three terminals and design an effective spatial spectrum 

method (SSM) to combat PSA in a TDD system. Figure  1  

illustrates the schematic model of the proposed method. The 

scenario is based on the basic wiretap channel model [ 3 ].  

 To this end, the spatial spectrum (That is direction of 

arrival (DOA) components) is directly estimated using a 

two- stage algorithm rather than estimating the CSI in the 

temporal domain with an unaffordable overhead. In the up-

link stage, Bob transmits the pilot and Alice estimates the 

high- resolution spatial spectrum via well- adjusted steering 

vectors. If a PSA occurs, Eve broadcasts the pilot simulta-

neously with Bob. In the downlink stage, Alice transmits the 

pilot and Bob re- estimates the spatial spectrum. The PSA can 

be detected by comparing these spatial spectra. Numerical 

simulations are provided to validate the advantages of the 

proposed scheme. The contributions of the present study can 

be summarized as follows:

    •     The proposed scheme provides an SSM to detect Eve based 

on a two- way training method. The SSM does not require 

the downlink training stage if Alice does not detect PSA 

in the uplink training stage. Accordingly, the proposed 

method saves the training time compared with the method 

proposed by Xiong et al. [ 10,11 ]. Moreover, the pilot sig-

nals in the SSM need not be redesigned, which is a remark-

able benefit compared with other methods [ 4– 8 ] because 

the assigned pilot signals are usually made orthogonal to 

each other to avoid the contamination phenomenon. 

   •     Considering the noise suppression by the spatial spec-

trum, the detection reliability is expected to improve sig-

nificantly, even for a low SNR and short training length. 

Moreover, conventional temporal PSA- detection methods 

usually broadcast the pilot signal in a chronological order 

to attain CSI and avoid pilot interference in the considered 

MIMO system. The required spatial information in the pro-

posed method can be estimated using only one transmit an-

tenna, thereby reducing the corresponding time and energy 

consumption in the training process. 

   •     More importantly, the spatial information of Eve can be ac-

curately estimated by applying the proposed method. This 

enables the beamforming from Alice to Bob to minimize 

the information leakage [ 13,14 ].   

 The rest of the paper is organized as follows. Section 2 in-

troduces the system model and related assumptions. Section 

3 presents the detection and identification processes and 

  F I G U R E   1                   Schematic of the model of our proposed pilot 

spoofing attack (PSA) detection method 
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secrecy rates. Section 4 explains the simulation setup and 

numerical result analysis. Finally, Section 5 gives the main 

achievements and conclusions of this study.  

   2  |   SYSTEM MODEL 

 This paper considers a wiretap channel model (Figure  1 ) 

comprising Alice, Bob, and Eve, who are equipped with  n  t , 

 n  r , and  n  e  ( n t   ≥ 2,  n  r  ≥ 2,  n  e  ≥ 1) antennas, respectively. The 

antenna elements are equally deployed in uniform linear ar-

rays with half- wavelength spacing (That is  d   =  1/2 λ ). The 

downlink and uplink channels are assumed reciprocal in a 

TDD system [ 10,11,15 ]. Both channels are characterized by 

block- fading, that is, the CSI remains unchanged during the 

pilot lengths  N  1  and  N  2 , where  N  1  and  N  2  are the pilot lengths 

of the uplink and downlink training, respectively. Table  1  

lists the notations used in this paper.  

 To avoid pilot interference in the considered MIMO 

system, the conventional temporal PSA- detection methods 

usually broadcast the pilot signal in a chronological order 

to attain CSI. Under this circumstance, the pilot length of 

the uplink training is  N  1  =   n  r  N
′
1
  , where  N′

1
   is the training 

length of one antenna in Bob. In this case, the time and 

energy consumptions in the training process become un-

affordable, remarkably reducing the performance of the 

temporal methods in MIMO systems with a larger- scale 

antenna array. 

 An efficient scheme was developed herein based on a 

novel perspective for spatial signal processing to reduce the 

pilot length  N  1  and improve the detection and identification 

probability. More specifically, the spatial location (That is 

DOA and geographical distance) was alternatively estimated 

instead of training all antennas for the temporal CSI, which 

is sensitive to noise. This study intends to mainly focus on 

the detection and identification of Eve (the detection and 

identification processes aim to estimate the DOAs of Bob 

and Eve). The geographical distance estimation will be 

studied in the future. The required spatial information can 

be estimated using only one transmit antenna; thus, the ter-

minals in the training process were assumed as one antenna 

broadcasting the pilot signal to reduce the time and energy 

consumptions of the training process. In particular, in the 

pilot training process, Bob uses one antenna to transmit the 

assigned pilot signal  x  ( n ) (n = 1,…, N1,
∑ N1

n=1
|x(n)|2 = N1)  . 

Hence, the total training length is  N  1 = N′
1
  , indicating that the 

pilot length can be reduced by ( n r   -  1) times when the com-

parison is made with the temporal scheme. The smart Eve 

can transmit the same pilot signals as Bob to the spoofed 

Eve because the pilot signals are repeatedly used and pub-

licly known. In this case, the legitimate channel  h ∈ ℂ
nt ×1   

and illegitimate channel  g ∈ ℂ
nt ×1   are, respectively, mod-

eled as follows [ 16,17 ]:

     

where  a(𝜃) =
[
1, e− j2𝜋dsin𝜃∕𝜆,…, e− j2𝜋(nt −1)dsin𝜃∕𝜆

]T
  ,  𝜃 ∈ ( −

𝜋

2
,
𝜋

2
)  . 

Moreover,  θ b   and  θ e   denote the DOAs of Bob and Eve, respec-

tively, and  a  ( θ b  ) and  a  ( θ e  ) are the array steering vectors of Bob 

and Eve, respectively.  𝜂ab = D
−𝛼∕2

ab
   and  𝜂ae = D

−𝛼∕2
ae    denote the 

large- scale fading coefficients, where  D ab   and  D ae   are the geo-

graphical distances of Alice– Bob and Alice– Eve, respectively, 

and  α  is the path loss exponent. 

 We then define two hypotheses.  ℋ0   means the absence of 

a PSA,  ℋ1   denotes the presence of a PSA [ 18 ]. The received 

signal of Alice in these two cases is as follows:

     

where  𝒫B   and  𝒫E   represent the power budgets of Bob and Eve, 

respectively.  u  ( n ) denotes the circularly symmetric complex 

Gaussian (CSCG) noise vector, and each element is identi-

cally distributed (i.i.d.) with zero mean and variance  𝜎2
u
  , that is, 

 u(n) ∼𝒞𝒩(0, 𝜎2
u
Int×nt

)  .  

   3  |   SPATIAL SPECTRUM AGAINST 
PSA 

 Figure  1  illustrates the basic idea behind the proposed 

algorithm. During the uplink training, Bob uses a single 

antenna to launch the uplink training, while Alice detects 

multiple DOAs (if Eve is present). Alice then conducts 

downlink training through one antenna, while Bob esti-

mates the DOA of Alice. Alice identifies Eve based on 

the uplink– downlink channel reciprocity after Bob has re-

ported its estimated information. The detailed detection 

and identification processes are described in the following 

sections. 

 ( 1 ) 

{
h= 𝜂aba(𝜃b),

g= 𝜂aea(𝜃e),

 ( 2 ) 
H0: y(n)=

√
𝒫Bhx(n)+u(n),

H1: y(n)= (
√
𝒫Bh+

√
𝒫Eg)x(n)+u(n),

  T A B L E   1          Notations and symbols used in this paper 

 Notation  Description 

  a  and  A   Vector and matrix 

 (·)  T 
  and (·)  H 

   Transpose and Hermitian transpose 

 |·|  Absolute value of a scalar 

  ℂn × m    Complex space of the dimension  n  ×  m  

  In × n     n - by-  n  identity matrix 

  𝒞𝒩
(
0, 𝜎2

)
    Circularly symmetric complex Gaussian 

distribution 

  N  (0,  σ  2 
)  Gaussian distribution 

 Pr(·)  Probability measure 
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   3.1 |  Detecting the Eavesdropper 

 In the proposed scheme, Bob first emits the pilot signal via 

one antenna, and the detection process is implemented at 

Alice’s end. Instead of focusing on the temporal CSI, which 

is normally conducted in conventional methods [ 10,11 ], the 

spatial spectrum of the received signal at Alice is calculated 

as

      

 It can be proved that when  θ  is aligned with the arrival 

angle of the incoming signal (That is  θ = θ b   or  θ  =  θ  e  ), the 

spatial spectrum  S A   ( θ ) reaches its peaks [ 19 ]. 

 In practical applications,  S A   ( θ ) can be estimated using a 

finite pilot length  N  1 :

      

 Considering that  y′(n) = aH(𝜃)y(n)   is a CSCG random 

variable for a specific angle,  |y′(n)|2   follows a noncentral 

chi- square distribution with two degrees of freedom (DOF). 

According to the central limit theorem (CLT),  ̂SA(𝜃)   approx-

imately follows a Gaussian distribution for a specific angle 

when the degree of freedom 2 N  1  is sufficiently large (for ex-

ample DOF > 20). 

 If Eve is present at the current time, two main peaks, that 

is,  ̂SA

(
𝜃b

)
   and  ̂SA

(
𝜃e

)
  , should be observed by Alice. Other 

smaller peaks such as  ̂SA

(
𝜃i

)
   ( i  = 1, 2, …), which are gen-

erated by noise or oscillation effects, can also be expected. 

Note that  ̂SA

(
𝜃b

)
  ,  ̂SA(𝜃e)  , and  ̂SA

(
𝜃i

)
   are Gaussian variables 

with mean values of  μ b  ,  μ e  , and  μ i  , respectively. Moreover, the 

corresponding variances are  𝜎2
b
  ,  𝜎2

e
  , and  𝜎2

i
  , respectively. The 

means and variances can be calculated as follows:

     

where      

 The expressed equations indicate that only one main peak 

is expected if Eve is absent. Meanwhile, two main peaks can 

be observed if a PSA occurs. Hence, the PSA detection can be 

realized by adopting the number of peaks as the test statistic. 

Accordingly, the hypothesis test problem can be alternatively 

formulated as follows:

      

 Where  ℬ =
{

ŜA

(
𝜃m

) | ŜA

(
𝜃m

)
> 𝛾 , m = b, e, i

}
   denotes the 

set of detected peaks and  γ  is the detection threshold. card(·) de-

notes the number of elements in the set. Thus, the threshold can 

be derived from a predesigned probability of false alarm  P fa  :
     

where  f  0   i   ( x ) and  f  1  ( x ) denote the probability density functions 

(PDFs) of  ̂SA

(
𝜃i

)
   and  ̂SA

(
𝜃b

)
  , respectively, and Φ( x ) is the cu-

mulative distribution function of the standard normal distribu-

tion.  γ i   is the threshold for different fake peaks  ̂SA

(
𝜃i

)
   with a 

predesigned  P fa  . Multiple  γ i   can be obtained if there are multiple 

fake peaks; then,  γ  = max{ γ i  }. In this case, the detection proba-

bility  P d   of Eve can be expressed as follows:

     

where  f  2  ( x ) is the PDF of  ̂SA

(
𝜃e

)
  . In the above derivation, we 

have excluded a special case, wherein Bob and Eve are close to 

each other in the spatial domain. In particular, pilot spoofing can 

be scarcely detected by our proposed method if Bob and Eve are 

located within the same spatial region.  

   3.2 |  Identifying the Eavesdropper 

 The channel is directly estimated if Eve is not detected. The 

suspected peak value corresponding to Eve is further identi-

fied. Alice conducts downlink training by transmitting pilot 

signals  x ( n ) to identify Eve. Further, it is assumed that Eve is 

silent during the downlink training process. Note that the ex-

tension of our spectral detection method to the case with both 

uplink and downlink spoofing attacks is straightforward and 

will be covered in future work. The estimated spatial peak 

 ̂SB

(
𝜃a

)
   ( θ a   is the DOA estimated via the pilot signal of Alice) 

 ( 3 ) SA(𝜃) = aH(𝜃)𝔼[y(n)yH(n)]a(𝜃),

 ( 4 ) ŜA(𝜃) =
1

N1

∑
N1

n=1

|||aH(𝜃)y(n)
|||2 .

 ( 5 ) 

⎧⎪⎨⎪⎩
𝜇m =nt𝜎

2
u
+𝛽m,

𝜎2
m
=

1

N1

(
n2

t
𝜎4

u
+2nt𝜎

2
u
𝛽m

)
, m=b, e, i,

 ( 6 ) 

⎧⎪⎪⎨⎪⎪⎩
𝛽b =

|||√𝒫B𝜂abnt +
√
𝒫E𝜂aeaH

(
𝜃b

)
a
(
𝜃e

)|||2 ,

𝛽e =
|||√𝒫B𝜂abaH

(
𝜃e

)
a
(
𝜃b

)
+
√
𝒫E𝜂aent

|||2 ,

𝛽 i =
|||√𝒫B𝜂abaH

(
𝜃i

)
a
(
𝜃b

)
+

√
𝒫E𝜂aeaH

(
𝜃i

)
a
(
𝜃e

)|||2 .

 ( 7 ) card (ℬ)
H0

<
H1

2,

 ( 8 ) 

Pfa =Pr(card(ℬ)=2|ℋ0)

a.s.
≃

⎛⎜⎜⎝
+∞

∫
𝛾 i

f1 (x) dx

⎞⎟⎟⎠
⎛⎜⎜⎝
+∞

∫
𝛾 i

f0i (x) dx

⎞⎟⎟⎠
=

[
1−Φ

(
𝛾 i−𝜇b

𝜎b

)][
1−Φ

(
𝛾 i−𝜇i

𝜎i

)]
,

 ( 9 ) 

Pd =Pr(card(ℬ)=2|ℋ1)

a.s.
≃

⎛⎜⎜⎝
+∞

∫
𝛾

f1 (x) dx

⎞⎟⎟⎠
⎛⎜⎜⎝
+∞

∫
𝛾

f2 (x) dx

⎞⎟⎟⎠
=

[
1−Φ

(
𝛾−𝜇b

𝜎b

)][
1−Φ

(
𝛾−𝜇e

𝜎e

)]
,
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at Bob ' s end is also a Gaussian variable with a mean value of 

 μ a   and a variance of  𝜎2
a
   (That is  ̂SB

(
𝜃a

)
∼𝒩

(
𝜇a, 𝜎2

a

)
  ):

     

where  𝒫A =𝒫B   denotes the power budgets of Alice.  𝜎2
v
   is the 

variance of the noise   v  ( n ) at Bob ' s end. Similarly, we have 

 v (n) ∼𝒞𝒩
(
0, σ2

v
Inr×nr

)
  . 

 Based on the estimated peak  ̂SB

(
𝜃a

)
   reported from Bob, 

Esssssve is recognized by comparing  ̂SB

(
𝜃a

)
   with the two esti-

mated peaks at Alice ' s end. More specifically, the spatial peak 

 ̂SA

(
𝜃b

)
   should be approximately equal to  ̂SB

(
𝜃a

)
   because of 

the uplink– downlink channel reciprocity in a TDD system. 

Meanwhile,  ̂SA

(
𝜃e

)
   is incomparable with  ̂SB

(
𝜃a

)
   with a large 

probability, except for the specific case of  D  ab  =  D  ae . This means 

that the difference between  ̂SA

(
𝜃b

)
   and  ̂SB

(
𝜃a

)
   is smaller 

than that between  ̂SA

(
𝜃e

)
   and  ̂SB

(
𝜃a

)
  . Such a difference can 

be exploited to identify the suspected peak representing Eve. 

Therefore, we propose using the difference value between the 

two spatial peaks as the test statistic for identifying Eve.

      

 Δ 1  and Δ 2  follow the Gaussian distributions;  Δ1 ∼𝒩

(
𝜇Δ1

, 𝜎2
Δ1

)
   

and  Δ2 ∼𝒩

(
𝜇Δ2

, 𝜎2
Δ2

)
  .  𝜇Δ1

= 𝜇b − 𝜇a  ,  𝜎2
Δ1

= 𝜎2
b
+ 𝜎2

a
   and 

 𝜇Δ2
= 𝜇e − 𝜇a  ,  𝜎

2
Δ2

= 𝜎2
e
+ 𝜎2

a
  . 

 Thus, Alice can immediately recognize Eve based on the 

correlation between |Δ 1 | and |Δ 2 |. In other words, Eve should 

be located in the real position  θ e   if |Δ 1 | < |Δ 2 |; otherwise, Eve 

may be wrongly recognized at  θ b   if |Δ 1 | > |Δ 2 |. 

 In practice, Alice exploits the minimum error probability 

rule for recognizing  ̂SA

(
𝜃b

)
  ,  ̂SA

(
𝜃e

)
  . Accordingly, the result-

ing error probability of the process for identifying Eve can be 

expressed as follows:

     

where  fΔ1
(x)   and  fΔ2

(x)   are the PDFs of Δ 1  and Δ 2 , respec-

tively, and  γ ′ is the decision threshold that minimizes the 

abovementioned  P e  . The false recognition probability of Eve 

has two aspects: (1) when |Δ 2 |<  γ ′, which corresponds to the 

first part of (12) and (2) when |Δ 1 |>  γ ′, which corresponds to 

the second part of (12). Finally,  γ ′ is deduced by solving the 

equation  𝜕Pe

𝜕𝛾 ′
= 0  . The ratio of correct recognition  P c   can then 

be calculated as  P c   = 1 –   P e  . 
 The proposed scheme can correctly identify Eve in most 

cases, except in a certain situation. When Eve is sufficiently 

intelligent and knows the emission power of Bob in the uplink 

training process, that is,  𝒫E =𝒫B  , the identification accuracy 

deteriorates when Eve exactly stays on a circle centered on 

the location of Alice and with a radius of  D ab   (That is  D ae   
=  D ab  ). In most practical deployments, both Bob and Alice 

are reasonably assumed to be randomly distributed within 

the local region. In other words, the probability that the geo-

graphical distances of Alice– Bob and Alice– Eve are equal is 

extremely small or approved zero. Therefore, the proposed 

scheme can be potentially used to detect the PSA from a ma-

licious eavesdropper.  

   3.3 |  Secure transmission 

 Secure transmission is based on the DOAs of Bob and Eve. 

First, Alice acquires the DOAs of Bob and Eve based on 

 ̂SA(𝜃b)   and  ̂SA

(
𝜃e

)
  , respectively.

      

 The estimated channels are as follows:

      

 With the knowledge of  ̂𝜃b  , Alice can apply secure beam-

forming. Let  s ( n ) denote the data signal and  w = a

(
�̂�b

)
   be the 

beamforming vector. The received signals at Bob and Eve can 

be obtained as follows:

     

where  v b   ( n ) and  v e   ( n ) represent the Gaussian noises at Bob 

and Eve with zero mean and variance  𝜎2
v
   Bob can apply the  n r   

received array elements with a final weighting   w b    to maximize 

the output SNR. Studies [ 20 ] have shown that   w b    can be calcu-

lated from the following equation:

     

 ( 10 ) 

⎧⎪⎨⎪⎩
𝜇a =nr𝜎

2
v
+n2

r
𝒫A𝜂

2
ab

,

𝜎2
a
=

1

N2

(
n2

r
𝜎4

v
+2n3

r
𝜎2

v
𝒫A𝜂

2
ab

)
,

 ( 11 ) 

{||Δ1
|| = |||ŜA

(
𝜃b

)
− ŜB

(
𝜃a

)||| ,||Δ2
|| = |||ŜA

(
𝜃e

)
− ŜB

(
𝜃a

)||| .

 ( 12 ) 

Pe =Pr( ||Δ2
|| ) ∫

𝛾 ′

−𝛾 ′
fΔ2

(x)dx

Pr( ||Δ1
|| )

[
1−∫

𝛾 ′

−𝛾 ′
fΔ1

(x)dx

]
,

 ( 13 ) 

⎧⎪⎨⎪⎩
�̂�b = argmax

(−𝜋∕2,𝜋∕2]
ŜA

(
𝜃b

)
,

�̂�e = argmax
(−𝜋∕2,𝜋∕2]

ŜA

(
𝜃e

)
.

 ( 14 ) 
⎧⎪⎨⎪⎩

ĥ= 𝜂aba

(
�̂�b

)
,

ĝ= 𝜂aea

(
�̂�e

)
.

 ( 15 ) 
yb (n) =

√
𝒫Aĥ

H
ws (n) +vb (n) ,

ye (n) =
√
𝒫Aĝ

H
ws (n) +ve (n) ,

 ( 16 ) 
wb =

R−1
b

a

(
�̂�a

)
aH

(
�̂�a

)
R−1a

(
�̂�a

) ,
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where the covariance matrix  Rb = 𝔼

[
yb (n) a

(
�̂�a

)
aH

(
�̂�a

)
yb (n)

]
   

can be replaced by the sample covariance matrix and 

 �̂�a = argmax
(−𝜋∕2,π∕2]

ŜB

(
𝜃a

)
  . The optimal output SNR of Bob can be deter-

mined in the following form:

      

 The achievable rates at Bob are  Rb = log2

(
1 + SNRb

)
  . 

Eve applies maximal ratio combining to combine 

the received signals from different received anten-

nas. Accordingly, the rate at Eve can be expressed as 

 Re = log2

(
1 + SNRe

)
= log2

(
1 +𝒫A

‖‖Gwb
‖‖2

∕𝜎2
v

)
  , where  G  is 

the eavesdropper channel. The secrecy rate at Bob can be 

expressed in the following form:

      

 Algorithm 1 presents the pseudocode of the proposed 

SSM algorithm. 

 Algorithm 1. Pseudocode for the SSM algorithm 

 1: Bob broadcasts the pilot signal; 

 2: Alice calculates  ̂SA (𝜃)   based on the received signals; 

 3:  if  card ( ℬ  ) = 1  then  

  4: ̂𝜃b = argmax
(−𝜋∕2,𝜋∕2]

ŜA

(
𝜃b

)
    

 5: else 

 6: Alice conducts downlink training; 

 7: Alice calculates Δ 1  and Δ 2 ; 

 8:  if  |Δ 1 | < |Δ 2 |  then  

 9:  ̂𝜃b = argmax
(−𝜋∕2,𝜋∕2]

ŜA

(
𝜃b

)
, �̂�e = argmax

(−𝜋∕2,𝜋∕2]
ŜA

(
𝜃e

)
  ; 

 10:  else  

 11:  ̂𝜃b = argmax
(−𝜋∕2,𝜋∕2]

ŜA

(
𝜃e

)
, �̂�e = argmax

(−𝜋∕2,𝜋∕2]
ŜA

(
𝜃b

)
  ; 

 12:  end if  
 13:  end if  
 14: Secure transmission. 

   4  |   SIMULATION RESULTS 

 Herein, numerical analysis is conducted to validate the proposed 

PSA- detection scheme. Without loss of generality, the path loss 

index  α  is set to 2,  n t   =  n r   = 32,  n e   = 1, and  N  1  =  N  2 . The power 

budget at Alice and Bob is 10 dB, and the noise power is normal-

ized to 1, that is,  𝜎2
u
= 𝜎2

v
= 1  . The numerical results are derived 

from 10 000 independent Monte Carlo experiments. Table  2  lists 

the parameter settings used in the numerical simulation.  

 Figure  2  illustrates the threshold values versus the differ-

ent training lengths based on the simulation and theoretical 

results. The simulation thresholds almost overlap with the 

theoretical thresholds, in particular, with longer training 

lengths, the threshold will be more accurate. This validates 

the accuracy of the proposed theoretical analysis.  

 Figure  3  shows the detection performances of our method 

and the TWTD, ERD, MDL, and logarithmic likelihood 

ratio (LLR) methods under different power budgets of Eve 

 𝒫E  . It can be observed that a larger  𝒫E   can lead to a higher 

 𝒫d  . Moreover, with a higher power budget, the eavesdrop-

per faces a higher risk of being detected. The simulation re-

sults of SSM agree with the theoretical analysis. When  𝒫E   

is greater than - 1dB, the proposed SSM algorithm dramat-

ically outperforms the other methods under the same false 

alarm probability  P fa  . Because the proposed SSM analyzes 

the received malicious signal in the spatial domain, it can 

suppress the additive noise in the spectrum calculation. 

Therefore, the SNR can be effectively improved, which 

significantly enhances the detection accuracy. Moreover, 

the performance of all methods improves with the increase 

in  𝒫E  . However, the SSM method obtains a lower detection 

probability than other methods when the power of Eve is 

lower. The obtained results demonstrate that the MDL and 

LLR methods outperform the SSM method when the SNR 

is low. The MDL method adds a random sequence to the 

pilot signal, which is not applicable in most cases because 

it may destroy the orthogonality of pilot signals. Moreover, 

Eve may easily probe the change of pilots if Eve is smart 

enough. Further, the LLR method requires some prior in-

formation, which is not applicable in most practical prob-

lems. Interestingly, the negative influence on the channel 

estimation from the undetected Eve would be considerably 

alleviated when using the proposed SSM method (That is 

the DOA of Bob can still be accurately acquired, even when 

Eve is not detected).  

 Figure  4  shows the recognition performance, where 

 𝜃b =
𝜋

6
   and  𝜃e =

𝜋

3
  . The locations of Alice and Bob are 

fixed with a distance of  D ab   = 10 m. To reveal the effect 

 ( 17 ) SNRb =

nt𝒫A

||||wH
b

a

(
�̂�a

)||||
wH

b
Rbwb

.

 ( 18 ) Rb,sec = max
(
Rb − Re, 0

)
.

  T A B L E   2          System parameters 

 Simulation parameters  Values 

  n t  ,  n r    32 

  n e    1 

  α   2 

  𝒫A  ,  𝒫B  ,  𝒫E    10 dB 

  D ab    10 m 

  D ae    15 m 

  N  1 ,  N  2   100 

  P fa    0.01 

  θ b    π/6 

  θ e    π/3 

NING ET AL.|   946



of geographic topology on the proposed scheme, the 

distance  D ae   is changed from 7 to 17 m. Figure  4  shows 

that the recognition performance of the proposed SSM is 

superior in regions I and III but relatively inferior in re-

gion II, especially when  D ab   =  D ae  . This is because when 

the distances between Alice– Bob and Alice– Eve are the 

same, the spatial spectrum peaks of the two channels are 

approximately ( ̂SA

(
𝜃b

)
≈ ŜA

(
𝜃e

)
≈ ŜB

(
𝜃a

)
  ). This shows 

that the differentiation between Bob and Eve is impossible 

because this may cause |Δ 1 | > |Δ 2 | and can yield a wrong 

estimation. Note that this is an extremely special case 

owing to the stochastic positions of Eve and Bob. In most 

realistic scenarios, the terminals are randomly located, 

and the distances between Alice– Bob and Alice– Eve are 

quite different (That is region I or III); hence, the two 

spatial spectrum peaks of  ̂SA

(
𝜃e

)
   and  ̂SB

(
𝜃s

)
   are incom-

parable. This leads to the difference between  ̂SA

(
𝜃b

)
   and 

 ̂SB

(
𝜃a

)
   being smaller than that between  ̂SA

(
𝜃e

)
   and  ̂SB

(
𝜃a

)

  , |Δ 1 |<|Δ 2 |. Therefore, the proposed method can guarantee 

the recognition performance for most general applications.  

 Figure  5  depicts the ratio of the correct recognition versus 

the SNR of the channel between Alice and Eve. Note that 

the locations of Alice, Bob, and Eve are fixed. The analytical 

result matches the simulation result well, further validating 

the accuracy of the proposed theoretical analysis. Moreover, 

the proposed method obtains a higher recognition rate, even 

if SNR = 0 dB. Therefore, the DOAs of Bob and Eve can be 

correctly obtained.  

 Figure  6  shows the DOA of Bob versus  𝒫E   and the perfor-

mances of the secrecy rate versus  𝒫E  . Figure  6a  depicts that the 

estimated DOA value is consistent with the real value. The esti-

mated value of Bob is not affected by the power of Eve. Figure 

 6b  shows a comparison of the secrecy rate performances using 

the proposed SSM and without the detection method. The se-

crecy rate without the detection method decreases because the 

  F I G U R E   2                   Thresholds derived from simulation and theoretical 

analysis  
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channel estimation is a mixture of legitimate and illegitimate 

channels. The estimated channel will be biased toward Eve as 

 𝒫E   increases. However, the performances of the secrecy rate 

using the proposed SSM are almost invariant to the detection 

of Eve because Alice can also estimate the DOA of Bob when 

 𝒫E   < – 3 dB.   

   5  |   CONCLUSIONS 

 In the present study, a novel SSM detection scheme is pro-

posed to combat the PSA in MIMO systems. Unlike conven-

tional methods that focus on the temporal CSI, the proposed 

SSM exploits the spatial DOA information to detect Eve and 

further uses the reciprocity of the uplink and downlink chan-

nels between Alice and Bob to identify Eve. The proposed 

scheme first detects an attack from the number of spatial spec-

trum peaks at Alice in the uplink training stage. Alice then 

conducts downlink training when Eve is detected. Through 

the downlink training, Alice can recognize Bob and Eve from 

the difference between the spatial spectra. The main advan-

tage of the proposed scheme is that it can effectively suppress 

noise through a high- resolution spatial spectrum; therefore, 

it significantly improves the detection accuracy even with a 

short training length in a MIMO scheme. Moreover, the ob-

tained results show that the required spatial information in the 

proposed method can be estimated using only one transmit 

antenna, thereby reducing the corresponding time and energy 

consumption compared with conventional methods. Most 

importantly, the negative influence on the channel estimation 

from the undetected Eve would be greatly alleviated using 

the proposed SSM. This enables beamforming from Alice to 

Bob that will minimize the information leakage. Numerical 

simulations were performed to demonstrate the superiorities 

of the proposed method over conventional methods. 

 Some issues, such as the estimation error of the DOA and 

the time allocation between the channel training and data 

transmission stages, should be considered when applying 

the proposed scheme to a practical communication system. 

These issues will be studied in the near future.  
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