
        1  |   INTRODUCTION 

 As present networks mature, an increasing number of peo-

ple are communicating over the Internet considering its ef-

ficiency and inexpensiveness. Consequently, online social 

networks (OSNs) have significantly expanded in recent years 

[ 1,2 ]. Approximately, 300 OSN sites exist worldwide, in-

cluding Facebook, Twitter, and Sina Weibo. The number of 

monthly active Facebook users has reached 2 billion world-

wide, exceeding 400 million monthly active users on Sina 

Weibo. Users of these sites must present certain personal in-

formation. Additionally, there is a universal lack of privacy 

awareness [ 3 ] and most users naively accept the privacy 

protection measures of social networking sites. Therefore, 

these sites expose a large amount of personally identifiable 

information (PII). Moreover, driven by competition among 

the social networks, users are encouraged to release more 

PII that attracts more user participation [ 4 ]. However, blind 

compliance can result in bad consequences and can aggravate 

the inaction of OSN service providers. In September 2018, 

Facebook was subject to the largest information leak in his-

tory. More than 30 million user accounts were accessed by 

hackers, and a large amount of personal information was sto-

len. In 2017, Twitter publicly announced that it is abandoning 
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     Abstract 
 Recently, with an increase in Internet usage, users of online social networks (OSNs) 

have increased. Consequently, privacy leakage has become more serious. However, 

few studies have investigated the difference between privacy and actual behaviors. In 

particular, users '  desire to change their privacy status is not supported by their privacy 

literacy. Presenting an accurate measurement of users '  privacy status can cultivate 

the privacy literacy of users. However, the highly interactive nature of interpersonal 

communication on OSNs has promoted privacy to be viewed as a communal issue. 

As a large number of redundant users on social networks are unrelated to the user ' s 

privacy, existing algorithms are no longer applicable. To solve this problem, we pro-

pose a structural similarity measurement method suitable for the characteristics of 

social networks. The proposed method excludes redundant users and combines the 

attribute information to measure the privacy status of users. Using this approach, 

users can intuitively recognize their privacy status on OSNs. Experiments using real 

data show that our method can effectively and accurately help users improve their 

privacy disclosures.  
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its do not track privacy protection standard. According to a 

recent survey by Chinese security experts, more than 6.05 

billion PII has been leaked from the Internet in China [ 5 ]. 

Overall, users should not rely solely on commercial compa-

nies to protect their privacy. They should implement their own 

privacy measures. However, the privacy literacy of existing 

users is usually insufficient to shoulder this responsibility [ 6 ]. 

Our aim was to assist users in completing their privacy tasks. 

 In terms of information security, privacy protection im-

plies the retention of information within its intended bound-

aries. However, privacy security in social networks faces two 

paradoxes. First, privacy protection conflicts with the purpose 

of using social networks— to share personal information with 

others. In reality, one cannot define an accurate boundary be-

tween information sharing and privacy protection. Therefore, 

we should determine a reasonable tradeoff between privacy 

protection and information disclosure. Further, privacy is a 

virtual concept. Humans innately understand things in phys-

ical space; however, the perception of concepts in virtual 

space is not immediately grasped. The second paradox is 

the irrelevance of users '  privacy awareness to their privacy 

behavior [ 7 ]. According to research, this seemingly unrea-

sonable paradox is not contradictory; it depends on privacy 

attitudes (that is, whether users have sufficient online privacy 

literacy to apply privacy awareness to their behaviors [ 3 ]). 

Dienlin and Trepte [ 7 ] defined online privacy literacy as a 

combination of factual or declarative (“knowing that”) and 

procedural (“knowing how”) knowledge pertaining to online 

privacy. In terms of declarative knowledge, online privacy 

literacy refers to users '  knowledge regarding the technical 

aspects of online data protection, including laws and direc-

tives as well as institutional practices. In terms of procedural 

knowledge, online privacy literacy refers to users '  ability to 

apply strategies of individual privacy regulation and data 

protection. Few studies on information security have investi-

gated this concept or its dimensions, although scholars have 

repeatedly asserted that users are the weakest link in security. 

Herein, we approach this problem from a user ' s viewpoint. 

 Considering the highly interactive nature of interpersonal 

communication on OSNs, we naturally consider privacy as 

a communal problem. Current information disclosures on 

OSNs have been divided into two types: self- disclosure (that 

is, the disclosure of an OSN user ' s private information by the 

user) and co- disclosure (that is, the disclosure of the user ' s 

private information by other users). Co- disclosure has been 

increasingly identified as a new type of privacy threat that 

inherently arises in the OSN context; however, few studies 

have provided effective solutions to this threat. Moreover, 

many social networks exhibit the homophily phenomenon; 

wherein, similar individuals have more frequent interactions 

than dissimilar individuals [ 8,9 ]. Homophily can originate 

from an individual ' s personal preference to befriend sim-

ilar other individuals (called choice homophily), identify 

structural opportunities provided by interacting with similar 

other individuals (called induced homophily), or a combina-

tion of both. In recent research on social networks, this char-

acterization can be used for inference attribution [ 10– 16 ]. 

 Currently, improving privacy literacy is hampered by the 

different privacy protection requirements of different users, 

which depend on the individual needs of the users [ 17 ]. The 

only feasible approach is helping users recognize their pri-

vacy status. When presented with a physical value of their 

privacy status, users will likely develop their privacy literacy 

and the ability to act against privacy leakage. In this study, 

we propose a user privacy measurement that can be compre-

hensively quantified within the social network environment 

of the individual. Users can recognize their privacy leakage 

status as a metric value in complex social network scenarios, 

thus achieving privacy protection.  

   2  |   RELATED WORK 

 PII exposed on social networks can be viewed as online 

roles, which can be mapped to real individuals in real soci-

ety. Moreover, the relationships between real individuals can 

be mapped to a link between online roles on social networks. 

This combination of roles and links can be assembled into a 

social network graph. If this PII and their inter- relationships 

are authentic, malicious attacks in cyberspace may likely 

evolve into real- life attacks, causing unimaginable harm 

[ 18,19 ], including Sybil attacks, tracking, profile clon-

ing, defamation, identity theft, spamming, and phishing. 

Recently, researchers have focused on preventing these ex-

ternal attacks and proposed various prevention and rehabili-

tation methods. However, these approaches cannot solve the 

root problem of privacy illiteracy in users; moreover, they 

ignore the operators because operators can see all user in-

formation. A problem at the operator level causes failure of 

all existing methods. Therefore, a method that addresses the 

root cause is essential, that is, a method that cultivates users '  

privacy literacy, providing them with the tools to protect their 

own privacy. We consider that privacy measurements are the 

key to this approach. 

 Existing privacy measurement studies have focused on the 

behavioral differences among users. Dey et al. [ 20 ] studied 

the loss of privacy caused by age breaches. Liang et al. [ 21 ] 

found that when users deleted images posted on social net-

works, the images continued to remain on the network for 

some time. The authors discussed the issue of privacy dis-

closure in this situation. Srivastava and Geethakumari [ 22 ] 

studied the privacy leakage of users '  text messages posted on 

social networks. Maximilien et al proposed a privacy mea-

surement based on attribute sensitivity and visibility on so-

cial networks and calculated both these values using Bayesian 

methods [ 23 ]. Based on this approach [ 23 ], Liu and Terzi [ 24 ] 
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proposed item response theory for improving the calculation 

of privacy values and obtaining enhanced accuracy results. 

Fang and LeFevre [ 25 ] designed an attribute setting template 

that helps users improve their privacy disclosure problems. 

Although the template was useful for improving privacy set-

tings, it lacked a foundational basis and was not applicable 

to all social networking sites; therefore, the problem has not 

been fundamentally solved [ 25 ]. Li et al. [ 26 ] systematically 

and comprehensively discussed the relationship between the 

user ' s privacy behavior and disclosure. Jain and Raghuwanshi 

[ 27 ] proposed improved visibility and sensitivity metrics in 

fine- grained granularity and classified the user ' s privacy state 

based on the resulting privacy value. 

 Other researchers have reported the homogeneity of so-

cial networks and considered privacy metrics in the network 

structure. Zeng et al. [ 28 ] believed that most privacy disclo-

sures originated from the information disclosures of users '  

friends. Accordingly, they proposed a privacy measurement 

framework for the community; however, their framework 

was not extendible to the overall network. Li et al. [ 29 ] be-

lieved that personal background knowledge exposed by users 

would significantly reveal their privacy. They encrypted the 

information about users and their friends using K- anonymity 

and L- diversity. However, this encryption is inapplicable in 

practice because it seriously affects the usability of social 

networks. Becker and Chen [ 30 ] statistically analyzed the 

attributes common to the users '  structural relationships and 

their friends. They protected the users '  personal privacy by 

deleting friends; thus, violating the purpose of social net-

works. Wang et al. [ 31 ] proposed a method for evaluating the 

privacy leakage between any two users in a network struc-

ture; however, the overall environment of individual users 

was not considered. Using information entropy, Alsarkal 

et al. [ 32 ] introduced an information metric for users in an 

entire social network and discussed the impacts of individual 

and combined identity information on user information leak-

age. Pensa and Blasi [ 33 ] proposed a circle- based definition 

method that measures the privacy status of users. Based on 

this definition, they designed an online learning framework 

that guides users to change their privacy settings, thus im-

proving the privacy disclosure situation. Based on previous 

studies and combined with the sensitivity and visibility of 

attributes, Aghasian et al. [ 34 ] proposed a framework using 

a statistical fuzzy system that evaluates users '  privacy status. 

 In our literature search of existing privacy measurements, 

we found no effective measurement methods for user net-

work environments. Existing studies have only considered 

the users '  influence in a small network structure involving the 

users '  personal setting or an insufficiently combined network 

environment [ 35 ]. Moreover, almost all existing studies on 

network structures are based on undirected graphs; however, 

we observed that the impacts of follows and followers are in-

consistent with privacy leakage. Further, existing studies do 

not consider the large number of users on OSNs. Real social 

networks conform to the small- world phenomenon, that is, 

any two people can reach each other in fewer than six steps. 

Therefore, the number of relevant users affecting personal 

privacy leakages that must be considered is very large. 

 Analyzing the above problems and considering the short-

comings of existing research, we propose a new privacy 

measurement method. Our main contributions are listed as 

follows:

      1  .   We propose an effective solution for privacy measurement 

by excluding redundant users from the graph structure 

of the target users. 

     2  .   We extend the user relationship network from an undi-

rected graph to a bidirectional graph and analyze the 

impact of the people they follow and their followers on 

privacy leakage. 

     3  .   We consider the inconsistency between the users '  privacy 

awareness and behavior. In a questionnaire study, we 

measure the sensitivity of the attributes and actual user 

settings and obtain the privacy metrics. 

     4  .   We innovatively combine the attribute contents and net-

work environments of the users to measure the user pri-

vacy status. 

     5  .   We validate our approach using real datasets and propose 

effective techniques for improving privacy literacy.    

   3  |   NOTATION AND 
ORGANIZATION 

 To accurately obtain the privacy leakage of a user within an 

entire social network structure while resisting attribute infer-

ence, we represent the social network as a bidirectional graph 

structure  G  = ( V ,  E ,  P ), where  V  denotes nodes, that is, users 

in the social network, and  E  denotes edges, that is, relation-

ships among the users.  P  = { p  1 ,  p  2 ,  p  3 ,  p  4 ,  p  5 ,  p  6 ,  p  7 …} rep-

resents all user attribute sets in the graph, where every  p  in  P  

denotes the personal information set of one user on the social 

network. Each  p  can be viewed as the life activities of a real 

person, and  p = {a1, a2, a3, a4, a5, a6, a7, a8, a9}   denotes the 

vector of this user ' s attribute content, where each  a  represents 

the specific content provided for one attribute. 

 The remainder of this article is organized as follows. 

In Section  4 , our method design is presented and an algo-

rithm (Section  4.1 ) is proposed that excludes many users 

in the social network who are unrelated to the privacy 

disclosure of the target users. By excluding these users 

from the network graph structure, we improve the effi-

ciency of the proposed method. In Section  4.2 , the simi-

larity between the selected and target users is calculated. 

Because of homogeneity, the closer the distance between 

a target user and a user ' s friends, the more similar are 
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their attributes; moreover, they are more likely to ex-

pose the target users '  privacy. In Section   4.3 , we com-

bine the structural and attribute similarities to obtain the 

overall similarity between the target and other users. In 

Section  4.4 , the privacy metrics of the target user in the 

social network graph structure are obtained. In Section  5 , 

we demonstrate the proposed method in a series of 

experiments.  

   4  |   MEASUREMENT METHOD 

 As previously mentioned, to measure the privacy leakage, 

we should reasonably filter the large number of redundant 

users in the social network and select those users with a 

large influence on the privacy leakage of the target user. 

The influential users were selected using structural simi-

larity. Furthermore, the user ' s PII can be considered to be 

constructed from multiple pieces of information, which can 

be exposed when a user ' s profile is posted by users and their 

friends. In our experiment, the data were acquired through a 

web crawler, questionnaire survey, and records of real per-

sonal information on the users '  profile pages. After obtain-

ing the required attribute content, the user group selected in 

the previous step was analyzed for its attribute similarities. 

Finally, the overall similarities among users were obtained 

by comprehensively considering the structure and attrib-

utes, and the privacy values of the users in the network 

graph structure were obtained by integrating the overall 

similarities with the personal privacy measurement method 

proposed in our previous work. Using this privacy value, 

users can intuitively understand their real privacy situation 

and accordingly adjust their privacy status. 

   4.1 |  Structural similarity 

 Currently, the number of nodes representing users in social 

networks has reached the order of billions. Even the number 

of neighbor nodes  N  has reached more than 100 million, this 

value will exponentially increase as the graph structure in-

creases. When all neighbor nodes are considered, the lowest 

computational complexity (in the unrealistic case of no loops 

and iterations) is O ( N  
2
 ). 

 Quantifying each node requires a huge amount of com-

putation. For a tractable computation, we must reasonably 

filter the relevant nodes in the network structure of the target 

user and exclude the nodes with low correlation. In the graph 

structure of a social network, the link status of each pair of 

nodes indicates whether the two nodes are connected at a 

given moment, implying that the network organization dy-

namically changes over time. In classical dynamics, the edge 

is the main medium of the dynamic process, promoting the 

dissemination of information and possibly spreading some 

misinformation [ 36– 38 ]. By filtering the relevant nodes in 

the graph structure, we improve the efficiency of the algo-

rithm and obtain the nodes with a closer relationship to the 

target nodes. 

 To screen the users with close relationships to a specific 

user, we attempted many measures, including closeness cen-

trality, degree centrality, betweenness centrality, eigenvector 

centrality, and multiple community discovery algorithms. 

However, the final result was unsatisfactory or the algorithm 

was excessively lengthy for application in actual scenarios. 

Ultimately, we found that the existing algorithms cannot sat-

isfactorily solve this problem; hence, we employed and im-

proved the SimRank algorithm [ 39 ] to adapt to the unique 

characteristics of social networks. SimRank is a graph- based 

topology information algorithm that measures the degree of 

similarity between two objects. In this algorithm, two objects 

are considered similar if they are simultaneously referenced 

by similar objects. Recently, this algorithm has attracted wide 

attention in the information retrieval field and has been suc-

cessfully applied to web page ranking, collaborative filtering, 

isolated point detection, network graph clustering, and ap-

proximate query processing. We consider that the core idea 

of SimRank is highly consistent with homogeneity in social 

networks. Consequently, our goal can be achieved by modi-

fying the original SimRank formula, which is expressed as 

follows:

     

      

 In this equation,  C  denotes the damping coefficient and 

 I ( a ) denotes a set of in- degree nodes for node  a . When 

 I(a) = ∅ I(b) = ∅  ,  R ( a ,  b ) = 0. 

 To simplify calculations, previous researchers often set 

undirected edges in the social network graph structure [ 31 ]. 

However, follows and followers (that is, the in- degrees and 

out- degrees in the graph structure, respectively) who im-

pact the privacy leakage of the target node are nonidentical. 

Actual data show that most users have many more follows 

than followers, most of them are irrelevant to the target user. 

Additionally, most users are similar to their followers, who 

are often friends or people who wish to associate with the 

user. Moreover, a small portion of users, such as celebri-

ties, public figures, and institutions, are outside the norm. 

These individuals or groups have many more followers than 

follows. Most of their followers are attracted to their reputa-

tion and have no close relationship with them. Conversely, 

Rk+1(a, b) =
C|I(a)| |I(b)|

|I ( a )|∑
i= 1

|I ( b )|∑
j= 1

Rk(Ii(a), Ij(b))

 ( 1 ) R0(a, b) =

{
0 (if a≠b)

1 (if a=b)
.
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such distinguished users are quite similar to their follows. 

These bilateral differences in the user network environment 

are important and cannot be accommodated in the original 

SimRank formula. 

 To fit our application scenario, we optimized and im-

proved the original formula to obtain the following B- 

SimRank formula:

     

     

     

where  qi =
1

1+ e− (|I(a)| ∩ |I(b)|− 2)
   and  qo =

1

1+2e− (|O(a)| ∩ |O(b)|− 5)
   are the 

adjustment coefficients of similarity representing the in- degree 

and out- degree links, respectively. These adjustment coeffi-

cients, which were obtained by fitting to the actual data, are 

variants of the sigmoid function. The numbers 2 and 5 are the 

average number of mutual friends of any two users in the in- 

degree and out- degree links, respectively.  C  was set to 0.8, as in 

the original algorithm. We are motivated by the homogeneity of 

social networks (that is, the more common are the linked nodes, 

and the higher is their similarity). Additionally, because public 

figures in the social network have a large number of followers, 

their similarities to their followers differ from those of normal 

users. Such high- profile users require a different adjustment co-

efficient. Lei et al. [ 40 ] found that less than 1% of Sina Weibo 

users had more than 1000 followers. Therefore, we set 1000 as 

the threshold, and assigned coefficients  q i   and  q o   to users with 

1000 or fewer followers and more than 1000 followers, 

respectively. 

 Using the above B- SimRank algorithm, we can obtain the 

similarity of the target user to other users in the entire social 

network graph. By sorting the similarity values, we can elim-

inate the redundant nodes with low relevance to the target 

user. To combine the structure and attribute relationships, 

we calculate the attribute similarities of the users with high 

structure similarities.  

   4.2 |  Attribute similarity 

 On social network platforms, a user ' s privacy is disclosed 

because of multiple actions. Mostly, the users fill their pro-

files with attribute content. In this numerous amount of in-

formation, there are different degrees of privacy disclosures, 

termed sensitivity. 

 Srivastava and Geethakumari [ 22 ], and Liu and Terzi [ 24 ] 

used 11 attributes of information sensitivity obtained through 

Bayesian statistics, and this information was obtained from 

the attribute content filled in by users on their attribute pages. 

However, in reality, users cannot reflect their actually per-

ceived attribute sensitivity in their profile content because the 

subconscious information sensitivity of users is inconsistent 

with the profile settings. This disparity is demonstrated in 

our questionnaire results and the record of profile contents. 

As consciousness is the most intuitive reaction of users, we 

directly obtained the users '  cognition of their attribute sensi-

tivities in the questionnaire survey. It was found that users '  

privacy literacy [ 7 ] cannot sufficiently support the changes in 

their support behavior. 

 Our questionnaire on attribute sensitivity has been pub-

lished on the Internet ( https://www.wjx.cn/repor t/16477 

30.aspx ). Considering the environmental differences between 

China and other countries, we replaced political with edu-

cational information. We recorded the extent to which users 

were concerned about the loss of certain personal informa-

tion on a five- point Likert scale: L1, not worried at all; L2, 

not worried; L3, indifferent; L4, worried; and L5, extremely 

worried. At the time of the experiment, we statistically ana-

lyzed 364 valid questionnaires. The content of each attribute 

was calculated as the percentage of the level selected by the 

users ( 4 ). The results are shown in Table  2 . We set L3 as the 

benchmark and adjusted the other levels using coefficients.

     

 

 When calculating the attribute similarity, we first removed 

the unique identifier attributes (for example, phone number 

and email address), which will almost certainly not be shared 

with other users. After quantifying the personal privacy met-

rics, we determined the similarities of the remaining nine at-

tributes, that is, username, avatar, current address, birthday, 

hometown, job, relationship status, interests, and education 

information. When matching the attribute content, the year 

was selected from the birthday information and the city was 

selected from the address and hometown information. These 

nine attributes were recorded as a nine- dimensional vector. If 

the attribute content was consistent, the attribute was set to 

1; otherwise, its value was set to 0. The username and ava-

tar were selected because both attributes tended to be similar 

among closely related users, particularly among couples or 

users with multiple accounts. As avatar files are generally 

small, their similarities were determined using a perceptual 

hash algorithm. The text attributes were determined using a 

minimum edit distance algorithm (that is, Levenshtein dis-

tance), which outputs a decimal value from 0 to 1. If the re-

sult exceeded the threshold (here, the threshold was set to 

0.8), it was reset to 1; otherwise, it was reset to 0. These 

Ri
k+1

(a, b) = qi

C|I(a)| |I(b)|
|I ( a )|∑
i= 1

|I ( b )|∑
j= 1

Rk(Ii(a), Ij(b))

 ( 2 ) Ro
k+1

(a, b) = qo

C|O(a)| |O(b)|
|O ( a )|∑

i= 1

|O ( b )|∑
j= 1

Rk(Oi(a), Oj(b)),

 ( 3 ) R(a, b) = Ri
k+1

(a, b) + Ro
k+1

(a, b),

 ( 4 ) 𝜃 =
0.5 ∗ L3 + L4 + 1.5 ∗ L5

1.5
.
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algorithms were selected owing to their simplicity and ef-

ficiency. Moreover, users of most social networking sites do 

not freely input their content; they select their content from 

fixed options, which eliminates special cases that may de-

grade the algorithm accuracy. For instance, in the minimum 

edit distance algorithm, “Abby Street” and “Town Street” dif-

fer by 4, whereas “Abby Street” and “Abby Street Gardens” 

might be more similar but have a distance of 7. Finally, the 

education information and interests were determined to be 

consistent whether one match was found among the multiple 

information fields filled in by users. 

 The attribute similarity was calculated as follows:

     

where  F ( p a  ) and  F ( p b  ) are vectors containing the attribute con-

tents of users  a  and  b , respectively. The order of the attributes 

in the vectors is shown in Table   1 .  F ( p a  )  *   F ( p b  ) quantifies 

the consistency of the same attribute contents of two users. 

This operation outputs a nine- dimensional vector, with 1 and 

0 representing the entries of matching and nonmatching at-

tribute contents, respectively. An example is [0, 0, 1, 0, 0, 1, 

0, 1, 0]. The sensitivity vector  θ  contains the sensitivities of 

the nine attributes; using the data in Table   1  as an example, 

 θ  = [0.2381, 0.3553, 0.4212, 0.2748, 0.0053, 0.2024, 0.1731, 

0.1255, 0.1575] 
T
 . These two vectors are multiplied to obtain the 

overall attribute similarity of two users. The attribute similarity 

is expressed in terms of sensitivity because we expect that sen-

sitive attributes best capture the similarity between two users if 

their content is consistent. To our knowledge, sensitivity has not 

been previously incorporated in similarity calculations.   

   4.3 |  Global similarity 

 After filtering the users with high similarity in the graph 

structure, the global similarity between the target user and 

their friends was calculated using the structural and attribute 

similarities as follows:

     

where      

 Here,  N a   and  N b   represent the sets of neighbor nodes of  a  and 

 b , respectively, and  λ  denotes the influence factor of the attribute 

similarity, which is used to adjust the rate of influence. In this 

study, we set  λ  = 0.8. Equation ( 6 ) combines the relational links 

and attributes to obtain the user group with the highest similarity 

to the target user. Other researchers or malicious attackers may 

use these relational groups and attributes for entity linking and 

attribute inference. We assume that when the attribute similarity 

 (1 − e−𝜆 | |0∗A(pa,pb) | | )   in ( 6 ) is high, its value approaches 1 and 

the molecule tends to equal the structural similarity. When the 

attribute similarity is small, the value of this term approaches 

0, implying that the global similarity approaches 0. This result 

is reasonable because even if the structural similarity between 

two users is high, the final privacy disclosure of the target user 

contains the same attribute information. Therefore, if the struc-

tural similarity is high but the attribute information is different 

between the users, we believe that the privacy information of 

the target user has not been disclosed. If the contents of the attri-

butes consistent with those of the most similar users are hidden 

or altered, privacy leakage can be prevented.  

   4.4 |  Privacy score 

 We previously designed a personal privacy measurement 

method [ 41 ] that mainly uses the personal information filled 

by users on social networks. The extraction difficulty, acces-

sibility, reliability, and privacy awareness were quantified, and 

the final privacy metric of the user was obtained by combining 

the attribute sensitivities. As obtaining the profile information 

of all users on multiple heterogeneous social networking sites 

is intractable, our present article focuses on the relationship 

network of Sina Weibo users. We simplified the algorithm 

task by calculating personal privacy scores on a single social 

network. The extraction difficulty and accessibility were de-

termined using the data of the Sina Weibo platform, and the 

reliability and privacy awareness were averaged as 0.73 and 

0.54, respectively. Thus, we can obtain the personal privacy 

scores of all relevant users on the Sina Weibo website. 

 Combining these scores with the above- proposed global 

similarity scores, we can calculate the privacy metric of users 

in the entire network structure. The final score was calculated 

as follows:

     

where  Max _ n ( S ( p a  ,  p b  )) represents the user ' s set of top  n  friends 

with the highest similarity and  η ( p a  ) represents the privacy 

 ( 5 ) A(pa, pb) = ‖‖(F(pa) ∗ F(pb)) ∙ 𝜃‖‖ ,

 ( 6 ) S(pa, pb) =
R(pa, pb)(1 − e−𝜆 | |10∗A(pa,pb) | | )

R′(pa, pb)
,

R′(pa, pb)=
∑

px∈Na

R(pa, px)+
∑

py∈Nb

R(pb, py)−R(pa, pb).

 ( 7 ) Score(pa)=

𝜂(pa)+
∑

pb⊆Max_n(S(pa,pb))

S(pa, pb)𝜂(pb)

n+1
,

  T A B L E   1          Attribute sensitivities 

 Attribute  Sensitivity  Attribute  Sensitivity 

 Username  0.2381  Hometown  0.2253 

 Avatar  0.3553  Job Details  0.2024 

 Phone number  0.5669  Relationship Status  0.1731 

 Email  0.3260  Interests  0.1255 

 Address  0.4212  Education  0.1575 

 Birthdate  0.2748     
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score of the target user. Using the global similarity, we selected 

the friends who will most likely disclose the privacy informa-

tion of the target user and measured the overall privacy status of 

the target user. This calculation was used because we assumed 

that the vast majority of user privacy leakage is sourced from 

the poor privacy literacy of users and their friends. 

 Ultimately, users with high privacy scores face more seri-

ous privacy disclosure problems than those with low privacy 

scores.   

   5  |   EXPERIMENTAL EVALUATION 

   5.1 |  Dataset 

 Pensa and Blasi [ 33 ] collected experimental data from 185 

volunteers belonging to different countries (mainly Europe, 

Asia, and America). The social network structure of all par-

ticipants and their friends was represented as an undirected 

graph with 75 193 nodes, similar to those of other studies. 

Recognized datasets in social networks are very rare because 

they involve the privacy information of users. The few pub-

licly available datasets do not contain the personal infor-

mation of users and the bilateral relations of friends in the 

network structure. Therefore, to verify the effectiveness of 

our method, we must build a dataset conforming to our needs, 

which is a time- consuming task. To acquire these data, we 

surveyed 279 users in our school, including undergraduate 

students, masters '  students, doctoral students, teachers, and 

staff. By collecting the data from the school rather than from 

the web, we could confirm the real- life relationships between 

the participating users and their friends in subsequent experi-

ments, along with the truthfulness of their personal informa-

tion. Under the users '  supervision and informed consent, we 

logged into the users '  Sina Weibo accounts and recorded their 

information through the user attribute setting page. After a 

simple analysis, we recorded the textual information and ac-

quired images. Sina Weibo was selected because as China ' s 

largest social networking site, it has 400 million monthly ac-

tive users and considerably influences the communication of 

politics, economics, culture, and entertainment [ 40 ]. Because 

of space limitations, we composed a small dataset of seven 

friends (among a total of 279) with different privacy condi-

tions. Moreover, to expand the dataset, we selected another 

nine roommates or classmates of the seven individuals. The 

resulting dataset reflected the small- world homogenous na-

ture of social networks within a small social network. If the 

users were randomly selected, the final graph structure of the 

social network would be separated. 

 For a comprehensive and effective experimental com-

parison, we collected four datasets by crawling the friends 

of the target users (including follows and followers) and the 

friends of their friends on Sina Weibo. The four datasets 

were denoted as dataset one (network structures of 7 friends 

of the users), dataset two (network structures of 16 friends 

of the users), dataset three (network structures of 7 friends 

and friends '  friends of the users), and dataset four (network 

structures of 16 users '  friends and friends '  friends of the 

users). The information pertaining to the four network graph 

structures is provided in Table   2 . Our subsequent research 

and experiments are conducted using these four datasets. The 

network graph structure of dataset two is shown in Figure  1 .    

   5.2 |  Experiment 1 

 This experiment validated the improved structural similarity 

algorithm described in Section  4.1  on dataset two. The aim 

was to obtain the user set with the highest similarity among 

the 16 target users. After sorting the similarity scores, the top 

5, 10, and 15 users were obtained for each target user in the 

set. Table  3  provides the relationships between the selected 

and target users in real life, obtained through the statistical 

analysis of the enquiries passed to the 16 users.  

 After analyzing the set of users with the highest struc-

tural similarity to the target users in Table  3 , we confirmed 

the effectiveness of our structural similarity algorithm. Most 

users yielded by the algorithm were related to the target user 

  F I G U R E   1                   User nodes of dataset two in the present experiments 

 

  T A B L E   2          Experimental datasets 

 Dataset  Nodes  Edges 

 Dataset one  1385  2938 

 Dataset two  3244  6452 

 Dataset three  428 614  929 620 

 Dataset four  704 903  1 527 106 
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in reality, confirming that they had connected with the tar-

get user and mastered a part of the target user ' s information. 

Moreover, in graph terms, we found that graduate students 

were most structurally similar to their undergraduate class-

mates, while undergraduate students were most structurally 

similar to their high school classmates. Such a delay in the 

structural relationships has not been proposed in previous 

studies; this is likely because the networks of users have be-

come more closely accumulated over time. In other words, 

users share a wider commonality with their former friends 

than in their current relationships. Because this phenomenon 

is outside the scope of the current study, it will be investi-

gated in future work. 

 After obtaining the users with the highest similarity to the 

target users in the graph structure, we statistically analyzed 

their attribute contents using the information disclosed on 

their Sina Weibo profile pages. We then counted the number 

of selected users whose attributes matched those of the target 

user within the top 15. The results are shown in Figure   2 . 

Considerable attribute information of the users screened 

using the structural similarity matched that of the target 

users. By further screening the attribute similarity, we can 

isolate friends who may disclose the privacy information of 

the target users.  

  T A B L E   3          Analysis of users with the highest similarity to target 

users 

  
 Top 
5 

 Top 
10 

 Top 
15 

 Friends  15  32  42 

 Middle school classmates  9  17  25 

 High school schoolmates  17  26  45 

 Undergraduate classmates  20  50  68 

 Postgraduate classmates  3  8  20 

 Kinsfolk  6  9  14 

 Others  10  18  26 

  F I G U R E   2                   Consistency statistics of 

user attributes  
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  F I G U R E   3                   User privacy metrics for 

different  n  values  
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 Then, we selected different  n  values provided in Table  3  

to calculate the privacy scores of each target user, and the 

results are shown in Figure  3 . All results were normalized. 

As  n  increased, the privacy scores decreased because more 

users with a low similarity to the target user were included in 

the analysis. However, this behavior was not absolute. Some 

friends of users 4, 12, and 13 showed a low structure simi-

larity but a high attribute similarity; thus, the privacy values 

of these users increased when  n  reached 15. Therefore, we 

selected  n  = 10 as the benchmark in subsequent comparison 

experiments. Note that in this study, a higher privacy score 

implies a more serious privacy disclosure of the user; con-

versely, a lower score implies greater privacy protection.   

   5.3 |  Experiment 2 

 In Experiment 2, we tested whether the results obtained using 

our method differed in a larger network structure environ-

ment. This experiment was performed in dataset four. 

 After statistically analyzing the relationship among users 

with the highest similarity to the target users, the results dif-

fered only slightly from those in Table  3 , confirming that our 

method remained stable in a huge and more complex network 

environment. 

 Recently, most researchers have investigated privacy pro-

tection in large- scale integrated networks, largely ignoring 

personal privacy measurements on social networks. The few 

studies on the latter topic have been conducted on different 

platforms with different research foci. Among these studies, 

we selected four studies that are widely recognized or are 

more consistent with our focus. Because a public dataset is 

unavailable and the datasets of previous research include pri-

vacy information that cannot be shared, we verified the meth-

ods on our current dataset and then normalized the results for 

a comparative study. 

 First among the selected studies was the study by Liu 

and Terzi [ 24 ], who conceptualized privacy metrics and 

pioneered the visibility and sensitivity measures of attributes. 

Second was the study by Jain and Raghuwanshi [ 27 ], who 

improved and expanded the fine- graininess of Liu and Terzi ' s 

concepts. The third study was that by Pensa and Blasi [ 33 ], 

who first quantified social network graphs; however, their 

analysis was limited to a discovered community to narrow the 

scope and improve the algorithm efficiency. Finally, Wang 

et al extended the scope of the study by Pensa and Blasi to the 

entire social network graph structure; however, their dataset 

was small and not necessarily consistent with the homogene-

ity of social networks. The privacy scores of each method and 

our method are compared in Figure  4 .  

 The privacy measurements of Liu and Terzi [ 24 ], and 

Jain and Raghuwanshi [ 27 ] were based only on the user ' s 

profile data; hence, the results of both the methods were 

similar among the different users. The inter- user standard 

deviations of both the studies were only 0.0523 and 0.0659, 

respectively, versus 0.1241 in our method. Note that our ini-

tial data selection included target users with various privacy 

disclosure conditions. Therefore, the large standard deviation 

proves that our method can effectively distinguish the dif-

ferent privacy conditions of these users. Because Jain and 

Raghuwanshi [ 27 ] adopted a fine- grained division of the pro-

file data, the privacy scores obtained using their method were 

generally large. Pensa and Blasi [ 33 ] analyzed only the com-

munity in which the target user was located, whereas Wang 

et al. [ 31 ] considered the entire social network; therefore, the 

former method yielded larger results than the latter method 

in most cases. With the exception of the method proposed by 

Jain and Rughuwanshi, the final privacy value of the target 

user in our method was larger than in the other methods. The 

average privacy scores were obtained as 0.5201 [ 24 ], 0.7569 

[ 27 ], 0.5608 [ 33 ], 0.5536 [ 31 ], and 0.6094 (our method), con-

firming that intimate users significantly threaten the privacy 

protection of the target user. Ultimately, our method screens 

the users with greater relevance to the target users from the 

entire social relationship and computes the privacy metrics 

between the screened and targeted users. The final result was 

  F I G U R E   4                   Comparison of privacy 

metrics obtained by different methods using 

dataset three 
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large because the users included in the calculation were very 

similar. This result also demonstrates the major influence of 

intimate users in the privacy leakage of target users. 

 However, because no unified standard exists for privacy 

measurements and the verified social platforms and datasets 

are variable, the superiority of one dataset or platform over 

another cannot be appropriately determined. Consequently, 

we designed a method that eliminates redundant users based 

on the characteristics of social networks. In addition to de-

creasing the time complexity of the calculation, this method 

reveals the information- disclosing friends of target users, 

enabling the target users to prevent and effectively monitor 

disclosure by these friends. Furthermore, by combining the 

privacy disclosures in the profile and graph structure, we pro-

posed a comprehensive analysis that provides users with an 

accurate and reasonable privacy status assessment.  

   5.4 |  Experiment 3 

 Experiments 1 and 2 proved the effectiveness of our method. 

This subsection presents additional methods based on the 

above privacy scores, which will help users to mitigate their 

privacy leakage. Because social networks are designed for 

sharing personal information, fundamentally solving the pri-

vacy leakage problem is impossible; instead, we must cul-

tivate users '  privacy literacy through privacy metrics. With 

this knowledge, users can consciously control their behaviors 

or delete sensitive information before a hazardous situation 

develops. 

 In most previous studies, privacy leaks in social networks 

were resolved through the privacy settings of social networking 

sites, such as the permissions settings of attribute content in per-

sonal data. However, these methods cannot effectively alleviate 

the privacy information leaked by a user ' s friend. Some research-

ers have proposed deleting friends and encryption to prevent 

information leakage through a network environment; however, 

these approaches hinder the normal use of social networks. 

 If the social network enforces users to disclose informa-

tion against the user ' s wishes, the user can input false infor-

mation in those fields. Additionally, although the follower 

and follow lists of Sina Weibo cannot be hidden, the net-

work includes a stealthy attention function. If the user sets 

the stealthy attention option of a friend, the friend will be 

invisible to other people in the user ' s follow list and will be 

excluded from the user ' s follower list. Moreover, all contents 

of this friend remain fully visible to the user. Users can select 

the stealthy attention function for their most similar friends, 

implying that these friends who master the target user ' s infor-

mation are excluded from the follower and follow list and not 

observed in the network graph structure. Therefore, the infor-

mation is blocked from malicious attackers, and the privacy 

of the target user is assured. 

 Next, using the privacy values obtained in Figure   2 , we 

modified the personal settings, replacing four random attribute 

contents with false information. We recalculated the privacy 

scores and compared them with those before the modification. 

 Most attribute inferences compute the maximum num-

ber of consistent attribute contents as the inference result. 

Therefore, we can confuse an attacker by replacing the true 

attributes with less consistent contents. A comparison of 

the privacy scores obtained before and after modification is 

shown in Figure  5 . The privacy score decreased, and privacy 

disclosure was effectively curbed by the modification.  

 Finally, we computed the privacy scores of the target users 

after applying the stealthy attention function to five users 

with the highest similarity to the target user. This function 

is equivalent to deleting the links highlighted the target users 

  F I G U R E   5                   Comparison of privacy 

values before and after replacing true with 

false information 
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and replacing them with links to subsequently ranked friends. 

Friends with the highest similarity to the target users, who 

may obtain their privacy information, were then hidden; thus, 

the privacy value was considerably reduced (Figure  6 ).    

   6  |   CONCLUSIONS AND FUTURE 
WORK 

 As social networks gain popularity and influence, privacy pro-

tection has become an urgent problem. However, the privacy 

of most users is compromised by the lack of privacy literacy 

and the inherent nature of social networking sites. Various 

studies on attribute inference, entity linking, and community 

recommendation have emerged in recent years, all of which 

utilize more user information to achieve more accurate ser-

vices for users. However, the privacy problem persists. As the 

privacy problem cannot be properly resolved using existing 

methods, we propose a privacy metric that allows users to 

intuit the changes in privacy status caused by their daily be-

havior. This metric accurately and reliably displays the users '  

privacy disclosures, cultivates their privacy literacy, and ad-

dresses the root cause of privacy issues. Moreover, owing to 

homogeneity and the small- world phenomenon, privacy de-

pends on the users themselves and their friends. No previous 

research has combined the user ' s network environment and 

profile into a privacy metric. By integrating the user attrib-

utes and network environment, we reasonably measured the 

privacy of users. Our approach can be integrated into social 

networks because operators can analyze all the information 

presented by users. Further, it can be independently analyzed 

and calculated by a trusted third party, thereby preventing the 

security problems of the social network itself. 

 In the present experiments, the users exhibit a delay in 

their relationships, which is detected in the graph structure. 

In particular, users most closely associated with the target 

user in the graph structure were often not contacted at the 

present time. This phenomenon, which is particularly ob-

vious in students and freelancers, has not been considered 

in previous studies and will be tackled in our future work.  
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