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Retracing schemes using packet marking are curently
being studed to protect network resources by isolating
DDoS attack. One promising solution is the probabilistic
packet marking (PPM). However, PPM can't use ICMP by
encoding a mark into the IP identification field. Likewise, it
can't identify the original source through a hash function
used to encode trace information and reduce the mark
size. In addiion, the retracing problem overlaps with the
resuit from the XOR operation. An algorithm is therefore
proposed to pursue the aftacker's source efficiently. The
source is marked in a packet using a router ID, with
marking information abstracted.
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Marking procedure at router Ri;
let p be a marking probability
let mark_fields be a fields for mark
(distance, router D)
let MARK be a mark flag (defined Ox50)
let ID be a array for router IDs
for each packet P
let x be a random number from [1..100)
if x <= p then
if mark_fields[0] is not MARK then
if ipheader_length <= 5
insert mark_fields in P
P.distance <- 0
P.ID < IDXR)
else
P.distance <- P.distance + 1
PID < PID & ID(R)
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Storing procedure at Reflector Rf:
let T be a table for storing
let entry in T be tuples( mark_info, flag )
let mark _fields be a fields for mark
(distance, router ID)
for each incoming request packet P
if ip.header_fength is marked length
and mark_fields{0] is MARK
entry{mark_info) <- P.mark_fields
entryfflag) <- true
Reflecting procedure at Reflector AY:
for each oulgoing reply packet P
if entry(flag) is true then
insert mark_fields in P
write entry(mark_info) into P.mark _fiekls
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Reconstruction procedure at Victim V:
let ip be a IP header of incoming packet
let router_path be a one of the routing path
in router map
let RID be a one of the router ID in router_path
for each packet P
if ip.header_length is marked length
and mark_fields[0] is MARK
let m be a mark_fields in P
for each routing_path
for 0 to m.distance
Get RID from router_path
miD <- mID & RID
ifmiDis 0
extract path(Ri..Rj) by path in router_path
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