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i Abstract

In this paper, a traffic trend analysis based SNMP algorithm is proposed for improving the
problem of existing traffic analysis using SNMP. The existing traffic analysis method has a
vulnerability that is taken much time in analyzing by using a threshold and not detected a
harmful traffic at the point of transition. The method that is proposed in this paper can solve
the problems that the existing method had, simultaneously using traffic trend analysis of the
day, traffic trend analysis happening in each protocol and MIB object analysis responding to
attacks instead of using the threshold. The algorithm proposed in this paper will analyze
harmful traffic more quickly and more precisely; hence it can reduce the damage made by
traffic flooding attacks. When traffic happens, it can detect the abnormality through the three
analysis methods previously mentioned. After that, if abnormal traffic overlaps in at least two
of the three methods, we can consider it as harmful traffic. The proposed algorithm will analyze
harmful traffic more quickly and more precisely; hence it can reduce the damage made by
traffic flooding attacks.
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