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! Abstract

Dedicated Short Range Communications(DSRC) as a prominent communications candidate for
Intelligent Transportation Systems{ITS) have been developed to support ITS applications such as
value-added information service, e-commerce, electronic toll payment, etc. These various
applications associated with electronic payment through unsecure communication channel of DSRC
suffer from security threats. To ensure secure payment, we have adopted appropriate
cryptographic mechanisms including encipherment, authentication exchange and digital signature.
The cryptographic mechanisms require to use cryptographic keys established between two
communication entities.

In this paper, we propose a secure electronic payment system which is designed to have some
functions for strong authentication, encryption, key agreement, etc. Especially, we adopt domestic
developed cryptographic algorithms such as EC-KCDSA and SEED for digital signature and block
cipher, respectively. We can show those mechanisms are appropriate for the secure electronic
payment system for ITS services under the DSRC wireless environment in aspects of constrained
computational resource use and processing speed.
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