SCI0[HEQ} Mo HLAZIS E0IF= Al USM HEf A3

A Real—time Certificate Status Validation Protocol for Reducing the
Computational Time in Client and Server - RCSVP
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As a research on PKI is being very popular, the study relating to certificate status validation
is being grown with aim to reduce an overhead of the protocol and to provide an efficient
operation. The OCSP of the standard protocol related to the study enables applications to
determine the revocation state of an identified certificate. However, the OCSP server can not
service millions of certificate status validation requests from clients in a second on E-commerce
because of the computational time for signature and verification. So, we propose the Real-time
Certificate Status Validation Protocol(RCSVP) that has smaller computational time than OCSP.
RCSVP server reduce the computational time of certificate status validation using hash function
and common secret value. Also RCSVP client does not need the computational time of
certificate verification to acquire the public key from an identified certificate. Therefore, the
proposed protocol enables server to response millions of certificate status validation requests
from clients in a second on E-commerce.
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I. Introduction

As a research on PKI(Public Key Infrastructure)
is being very popular, the study relating to
certificate status validation is being grown with
aim to reduce an overhead of the protocol and to
OCSP(Online

Certificate Status Protocol) enables applications to

provide an efficient operation.
determine the revocation state of an identified
certificate. OCSP may be used to satisfy some of
tﬁe operational requirements of providing more
timely revocation information than is possible with
CRLs(Certificate Revocation Lists) and may also
be used to obtain additional status information.
The client must confirm the availability of the
current status of certificate before verifying it on
E-commerce. The client digitally signs a request
message of certificate status validation using its
private key and sends the request to OCSP server.
The OCSP server verifies the request message
using the client’s public key. Then the server
signs a response message of certificate status
validation using its private key and sends the
response to client. The client verifies a response
message using the server’s public key. The server
must response millions of certificate status
validation requests from clients in a second on
E-commerce. However, OCSP server does not
satisfy this condition because of computational
time for signature and verification. In this paper,
we propose a real-time certificate status validation
protocol that has smaller computational time than
OCSP. The

computational time of server using common secret

proposed  protocol  decreases

value, hash function, and timestamp. Also, it does

not need computational time of certificate

verification to acquire public key from identified

certificate in client. Therefore it decreases not only

computational time of server but also

computational time of client. The proposed
protocol can response millions of requests from
clients in a second. This paper is organized as
follows. In section 2, we explain the related works
and analyze the problem. In section 3, we explain
a structure of server's database needed for our
new protocol and operation of the proposed model.
In section 4, we analyze the performance of the
proposed protocol. Finally, in section 5, we bring

to a conclusion of this paper{1,4-57-9].

Il. Related Works

In this section, we examine the problems of
OCSP, SCVP(Simplified Certificate Validation
Protocol), and possible methods for certificate

status validation.

1. OCSP

@ meke response of

certificate status validation
@ sign response by Q@OCSP Response @verify response by
server’s private key server’s public key

Fig.1 Procedure of certificate status validation
using OCSP

[Fig.1] shows the procedure of certificate status
validation using OCSP. OCSP client digitally signs
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a request message of certificate status validation
using its private key and sends it to OCSP server.
OCSP server verifies a request message using
client’s public key. Then OCSP server signs a
response message of certificate status validation
with its private key and sends it to client. OCSP
client verifies a response message with server's
public key. Therefore OCSP client generates and
verifies 1 signature for 1 certificate status
validation. Also OCSP server generates and
verifies 1 signature for 1 certificate status

validation.

T e
P , msec/eperanpn)?@
RSA 1024 signature 4.647
RSA 1024 verification 0.186
Asymmetric
RSA 2048 signature 29.174
RSA 2048 verification 0.445
DES (1024 bit) 0.005
Symmetric
DES (2048 bit) 0.01
SHA-1 (180 bit) 0.0002
Hash function SHA-256 (256 bit) 0.0006
SHA-512 (512 bit) 0.005

Fig.2 Computational time comparison
of the crypto algorithms

[Fig.2] shows computational time comparison of
cryptographic algorithms for digital signature,
verification, and hash function and MAC(Message
Authentication Code). OCSP server and client
have computational time of 4.833 msec for 1
certificate status validation in case using RSA
1024 signature/verification. Server that offers
certificate  status validation generally must
response millions of requests from clients in a
second on E-commerce. However, OCSP server
this
computational time of signature and verification.
SCVP

cannot  satisfy condition because of

allows a client to offload certificate

rk
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handling to a server. SCVP server can provide the
client with a variety of valuable information about
the certificate, such as whether the certificate is
valid, a certification path to a trust anchor, and
revocation status.

Because SCVP has the option to sign at
response message, it can decreases a
computational time in server. However because
unrehiable session can not be accepted in
transaction, the option is difficult to implement in

real environment[2,7,12].

2. The method using a symmetric key

The server and client distribute a symmetric
key, session-key, at first. The client encrypts a
request message using session—key and sends it
to server. To verify received request message, the
server decrypts a request message using
session-key. Also the server encrypts a response
message using session—key and sends it to client.
To verify a response message, the client decrypts
a response message using session-key. The
symmetric key algorithm has smaller
computational time than public key algorithm in
general. The server and client have computational
time of 1 encryption and 1 encryption in case of
using symmetric key. They have computational
time of 0.01 msec for 1 certificate status validation
in case of DES 1024 encryption/decryption.
Therefore the method is also difficult to satisfy

the condition for E-commerce[12].

3. The method using hash function and
common secret value
The server and client distribute a common
secret value at first. The client calculates the hash
function over the concatenation of secret value
and the Request: H(Scs|| Request) Client then
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sends  "Request, H(Scs | Request)” {0 server.
Because server possesses Scs, it can recalculate
H(Scs | Regquest) and verify #(Ses || Reguest) Also
server sends "Response, H(Scs || Request)” to client.
Client can recompute Response H(Scs] Response)
and verifies Response H(Scs | Response), Because
the secret value itself is not sent, it is not possible
for an attacker to modify an intercepted message.
As long as the secret value remains secret, it is
also not possible for an attacker to generate a
The method

computational time of hash function. Server and

false message. only needs
client have computational time of 2 hash function.
Therefore server and client have computational
time of 0.0004 msec for 1 certificate status
validation in case of SHA-1(160 bit). The method
was used in ECSPVS that was proposed by
Youngchul Choi et al.

ECSPVS VA(Validation
exception server and client in addition. VA is
that client VC(Validation

Certificate) of certificate status and path validation

needs Authority)

authority receives
for self’s certificate before client sends request
message to server. VA is equivalent authority
with authority that manages server. Server have
only computational time of 1 hash function in case
of ECSPVS. Therefore ECSPVS server have
computational time of 0.0002 msec for 1 certificate
5000000
(5% 10°% requests in a second. However ECSPVS

status validation and can service

has a little complex procedure[1],[12].

lll, A- Real-time Certificate Status
Validation Protocol for reducing
the computational time in client
and server—-RCSVP

In this section, we propose a protocol of

certificate status validation for reducing the

computational time in client and server.

1. Motivation
The ECSPVS

computational time than OCSP server. However

server was reduced the
ECSPVS client was needed the calculation time of
certificate verification in order to get the public
key from an identified certificate like OCSP client.
When ECSVPS identified

certificate that was signed by CA(Certification

client verifies the

Authority), the computational time of 1 hash
function and 1 signature verification is needed.
The client needs the computational time of 0.1862
msec/operation in case of RSA 1024 bit and
SHA-1(160 bit). So, in this paper, we propose the
protocol to reduce the computational time of client

as well as server(1,7-9].

2. The structure of database in RCSVP
server

The RCSVP server needs a database for the
proposed protocol. [Fig.3] shows the structure of
in RCSVP server. RCSVP database

the certificate’s identification number,

database
stores
certificate itself and validity and reason of
revocation. Certificate’s identification number is
the serial number that is allocated at each
certificate. Certificate’s identification number in
DB on RCSVP server is used as searching key.
Certificate is that CA issues to each user and is
DIR(Directory). Validity

shows whether each certificate is valid. Reason of

received from CA’s

revocation is the reason that the invalid certificate

is revoked.
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000001 certioate | Y -
000002 Certliafi:ate v _
000003 conate | Y -
00000 Cer:i)f-isc o N Loss c:(fe :I)rivate
000005 | coniigate | N | avaiatee periog
000006 Certli:f‘iscate M _

Fig.3 Structure of database in RCSVP server

3. Terminology Definition
Scs @ common secret value that server and

client shares

Cert,c @ certificate of user A that client has.
Client acquires it from user A
Certys @ certificate of user A that server has.

Server acquires it from DIR of CA
H:() : hash value calculated in client
Hs() : hash value calculated in server
TS, @ TimeStampl
TS, : TimeStamp?

4. The procedure of proposed RCSVP
(Real-time Certificate Status Validation
Protocol)

[Fig4]l shows a procedure of proposed
RCSVP. RCSVP assumes that server and client

share a common secret value Sgs at first. The

following is detailed procedure of RCSVP.

4,1 When RCSVP client requests the certificate
status validation of user A’s certificate to RCSVP
server, RCSVP client sends the certificate of user

A, hash function over the concatenation of the

secret value S¢s and Certye, and TS,
Certyp, Ho(Scs CertAC)’ TS,

RCSVP client

@ RCSVP Request ‘m
e
Ceztitizate
SR User
As Cert
7 4
TimeStamp 1 :
RCSVP Response (fal) servics |}
P} aboutfail |:
v
received haved
Cert Cert
Corttticate Certiticate
® RCSVP Response > b 0= s
Certiticate
[ S, received haved
hash vaiue hash value
i i [RRERE) oy g HIESEETY
-,_ —
::mm 2
R § Gacquire  directly acquire public
: certificate As public key in key of user A
text part of A's Gert

- : common secret value

1y gz« h{certificate | common secret value)

Fig.4 Procedure of proposed RCSVP

4.2 RCSVP server receives request message
with
identification number of A’s certificate. If the
same certificate is found in database, then RCSVP

server confirms the integrity of the received

and searches the database certificate

certificate.

2
Certy, _ Cert,g

4,3 Then RCSVP server checks the validity of
A’s certificate in database. If validity of certificate
is "Y", A's certificate is valid. Because RCSVP

server possesses secret value S¢s and Certys, it

can calculate Hs(S¢s| Certys) and verify the
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received He(Scs| Certyq). If calculated hash

value and received hash value are same, RCSVP
server can have the entity authentication of

RCSVP client.
2
Ho(Ses |l Certyc) — Hs(Segs | Certys)

4.4 If validity of an identified certificate is “Y”,
RCSVP server responses the message that
involves the certificate of A, calculated hash value,
and TS to RCSVP client.

Certys, Hs(Scs | Certys), TS,

4.5 RCSVP client

message and compares the received certificate and

recetves the response
the sent certificate. If two certificates are same,
client can confirm the integrity of the received
certificate. Also RCSVP client can confirm the
validity of A’s certificate.

2
Certys _ Certyg

4.6 RCSVP client compares the received hash
value and holding the hash value of step 1. If two
hash values are same, RCSVP client can also
confirm the entity authentication of server. Then
RCSVP client obtains directly A’s public key from
text part of A's certificate without the additional

computational time for signature verification.

2
Hs(Scs || Certys) - Heo(Ses | Certye)

TS, and TS, are used to prevent replay attack

by attacker. In general, for the data integrity and
entity authentication that is used in digital
signature, OCSP and SCVP and etc use the
method that compares the original part and the
compared part included in one message. The
compared part is made by the hash value of the

original message signed using self’s private key.
Sender sends the message including the original
part and the compared part. Then receiver
receives the message and compares the original
part and the compared part. Receiver calculates
the hash value of the original part at first. And
receiver acquires the hash value by the
signature verification of the compared part using
sender’s public key. If two hash value are same,
receiver could conform the data integrity and
entity authentication. If the method be used in
client-sever environment, client and server must
have computational time of 1 signature and 1
signature verification.

Therefore these methods can not overcome
the overhead of computational time at peak time
on the large-scale c_lient—server environment,
However, the proposed protocol locates the
compared part at server and original part at
client. And the protocol offers data integrity and
entity authentication using hash computational
time and common secret value without signature
Also the client
obtains directly A’s public key from text part of

and signature verification.

A’s certificate without computational time of

signature for verification. Therefore the
proposed protocol reduces ©  not only
computational time of server but also

computational time of client.

IV. Performance Analysis

[Fig.5] shows comparison of proposed RCSVP
and others in case of SHA-1(160 bit),
MD5-MAC 128 bit, and RSA 1024
signature/verification. RCSVP server needs a
computational time of 1 hash function and 1 time
stamping for a request of certificate status
validation in [Fig.5]. RCSVP server needs the
0.00028(2.8 x 1077)

computational time  of
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msec/operation.

RCSVP  server can service
validation of 3571428571
And, ECSPVS
server can service certificate status validations of
5000000(== 5 % 10°), and OCSP server can service
that of 206.894(= 2.1 10%) operation/sec. RCSVP

client needs a computational time of 1 time

Therefore,
certificate status

(=3.6x10%)  operation/sec.

stamping, 1 time verification, and 1 hash function
for a request of certificate status validation in
[Fig.5]. RCSVP client needs a computational time
of 0.00036(3.6 < 10™*) msec/operation in case of
SHA-1(160 bit) and MD5-MAC 128 bhit.
Therefore, RCSVP client can service certificate
status validation and signature verification of
27TTTT1.778 (= 2.8 % 10°) operation/sec. ECSPVS
client can service that of 5370.569(= 5.4 x 10%)
operation/ sec, and OCSP client can service that of
199219 (= 2.0 10%) operation/sec.

RCSVP is more simple than ECSPVS but is
more complex than OCSP in procedure. The

following is detailed performance comparison of
the each protocolsf1],[2],[7].

I
hash
. hash computation:
com’r::‘t atio computation: 1 hash 2
quantity 1 time stamping computation:1 signature
Y computation:1 verification : 1
signature : 1
0.00028 0.0002 m:ﬁgg’;’raﬁ
computatio [ msec/operation | msec/operation on
nal time (1) 3571428571 5000000 206.894
operation/sec operation/sec operation/sec
computatio hash hash
nal computation: 1 X computation:
quantity 2 | time stamping 2

computation: 1 signature : 1
time verification signature
computation:1 verification :1
hash hash
computational x computation: 1 |computation: 1
quantity 3 signature signature
verification :1 |verification :1
0.00036 0.1862 mss?é?;gt?rati
computational | msec/operation | msec/operation on
time(2+3) 2777771.778 5370.569 199.219
operation/sec | operation/sec operation/sec
Add of oo
authority x 22(VA) x
common
secret o] o X
value
initial
procedure o {1 pass) o0 {4 pass) X
validation
procedure 2 pass 5 pass 2 pass
certificate,
- SCSDH, SVADH,
needed validity, CSVADH. RN x
database reason of DNCé !
revocation
use of o o X
timestamp

*based on SHA-1(160 bit), MD5-MAC 128 bit, and RSA 1024signature /
verification

Fig.5 Performance comparison of the proposed
RCSVP and others

1. The computational time of RCSVP server

T
2 - RCSVP{Proposed)
O —a—ECSPVS

E —&r— OCSP

E

128/1024 128/2048 256/1024 2562048 5121024 5122048
{SHA Hash, MDS-MAC bit/ RSA bit)

Fig.6 Performance comparison of the
computational time by crypto
algorithms on server
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[Fig.6] shows a detailed performance comparison
of the computational time of each protocols by
crypto algorithms. It is compared between all
possible compounding about SHA Hash and
MD5-MAC of 128, 256, and 512 bit and RSA of
1024 and 2048 bit in comparison. Performance of
RCSVP and ECSPVS shows better than OCSP on
server in case of all. Although having little
performance difference, RCSVP is similar to
ECSPVS[1],[12).

2. The computational time of RCSVP client

[Fig.7] shows detailed performance comparison
of the computational time of each protocols by
crypto algorithms. It is compared between all
possible compounding about SHA Hash and
MD5-MAC of 128, 256, and 512 bit and RSA of
1024 and 2048 bit in comparison. [Fig. 7} shows
that Performance of RCSVP is better than
ECSPVS and OCSP on client in case of all
Because client also must service a lot of user,
computational time of client is very important to
have an effect on processing time of total service
in E-commerce[12].

0 _N\/.
- LI T
5
E — T | [ AR
I T -8 VS
P —a—OCSP
E 001
oo
0.0001

1281024 1282048 256/1024 256/2048 5121024 5122048
(SHA Hash, MOB-MAC bit/ RSA bit)

Fig.7 Performance comparison of the
computational time by crypto
algorithms on client

3. Role of common secret value

Common secret value, Scs, offers entity

authentication in proposed protocol. Because
common secret value is different from private key
or session key, it is not critical in case of loss.
Also because common secret value itself is not
sent and hash function is one way, an attacker can
not easily discover the common secret value.
Therefore as long as the common secret value
remains secret, it is also not possible for an
attacker to generate a false message. Common
secret value must be shared between client and
server before main procedure on PKI. After secret
value is made in server and is signed with client’s
public key, it can be transferred from server to
client. Then client acquires secret value with
signature verification. Or inverse procedure is
possible between client and server. Change of
common secret value periodically can increase the

security of proposed protocol.

4. The computational time for time

stamping and time verification

TS, and TS, will prevent the replay attack by
attacker. TSA(Time Stamping Authority) services
the time stamping and the time verification. Client
and server must send hash value for time
stamping and time verification to TSA. TSA can
use digital signature or MAC for time stamping
and time verification. To save computational time,
client and server can select a method using MAC.
Computational time of MD5-MAC is 0.00008
(= 8.0 X 10~*) msec/operation for 128 bit, 0.00016
(= 1.6 x 107" msec/operation for 256 bit, and
0.00032 (3.2x107*) msec/operation for 512 bit.
Because client and server did hash calculation
already in the proposed RCSVP, the addition of
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hash computational time for time service is not
required[3],[12].

5. Saving the computational time for
signature verification

If the certificate received from user A and the
certificate returned from RCSVP server are same,
RCSVP client confirms the integrity of certificate
not only between server and client but also
between user and client. Therefore RCSVP client
directly can acquire A's public key from text part
of user A's certificate without more computation.
This can save computational time of 1 hash
function and 1 signature verification in RCSVP
client. The proposed protocol has an advantage to
save the computational time of not only certificate
status validation but also certificate verification

simultaneously.

V. Conclusion

The that

validation can have the critical processing time

server offers certificate status
problem because of millions of certificate status
verifications if millions of users simultaneously
connect and send the message of log-on or digital
signature on the large-scale client-server
environment based on the real-time like Internet
banking or Internet stock trading at peak time.
The standardized OCSP in recent also has the
same problem continuously. This paper proposed
the certificate status verification protocol capable
to reduce the computational time of client/server
on the large-scale client-server environment
based on the real-time. The proposed RCSVP
reduces the computational time of server for
certificate status verification by sending/receiving
certificate between client and

server using

hashing—function and common secret. Also, the
RCSVP reduce the computational time of client
because of deleting the computational time of
certificate verification needed to acquire the public
key of user. Therefore it decreases not only
computational time of server but also
computational time of client. The computational
time of RCSVP client is reduced than OCSP and
ECSPVS. Also, the computational time of RCSVP
server is reduced than OCSP and is similar to
ECSPVS. The proposed RCSVP is better than
OCSP and ECSVPS in aspects of decreasing the
computational time of server and client. Therefore,
the proposed RCSVP is typically the protocol
applicable to the large-scale client-server based

on the real-time.
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