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Harmful Traffic Detection by Protocol and Port Analysis
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¢ Abstract

The latest attack type against network traffic appeared by worm and bot that are advanced
in DDoS. It is difficult to detect them because they are diversified, intelligent, concealed and
automated. The exisiting traffic analysis method using SNMP has a vulnerable problem; it
considers normal P2P and other application program to be harmful traffic. It also has limitation
that does not analyze advanced programs such as worm and bot to harmful traffic.

Therefore, we analyzed harmful traffic out Protocol and Port analysis. We also classified
traffic by protocol, well-known port, P2P port, existing attack port, and specification port, apply
singularity weight to detect, and analyze attack availability. As a result of simulation, it is

proved that it can effectively detect P2P application, worm, bot, and DDoS attack.
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