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“Intrusion Response and Recovery System Using a File System Image Backup
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Abstract

As computers and Internet become popular, many corporations and countries are using
information protection system and security network to protect their informations and resources
in internet. But the Intrusional possibilities are increases in open network environments such as
the Internet. Even though many security systems were developed, the implementation of these
systems are mostly application level not kernel level. Also many file protection systems were
developed, but they aren’t used widely because of their inconvenience in usage. In this paper, we
implement a kernel module to support a file protection function using Loadable Kernel Module
(LKM) on Linux. When a system is damaged due to intrusion, the file system are easily
recovered through periodical file system image backup.

B keyword : | Linux System | File system | Data Backup | Data Recovery | Kernel Level |
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