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A Study on Effective Digital Watermark Generation Method to Overcome
Capacity Limit
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' Abstract

During the design of a successful digital watermarking systems, Pseudo-Noise(PN)

sequences are widely used to modulate information bits into watermark signals. In this method,
the number of bits that can be hidden within a small image by means of frequency domain
watermarking is limited.

In this paper, we show the possibility of introducing chaotic sequences into digital
watermarking systems as potential substitutes to commonly used PN-sequences. And we
propose a method that transforms the text to chaotic sequence.

In our current implementation, we show how the sample text is expressed by an implied unit
data(watermark) and the implied unit data is regenerated into the original text.

Because we use this implied data as watermark for information hiding, we can insert much
more watermark compared with previous method.
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l. Introduction

Digital watermarking is a technique to insert a
digital signature into an image so that the
signature can be extracted for the purposes of
ownership verification and authentication. This
type of technology is becoming increasingly
important due to the popularity of the usage of
digital images on the World Wide Web and in
electronic commercef1].

Those watermarks are embedded into the
images, and have the following features(2-4].

« Difficult to notice: It means ’imperceptible’.
A watermark signal in an original data is
noise to itse€lf. So watermark signal must not
distort the original data. If it is visually
detected, the media data that a watermark is
inserted into is not worthy of itself.

® Robustness: As watermark information is
mixed with an original data, the watermarked
data does not increase data size. And
watermarked data can be changed by
applying signal processing - low pass
filtering, rotation, zoom in, zoom out, cut etc
- on it. But, at least, applying any processing
on watermarked data must not change a
watermark information.

e Tamper—resistance: Sometimes we need to
add new watermark signal to the

watermarked data. Also we need to remove

the signal from the data. Watermark data is
required to be robust to a legitimate signal
distortion and so watermarking system needs
tamper-resistance.

e Scalability: Besides, the

system requires scalability. We can not say

watermarking

that present methods are also good in the

future. In later when an improved system is

designed, past methods and improved
methods can be used simultaneously.

During the design of a successful digital
Pseudo-Noise(PN)

widely used to

watermarking systems,

sequences are modulate
information bits into white noise-like wide band
watermark signals to be added into the cover
objects including video, audio, images or text.
They have already been extensively used in
spread~spectrum communication systems and
stream ciphers because of their noise like
characteristics, resistance to interference, and
good Auto-Correlation Functions(ACF).

The most widely used PN-sequences are
Maximum length linear feedback shift register
sequences(m-sequences), which are generated by
Linear Feedback Shift Register(LFSR) of fixed
length m. They are periodic, noise-like and
binary. The feedbaék polynomial of the LFSR is
defined as:

fO)= ataxtonx +.tcnd" X" (1

Where, coefficients ¢; are binary feedback
constants. And the arithmetic addition is modulo
two. The output sequences are periodic and their
periods are determined by the properties of
feedback polynomials f(x), which also called as
characteristic polynomial. An m-sequence has
the maximum period, 27-1, and corresponds to
the case when the feedback polynomial is
primitive. In fact, There is a one-to-one
correspondence between polynomials of degree
less than m and the set of 2"-1 output sequences
of the LFSR corresponding to the 2"-1 non-zero
possible initial conditions.

The ACF’s of m-sequences are very desirable

and they have noise-like characteristics. That is
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the reason for its popularity.

In a recent paper, Goffin et al[5] use
m-sequences to generate orthogonal code words
to spread the information bit stream and every
researchers also use m-sequences to generate
watermark signals. In fact, in the historical paper
in literature, they use an m-sequence as the
watermark signal, which is considered as an
important concept in watermarking.

However, there are some disadvantages exist
for m-sequences. For example, large spikes can
be found in their cross-correlation functions,
especially when partially correlated. Another
drawback of m-sequences is that they are
relatively small and periodic characteristics[6].

However, chaotic sequences have several good
properties including the availability of a great
number of them, the ease of their generation, as
well as their sensitive dependence on their initial
conditions.

Almost watermarking methods are assumed to
consist in the modification of a set of full-frame
DCT(DFT) coefficients. As the amount of
modification each coefficient undergoes is
proportional to the magnitude of the coefficient
itself, so that an additive-multiplicative
embedding rule results. The number of bits that
can be hidden within an image by means of
frequency domain watermarking is limited[7].

To solve this problem, we compress the
watermarks using chaotic function. The
predictive characteristic of chaotic function
makes it possible.

In this paper, we propose a method that
transforms the sample text to chaotic sequences.
And we present how the sample text is
expressed by an implied data and the implied

data is regenerated into the original text. We use

this implied sample text as digital watermarks.
The rest of the paper is structured as follows: in
section 2, we describes characteristic of
deterministic chaos function. And in section 3, we
propose new watermark generation algorithm. In
section 4, experimental results are shown, and
last section gives conclusions and direction for

future works.

H. Deterministic chaotic function

Chaotic sequences have several good properties
including the availability of a great number of
them, the ease of their generation, as well as
their sensitive dependence on their initial
conditions.

Chaotic sequences are derived from the discrete
time dynamical system. Perhaps the simplest
example of a nonlinear dynamical system is the
‘celebrated
dynamical system can be defined as following

logistic map. A discrete time

equation. It is logistic map[8]:

Xne1 = @nll= xn ) (2)
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Figure 1, Characteristics of logistic map
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[Figure 1] shows characteristics of logistic
map(equation 2). When a is less than 1, as in the
graph at the upper left, all initial conditions
converge to 0. When a is increased to a value
between 1 to 3, as in the upper right, almost all
initial conditions are attacked to a fixed point.
When a is larger than 3, however, the fixed point
becomes unstable; at a=3.2 there are two fixed
points between which the value for x eventually
oscillates. As a continues to increase, there can
be more and more fixed points, and for many
values of @, as when a=4, the values for x wander
over entire intervals in an apparently random
fashion[8][9].

That is to say, it has been proved in literature
of chaotic dynamical systems that when 1<a<3,
xne1 18 converged and when 3<a<357, X iS
diverged. But when 3.57<a<4, logistic map will
operate in chaotic state. That is to say, the
sequence {x, ; n=0,1,2,3,...} it produced with initial
condition xo will be non-periodic and
non-converging.

The characteristics of chaotic systems are very
sensitive to their initial conditions. For example,
given two Véry close initial conditions, after
several iterations of the map, the two resulting
sequences will appear totally uncorrelated. That
is to say, if we make a slight change in the initial
condition will produce a completely different
sequence. Thus, a large number of uncorrelated,
random-like, yet deterministic and reproducible
chaotic signals can be generated with small
perturbation of the parameters.

This makes them candidates to be used in a
digital

wide range of fields including

communication, cryptography, etc. The

advantages of chaotic sequences can be

concluded as follows[3]:

¢ Compact description: only the parameter of
the chaotic map and its initial condition are
needed to regenerate the sequences. There is
no additional burden to store the whole long
sequences

» Sensitive to initial conditions: we can easily
produce an abundant of almost uncorrelated
sequences. And in most cases, the initial
condition of a system can not be deduced
from a finite length of the sequence. That is
important from the view of security.

¢ Noise like and non-periodic characteristics

i1, Watermark generation algorithm

We use the chaotic sequences generated by
discrete-time dynamical systems operating in

chaQtic state.

3.1 Text implication algorithm

In this section, proposes a method that
transforms the sample text to chaotic sequence.
And we present how the sample text is
expressed by an implied data. The sample text
implication procedure is described below:

Step1: The sample text is converted to the
discrete signal code using figure 2.
Step2: The discrete signal code is converted to

chaotic area using following function:

mhh:hnuv+hmin+1-0 (3)
gi=(hitAmin)/mhh (4)

Where, hAmae and hmn are maximum and
minimum value in the discrete signal code set.

And k; is the i-th discrete signal code.
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Step3: Generate new chaotic sequences using
equation 2 with seed value CX.
Step4: Find the closest value CX; to g1 in the
chaotic sequences.

Step5: Compute new seed value by subtracting
index value from CX1.

Step6: The procedures 3, 4, 5 are repeated to
all chaotic sequences until final value
CX, is computed.

Step7: Finally, convert CX, to binary code.

This binary code is final watermarks that we

insert into image in this paper.

3.2 Text restoration algorithm

In this section, we explain a method that
regenerates the implied chaotic sequence to the
original sample text. As above chaotic function
has not its inverse function, one part of
implication prbcedure is repeated. The sample
text restoration procedure is described below:

Step1: First, extracted watermark data(binary
code) is converted to CX.

Step2: Generate chaotic sequence si;; using
equationb2 with seed value CXo.

Step3: Compute SX; by subtracting index

value from si.

Step4: Generate chaotic sequence sz using
equation 1 with new seed value SXi.

-Step5: Compute SX; by subtracting index

value from sa.

Step6: The procedure 3, 4, 5 are repeated until
find SX, that is equal to CX,. If SX,'is
equal to the implied value CX, find
prediction values si1, S21, ..., Snl.

Step7: Restore to the discrete signal code

using following inverse function:

hn= gn(hnux+hmin+1.0)_ Fimin (5)

IV, Experimental resuits

In order to implement our proposal, we use P.C
and C++ in Windows environment. [Figure 2] is
the character code converting table. In this
figure, 26 characters, 9 special characters and 1
blank are mapping to 36 signal codes. One
character is converted into four digit binary code.

We represent the original sample text and
converted binary watermarks in [Figure 3].
Single text is implied to 40 bits binary data. Even
if the text is long sentence, we can get implied

values using this method.

Characters Signal Code Characters Signal Code
a 10 ! 280
b 20 @ 290
c 30 # 300
: : $ 310
: : % 320
X 240 - 330
Y 250 & 340
z 260 * 350
' {blank) 270 ? 360

Figure 2. Code converting table

These watermarks are embedded in the image
and extracted from it with Langelaar's
watermarking method[10]. [Figure 4] shows the
extracted watermarks after JPEG compression.
[Figure 5] shows bit error rate by quality factor
of JPEG compression for applying various

images.

Implied

Valie Watermark

sample text

Copyright Korea All | 0.38232 | 00111000001000110010
rights reserved. 0.64714 | 01100100011100011000

Figure 3. sample text and binary watermark
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Qualty Extraction result Hit rate
factor

90,80,70 00111000001000110010 100%
60,50,40 01100100011100011000
00111000361000110010

30 01100100011100011000 97.5%
00111000%01000110010

25 0110060001 1100081000 92.5%
001 11000301000110060

15 01171000001 107011000 80.0%
07001000%01000110000

10 01111000001 107011000 72.5%

Figure 4. The extracted watermark after JPEG

30%

Bit error rate

—

10 20 30 40 5 60 70 80 %0 100

Quality factor

—6— Lenna —— Cameraman —&— Baboon ~—¥— Peppers ]

Figure 5. Bit error rates by quality factor of
JPEG compression

{Figure 6] shows the JPEG compressed images
after  watermarking.  Although they are
watermarked, we can not recognize when. the
quality factor is more than 30. We can recognize
the hiding watermarked data using the
differential images between original image and
watermarked images. [Figure 7] shows the

differential images.

(d) Qualty factor=50

Figure 6. The JPEG compressed images after
watermarking

{b) Quality factor=10

{c) Quality factor=30

a) Quality factor=5

{c) Quality factor=30 d) Quality factor=50

Figure 7. The differential images between the
original image and the images in Figure 6
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[Figure 8] shows the performance comparison
of the proposed method and other methods using
Lenna image. When the JPEG quality factor is
over than 50, bit error rate increases rapidly in
Cox[1] and Swanson’s methods. But, when the
JPEG quality factor is less than 50, bit error rate
is very low in the proposed method. Even if

compression rate is high, it is less than 15%.

Bit error rate

=}

* 3

I R e
8

0 2 b 40 9L &
JPEG quality factor

|-9-La'u§a(ﬂteir@ 8 Qx -+ Saaeaifreqery) —x—pmednemj

Figure 8. The performance comparison of the
other methods using Lenna image

V. Conclusion

In this paper, we propose the possibility of
introducing chaotic sequences into digital
watermarking systems as potential substitutes to
commonly used pseudo noise sequences. Chaotic
sequences have several good properties including
the availability of a great number of them, the
ease of their generation, as well as their sensitive
dependence on their initial conditions. And the
quantization does not destroy the good property.

Almost watermarking methods are assumed to
consist in the modification of a set of full-frame
DCT(DFT)

coefficients. As the amount of

modification each coefficient undergoes is
proportional to the magnitude of the coefficient
itself, so that an additive-multiplicative
embedding rule results. The number of bits that
can be hidden within an image by means of
frequency domain watermarking is limited.

In this paper, solving this problem, we
compress the watermarks using chaotic function.
The predictive characteristic of chaotic function
makes it possible. We propose a method that
transforms sample text to chaotic sequence. We
present how the sample text is expressed by an
implied data and the implied data is regenerated
into the original text. In this paper, we use this
implied sample text for digital watermarking.
These watermarks are embedded in the image
and extracted from it with Langelaar’s
watermarking method. We got satisfactory
experimental results. The experimental results
show that proposed watermarking method is
JPEG

compression and much more watermark data are

robust to the transform such as
inserted into the limited image space. The sample
text is implied to 40 bits binary data. Even if the
text is long sentence, we can get implied values
using this method. We experimented with gray
level images only but expect good results with
color image also. Future works will focus on the
development of more efficient watermark data

including audio watermarking.
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