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Design and Implementation of Security Solution Structure to Enhance Inside Security
in Enterprise Security Management System
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Abstract

Corporation’s computerization developed by diffusion of internet, and dysfunction of
information is increasing greatly with virus, computing network infringement. Therefore, the
today, corporation security is more and more emphasized. Security solution by that importance
of security rises so is developing together. Security solution is developing to ESM system in
existing single system and important thing is function of each security solution and optimizin_g »
design of policy. Existent security policy taking a serious view security from external invasion
but security of interior the importance rise the today. Accordingly, must construct ESM system
of new structure for this. This paper proposes and embodied integration security administration
system that solidify interior security utilizing IDS. Experiment external IP and ID access and
analyzed the result.
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{ whilelend connection)
{ N_data = P_filter(internal_network);
S _data = P_filter(server);
D_module(N_data);
D_module(S_data);
}

return O; }
D_module{DATA)
{ connection DB

txtcutlist = reader("Cut_list’l:
txtuser_list = reader["User_list'];
query = "insert into web_log values('access_data’)’
stmt.executeQuery(query):
it (txtcutlist ==access_data)
{ A Modute( }
else it (ixtuser_list ==access_data)
{ A_Module(: }}
P_filter(log_file)
{ fin = new BR(new FR{log_file}):
white( fin 1= nul{
tokenizer.parseToken(line);
line = fin readLine();
tokenizer.storeToken();
file.close():
clearlog.ciear(logpath);
cont.close();
return line; }
A_Module()
{ mail_send("Warning message”);
sms_send('Warning message”):
consol_call("Warning message’)}

* N_data : Network data, S data : Server data, D_module : depensive
module,
A_Module : Alarm Module, P_filter : Packet filter, A_data : Access
data,
BR : Buffer Reader, FR : File Reader
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HOST Web log D Telnet log
total 256 total 132
203,247.63.144 175 root 28
203.247.63.145 45 test1 23
203.247.63.146 7 test2 31
203.247.63.147 5 test3 17
203.247.63.148 1 test4 13
192.168.0.3 15 tests 20
192.168.0.5 8
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total 330 total 158
203.247.63.144 275 root 45
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203.247.63.147 1 test3 23
203.247.63.148 25 test4 14
192,168.0.3 12 tests 21
192.168.0.5 1
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