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Design of a Mutual Exclusion Algerithm in Mobile Distributed Systems
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The tmutual exzclusion (BB paradigm can be used as a boilding Bock in many practical
problems such 85 groop cotmunication, atotnic cotmitment snd ceplicated data e nagement
where the ezclusive use of an object might be useful The proklem hes been widely stodied in
the research cotmrmgnity since oo resscn for this wide intecest is thet many distriboted
probocols need & motosel ezclusion protocol, However, despite its usefulness, to our koowledze
there is no work that hes been devoted to this problem in a mokile compating envitctment, [o
this peper, we describe 8 solution to the motal ezclosion problem from mebkile compoating

gwstetns, This solution s kesed on the token-besed motoal ezclosion algocibhmn,

B keyword :035ynchronous Dislribuled Syslems0kulual Exclusiond Faull Tolerance OMobile Compuling SyslemO

[. Introduction

The wide use of strell pockakle compaters and the
advarces in wireless networking technologies hove
tede mekile cotpoting foday 8 ceslity, There are
diffecent types of wireless media: cellar (analeg and
digital phones), wireless LAN, and unused poctions of
Fvl radic or satellite serwices, & rookile host can

itkecact with the three ditferect tvpes of sireless
tebErocks et diffecent poink of tire, BBhile systetns
are tore often sokiect to envicotrmeatal adversities
which can cavse loss of rtessages o datall] [n
pacticular, & mekile hest can fail or discoanect from
the rest of the oetwork, Cesigning Eault-tolerant
distribated sppdications in such an ensitotrment s &
cotrples endessor,
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[n recent wears, seversl peradigs heve been
identtified ko siergdify the design of Eaualt-tolerant
distribated  applications in a8 cotwventicnsl  skatic
gweterr, IvDboal exclosion, simply M, s among the
trost notceakde, pecticulacls since 6 is closely related
ko accessitg shared resource called the critical section
(CSE], which (pmong other uses) provides an
pzclusive access basis for impletenting the cribcel
sectiot,

The ruotuel exclosion problem(3] requites o
properties, safety and liveness, frotmn 8 glven seb of
processes, The proklem hes been sidely stodied in
the research cotmrnunity [4-8] since one reascn for s
wide inkerest is thek mmens distriboted protocols need
an rrokual egclusicn protocol, Howeser, despite its
usefuloess, fo our knowdedge there (s oo woek thak
hes keen dewoted b this pooblem o s oookile
cotrpating ensicoarent,

The sitn of this paper is to poogose 8 solution o the
el exclusion proklem in 8 specific  ookile
cotrpating envirctrnent, This solotion is besed on the
token-besed totual exclusion algoriten thek s &
classicel one for distributed systerns, The test of this
peper s organized as follows:! in Sectica & & sclution
ko the motoel exclosicn pooblemn in s cotsenbicoosl
gwtichroaons systetn is peesented, Section 3 describes
the trokile systetn todel we use, & pootocol o solve
the trotoel esclusion problern in e mokile compating
gwstern is presented in Section 4 [n Section b, we
address the practical ckeervaticn, We conclude in
Secticn B,

[I. Mutual Exclusion in a Static System

2.1 Model and Definitions

Wi consider 8 synchronous distriboted system
cotrposed of A Frite set of process 17 = {d, pe., ool

cotnected ke o logicel ring, Communicetion is ks
tessase pessitg, synchronoss and relisble, & process
Bails ke sitrgly stopring the execution {ooshing), and
the Eriled process does ook recover, & coffech [IOCESS
is the one thak does oot crash, Symchrony means that
there is & bound oo cotanunication delsss of process
relative speeds, Between ooy Dwo pOocEsSes there
pist  bwm  unidicecticnsl  channels,  Processes
cotrrronicate ke sending and receiving messeges
over these channels,

The motuel exclosion problemn is specified 8s
Eollossitg bam pooperties, One is for sgfedry oind the
other s for foeness The agfety requiretnent assects
Fhat s bwo processes cotnected the systemn should
tot  heve permission too ose the criticel section
sirrwltanecusly, The fueness requiretnent assects that
every recuest Eor criticel section is  evenbually
granted, & motuel emclusion protocod 5 8 pootocol
that generates tuns thek satisty the motoal esclusion

specificatice,

2.2 Tokemta=zed Mutual Exclusion Algorithm

&5 a o classic peper, the token-besed  erwabusl
pzclusict algorithim, which wes puklished kv B
Basrnel, specifies the ootoel exclosicn pooblemn for
grtichroaoos distriboted systerns with cresh feilures
atnd gives on eleganb algorithen Boc the systery this
algorithim is called the token-besed BB Alzocithmld],
The kesic idea in the token-based B algocithim s
that the sy process holding the token cen use the
criticel section exclosively, The token-besed B
algorithen is described as Eollosws,

- & distribated systerm is cotrected by logical
ring Each process has 8 onigue (O that (s kooem
ke its neighborhood processes,

- The C5 iz ezclosively used ks the process
helding the token,

- The token is circulated oo the logical ring [F a
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ECLCESS SwRrks b use the CF, then (6 just smits
urtil receiving & koken from s neighborhood,
Coly when it hes received the token, it has &
right to use the CS5 exzclusively,

- When the process with the token finished its ose
of CZ it irerediately pesses the foken fo its
teighber hiood,

- [ & process doest't bo use a CF when it ceceived
the fokern, it just pess the foken o b
teighborhiood,

- There exists ooly one boken aod the token is
conbinuously circulated pon the legicel ring

- By doing this, sty process evennially receives the
token and it can use the C5 exclusively, which
treans that this algorithm sakisfies both of the
safety and the liveness properties,

[ll. Mobile System Model

3.1 The Structure of Mabile System

& distriboted tokile systern cotsiss of teo seb of
ertities: a large rorker of mokile hests (AME) and &
seb of fized hosts, sote of which act s tokile
support stations (AdS5) of bese stations, The non
MRS fiszed hests can ke viewed o5 MBS, whose cells
are never wsited ks ey mokile host, Al fzed hosts
atd all comrmanication peths connect thetn frotn the
gtabic network, Each AMSS s able fo communicate
ditectls ssith mmokile hosts lecated within ifs cell «ia
o wireless mediom & cel s the geographical area
covered by o AMSS & MH can directly cotmrmonicate
with a MSS (and wice wersa) ooly if the ME =
phsically locaked within the cell serviced ks the
MES AL any given instant of tire, 8 ME can belong
ko one aod ooly one cell, [noocder to send messege b
aticther ME thet is oot in the sate cell, the source
ME must confact its local MSS which forwerds the

tressages o the local ASS of the target ME over the
wireless nebwmk The receiving ASS in its ture
forwmcds the tressages over the swireless nebacrk bo
the target AME When s ME moves from one cell to
ancther, 8 Hondgf procedure is executed by the
MES: of the two cells, WEssage propagation delay oo
the wired netwock is ackitrarsy bak finite and chaonels
bebaeen 8 MSS and each of its local mckile hosts
ensure FIFC delivery of tressages,

3.2 Characteristics of Mobile Hosts

The kandwidth of the wieless link connecting a
MEto 8 MSS s significantly lower than bandwidth
of the links between stbic hests [9], [n addition,
tckile  hosts hewe  Hght coostraints oo power
cotsurmgtion relative to deskbop machines, since they
usuelly operate on stand-slone energy sources such
a5 battery cells, Conseguently, thes offen operate in a
doce tode of  woluntarily  discotnect  fromn the
te b,

Transerission and  recepbion of  MESSBEES  OVEC
wireless links also consume poswer st s MIE So,
distribated algecithin Bor mckile swsterms need to
minirmize  comronication  over wireless  links
Furthertrore, tokile hests are less pesserful thao
fized hosts and heve less oetnory snd disk storage,
Hence, while designing distriboted slgorithrs  for
tckile svstens, the follesing factors shoold ke teken
into account(i011]:

- The amount of compataticn perforred by oa

tckile hiest should ke kept low

- The comrnication ovechead o the swdreless

medium should be erinimel,

- &lzorithem sheald ke scalabde sith respect to the

twrrker of rohile hosts,

- lgorithm shoald ke sble to easily hendle the

effect of wokile host  disconnections  and

COHEEC oS,
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Figd. 1. Mohile System Model

Y. Mutual exclusion in a Mobile System

Irn the following, we consider s broadoast groop &
= (GLMSS GUME of communicating mokile hests,
where (7 ME and (3 MSS are respectively a set of m
trokile hosts coaming in a geegraphical area (like &
carpus area) covered by a fized set of n AMSS hoso
far, local mekile hests of bese stalion ASSS, which
currently residing in ASS; cell, wdll refer to mekile
hosts that belong to group G

& rrobile hest can moese froom ooe cell ko another,
[f its cocren: kese stakice fails, the coonection
ketween the trokile host and the rest of systetn s
beoken, To recover its cotnection, 8 ookile bost osk
trowve ke sncther cell covered ks an operationsl o
correct base station So, unless it crashes, & ookile
hiost can always reconnect to the nebeock, & mokile
host ey feil oo wolontarily disconnect frotmn the
gweterr, When & mobile host fails, its wolatile stake is
lost,

[t this ensircoment, the ooboal exclusicn pookblemn
is defined ower the set O A of mokile hosts, When
g tmokile host by wanks o ose the 35 6 sends the
request ressage to a8 MSS (o this case, the mobile
hiost evenbually should get the perrissicn from the
MAES and wee the &5 DCue fo the rescurces

cotsfraines of mokile hosts and the Lnited bandssidth
of wireless links, the distriboted algorithm to solve
tabuel exclision is expcoted b the seb of MSS oo
behalf of the set G AEH of mokile hests, [noa First
phiase, the AE which wenfs to use the 08 hes to
reguest the permission from the ASS in the cell
which it keloaging o The MSS receiving those
recuesks frotmn the subeet of (UM of tobile hosts
reatritg it their respective cells keeps themn in its
guede, & token is circulsted through the logical ring
which cotsists of the fxed AMSS [n the second
phinse, when each ASS receives the token frotn its
teighborheed, it sends the tolen to s mokile host by
bo give perrmission for the OS5

Finally, the bk received the permission from the
MESS mses the OF and after using it returns the
pertrission to the MBS The MSS which hes zof the
pertrission back fom the bk sends the token to the
next turn of AR5

4.1 Principle

The motoel exclusicn protocod proposed o this
paper s kased oo the solation descriked ks Basmal in
Troken-tased MY algorithm(d], The cotlines of their
protocol heve been described in Section ¢ [ this
section, we give oo overview of our protocol ad
identtifs the rejor differences compered with the
crigingl token-kesed ALY algorithm We assutre thak
the muotuel exclosion s ioitieted ks o mokile host
which requests its curcent base station s token to use
the 5 The contacted base station saves the recoest
ke the guege oabl it receives the token from its
teighborhiood,

Curing the kel exclusion, each base station oo
ot hand interacts swdath the mokbile hests located in its
cell bo gather the request of each mokile host for OS5
and o the ofther hend interacts with the ofher
teighboring bese stations to send and recelve & toket,
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[n ouor apgroach, 8 bese skabon MRS which
perticipates in the motosl exclusion pootocod, alwess
acts oo behalf of & subeet of mokile hosts,

tvBre precisely, the initisl selue of Token Hold ek
is false bat the welue of it is chenged toe 65 & tokie
host by that resides in MSS receives the folen from
its A5 After relarning the token bo its base station,
the rckile host by chenges the welue of ifs
Token Holdery inkto false again

The rmuotuel  exclosion pectocol in such an
envirotment consists of twn cases depending oo whe
the token holder is, As the first cese, thet is wheo a
kase stabict received o token Eootn it neighboring
bese stakion of its wokile hosts, YWhen it received the
koken from ifs neighboring base station, theo it just
setds the token o e mobile bost swith highest prioty
atrong the mobile hosts connected to the bese stakion
[t case of returning the token from its mokile bosts,
it just sends the token to the nest bese skakion

[tn this cese the base stebion s dolng Geo tesks
cotcurrettly, Le, sending & token a tokile host with
highest pricrity atong the mobile bhosts connected o
the kese statict snd recelving the token reguest
tressage from tokile hests concurrectly, Thos the
kase stations play s role of 8 outoel esclusion
coordinater during the nutual esclusion period,

Curing the motoel exclosion o a mokile cotmpating
etrFirottrent, 8 bese staticn paving a role of 8 ootal
ezclusion cocedinstor s needed to reduce the ressage
braffic armong mokile hosts, The ootoel esclusion
algorithm amotg bese stadons is sitolar to the
oken—besed MK o ostetic distriboted systerns, Thak
i, only the base statico holding the token hes &
pertrission to use the 05

[ the second cese, that is when a oobile host
received & token from its host bese stakion, Then it
jusk uses the OF for & while and returns the token to
its hest kase staticn after finishing it

[n above scenacio we don't consider the mmekility of
the tokile host in the ME algocithim, Buotb if we
cotsider the okilibs of the mokie bost then it makes
the MK problem tore cotgdicated than the one of
gtatic distribated swstems,

4.2 Pratocal

The protocol is cotmposed of three pects and each
part conting & defined set of actions, Fart A [Fig, 2]
describes the role of an achitcery mebile host by, Part
B [Fig 3] presents the protocol executed by a base
stakion AES

e Ivbbile host By is located in ME5 cell ¥
(1)Upon receipt of the request for C5 from the
application
Send Freg Token to MEE,
(2 pon receipt of Toke n fom M55
Yo The mobile host (R pels info CF %
CSihy
(3)pon receipt of the mlease for CF from the
application
Semdd Releaze Token to M5

Fig. 2. Frotocol Executed by & Mohile Host
hk [Fart Al

Part B is related to the interactions between a base
station and its local mokile hosts ot one hend and e
obher base stabion on the other hend, Thos, Park B is
kased o the traditionsl Token-kesed ME protocol
adapted b0 our eosAronoredt,

Firmlly, the partt C© of the protocol is the handof
protocol destined to handle mekility of bosts between
ditferent cells,

In [Fig 2], the three actions performed by an
arkitrary mckile host are:

(1) & mobile host executes this action when it
[ECEIVES B [eCUEsE Erotn an upper application program
bo initiake a mukual exzclusion,
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(21 Token message is sent bo & ookile host by by
the trokile support syslers ASS when it had
reciaested & token fotm e local base station stere
it resides, Upea receipt of such & tessege, the mokile
hiost zets into the Critical Secticn,

(3) ¥When the application program terminates the
trwtiel exclusion protocod, the Token is celessed o
the mokile support syslem, MSS

Actions of the protoedd in [Fig, 3] mombered from
(1) to (7 are exzecuted & mebile suppott system Le,
8 bese station MSS They bave the following
trE LN

Ny Stans; = 0; N Chees =
Cohegin
(4 || Uponreceipt of Feq Token( by )
imenieg Token(h,) to mar (IvEr Cheuey),
(37 | Upon receipt of Token (30850
if Ivkr Chieue, then
NIy Status, =1,
semd Token o front (vl Chiene,);
delete front (v Cheney),
eke
semd Tokento M5,
end-if
(6] | Uponreceipt of Token { Ay )
if { Phase,= 0 My Chieue; ) then
NIy Status,= 1,
semd Token o front (Il Cueuey;
delede fromt Iy Chuene,),
eke NIr Status,=10
send Token to JSY.,
end-if
(73 || Upom zeceipt of Beq Token{ 34550
insentReq_Token( ) to Reax(Mly_Quens .

Fig. 3. Frotocol Executed by & mohile
support station M35 (Fart Bl

(1) When a bese station is asked by a robile host
b send 8 Toker, it ioserts the recuest into the resr
of its ouece,

(51 [n case of receiving a Token fom cther bese
station, the bese staton checks its queve M Qe
ko confirm whether the queoe is etopty of ook, £ the
guedE is oot etrpty, then the bese stabion sends the
Token ko the mokile hest thek {5 positioned &b the
front of the gquece, And it deletes the elerrent from
the guece and sets iks status bo fmue thet oeans it
holding Toker, Le, M Sttus = 1, Bub if the queue
i5 etrgty, then the bese station just pesses the Token
b the nest bese station,

() When a bese station receives s Token from a
tckile host bl it checks its queue and status, [ both
[ Phasei= 0 A M Qhews = @) are brue, which
treans that it does ot bold the token and at the sae
bere the cueoe is oot emgty, then the base station
sends the Token o the okile host that is the front
eletrent of the quese, And it deletes the eletrent from
the guege aod sets ifs stetos b troe, Otherwise ik
sends the Token bo the nest base staticn and sels its
status to false,

(71 Cr receiving the Token request message fom
other oobile sopport systern, the A4SS; insert the
recuesk tmessege into s gueE,

&5 showm in [Fig 4], the handoff protocod is
described,

(B) "When & mobile heet iz meves Erom MSS cell
ko ASS cell, the handoff protocod executon is
trigeered, IvBhile host Ry hes to idenkify itself to its
base stabion by sending & message GUEST
MESI,

(9} Upot receiving this message, MS% learns that
8 tew trokile host Ry coting fromn ASS cell hes
entered it its cell, With BEEN  HANDCEF(A,
MES) message, MBS informe MSS that it cemoves
b fromm the set of rokile hosts that reside o i cell,

(10} Upon receiving such a message, MSS; checks
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its guese ko confinm that the tolken request of ks in
the cueae, [E i is in its gueae, thea it transfers the
Eoken request o ASS and deletes the token recoest
frotm the ouece,

Cobegin
% Fokof A %
(&) | Upom entry el
send Crueet(y, BES) o S
% Fok of 55
i || Upom receipt of GUES Tk, M55
Local fH = Local MH, U {
send BEGIN_HAND OFF A, M55 to LSS
% Fole of M55
{107 |Wpem. re ce ipt of BEGIN HARFOFF A, M55
Lovad ME, = Lol ME; {h)
EiFeq Tokenih) My Cueue, jthen
send Eeq Token A to M55,
deleie Feq Tokenihy) from My Quene,
end-if

Fig. 4; Handoff Frocedure (Fart )

4.3 Correctress Proof

&g our protocel is besed oo the Token-kesed
logical ring algorithm proposed ke B Bagnel, some
statetrents of letmes and theoretrs that followr are
sitmilar to the ones encountered infd],

Theorem | Mo b diffecent processes can hove
pertrission bo use the critical sechon sitalteneoosly
{safety properts),

Proof (proct by contradiction), Let assure that
there exist bwo ookile hosts to get s perission b
use the critical secticn, & wokile host can use the 05
otils if 16 received 8 pertnission token from the ASSS
of the cell to which it belonzing (action 20, [n this
cage, the assurgtion tesns theb there exist beo

MES; helding the token of one M55 sends the token
bwice to bwo different mckile hosts each, The st
case i5 false since there is ooly ote token cicculating
under the logical ring The second cese is also false
gince the MBS helding the token sends it o ookile
host Ry ooly once (action 5), So it is & confradiction,

D']".'mml

Theorem © Every request for the criticel section (s
eventually granted (liveliness property),

Proof [f & mckile hest sends & message o (EQUESE
8 token (action 1), ab least one MBS eventually
receives it and insects it info the quege (action 4}
&fter that there are two ceses, (o first cese, if the
tockile host A sent the message does ook oove o
obher cell, then the tressage Beg Token evenboally
will ke positicned st the front of the gueve snd the
MES received the rmessage sends the token, Thos,
the trokile host senb the message evenbually receives
the token and uses the &5 [0 & second case, when
the trokile host by seok e messege Beg Token mmoves
frotn ASS7 cell to ancther AS5; cell before receiving
the token, then the haodoff pootocod espoution s
trigepred (action B-100, IvBhile host hy has to identify
itself ko il bese station ks sending & tmEssoge
GJEST(h, MSS) [n this case, by (action 100 the
recuesk rressage will ke transterced to the R4SS of
the cell to which the rokile host hes moved
Consequently, the mokile host sl receive the Token
and use the O when the MSS sends the Token, O

Thorer 2

V. A Practical Qbservation

Wi address here sotre poackical chsersations from
the wery strocture of oar mokile BB elzocithn on the
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solvakility of BDOtal Bsclosion & corollary of our
result above is thet we can design motosl esclusion
algorithen  tore  efficiently based on the ookile
sapporh swsterns instead of the mokile hosts, and kot
that solves the mutuel exclusice,

[z this ooly thecretcelly intecesting? We believe
not, a5 we will discuss belowr During the mmokoal
ezclusion in a mokile cotmpating ensirootrent, & bese
gtaticn plaving 8 role of 8 ooboal  esclusion
coordineter s needed to redoce the messege traffic
arohg tokbile hosts,

[eterestingly, the tnokile host h, mmoves acouod
trany cells regardless of its holding the token, [F e
cotsider the tokiliy of the ookile biost, then it mekes
the OV problemn more cotnglicated than the one of
static distribated swstetns,

&g the differences of motual exclusions bebween
tokile cotrpating enviroments snd statc distribated
gwsterns, our VR algorithin hes the following merits:

First, during the gericd of the BH A using the CS,
the BH hye changes its base stakion fromm the one that
it received the token to the other base station, [0 this
case, the BH simply sends the token the bese station
of the cell in which it cesides, [n this B algorithern,
the kese stakion that received the token should take
sotre schion to keep the fainess of the BB That is,
when the bese stabion that did ook send the token bok
received the token fomn its BYH sitoply seads ik to the
kase stakion which waits for the token to keep the
feirtess of the BV As a kig differetce between
trokile cotrpating ensviroaments snd static distriboted
gwsberns, the mokile host sith token will sppesr in
aty cell swhenever totosl esclusich protocol hes
started, Thus, every kese stakion should check sl
other bese stations o ko which bese station cover
the mokile host holding the token in the cell, Thak
causes tessege boeffics amohg bese stakicas [ooour
I algorithin, b prevent those message  breffic

caused b osbove shticns, ooly ben bese stakions
together mke pert in keeping the mobilier of the BYH.

Gecotwd, in mokile compating  envircotent 8
handotf  slgocithen s oeeded oo pecform eoabual
pzclusions corcectls, kot it s oot needed in static
distribated sewstems, [F s BYH moses Eootn one cell to
the other cell during the periods of using the CS, then
the hendoff algorithm is isoked to keep wace of the
IH holding the token, Eventually both base stations
knwwr the location of the B/H with token and decide
b b0 trenege the token,

Third, due to the rescurce constraiots of ookile
hiosts and the limited bandwidih of siceless links, the
designed  distibated  algorthem too osolve  ooabosl
pzclusicn is executed by the set of AdSSs ot behalf
of the set ¢ ME of rmokile hosts,

V. Conclusion

The cotorounication cver wireless links are linited
to a few messages (in the best case, three messages:
otEe o request & token and the others to get the oken
and celease the token respechvely) and  the
cotsurrgtion of mobile hosts CPUT tire is lowr since
the actual motual ezclosion is oo ke the bese
gtaticns, The protocol is then oore energy etficiedt,
The protocel is alse independent Erotn the ovecall
twrnker of mokile hosts and all needed data strochares
are treneged b the bese stabions, Therefore, the
protocol is scalakle and can oot be affected by mokile
hiost failures,

[t additice, other interesting cheracteristics of the
protocol are as follews, 1) During the  mutual
ezclusion pericd 8 bese station shoold keep frack of
every tmokile host within its cell to monage the
request messages and the token, 2 [nosuch a mekile
cotnpuiing  ersArcament, 8 hendoff  algorithm (s
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teeded to pecform moboal esclosicns efficiently aod
correcty, bab 16 is oot needed in stetic distriboted
EYELRITIE,

The motoal esclusion slgocithm in 8 ookile
cotrpating envirooment consists of ben topectant
phases, Coe 5 & local mmotoel exclosion phase in
which a tmokile host helds and vses the C5, The other
phase is 8 globel motoal exzclusion phese o which
each MRS mkes part in the rmolel esmclosion ke
pessing the tolen to another ASS
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