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Access control techniques should be flexible enough to support all protection granularity levels.
Since access control policies are very likely to be specified in relation to document types, it is
necessary to properly manage a situation in which documents fail to be dealt with by the existing
access control policies. The existing access control has not taken information structures and
semantics into full account due to the fundamental limitations of HTML. In addition, access control
for XML documents allows only read operations, and there exists the problem of slowing down
system performance due to the complex authorization evaluation process. In order to resolve this
problem, this paper designs a XML Access Control Management System which is capable of
making fined-grained access control. And then, in developing an access control system, it
describes the subject and object policies of authorization for XML document on which authorization
levels should be specified and which access control should be performed.
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rq : Requester(subject, object, action, altg, sign, type),
xml : XML Document URI,
dtd : DTD of XML,

ap . Authorization Policy(auth.dtd, xml.xas)
T : Dom Tree
begin
T < Build Dom Tree from xmi
T < Initial Label(T, rq, ap)
T < Label(T, rq, ap)
T < Prune(T)
end

¥ 1. XML HZ Aol " ¢aasE

[Z8 1] XML ¥4 HeHe 913 XML A2 ]
e gaFolrh o] duEe 43AE AL
R @AE XML ZA49 #3 DOM treeE A3t F
A AT DOM treeoll tht A Alo] 2713} #lo]
gk Al fA @A 7w s As
$e] FEL st dAolth nxoz
AR ARE 73 A E AASE AARo
=3
1o ARE- <)) 2} XML #4(XML Document
URD, XML¢ DTD(DTD of XML), S48 HE A%
Fo A 5& 98 g AT aga apE

oo opx e (E
ofN oxt ot
o 8o
o A

:TL
[

oX

fuit)

g XML R Aojel A& AdAle] #4F a7 47

auth.dtd®} xml.xasZ FAE} AA F& A A
HollA XML FAMe) 333l g B3-S xmlxasE
313, DTDY ddshs A A¥E authdtd= ARS-3ch

Input: T : Dom Treerq : requester,

ap: Authorization Policy(auth.dtd, xml.xas)
Output: T : Dom Tree
Procedure Initial Label

begin
if T.root then
if ap.auth.dtd U ap.xml.xas ==& then
T.root.label < default()
else
T.root.label < decision_rule(ap.auth.dtd, ap.xml.xas)
fi
fi
end
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Input: T : Dom Tree, rq : User_requester, ap : AP
Output: T : modified DOM Tree
Procedure Label
begin
for each ¢ € children(T.root) do
if c.parent.type in (L, R, LD, RD) then
if auth.dtd N xml.xas == & then
c.label < c.parent.label
else
clabel < decision rule(c.p.label, ap.auth.dtd, ap.xmi.xas)
fi

else if ap.auth.dtd N ap.xml.xas ==& then
c.label < default()
else
c.label < decision_rule(ap.auth.dtd, ap.xml.xas)
fi
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Input: T : Dom Tree
Output: T : Pruned DOM Tree
Procedure Prune
begin
post < Postorder(T)
for each n€ post do
if nchildren ==& & nlabel '+ then
remove n from T
fi
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