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Implementation of Engine Generating Mutation Worm Signature Using LCSeq
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We introduce the way to detect the mutation worm. We implemented the program that can
generate signature using LCSeq(Longest Common Subsequence) technique in Suffix Tree studied
as pattermn recognition algorithm. We also showed the process to detect the mutation of CodeRed
worm and Nimda worm and evaluated signatures generated by snort and LCSeq.
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1. String equality(SE)

S=xabxac P=xa

1:xabxac || txa
2abxac 2a
3 bxac
4 xac
5ac
6c

1% 1. String Equality
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2. Longest Common Substring(LCS)
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% 2. Longest Common Substring

3. Longest Common Subsequence(LCSeq)
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import java.io. *;
public class Program {
static final int MAX = 100;
static char x[l=new char[MAX]:
static char y[]=new char[MAX]:
static int c[1[]=new int[MAX][MAX]:
static int b[1[J=new int[MAXJ[MAX1:
static int I, j:
static int m = 0;
static int n = 0;
public static int LCSlength() {
for(i=1;i¢=m;i++) c[i1[01=0;
for(3=0: j<=n: j++) c[01[j1=0;
for(i=1:;i¢=m;i++) {
for(j=1: j<=n; j++) {
if (x[i-11==y[j~1]) {
clilljl=cli-11{3-11+1:
blil[jl=1: }
else if(cli-110j1>=c[il[j-11) (
clil{jl=cli-11031:
blillj1=2; }
else {
clilljl=c[i1(j-11:
blil[j1=3: } } }
return c[mllnl: }
public static void printLCS(int i, int j) {
if(i==0 !} j==0) return:;
if(blillj1==1) {
printlCS(i-1, j-1):
Systen, out. print(x[i-11);}
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else if(blil[j]==2)
printLCS(i~1, j):
else
printLCS(i, j-1): }
public static void
java. io. IOException {
while(true) {
int loop=0;
int loop2=0:
while(true) {
x{1oopJ=(char )Systen. in.read():
mH:
if (x[loop++]==
n-=2;
while(true) {
y[loop2]=(char )System. in, read():
n++;
if (y[loop2++1=="\n") break:}
n—=2;
System.out. printin("LCS length -> " + LCSlength()):
printLCS(m,n):
System.out. println();
m=0;
n=0: } }}

main(String  args(]) throws

‘\n") break; }
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