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This paper presented a solution to encryption and decryption problem suffering data
transmission error for encrypted message transmission. Block cypher algorithms experience
avalanche effect that a single bit error in an encrypted message brings substantial error bits
after decryption. The proposed fault tolerant scheme addresses this error avalanche effect
exploiting a multi-dimensional data array shuffling process and an error correction code. The
shuffling process is to simplify the error correction. The shuffling disperses error bits to many
data arrays so that each n-bit data block may comprises only one error bit. Thereby, the error

correction scheme can easily restore the one bit error in an n-bit data block. This scheme can
be extended on larger data blocks.
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