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Secure ID—based Strong Designated Verifier Signature Scheme Against

Key—compromise Attack
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A strong designated verifier signature scheme is a special type of signature scheme which
provides signer anonymity by enabling the specified recipient, called a designated verifier, to
simulate a signature which is indistinguishable from the signer’'s signature. It has many
applications such as software distribution or electronic voting. In this paper, we consider two
important security properties of strong designated verifier signature scheme — source hiding and
security against key-compromise attack. We show that the two properties cannot be achieved

at the same time. Finally, we present a new ID-based strong designated verifier signature
scheme which is secure against key-compromise attack.

W keyword : | Strong Designated Verifier Signature | ID-based Signature | Source Hiding | Key—compromise Attack |
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Signer A Designated Verifier B
T, T2, T3 € Z; — Verification
Ui =riQs H = Hy(m,e(Us,88))
?
Uz =12Qa e(U1,V) = e(Us, H)e(Ss, Q)
Ja = rirsQp 101,U2,U3.V} ,  ———— Simulation
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V=rsH+7r7'84 U'I = r’lQA
U) = 7‘2 QB
U3 T‘}_Y’gQA

H' = Hz(m,e(r3Qa,Ss))
V' =riH +(r))" 5B
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Signer A Designated Verifier B
T1,T2 € Zg Verification
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Signer A Designated Verifier B
keZ; ~————— Verification
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