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Abstract

Login process uses both ID and password information to authenticate someone and to permit
its access privilege on system. However, an attacker can get those ID and password information
by using existing packet sniffing or key logger programs. It cause privacy problem as those
information can be used as a hacking and network attack on web server and web e-mail
system. Therefore, a more secure and advanced authentication mechanism should be required
to enhance the authentication process on existing system. In this paper, we propose a
multi-factor authentication process by using software form of secure card system combined
with existing ID/Password based login system. Proposed mechanism uses a random number
generated from the his/her own handset with biometric information. Therefore, we can provide
a one-time password function on web login system to authenticate the user using multi-factor
form. Proposed scheme provide enhanced authentication function and security because it is a
"multi-factor authentication mechanism’ combined with handset and biometric information on
web login system.
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Bool Join(){
Struct Member_Information Join_Member;
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void Send_Message(ID,PhoneNumber){
Master Key = Key_Generate(ID, Secret);
Send(PhoneNumber,Master Key);
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void Create_CardNumber(Key){
String CreateKey;
int CardNumber{30];
CreateKey=Hash(key);
CardNumber[]=Token(CreateKey);
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Bool Login_CardNumber_Password(ID){
String CardNumber, Password;
Bool Result;
String EncodeData;
print( Random_Card_IndexNumber );
Input( CardNumber, Password);
EncodeData=Encoding(CardNumber,Password);
Result = Compare( ID, EncodeData);
return Result;
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Bool Result;
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Result = Compare( ID, Birthday);
return Result;

—

A
v

oxl

i,

41

jo)
2
]

4 2
il

of

AEEs MENsE B 20 BEeAE 7
Suss iENES 9] 0% ]

il ]
W A¥E FE€317] A8 Result7} Aol k. -4
Print) &2 S8 AdsiA HAT 7129 IndexH S
¢l Random_Card_IndexNumbergE Z#3It}. &%
Random_Card_IndexNumbero] @30  ARgx17}

CardNumber$} PasswordE fEsHAl v =@
CardNumber®} Passwrodi= Encoding()$H+E 538 &
sstage A Szt s T3 AE datas
EncodeDataoll 474%™ ¢33} EncodeDatas} IDE
Compare()gHol] deato] ARG RIF A7d A
o} HlaLE 3HA Bk v A7 Resultdoll A9
o wakstA Ht



34 s=22EIx5HE=2X| '09 Vol. 9 No. 3

r-Iu

& Join()

Send_Message(ID,PhoneNumber)

Login_ID_Birthday()

Create_Card

Number(Key) Login_Result

Random_Card_IndexNumber
Login_CardNumber_Password(ID)

a3 7. MHHel 2E SEE

0
o

V. Ho|2 FE 7[dt CE 2

r

kol Al AAJE MEE 74k AXE RFF=o]|A] AL

Foh 712 A4 S8 ket 2 Hholo An
17 A4 BE W RS 48T 5 ek

1. HO|2 HE 7|8t 7|MA oY
1.1 AF2X} o] ™e

AR Hlol 9 4 Tfsl] wEel 7 AbgAte)
AR ARE galsk ¢ 3}5

@b B AHEIS, Mol AnSt A M G
24 A4 18 Arsn A5ET

ol
T e 5A4e 2 9

1.2 HIO|R FHE 7|8 7H17|/3717| & 4
AREAR U 2 AR 7] A EA oA AR
] ,/]5]]/\1 zm /\-lxqo = 7Loi 7] ,\gﬂ /‘]Oﬂ /\]_Jlx}
14 kS %7]%k(initial vector) 2.2 1A vl A= o}
2 ARG AA7)/ N7 8-S BT 5 Aok
A= 7182 7129 RSA/ElGamal &1+
7 AHEst] ITU-T SGI7elA mFoz A
X1088(Xtdk) "W4& Agato] st om by
A7/ H7] B& A4 5 A

ARG AN RS FeiA A4 BEE A
Ak ARgA} ul gkt el e AR g S gl §)
goz with AR MY 3 245l AR

T

1

=

d rﬂ on £

MAZN 2 AHSE 5 (A &5= TXE A dag
Foll webr] F7] 2 A7) A Z2o] A= A
g s4] A7 7 ot

AT Q17 BEE A HAERE 7]HE o
g3to] AR A1)l sl mﬂg%}@ P BHA
A7g/AEd dart vk viele HHIHE APH
NOIF)1Z okAsA AAstm BA7] R e
X509 718k AFA 2 I ZHN ANTNE o] &3t
AR F AR )15 BE] A4 74Esith

2. HIOIQ FE 7|t JHOI7|/BH7| AN g
2.1 HIO|Q QIS A 7[HE 7| AHA dHEAI

obef 3} o] npol & AR ZRE JH171/E 7]
B A o)F bkl Ak T2E YN
F ek Aielel i@ wole. Fug QiEuol 7)Eo]
Agslo] gl Aust vlwaha ¢l5o] YT Ik v
ol AwzRE F/HI/NAY) A& AAske AEE
gL AGE THQ1T10l M e kg Fej=
/AR FAN7) AR 7€) X509 7]6 PKI ¢
4 3oz e

Live Data
B
SecretData
X Biometric
Certificate
Generation
Stage
| {
Certificate Data

33 8. Hio|2 HE 7|dt 7|4 4y T

AREARE AERE SOl BIPEAE AlwEs vhele
AR JHGAE Tl Al viele RS 1,
918yl ulo] o ElZgl Qo] ool A Aol ARgA} B
2 #k(Secret Data)S ©]-83to] 7A71/E M7 % xg
S S8t} olu] RSA 59 307 dwst ¢
< A&sto] A" 7171 2 E707] el disiA
=M e A%

O_u_4

M

N7 ARE X509 718 FA7] <l



Hu, Q7] RE PSS =ol7] sl Hiol2 <l 2.2 HO|2 7| 7|8k QIF HIAIX| ME X
SA 9 dAlste] g PR A dech 71&0 HAsHA AFE 7] S FE5) o] B ALE
Hpo] o JHE o]g3te] 715 AT A Supold sto] A Aol ek A i ol s E S 4
E AW oA FeAlEE fAA] Foll tig g5 3 Stk ARRES 7P| vtolQ Q% 7S A
Tgel g3 5 glov, vole JrE ofgstel A Haly] gete] Algket mHAE B FEE AL
51-¢ sl =s AT & ATk olok #EF 7 AH t} BA 35 59T ALY A E THE vlo] ¢ o]
ol el AFA B gL thy 19 2k A nA 2REH 143 EAHS 259 4 QEE Do
ITU-TellA xFEo= Age X1089(Xta) & 7|9 t} 37 A 2HlA QY] REE 98t HA
ston vlole HRE o R ATAE At BE o] 7S 4839 protected BZelo] 7]217]
ol71e] 7iQlel wholo 7] A4 AHE A7/ ARZ eyt o] ARE sl g tXY 7|2
g 4= Qltk ARgato] WAIAell B9 HESst 7)5g e A
o

o= 7H o T 5 BEA]S- 93
/ﬁ’i_peature Biometric Secret Binding CA ‘l © 1ETE1 == _’_oﬂ ‘jﬂ' © ‘JE HOH ELH
acqu}sition xh’actlor} 7 Template / Binding 7 Data J—_’.Z]- 'c:i}-—E— ‘]ﬂ/\]xl Oﬂ FHEL obs 33]— _ﬂ].XJ % _/’:63 _(?} E]— %
Binding Data

Encrypted Encrypted
Template /' “\__Template

Protected

Binding Data I e
ARJN7NIE FEL FAE QS HAIX

9o A8t 4L o a9 2o

Biometric Certificate

Protected

@ Biometric | |Key-Protected Publickey
Certificate Data Private Certificate
EE{ . Public
Xirac!
T2 9. HO|2 HE 7|8t HIO| UBAM MY THA| o Stage bubie ot
Matching Key Stage
olol] o} 13} o] Hio] & RIFAME Ei® thE Live Data
_ L } B Digital ficati
Ao AL 5 e 7] Jus AT 5 Uk 39 Sging erfcson
oA A H=E 7 v 1S 2ol A ARAR] S
iRandom Num. !
e o AT 75e Alwsr] s ok 19} 2 ClentSoncer | | L Generator |
o AHgAL Q] ol 2. ANE olg3te] 7] ke 4 ety
A8lal, o5 AXZE HoWlEo| A& FFolt 3% 11, Hio|2 HE 7[4F 25 HA|X| MXIME 72X

B’ | Feature " Biometric
acqll)Jiasti?ion extractiol Alignment Template VI. ?-

I

X

rek

Y st

= AL 2Ea AlaEeM o] Fo] FHom fiAu]

= Apache, "loEFH|o] 2 A= Mysql, A28 19

Biometric Certificate

Matching
Personal 2= PHPE A}&g}oﬂu} sq;ﬁ EH HHo QJM]_O] EXx
Secret i = o CrMmH-T. 1 T H —=
Protected
Binding Data

ID, Password®hs BluLeh7] wiitoll sk ‘&4 D9}

Encrypted
Template

Decryption

Password?Hg 7}%

3 TR ARl AH Y Q%S whs
: i = Qltk B Aol AAE Hokls s)uk Q1% Al

]

LEEE R



36 &t

Bl % 515 =2X| '09 Vol. 9 No. 3

uthentication
Server_/

one
Key

T

Request Jomn
Send Jon Torm
Send Member Tnformation

Send me|

hage address that include proggam & key /L .

Request login

Send Login Form

Send 1D, Password
Aulheni@l

g

D, Phone

Send Card Input Form

Iooking Card Number

engration Sefd Card Number
Send Result

az 12, 2 AF0M mMAlsH 2F A T

neration|Number
From

NH

Show Number

9 I9L FUE 7Nk AT E HOFIE WS Ae
ot 1 R uigt Ao AA7E sk
Ao A AukAQl vd gk 7IHe] gF sk A E
A X QLA vlo] o HEel AAlE AQ17)/E N
715 AHES 4= ) AREARE WIPL 5¢] 2E0] g4
o] FIFHQl SWE AA)/+8 & e I=ES 7}
A3 9lom who] e AFA 53 AAE 4 e AF
Aol H&sto] s AT FAS FleA Hok

g 2 AFoAE oy 1R o] ¢ 2l #
H A 2EE S5 on olF B3l 7| 7 EG
NRE eF AAE AT = Aok

Lioix|
O BIE =AW BAWIW EFD EsU(H a3
() [ hp /7203 252.18.238/secu/ EIBEE
‘Welcome to Internet Security Laboratory

o

|

Test Page of Secure Card in Celluar Phone!!! m‘
@z [ [ o 2Ew )

J% 13, 7128 2791 34

=lDix
DO EIE SN BN EIO EsU | 2
%20 [ /205,252, 19 236/ s0cu) e
‘Welcome to Internet Security Laboratory
succes
15
Test Page of Secure Card in Celluar Phone!!! 30
confirm
e [ [T [eoEs

J2 14, Bl Y HE

r_ﬂy‘
2
=2
1z
M
1o
oo,
>
o,
mt
rir
B
¥
Z

(@}

a
=
o
=
£l
_?L

% Slek. s B

o
79 ALg A Hhet vk

o

e
fo 4 &

il
oZ,
o,
o
X
i)
£
o,
2,
e,
N
g Bl
ol

S GEE ) AE welrhe A4 A

v U=

o
£ m

=
>
r dlo of 4
1
Ir
=3
o »Y N
o

l"{
1%
=)

=2,
>
©
Y
)
Y
)
i,
o
=
oo B
olx) r\r
o ¢,
§
mo rf o™ R

(ot
il
32
o
2
o
kS
to
N
™ i

dlolEl7 a4 Ao w
ol gaje] AANFH] A, wel] AEHE o)
= 3

o o
23
N,

o I
2
ok
i)
4
30
oo
i)
[
ofN
>,
>
%
=2
>
o
>
2
oX,

> ok

re

-

=

>

>

>

ot

N

oE

rlo

N

N

ofo Lo

Ol "
AR
10 0 et M
dob SIS
yo oo o oz
[0 > 2 > o,
Lok ob o

K
e

g
=
2
N
N
i
e
[l
M
iy
1o

o ME oy
>
o
o
%0
=
o
>
o
=
e
re

| ©<=3] nonce #& A
U AXE Hobzlzo| 7)ukel 12}
A4S st F7E vlo] e AH & o

& 7Festthz FAle] Stk

o
— O_>|'.4
ol
—_
oo 2 rlr 44 &

ot
Ku
oly
rO
olN
td
it
fitl
1
)



29 nonce 7|4 AHEA Q1F W ORE B8 7153

o,

Rt} |Wn

‘ | Saurte Destinaticn

4 | 2
T oo

nsfer Pratozol

Xt data: apah’cm’

4

I TTIUIT T35 T 0T 9T 6T G GE 63 G5 QU 103 .. COMET

0200 74 69 Ef G2 3a 20 db 35 65 7C 2d 41 G 69 75 65 Tion: Ke ep-Alive

210 Ud (2 43 61 63 1) d 43 if de 7¢ 72 6% 6233 ..Cache- Cortrol:
1

:,_EI 15. E: 7§;|E A|_|u.|

= ATl A AR 7S 719 1T AlLE I ]
A v moF 2k B ATelA AAg
o7t Z1ak 27191 7|HE 7)Ee] 27191 V)
HE 71 EARBE ARRShE F7HA JEE o]
% 915 (Multi—factor Authentication)& A%

B Aol A AAIgE 7IHE vlo] e AH T

=
Shd
1%
r%‘ﬂ

[kl
i
T

o

Mo %k? iz B>
%y
:; o

& | 220lRIE | 37| | ABM | HeP|

s CHREE 7|8k 7|gk &

ID 2 Password

oz 0 ) X 0]

=H=

S7hyw el X X 0 0

Multi-factor

Authentication X X X 0

One-Time

Password X X X °
Vi, &

Lol FA1E 7ML A28 71Ee] Aol ut HFE
A TR Vo] B P H A FES T
At QA = Aol Ak wEA dAl gy
o] 719 & AREAL Al Al HE 219 A=) -
77 FAsAY FAFSE IDS}F Password® 21908
St = A9 Wk A Q1 ZebolwiAl AR f

53 4 Qi) o]y gt A
o2 ID/Password AHE
S e AARE do] Hu

ILPEW AT A E AXE Hole HF
71E ) AL’EE“ 2 olEy B 219l 34
7171 Sl WS A ST
A AAGE AEE HItE A|2"2 AR 2
glo] & 4 glo] A go] 7HsstH 7%
ol AH B JIAo] AfstaL = A

2 QAste] ALgAksh A @ 71k A

of
ol

r
>
Lo,
2

r}mé_m

re
-
=2

[>

N
jud)
=

o

e
>
[ Jo r_

[
o

[
%
Lo
2
B
o HS,".‘,

o
0%
>,
ny
o
)
o3
ng

o
fr
iy
o2
St
ofl,
=

9] njo
1

2 oo ol

o o

Aste] v S AHIAE AE3

Sl el
G A7t Wad ow Az,

&
hacs
=

-

[1] Z3l%, “FoldE bgRE A9 kgt =2
a9l TRAl AA L e A 2k
HeAT4 =53, Volll Nol, pp.345-348,

[2] A&, A7, 3%, ‘Spam mail BAE
SMS(Short Message Service) A2} €15 1}
of gt A, 006U E FARR S|
skt 3]) Vol.16, No.2, pp.234-238, 2006.



38 sr=ZExsHs|=2X| '09 Vol. 9 No. 3

[3] M. Stuart, S. Samuil, and S. Shreeraj, '$}3}%
(2ol slojeol A ol Aol 2006,
4] 345, A2, 0Ey “d3)e d5E o4t
A} oFF 0% A\ A€ WEN|T)o]ste o] =

3, Vols, No.l, pp.127-131, 2002.

[6] A. K Jain, A. Ross, and S. Prabhakar,
"Fingerprint matching using minutiae and
texture features,” to appear in the International
Conference on Image Processing(ICIP), Greece,
2001(10)

[6] O. Peter, "Biometric generation of digital keys,”
Mini Symposium, DMIS-BUTE, 2001

[7] P. Janbandhu and M. Siyal, "Novel biometric
digital signatures for Internet-based
applications,” Information Management &
Computer Security, Vol9, No.5, pp.206-212,
2001.

[8] R. Rivest, A. Shamir, and L. Adleman, "A
method for obtaining digital signatures and
public-key cryptosystems,” Communications of
the ACM, Vol.21, pp.120-126, 1978.

[9] T. ElGamal, "A Public Key Cryptosystem and a
Signature  Scheme based on  Discrete
Logarithms,” IEEE Transactions on Information
Theory, VolIT-30, No.4, pp.469-472, 1985.

[10] P. Tuyls and ]J. Goseling, "Capacity and
examples of template-protecting biometric
authentication systems,” Proceedings of BioAW
2004, Lecture Notes in Computer Science 3087,
Springer-Verlag, pp.153-170, 2004.

[11] X. Boyen, Y. Dodis, J. Katz, R. Ostrovsky, and
A. Smith, "Secure remote authentication using
biometrics,” Advances in Cryptology -

EUROCRYPT 2005, Lecture Notes in Computer

Science 3494, Springer-Verlag, pp.147-163,

2005.

X XF A Y

°] & $(Hyung-Woo Lee) M3

sah(e] A
L1996 29 ¢ St A1)
s (o] 3P AD

£ 10099 29 : weltyst AEY

g0 kA
1999 32 ~ 2003 2€ : WXt YRS}
LT
+ 2003 3¢9 ~ dA ;AU AFE TR ag
<HEARoR C AHKE YEHIHL FAU 3

YAk, S wet Ve




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /KOR <FEFFd5a5c0c1b41c0020c778c1c40020d488c9c8c7440020c5bbae300020c704d5740020ace0d574c0c1b3c4c7580020c774bbf8c9c0b97c0020c0acc6a9d558c5ec00200050004400460020bb38c11cb97c0020b9ccb4e4b824ba740020c7740020c124c815c7440020c0acc6a9d558c2edc2dcc624002e0020c7740020c124c815c7440020c0acc6a9d558c5ec0020b9ccb4e000200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /CHS <FEFF4f7f75288fd94e9b8bbe7f6e521b5efa76840020005000440046002065876863ff0c5c065305542b66f49ad8768456fe50cf52068fa87387ff0c4ee563d09ad8625353708d2891cf30028be5002000500044004600206587686353ef4ee54f7f752800200020004100630072006f00620061007400204e0e002000520065006100640065007200200035002e00300020548c66f49ad87248672c62535f003002>
    /CHT <FEFF4f7f752890194e9b8a2d5b9a5efa7acb76840020005000440046002065874ef65305542b8f039ad876845f7150cf89e367905ea6ff0c4fbf65bc63d066075217537054c18cea3002005000440046002065874ef653ef4ee54f7f75280020004100630072006f0062006100740020548c002000520065006100640065007200200035002e0030002053ca66f465b07248672c4f86958b555f3002>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


