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An increasing variety of malware, such as worms, spyware and adware, threatens both
personal and business computing. Remotely controlled bot networks of compromised systems
are growing quickly. This paper proposes an intrusion detection system based outflow traffic
analysis. Many research efforts and commercial products have focused on preventing intrusion
by filtering known exploits or unknown ones exploiting known vulnerabilities. Complementary
to these solutions, the proposed IDS can detect intrusion of unknown new malware before their
signatures are widely distributed. The proposed IDS is consists of a outflow detector, user
monitor, process monitor and network monitor. To infer user intent, the proposed IDS correlates
outbound connections with user-driven input at the process level under the assumption that
user intent is implied by user-driven input. As a complement to existing prevention system,
proposed IDS decreases the danger of information leak and protects computers and networks
from more severe damage.
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