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AMR(Automatic Meter Reading), which means that it reads the meter of electricity, gas, or
water, etc at a remote place automatically through wired or wireless communication, has been
studied in terms of Power Line Communication method and Local Area Wireless
Communication method, etc. In this paper, we designed and implemented JCA(Java Card for
AMR) capable of AMR, which is based on Java Card technology indispensable to the ubiquitous
world. In this paper, JCA follows standard transactional procedures offered by power supply
company and manages power usage log and billing data, and is designed in order to satisfy
EMV multi-functional specifications. Because JCA is a multi-functional smart card capable of
post-issuance applets as an open platform, it is installed into other applications of affiliated
concerns as well as credit card and traffic card applications. Not only the proposed JCA is a
low cost system, compared to other AMR systems, but is capable of paying rates in advance
or later by applying authentication and security function of Java Card. In addition the proposed
JCA system can create value added services such as affiliated services with corporate alliance.
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private final static byte INS_GET_CHALLENGE = (byte)
0x84;
private final static byte INS_GENERATE_MAC = (byte)
0x84A;

private final static byte INS_GET_DATA = (byte) OxCA;

private final static byte INS_SELETE_FILE = (byte) 0xA4;

private final static byte INS_READ_RECORD = (byte) 0xB2;
private final static byte INS_UPDATE_RECORD = {byte)
0xDC,;

private final static byte INS_EXTERNAL_AUTH = (byte)
0x82;

private final static byte INS_PUT KEY = (byte)0x24;

/) EEe A vixE
public void process(APDU apdu) {
byte{] abApdu = apdu.getBuffer();

switch (abApdu[ISO7816.0FFSET_INS)) {
case (byte) INS_SELETE_FILE:

case (byte) INS_PUT_KEY:

case (byte) INS_READ_RECORD:
case (byte) INS_UPDATE_RECORD:

case (byte) INS_GET_DATA:
case (byte) INS_GET_CHALLENGE:

case {byte) INS_EXTERNAL_AUTH:

default

4. OHES 082 ¥t DLL 73
HAAAAIEA A FHE jER 7S At
SE&ZEaYA o) &3y A3 [ 6] 2 DLL
gtelB ezl Initialize(), Auth(), Read Record(),
Update_Record(), Append_Record)& F&3it}h <
Initialize()= AWIFI=E %7]3F 8}, Read Record()
© Atee gl AR E oeth w3 3 Auth()
= Fd71E B 7] AYe A8 958 ¥5ain,

Update_Record)= 7F=A B 92 Card_Infodl] 7]1&

3k 3hgro] 1, Append Record()® AE A7 Fre}
AEALEZ T A2 Meters} PULE 7] &35he gl
o} Aptes 2713 dAA = 7)(derivation
key)& Aol S Al o] 24U 718 o
= HIEA] F9 AuthOR J5S wol At

6. H#3

HEXHIZIE 2 018 DLL &

BOOL _stdcall Initialize(BYTE bNumt)

FIEE #M3Et AI7IH Derivation
KeyE MASICE

BOOL _stdcall Auth(BYTE bNum1)
A& diolEo] H2S st B0
O|RHZICH
BOOL _stdcall Read_Record(BYTE bNum1, BYTE rNo, BYTE
sfi, LPDWORD bLe, LPSTR pbData)

bNum1: XHIZIE QA HE

X7t ol ZXisH 11 oless| T oo N

9l
BE ble: Sl HOJEIZO]

bLe: g2 diolg

BOOL _stdcall Update_Record(BYTE bNumi, BYTE sfi,
DWORD btc,LPSTR pbData)

bNum1: XHIFIE QIHIA HS

bNum1: XHHIFtE QIElA $HE

bNum1: XHIZIE QIHIA HF
o = =
Card_Info T CIO|EIE 7|18 e Eae. ot ol

Stk pbData: 7|2 Cil0]E

BOOL _stdcall Append_Record(BYTE bNumi, BYTE sfi,
DWORD bLC, LPSTR pbData)

bNumt: XHHI7tE QA He
Card_Meter_info, Card_PUL I}|sfi: File ID

2oll HIo[EIE 7|8l bLc: 7|Z8k= H0|E{ZO]
pbData: 7|2 G|0lE

4447 83
JEIE sl 9ABART AHAANN Y3t
2 AAANALE AT AFE



HAUYES ARt Cois AEIE EA H ¥ 69

Aol 98e SRR (79 31 AHASA R 9 $8TzaYUste) APDUS FAL Avind (13
LATAAIIE DYE A Asuel PAS U det ol 2718 34, 7] fE B, AFa, B
e, Ae AR,

BaER AR S i .

i

AHAFXHIZE

L Billing Terminal

Reset

ATR(Answer to Reset)

luitilization

Select Fite

FCIFile Control interface) + "8000~

Get Oata

Key Derivation CSN + 9000"

 p—1
'

Generation 8N - Generate MAC + RN(I6) .
Authentication |4

vac
= - Read Record /}E
Bifling ISAMD + pul_day + usage] 4 MAC
i 0
- TEA a2 4. ®A Aol APDU BN Hxt
{é@%lﬂ oA Edo lEMW LG HEAEE A
BE 22 Foo 4440 EE HEe A AEabgo] gk gate] kRS AR =
Aol Bod Aus Lemaador olgale] Ay AAAAATI= 2 R o]3® A87} 1™ 5] H)
of dFdct. dANGT TP E HEFA, olBol A% - Hejdrt. & APATES Bl 94
AR 9 A aen a5A4 WY 2 e AR T g BE we] og At
T aFAN Y BN AP AR QAR R

i : L Rue i &8 gmua B
issuer id chartit) 9 weter_code FXITLYA BE  tinyine RS
user_id 2R char(zm) ] pul_time 2Een char(10y L OHIE 17
card_id Ho# thar(2n) | e NZREE ] oo
fast_bil_pul_time | QU2 2 X & char(10) 7 ({1900010801)) Wj usageDt MNP ABE int o £ (on
remaindee <L RiE] int o | L ATTABE n ] £ oy
miesge Digela B int oo ageTs AT MRE ot # )

W B ot @l £
TN nt L1 o
AT ABY i ] roum
e L ] o
e it ] =
NENBE T e ! gl
Nziey m Ll [
N2 A ot ] )]
NZ A int ol [ ()]
IEL - ) o
Card meter info Mz ABY nk a r o
: o : Az asE a o)
T T iy Mt A nt o oo
et 2EE charzey | GHLIR NZABF int o o
- orovider W BER S dariz) ORI NZABE ot L £t
£ 7RG ot o g
NP ABY nt (] T oon
N NEF L [
N asE w o [0
N2 naE o ] (O]
&

33 5. HEAIREIPUL) A9} B JloHe



aueR i = = |
RELESR ST
1 T W R

o

w00

a3 6. AlZiE HAEH X375 &HH

A= QARAARIES) 7)5E S
A AE 2 AN Aus B Amel 348 dat
of [29 71 2 w=eH doleluols 4AE B3
o dolguol s FEUT) Aabauel volelHo)
2% FHFE % 32 dol2g Auluw [E 717

# 5

7. "HAMHL| =9 Ho|g

Server_PUL X Af%ﬂ(PUL) He

2

Server_card_Info HARUFHPIE HE
Server_user_Info HAHAKIBIFIE ARBAL HE
Bill_history i 22

Mileage_history ofz|x} He

< A8 ;Juofq 44 7:1%‘%}13}7}
Z(JCAE = Z#Z(open platform)?] th7]5 27t
EFER && olEY Fude) hsstnzg Agst
= 2FIE 715 3 O AFA $-8E BA
T 5 Qlok

V. 88
2 wPAE 33 SR W, FE 7k S
AAe AEoz Fdst 9487 A8 4 U

T ionime

o §
EpTay e

= Sod
| reome

T T




)5 AAE s o AnslEs 9

Eh

Aol ol 85 NEBE FAY Bk ohi FF 24
7 ol AFASE FUF TN gag ¢
UE=F 7] el AEE AT At Aoz
pdstsact @4 wEste ,% AEAE ke, SARE
w FE7RE, AETRE, FUE WA AF5RE
(USIM)&- 7h= S AH 5 ~rtETlE: 1 84

ol E= A gle], & -Er°ﬂ*1 27 ??ﬁ_f&

2 XN

B
DT <2 T )
of
2
2
i
ol
gl
e
N
N
i
o)
N
)
e

b a4

= D
o x5
SEfol IARAB(CRM #1233} A5
gerd 253

s}al Mgt
2324 AL w99 A

my
ko
[
RO
i
ol
2t
onl

LEREEESE RN
Fed FEAT PolRA, $
Ppries ggs 1Y
7k Agslole 2A2 B4
W S3ke) A%
193h Aol T4

-3
>

ol X

>, e

T o 0

TN e g

Sﬂé iy J§ —{317

P A

oft

2

My
o
ol
m?{_:,
o
£
=L
g
o
R

[2] eHE2, “AAHLE T o] &Y, FFHAL
&3], "AR7|E, Al5d, A4S, ppST-67,
2004.

(31 C. Zhiqun, "Java Card Technology for Smart
Cards,” Addition-wesley, 2000.

[41 W Rankl and W. Effing, "Smart Card
HandBook 2nd Edition,” WILEY, 2003.

(5] WA, HAS, i, “AantETIE AFAEE
MEIA = TJ@”]E”E 2002.

(6] ols=3}, AA<r, ARy, “Anpgle 7wk F e

7)& AHER QIF 2R Ei«l AA R T8, A
BAFE3=EXC, A10-CA ABE, pp.s8s-5H,
2002,

[71H Uwe, S. N. Martin, S. Thomas, S. Achim, and
S.  Frank, "Smart Card Application
Development Using Java,” Springer, 2002.

8] A54, 2HE, HEE, )%=, 719 “dagd

89 93 ArlEFNE $9AA”, AR
EREAATEY AA AW, A3F, pp.277-288,
2002.

[9] http://java.sun.com/javacard/overview.jsp

[10] A3, 21, 23, “AnfEFIE 7)dke) A
g AAAAE AT Aag 2 A7, g}
T3] 20064 FAEU 3T O, #1298,
A|22, pp.1032-1035, 2006.

7+ 3 $(Hwan-Soo Kang) H3Y
1983 29 1 A goiEtal ALk
Algtz (o] 3t

=191 249 - Austa ALkE
AlgtH( o] A AL

< 2002 2€ © A)2oishaL 7 RE
T3} R

AASDS ARI|eATA AL

0

£ 199233 ~ 1998\ -
74



<HAEOP : FUIAB A HY, 2rlESE X

EZNUNE, Ar) s, 2utd A FY, ARyens

2 A 3 (Jin-Hyung Cho)

+ 1990\ 2¢¥ A euiEn
BN

+ 19994 24 : KAIST AR ZEA
FeH T Ah

20073 8¥ @ AlguEu Ve

v FBE A (FA

<1990 ~ 19974 : A AZEY AT

Q74

oy 0%
44 fob
rio

o

12
%
o

¥ 54
<BAROR> © fdelerto]d, A5 YAz, Wap

Hald

1996\ 24 : Aeista 71A1
Al (E 3

+ 200213 249 Agrsta gkl

NEAFAHT R

-
o oo

* 20094 89 1 Mgt kel
71&73ddF(F A
Al

Y2395 w4

<EARR ¢ Mu|a g, IAu) 2, 7]E kR 37}

« 19973 2¢ . KAIST A
(F84AD

L2007 89 MR A
3474 % 8D

01 99 ~ A BT
ALt WAARGE Fag

<HAEOR ¢ FYARAILE, IT o224, o9

o] ¥ YHJong-Man Lee) X3
%3

7+ & Y(Hwan-I1 Kang) M3l
B - 19304 29 A& isty dAkE
saj(F D

» 19823 29 KAIST A7) 2 A
AZ S F A

<1992 129 ¢ FS A
3l

st}

+1993d ~ 1996 24 THAY NS AAASE

I} g
<1996 39 ~ &) WA st YRty R

e
e

E



